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Certificate Requirements for Converged WAP-MExE security architecture

1 Introduction

This paper presents the characteristics and requirements on certificates, assuming there is a converged WAP-MExE security architecture.  The paper deals with isses such as provisioning, user control of certificates, capabilities of applications/contents verified using certificates.  The conformance requirements on terminals and derived.

1.1 Advantages of converged WAP-MExE security architecture

Convergence between WAP and MExE is already a stated goal for WTA.  Convergence of WAP and MExE in terms of their security architecture is also desirable.  Such convergence would:

· Permit a single solution for certificate handling in browser/terminal/WIM/SIM

· Permit a single solution for operator/SP infrastructure

· Increase understanding of the architecture

· Minimise amount of standardisation work

· Give WAP/MExE combined clout in cerfificate standardisation bodies

1.2 Types of certificates considered

Operator, manufacturer and third party root public keys, and certificates signed by such roots (to be referred to as „level 1 certificates“), and certificates signed by level 1 certificates (referred to as „level 2 certificates“) will be considered. It will be assumed that certificates below level 2 certificate in certificate hierarchies can be considered as a level 2 certificates.

In addition, a „provisioning root public key“ (see T2X99068) will also be considered.

Note;  It is likely that level 2 certificates can be considered as level 1, but this is not assumed for this paper.

1.3 Characteristics of certificates considered

· Method (transport) of provisioning

· Certificate used to verify

· Uses of certificate (WTLS or signed content)

· Capabilities of applications/content signed by certificate

· User control of certificate

· Control of certificate (deletion, mark trusted etc.) by other parties

· Conformance requirements on terminal (additional to standard certificate handling requirements defined in [WPKI] and [WTLS])

· Conformance reqirements on other devices

1.4 Uses of root public keys

It is standard Internet practice to use root public keys to sign other certificates only and not to sign content or to secure transport layer sessions.  This practice minimises the use of root private keys which should reduce the probability of key compromise.  For security reasons, and also to reduce the range of uses that each certificate can have (within the MExE specification, such variability has been found to lead to ambiguity), this standard practice will be assumed in this paper.  It is hoped that resulting standards will enforce such practice.  (Though there are issues of space required for certificate storage to consider).

Certificate/

Characteristic
Method (transport) of provisioning
Certificate used to verify it
Uses of certificate
Capabilities of applications/content signed by certificate
User control of certificate
Control of certificate (deletion, mark trusted etc.) by other parties
Conformance requirements on terminal
Conformance reqirements on other devices

Provisioning root (if accepted)
At time of terminal manufacture
N/a
Verifying operator root public key (manufacturerroot also?)
N/a
None
None
Terminal shall support secure storage 
N/a

Operator root
Downloaded or at time of terminal/WIM manufacture
None if installed at time of manufacture.Provisioning root, or confirmation of hash by user if downloaded
Verification of operator level 1 certificates

None
Operator can download replacement (either using provisioning root or user confirmed download
Terminal shall support secure storage.

Terminal shall support use of operator root if in WIM

If SIM changes, need to mark op root in terminal as untrusted or delete
None, WIM is operator dependant (though standards must support operator root)

Operator level 1 certiifcate
Downloaded or at time of terminal/WIM manufacture 
Operator root
WTLS, signed content, verifcation of operator level 2 certificates
WAP: WTA

MExE: operator domain capability
None (though user must confirm acceptance of applications signed by certificate, either at time of installation or via contract)
Commands verified by opeator root
Terminal shall support secure storage.

Terminal shall support use of operator root if in WIM

Note on what happens if SIM changes
None, WIM is operator dependant (though standards must support operator level 1)

Operator level 2 certificate
As for level 1
Operator level 1
As for level 1
As for level 1
As for level 1
As for level 1
As for level 1
As for level 1

Manufacturer root public key
At time of manufacture (or downloaded in event of key compromise)
Provisioning root verifies package (and does not sign root itself) if downloaded
Verification of manufacturer level 1 certificate
WAP: ?

MExE: manufacturer domain capability
None
None

Terminal shall support secure storage
N/a

Manufacturer level 1 certificate
At time of manufacture or downloaded
Manufacturer root public key
Verification of manufacturer signed content; WTLS sessions to manufacturer; verification of level 2 certificates
As for manufacturer root
As for operator level 1
None1
Terminal shall support secure storage
N/a

Manufacturer level 2 certificate
As for level 1
Manufacturer level 1 certificate
As for level 1
As for level 1
As for level 1
As for level 1
As for level 1
As for level 1

Third party root public key
At time of manufacture or downloaded
Operator root (or other operator certificate designated as third party root controller) verfies package containing third party roots)
Verification of third party level 1 certiifcates
N/a
User cannot delete but can mark as trusted or untrusted
Operator can mark third party roots as trusted or untrusted via CCM
Terminal shall suport secure storage
N/a

Third party level 1 certificate
Downloaded
Third party root
Verification of third party level 2 certiifcates, veriification of third party signed content, /wtls connections to third party servers
WAP: WTA, if third party has been authorised by operator

MExE: third party domain
As for third parfy root
As for third parfy root
As for third parfy root
N/a

Third party level 2 certificate
Downloaded
Third party level 1 certiifcate
As for third party level 1
As for third parfy root
As for third parfy root
As for third parfy root
As for third parfy root
N/a











� Some operators may not want manufacturers to be able to download „3rd party“ type applications (as oppose to terminal upgrades) to terminals of their subscribers.  This could be achieved by appropriate defiition and/or operatro limited control of the manufacturer domaon, or less satisfactorily, by operator override of the manufacturer certiifcates
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