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8
Security

8.1
Generic security

In order to manage the MExE and prevent attack from unfriendly sources or transferred applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is 

· a framework of permissions which defines the permissions transferred MExE executables have within the MExE MS

· the secure storage of these permissions (and permission type as defined in clause 8.3)

· conditions within the execution environment that ensure that MExE executables can only perform actions for which they have permission.

The MExE permissions framework is defined in GSM 02.57 and is as follows (there is no implied hierarchy):

· MExE Security Operator Domain (MExE executables authorised by the HPLMN operator);

· MExE Security Manufacturer Domain (MExE executables authorised by the terminal manufacturer);

· MExE Security Trusted Third Party Domain (trusted MExE executables authorised by trusted third parties);

· Support for the three domains is mandatory.

· Untrusted MExE executables are not in a specific domain, and have very reduced privileges as described in section 8.2.

8.2
MExE executable permissions

The following table 3 specifies the permissions of each security domain.

The actions listed in the security table 3 are generic actions. Application programming interfaces (APIs) which are intrinsically part of the MExE implementation may directly or indirectly cause these actions to be performed. When these actions occur, whether directly or indirectly called by such an API, the security restrictions shall apply.

Explicit user permission is required for all actions by MExE executables in all domains.  Types of user permission are defined in clause 8.3

File access is not permitted for untrusted MExE executables, except that untrusted Java applications can access files only in the application’s own directory. Untrusted MExE executables are not permitted access to any actions which access the phone functionality (phone functionality includes all the actions in the table 3) except for this one qualified exception, and as further identified in 8.2.1.

Actions available using interfaces giving access to the phone functionality (either in existence at the time of approval of this specification or not) that are not listed or not of the same category as a group in the security table 3 can be accessed by all trusted MExE executables. 

Table 3: Security domains and actions


MExE Security Domains

Actions

Operator
Manufacturer
Trusted Third Party



User private data access 1
1. Read

2. Write

3. Get properties

4. Delete

5. Get Location Information

6. Read stored SMS

7. Delete stored SMS
Yes 2


Network access

1. Initiate a voice/data connection 3
2. Accept a voice/data connection 3
3. Call forward 4
4. Multiparty call 4
5. Call deflection 4
6. Explicit call transfer 4
7. Terminate an existing connection

8. Hold an existing connection

9. Resume an existing connection

10. Send point-point message (e.g. SMS, USSD) 4
11. Generate DTMF

12. Query network status

13. Get signal level

14. Get call list
Yes
Yes 6

Lifecycle management

1. Install a MExE Executable

2. Uninstall a MExE executable
Yes



Miscellaneous functions

1. Get manufacturer software version
Yes

Certificate management

1. Install a certificate for a given domain

2. Uninstall a certificate for a given domain

3. Replace a certificate for a given domain
Yes 5

Audio access
1. Sound generation to speaker (e.g. via stream)

2. Select Melody

3. Set speaker volume

4. Get melody list
Yes

Power management

1. Monitor the power state

2. Change the power state
Yes

Network selection/operator data access

1. Get IMSI

2. Get home network

3. Select network
Yes
No

Table 3 (concluded): Security domains and actions


MExE Security Domains

Actions

Operator
Manufacturer
Trusted Third Party



Device core function access

1. Start/stop radio

2. Turn on/off device
No




User profile management

1. Activate a user profile

2. Modify a user profile
No

User preference management

Modify user preferences
Yes7

Legend for above footnotes:- 

1 – User private data includes user files, phonebook, etc located on the MS.

2 – The user shall be able to specify data access permissions within the capabilities of the device.

3 – A network connection may be via any supported bearer service

4 – Multiparty, deflection, and explicit call transfer shall be permitted only to numbers explicitly supplied by the user to the MExE Executable. Modification of call forward numbers stored in the network shall only be permitted to numbers explicitly supplied by the user to the operator.

5 – Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate.

6– The Trusted Third Party domain's permission to access the networking action depends on the provisioning mechanism as described in section 8.15

7 – Trusted applications only have permission to modify user preferences, and not to activate or de-activate them.  The user shall be able to specify for each domain, the preferences that applications in that domain can access.  All other preferences shall not be accessible to that domain. The default shall be that there is no access.

The lists in the groups in the table 3 are not exhaustive, and other actions which are of the same category shall be included in the group for the purposes of requesting user permission.

8.2.1
MExE executable permissions for untrusted applications

Clause 8.2 identifies the permissions for MExE executables in the 3 domains (operator, MS manufacturer and Trusted Third Party).  The permissions do not apply to untrusted applications which are not permitted to execute within the domains.

In order to facilitate untrusted applications having some limited access to MExE MS functionality beyond their very limited privileges, the following specific network access permissions in Table 3 are extended to untrusted applications:-

· Initiate a voice/data connection

Untrusted applications shall be able to make calls under the following conditions.

In addition to an untrusted application possibly displaying the number to be called to the user, the number to be called shall be presented to the user for permission by a provisioned functionality of the MExE MS and not by the application itself.  (This facility would support, for example, "click to dial" button/links in an untrusted application, and a MExE MS provisioned functionality then represents the number to the user for confirmation.)

· Generate DTMF

Untrusted applications shall be able to generate DTMF tones under the following conditions.

An untrusted application is only permitted to send DTMF tones in a currently active call.  The request to generate DTMF tones in the currently active call, shall result in the characters which the tones represent being presented to the user for permission by a provisioned functionality of the MExE MS. 

The untrusted applications permitted to use the above facilities shall be applications the user has downloaded himself, and not be applications that have been pushed to the user.  Applications/applets on the MExE MS due to the user having visited a particular web site are considered to be applications that the user had downloaded himself.

Untrusted applications shall not be permitted access to any other functions.

8.3

User permission types

The term “user permission” is defined to mean that the user can give permission for a specific action in one of the ways defined in Table 4.  Blanket permission and single action permission are mandatory, and session permission is optional.

All prompts for user permission as described in table 4 must display the alias name for the signer of the corresponding MExE executable.

The user shall be prompted for user permission relating to each action group listed in the table 3. If a prompt for permission relates to more than one action, e.g. networking and user data, then it shall list the individual action group permissions which will be granted. This condition applies to any prompts relating to user permissions in table 4.

Note that blanket permission and session permission can't be used for uninstalled MExE executables e.g. applets, WMLS.

Table 4: User Permissions


User Permissions

Permission Type
Description
Invocation
Revocation

blanket permission
The user gives blanket permission to the MExE executable for the specified action, and the MExE executable subsequently uses the user’s original permission for the identified subsequent actions whenever the MExE executable is running.
Typically such permission would be given at MExE executable configuration or run time.
The blanket permission maybe revoked by the user at any time.  The user permission no longer applies once the MExE executable has been removed.

session permission
The user gives permission to the MExE executable for the specified action during a specific run time session of an MExE executable, and the MExE executable subsequently uses the user’s permission for the identified subsequent actions whilst the MExE executable session is still running.
Typically such permission would be given at MExE executable run time.
The session permission maybe revoked by the user at any time.  The user permission no longer applies once the MExE executable run time session has terminated.



single action permission
The user gives a single permission to the MExE executable for the specified action; if the MExE executable subsequently wishes to repeat the action it must again request the user’s  permission for the identified subsequent action.
Typically such permission would be given at MExE executable run time.
The user permission no longer applies once the action has terminated.

8.4
Certification and authorisation architecture

In order to enforce the MExE security framework a MExE capable MS is required to operate an authentication mechanism for verifying downloaded MExE executables.  A successful authentication will result in the MExE executable being trusted; and able to be executed in a security domain (as determined by the root public key of its certification tree).  

As the MExE MS may want to authenticate content from many sources, a public key based solution is mandatory.  Before trusting MExE executables, the MExE MS will therefore check that the MExE executable was signed with a private key, for which the MExE MS has the corresponding public key.  The corresponding public key held in the MS must either be a root public key (securely installed in the MS, e.g. at manufacture) or a key provided in a certificate.  The MExE MS must be able to verify this certificate, i.e. have the public key (as a root key or in a certificate) corresponding to the private key used to sign the certificate.  A certificate chain is therefore mandatory.

The requirements on authorisation and certification are given in clause 8.8.1. An example authorisation and certification process is described in clause 8.8.2.

8.4.1
Certification requirements

A MExE MS cannot verify certified MExE executables of a particular domain unless it has a root public key for that particular domain.

Root public keys shall be securely installed in the MExE MS, say, at manufacture.  

It is recommended that a “disaster recovery” root public key be securely installed on the terminal, to be used to install new root public keys when all other root public keys on the terminal are invalid.

Trusted Third Party Domain root public keys will typically be installed along with and integrated into the MExE ME browser, as is done for PC-based browsers.

A MExE executable can only be verified if the MExE MS contains a valid root public keys corresponding to the private key used to sign the MExE executable.

A MExE MS shall support at least one level of certificate under operator, manufacturer or TTP root public keys.  The MExE MS shall support at least one level of certificate chain analysis in a signed content package, as shown in figure 5.

A certificate (other than one containing a root public key) shall only be considered valid if it is verified by a valid root public key or a valid certificate already present on the MS.

No public key shall be shared between several domains.
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Figure 5: Trust hierarchy

The boxes below the root keys represent individual public key certificates.  The solid boxes represent the minimum MExE requirements (e.g. support of at least one public key certificate at the first level), and the dotted boxes represent possible further support for public key certificates (either at the first or subsequent levels).
8.4.2
Example certification process

The following processes might be followed in order to securely download a Trusted Third Party application to a MExE MS.

Root public keys for a number of Certification Authorities (CAs) are installed in the ME, along with the ME browser, at manufacture.  These root public keys can be used to verify certificates for Trusted Third Party MExE executables.

1. A third party software developer generates a private and public key pair (or obtains such a pair from a CA).

2. The third party software developer obtains a certificate for the public key from a CA.  The certificate contains the developer public key, signed with the private key of the CA.

3. The 3rd party software developer adds all the certificates required in the key chain in the JAR.

4. The MExE MS downloads a MExE executable of the third party software developer.

5. The MExE MS verifies the certificate using the root public key, contained in the browser, of the relevant CA, and extracts the third party software developer public key and may store it in the certificate store for future use.

6. The MExE MS verifies that the MExE executable was signed using the private key corresponding to the third party software developer public key and installs or rejects the MExE executable accordingly.

8.5
Root Public keys

8.5.1
Operator root public key

The operator root certificate contains the operator root public key.  The MS shall support secure storage (in ME or SIM)  for an operator root public key. The certificate contains a root public key either from the operator, or a root public key from a CA implicitly trusted by the operator. The ME will get the operator root public key from the secure area every time it needs to verify a signature, rather than cache the root public key for use in subsequent verifications.

If the MS does not contain a valid operator root public key, then the certificate chain to MExE executable previously executing in the Operator Domain will be invalid, and they will be excluded from the operator domain.

The user is not authorised to add or delete any type of operator public key or certificate.

Optionally, the operator certificates may have a corresponding disaster-recovery key stored in the MS, enabling the operator to use a secure mechanism (involving the disaster-recovery key) to replace the certificate.

There shall be no more than one valid operator root public key on the MS.

An application signed by a operator other than the operator whose certificate is the operator certificate, shall not be able to execute in the Operator Domain.

8.5.2
Manufacturer root public key

The manufacturer root certificate contains the manufacturer root public key.  The ME shall support secure storage for a manufacturer root public key. The certificate contains a root public key from the manufacturer of the same device, or a root public key from a CA implicitly trusted by the manufacturer of the same device. 

If the ME does not contain a valid manufacturer root public key, then the certificate chain to MExE executable previously executing in the Manufacturer Domain will be invalid, and they will be excluded from the manufacturer domain.

The user is not authorised to add or delete any type of manufacturer public key or certificate.

The Manufacturer shall put a root public key and its corresponding optional disaster-recovery key in the device at the time of manufacture, and use a proprietary secure mechanism (e.g. using the disaster-recovery key) to replace the certificate. 

An application signed by a manufacturer other than the manufacturer whose certificate is the Manufacturer Certificate shall not be able to run in the Manufacturer Domain.

There shall be no more than one valid manufacturer root public key on the MS.

8.5.3
Trusted third party root public key

The trusted third party root certificate contains the trusted third party root public key.  The ME shall support secure storage for a TTP root public key.  The ME may contain root public key (s) from CA(s) implicitly trusted by the user. The user will be able to securely install (using a secure transport) or remove these root public key at any time using a system administrative tool. 

The Manufacturer, Operator and Administrator may at their discretion, securely install (using a secure transport) Trusted Third Party root public key(s) on behalf of the user, e.g. at the time of manufacture by the Manufacturer.  See section 8.14 for details of Administrator control of TTP certificate download.

If a Trusted Third Party public key is deleted or becomes invalid, then the certificate chain to MExE executables previously executing in the Trusted Third Party Domain certified by that public key will become "untrusted".

There may be any number of TTP root public keys on the MS.

The third party domain administrator (user or other body) shall be able to enable and disable TTP root public keys.  The process of adding/removing public keys and enabling/disabling public key are independent.

Using a provisioned functionality, the user is able to delete a TTP public key or certificate, but not the TTP root public key or certificate.

8.5.4
Administrator root public key

The administrator root certificate contains the administrator root public key.  The ME shall support secure storage for an administrator root public key.  Only one administrator root public key shall be held on the MExE MS.

The MExE MS shall support the administrator designation mechanism and the secure downloading of CCMs explained in section 8.12.

The user is not authorised to delete an administrator root public key or certificate.

The system shall support a mechanism (as part of a provisioned functionality and/or inherently part of the MExE implementation) allowing the owner of the MExE MS to manage the administrator root public key (including the download of a new administrator root public key) as defined in Section 8.9.4. This mechanism shall be secure so that only the owner can use this functionality.

8.6
Certificate management

Four type of certificates are provided for in MExE: 

· operator, 

· manufacturer, 

· trusted third party, and

· Administrator of trusted third party domain. 

The manufacturer may load initial third party certificates on the device.  Downloaded certificates shall be verified by an existing trusted certificate and placed in the domain defined by the root public key at the top of the verification chain for the downloaded certificate. Third party root public keys shall be stored in protected memory.  All third party certificates shall be subject to restrictions imposed by valid certificate configuration messages.  New third party root public keys may be downloaded as signed WAP or WWW content. The signature on the content shall be of the Administrator, Operator or Manufacturer.

The manufacturer root public key is pre-loaded in protected memory on the device at manufacture time. It is recommended that the manufacturer should include a mechanism to re-key the device due to key compromise. See clause 8.5.  The administrator root certificate shall be provided on the SIM if support for certificate storage on the SIM exists.  For SIMs not having certificate storage the administrator root may be downloaded using the root download procedure described in section 8.9.2.

The actions that may be performed for a given certificate are: 

· addition, 

· deletion, 

· mark un-trusted (un-trusted certificates cannot be used to verify applications or other certificates.  This process may be preferred to certificate deletion as there is a chance that the certificate may become trusted again in the near future), 

· mark trusted (marking as trusted is the process of allowing an untrusted certificate to come into use again), 

· modify fine grain access permissions (proposed as a future enhancement). 

The ability to perform these actions depend on the certificate type being modified as well as the access level of the entity performing the operation.  Users may add a third party certificate as long as it is certified by an existing trusted certificate.

Using a provisioned functionality, users may delete TTP certificates, but not TTP root public keys, nor any operator or manufacturer certificate.

Table 4.  Allowed certificate types in signed packages

Signature on Package
Allowed Certificate types in package

Administrator
TTP

Manufacturer
Administrator, Manufacturer, Operator, TTP

Operator
Administrator, Operator, TTP

8.7
Certificate configuration message (CCM)

The MExE device shall use the CCM to determine the third party certificates (and only the TTP certificates) that are trusted for use on the MExE MS. The CCM may be periodically fetched or downloaded to a MExE device by the Administrator to dynamically configure the trusted third party list using the mechanisms defined in section 8.15.2. The Certificate Configuration Message shall be as shown in Figure 8. This message is essentially a simplified version of a certificate revocation list to satisfy a particular use case. More complex usage requires a full certificate revocation list.

The MExE device may additionally support other means of enabling/disabling root certificates.

Version

(1 byte)
CertificateAdvice

(1 byte)

Listlength, the total number of bytes of fingerprints and signature

(2 bytes)

hashtype

(1 byte)
hashvalue (fingerprint 1)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
hashvalue  (fingerprint 2)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
hashvalue  (fingerprint 3)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
hashvalue  (fingerprint 4)

(16 bytes if MD5 or 20 bytes if SHA-1)

...

hashtype

(1 byte)
hashvalue  (fingerprint ‘n’)

(16 bytes if MD5 or 20 bytes if SHA-1)

hashtype

(1 byte)
Signature (the administrator signature, to confirm that the above TTP fingerprint list is valid)

((listlength – (bytes used by fingerprints)) bytes)

Figure 8 Logical CCM format
CCM octet order is left to right (see figure 9), commencing with “Version” followed by “certificateAdvice”, and the bit order is from most significant bit to least significant bit.  The most significant byte is the leftmost byte, and the least significant byte is the rightmost byte.
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Figure 9: CCM octet order
version = For MExE-98 the CCM format version is 0. All other values are reserved for future use.

certificateAdvice = enumerated { enable all present and future TTP certificates (0), disable all present and future TTP certificates (1), enable present list only (2),enable CCM list (3), disable CCM list (4) }.  All other values are reserved for future use.

listLength = The total length of the following list. Shall be zero when certificateAdvice = enable-all or disable-all.

hashType = enumerated { signature (0), MD5 (1), SHA-1 (2) } All other values are reserved for future use.

hashLength = The number of octets output by the selected hash type (16 for MD5 [23] and 20 for SHA-1 [24]).

The list entries shall contain certificate fingerprints in the form of hashes of the encoded signed certificates. The full hash output for the specified algorithm shall be used to generate the fingerprint. A list generator shall check to insure that no two list entries match when creating a list. For an X509v3 [26] or X9.68 (currently being drafted) certificate the fingerprint hash shall be computed over the ASN.1 encoded signed certificate object, first octet to last octet. For WTLS certificates the hash shall be computed over the signed WTLS certificate in network transmission format, first octet to last octet.

The signature type and length shall be indicated by the administrator certificate, which shall be present on the device. If no administrator certificate is on the device or the signature does not verify the message shall be rejected.

Upon receipt of a valid certificate configuration message the MExE device shall go through the trusted third party certificate list, computing fingerprints if they are not stored with the certificate, enabling or disabling each certificate according to the following conditions  

· certificateAdvice is enable-all

all TTP certificates shall be enabled

· certificateAdvice is disable-all

all TTP certificates shall be disabled

· certificateAdvice is enable present list only
enable all TTP certificates currently on device, do not enable any future certificates (this option allow the list to be frozen at time of manufacture) until Administrator changes

· certificateAdvice is enable-list

if its fingerprint occurs in the CCM, it shall be enabled, otherwise it shall be disabled

· certificateAdvice is disable-list
if its fingerprint occurs in the CCM, it shall be disabled, otherwise it shall be enabled

For future releases, the setting of fine grained permissions for each certificate is expected to be supported.

An implementation shall keep track of the domain that authorised a given application. If a CCM message is received while MExE applications are currently running the implementation shall check to ensure any applications no longer in a trusted domain have their permissions re-configured appropriately and actions that are no longer permissible are terminated. 

8.7.1
Authorised CCM download mechanisms 

The download of trusted third party certificate lists by a remote administrator shall be performed by using a secure mechanism as defined below. The download mechanisms shall use HTTP over IP and/or the WAP Protocol. The URL from which the CCM is downloaded shall be in the administrator certificate if the CCM was not downloaded with the Administrator certificate. The format for storing the URL information with the certificate shall be as shown in figure 12: 
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Figure 12: CCM Message URL storage format

Urltype= one byte, enumerated {WAP (0), HTTP (1)}. All other values are reserved for future use

CharacterSet = one byte, Internet Assigned Numbers Authority assigned character set.

UrlLength = one byte unsigned integer, length of the URL in octets.

The format for storing the URL information in the certificate shall be defined as part of the enhanced administrator mechanism.

When the administrator is changed, then the CCM shall also be changed. If there is URL information with the certificate as described in figure 12, then the new CCM shall be obtained using the URL. If the Administrator certificate was downloaded in a JAR file, the CCM shall be obtained from the same JAR file.

8.8
Provisioned mechanism for designating administrative responsibilities and adding trusted third parties in a MExE MS

All applications in the TTP Domain are to be signed by a key which shall be verified back to a TTP root  public key on the MExE MS. The TTP root public keys shall be managed (e.g. addition/deletion/mark trusted/mark untrusted/change fine grained access privileges) by an administrator that is designated by the owner of the MExE MS using the MExE administrator provisioning mechanism. A mechanism is required to be provided to enable the owner of the device to dynamically assign an administrator. The mechanism shall support the following cases:

· the user is the owner

· the owner is at a remote location. In this case the owner could be the operator, a service provider or a third party.

· the owner of the MExE-SIM wants to be a temporary administrator.

8.8.1
Determining the administrator of the MExE MS.

The administrator of the MExE MS shall be determined by the logical process shown  in the flowchart in figure 10. During power-up the provisioned mechanism shall look for an administrator root public key that is stored on the ME. 

· Administrator root public key is absent 

if the administrator root public key is absent, then the user shall automatically become the administrator of the MExE MS 

· administrator root public key is present 

if an administrator root public key is present, this root public key shall be used for all remote administration authentication, implying that the owner of the administrator root public key is the administrator 
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Figure 10: MExE Release 98 administrator mechanism

The rest of the mechanism is subsequently defined, however it is a future release implementation, see figure 11.  This  future enhanced administrator Mechanism  shall be initiated after a power-up event is processed or when a MExE-SIM is detected.

(The following subclauses assume that TTP certificates can be added using the MExE-SIM, however TTP certificates may be added using a non-SIM approach.)

8.8.1.1 
Administrator of the MExE MS is the user

If the administrator is the user, then a check shall be made to determine whether  there is a  MExE-SIM.  If a MExE-SIM is present, then a check shall then be made to determine whether there is a certificate in the MExE-SIM. The enhanced administrator Mechanism shall allow the MExE MS to determine (via a format) what type of certificate is present:

·  certificate present - trusted third party (CP-TTP)

a certificate present in the MExE-SIM shall be considered by the ME as a Trusted Third Party certificate, whilst that MExE-SIM is inserted in the ME.  The user shall be queried to allow or disallow the certificate as a Trusted Third Party. 

·  certificate present - administrator  (CP-Admin)

If a temporary certificate is present in the MExE-SIM, the user shall be queried whether to allow the certificate on the MExE-SIM to take temporary control of the trusted third party domain. By temporary control, it is meant that once the card is removed the administrator reverts back to the user administrator settings. The above mechanism implies that the previous configuration settings for the administrator shall be saved, so that they may be restored. If the user disallows the MExE-SIM certificate, the TTP Domain shall not be able to use any of the network capabilities in the trusted third party domain as identified in the network access section of the security table 3

If a certificate is not present on the  MExE-SIM and the administrator is the user, the user shall continue to be the administrator and may make use of all functionality.

8.8.1.2 
Administrator of the MExE MS is not the user

If the administrator is not the user, then a check is made to determine if there is a MExE-SIM. If a MExE-SIM is present, then a check is made to see if there is a certificate in the MExE-SIM.  If a certificate is present in the MExE-SIM, then a comparison is made of the certificate’s root public key on the MExE-SIM with the root public key on the ME for the following cases:-

· Case (a): they are the same 

· Case (b): they are not the same, but the ME certificate is cross-certified with the  MExE-SIM certificate (a cross-certificate exists on the ME)

· Case (c): they are not the same, but the ME certificate has a line of trust back to the  MExE-SIM certificate domain 

· Case (d): they are not the same. 

If the owner of the public key in the certificate on the MExE-SIM is to be a temporary administrator (CP-Admin), then in cases (a), (b) and (c), the temporary administrator shall be the owner of the CP-Admin root public key. In case (d), the TTP domain shall not use any of the network capabilities in the trusted third party domain as identified in the network access section of the security table 3. If the certificate is to be a TTP, then the certificate (CP-TTP) shall be verified with the CCM and based on the content and permissions of the CCM, the certificate shall be added to the TTP list or rejected.
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Figure 11: Enhanced administrator mechanism

8.9
Java security

There are two types of Java security [20]: sandbox, and fine grain.

The sandbox model [18] has just one domain; there is no concept of a partly trusted domain. The sandbox meaning of "trusted" means it is totally unrestricted to access all system resources.

Using the sandbox system, each MExE domain shall be implemented as running in a sandbox, configured with different privileges corresponding to those of the domain.

Using the fine grain Java security system [19], each MExE domain will be a set of constraints within which a Java fine grain security domain can be configured.

8.9.1
Java applet certification

Support for trusted applets is optional. Although a Java application shall be executed in a trusted domain if its certification can be validated, a Java Applet will not necessarily be executed in a trusted domain even if it does have a valid signature. It will be up to the implementers to decide if "trusted" Applets will be supported. (In certain implementations, all Applets may be always executed as "untrusted".)

8.9.2
Java application signature verification

The verification of the certification of the application or applet shall be performed as described in section 8.8.

8.9.3
Java loading native libraries

The MExE Java VM may be able to load native libraries that are intrinsically part of the ME implementation, and MExE native libraries. The MExE Java VM shall not load other native libraries.

8.10
Signed packages used for installation

The Java Archive (JAR) file format shall be supported on classmark 2 MExE devices for securely packaging objects that are to be downloaded and installed on the ME. The method for securely packaging objects for MExE classmark 1 devices may be referenced from the WAP specifications in a future release of this specification.  A MExE device may support other proprietary means of downloading and installing objects.

The JAR file shall contain a manifest file that has at least the following attribute:

MExE-Implementation-Type

Whose value shall be either

· "MExENativeLibrary"


in the case of a MExE Native Library (as described in 8.9.1);

· "TTPCertificate"




in the case of a certificate containing a 3rd party root public key (as described in 8.9.2);

· "ManufacturerCertificate"
in the case of a certificate containing a manufacturer root public key (as described in 8.9.2);

· "OperatorCertificate"


in the case of a certificate containing an operator root public key (as described in 8.9.2);

· "AdminCertificate"



in the case of an administrator certificate  (as described in 8.9.2); or

· "CCM"








in the case of a CCM (as described in 8.12); or

· -free-format-value-





in the case of proprietary binaries or Java classes such as native DSP code, provisioned functionality upgrades and patches (as described in 8.9.2).

E.g.

MExE-Implementation-Type: MExENativeLibrary

See figure 7.  When a download of a JAR file is completed, the system installer shall read the manifest to determine what types of files are contained in the JAR, and install them appropriately.

Note that a signed package containing a library which does not have a manifest attribute "MExE-Implementation-Type: MExENativeLibrary" shall be considered to be some type of upgrade to libraries that are intrinsically part of the ME implementation rather than a "MExE native library". E.g.

MExE-Implementation-Type: ManufacturerUpgrade (something.dll)

(Recommended behaviour for the server is that it uses the capability information supplied from the ME to determine how to offer appropriate upgrades.)
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Figure 7: signed packages

8.10.1
Installing MExE native libraries

A signed native library whose signature verifies as describe in section 8.8 as belonging to the Manufacturer Domain may be installed as a "MExE native library".

A MExE native library may be called by a MExE executable, and shall not compromise the MExE security system.

Support of MExE native library signed package installation is optional.

8.10.2
Installation of root certificates in a signed data package

Root certificates in a signed package (whose signature verifies as described in section 8.9 to the Manufacturer root, Operator root, or the Administrator root), may be installed to the root public key store on the ME. Note that the certificate thus packaged does not necessarily belong to the manufacturer domain. The types of certificate that can be present and installed by packages are given in Table 4.  The ME shall store the root public key as indicated by the certificate type.

When a certificate containing an Administrator root public key is thus contained in a signed package, the signed package (JAR) shall contain two files: the Administrator root public key and the CCM.

8.10.3
Installation of other signed data

A signed package of proprietary binaries or Java classes such as native DSP code, provisioned functionality upgrades and patches, whose signature verifies as described in section 8.8 as belonging to the Manufacturer Domain may be installed. The use of such binaries is outside the scope of MExE, but the manufacturer shall be responsible for ensuring that the integrity of MExE is not compromised.

Support of this feature is optional.

8.10.4
Administrator root certificate download mechanism

Devices supporting SIMs without certificates shall at least support the following procedure to download the administrator root certificate. 

1. Upon sign-up with an administrator the user and administrator will make contact.

2. The administrator service centre will obtain any required information from the user and inform the user by SMS or other means of the location of the administrator root certificate.

3. The user will initiate the download of the Administrator root certificate using a signed package.

4. Once the procedure is complete the device shall display the hash of the Administrator root public key. 

5. The user will read this information back to the administrator. If this information is correct the provisioning process will be complete.

Alternative methods to download an administrator root certificate may be used where appropriate but must insure that the certificate is received by the device unaltered.

8.11
Pre-verification of applications

This is an optional feature added to eliminate the potentially excessive overhead of checking a signature each time an application is launched. 

To use this process the MExE device shall create a hash of the executable object (executable object fingerprint) as if checking the signature. This shall be stored in a protected verified application list, along with indication of the domain permissions for the application. The hash used shall be the same type as that used for signing the object. When launching an application or downloading an applet, the hash shall be performed as for when computing the signature. The verified application list shall then be checked; if the hash value is present and the entry has not expired then the application or applet may execute. If no list entry exists for this object, or the entry has expired, the process shall then proceed with the full signature verification. Note that the lists for applications and applets should be separate and that an implementation determines management policy for the lists (e.g., ageing policy, which entries to delete when trying to add a new entry to a full list etc.). One restriction imposed that shall be enforced is that the maximum number of uses for an entry before it is marked invalid is limited to some maximum value. 

In the event that a new CCM is received by the MExE MS, all verified application list entries shall be marked invalid unless some mechanism to determine the validity of an authorising certificate entry for each application is provided by the ME implementation. 

3GPP
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