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Provisioning root public key for WAP and MExE

Introduction

[WPKI] gives two methods (in section 13.5) for bootstrapping an operator certificate into a device that does not have a WIM or a „legacy“, i.e. non-WAP compliant SIM.  One of the method is a „simple“ method where a download over an authenticated channel is confirmed by the user confirming the hash of the certificate presented on the terminal screen.  The second method is a „signed content bootstrap“ where the root is downloaded as content (but not the certificate itself) signed by an existing primary domain.

The first method should be secure where the user has connected to the correct source for the certificate.  However, the user could also deliberately connect to another source to download an alternative root.  Unless provisioned by proprietary means, there is no way for the device to ensure that the user connects to the correct source for the root.

This possibility is not present in the second option.  However, the second method has the problem of requiring an existing root to verify the signed content.  Where the downloaded root is an operator root, and the existing root is a manufacture root, the operator has to get the content to be downloaded signed by all manufacturers.  This is clearly an undesirable overhead.  This paper proposes the generation of „WAP Provisioning“ roots to be installed by all manufacturers.  Operators need only go to a few or perhaps just one location for content (containing an operator root) to be signed.

Additional note for MExE

MExE currently supports only the first (non-cryptographic) method outlined above (the Administrator root public key cannot be used to verify signed content packages containing operator or manufacturer roots, only TTP roots).  If this proposal is accepted, packages signed by the “Administrator” (the name may have to be changed) could also contain operator or manufacturer roots.  There would be globally agreed Administrator roots, and the possibility of “large corporates” being Administrator (as such) would go, though such control could still be exercised by such an organisation using the CCM if this was delegated by the operator.

The flow diagram in section 8.15 and other details of the Administrator would have to change, to be replaced with (I believe) a role which is more useful for all, and which is part of a more rigorous and elegant security architecture.

This proposal was positively received at WAP, and I have an action to re-issue it with comments (of a commercial nature) given at the meeting along with LSs to the WAP Provisioning group, Carriers Expert Group (CEG, the operators’ group at WAP) and the WAP Board.  I also intend to feedback any comments from the MExE group.

Proposal

The WAP Forum should purchase a normal and back-up key pair for each of the certificate formats approved for WAP use.  These purchases should be spread over a number of CA’s to avoid loss of a key due to serious compromise of a CA key database and to minimise the effects of business failure.

The private keys of these key pairs will be kept securely by the CA’s that generated them.  The root public keys will be distributed (by a means that ensures integrity) to manufacturers to insert, as a matter of compliance, into all WAP terminals.  These root public keys will be called „Certificate provisioning root public keys“.  Manufacturers should be members of the WAP forum.

A terminal need only contain certificate provisioning root public keys for those certificate formats that it supports.

When an operator (that should be members of the WAP Forum) wishes to download a root public key to WAP terminals, it sends content containing the key to the chosen CA(s).  The CA shall authenticate the identity of the operator in accordance with procedures agreed with the WAP Forum and it authentication is passed, shall sign the content, and return it to the operator.  The signature shall indicate that 

The operator can then download this signed content to the terminals of its subscribers.

The operator may be charged for this authentication and signing.  Whether this charge should be determined between the relevant operator and the CA, or be agreed between the WAP Forum and the CA’s is for further study.

Terminal Compliance

Terminals shall be capable of:

1. Securely storing a number of certificate provisioning root public keys

2. Identifying a received signed content package is claiming to be signed by a certificate provisioning root private key.

3. Verifying the signature on such signed content, and installing the content as an operator root public key if verified, and deleting the content if verification fails.

Extension

This document has presented the certificate provisioning root public keys as for the use of operators.  However, it could also be used to replaced compromised manufacturer keys.

Discussion

Operators can ask manufacturers to insert their root certificate as part of the manufacture process.  This will increase the cost of manufacture, and will mean that the certificate is installed late into the process.  Late installation of data is generally less securely than early installation.  Global, constant values, such as the certificate provisioning root public keys can be installed early on in the manufacture process.

Clearly if the cost (when spread among operators) of the WAP Forum purchasing key pairs, and the cost charged by CA’s to sign contents containing certificate provisioning root public keys is significantly greater than that of asking manufacturers to install root public keys, operators may well choose the latter approach.
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