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8.9
Certificate Configuration Message (CCM)

The MExE device shall use the CCM to determine  the third party certificates that are trusted for use on the MExE device. The CCM may be periodically fetched or downloaded to a MExE device by the device administrator to dynamically configure the trusted third party list using the mechanisms defined in section X.4. The Certificate Configuration Message Format (CCMF) shall be as shown in Figure 7. This message is essentially a simplified version of a certificate revocation list to satisfy a particular use case. More complex usage requires a full certificate revocation list.



We don’t think a timestamp or ID is required here because the owner is the single distributor of this message and the MExE device uses the currently posted CCM to set certificate permissions. We can add a timestamp in MExE-99 if required, but we start getting close to a CRL then.

version = For MExE-98 the CCMF version is 1.

certificateAdvice = enumerated { enable-all (0), disable-all (1), enable-list (2), disable-list (3) }

listLength = The total length of the following list. Shall be zero when certificateAdvice = enable-all or disable-all.

hashType = enumerated { md5 (0), sha-1 (1) }

hashLength = The number of octets output by the selected hash type (16 for MD5 and 20 for SHA-1).

Concern expressed about uniqueness of hash. List creator can detect collision in list, but list could still disable a certificate unintentionally if a collision between the hash of a certificate to be disabled/enabled and another certificate could cause a certificate to be unintentionally enabled/disabled. This is extremely unlikely if entire hash output used given uniqueness properties of good hash functions, need to check w/ SMG10 cryptographic math experts on this. 

The list entries shall contain certificate fingerprints in the form of hashes of the encoded signed certificates. The full hash output for the specified algorithm must be used to generate the fingerprint. A list generator must check to insure no two list entries match when creating a list. For an X509v3 or X9.68 certificate the fingerprint hash shall be computed over the ASN.1 encoded signed certificate object, first octet to last octet. For WTLS certificates the hash shall be computed over the signed WTLS certificate in network transmission format, first octet to last octet.

The signature type and length shall be indicated by the administrator certificate, which must be present on the device. If no administrator certificate is on the device or the signature does not verify the message shall be rejected.

Upon receipt of a valid certificate configuration message the MExE device shall go through the trusted third party certificate list, computing fingerprints if they are not stored with the certificate, enabling or disabling each certificate accordingly. For MExE-99 the setting of fine grained permissions for each certificate is expected to be supported.

An implementation must keep track of the domain that authorised a given application. If a CCM message is received while MExE applications are currently running the implementation must check to insure any applications no longer in a trusted domain have their permissions re-configured appropriately.

8.10
Pre-verification of Applications

This is an optional feature added to eliminate the potentially excessive overhead of checking a signature each time an application is launched. To use this technique the MExE device creates a hash of the executable object (executable object fingerprint) as if checking the signature. This is stored in a protected verified-app list, preferably on the SIM, along with indication of the domain permissions for the application. The hash used should be the same type as that used for signing the object. When launching an application or downloading an applet do the hash as for computing the signature. Then check the verified-app list; if the hash value is present and the entry has not expired execute the application or applet. If no list entry for this object or the entry has expired proceed with full signature verification. Note that the lists for applications and applets should be separate and that an implementation determines management policy for the lists (e.g., ageing policy, which entries to delete when trying to add a new entry to a full list). One restriction imposed is that the maximum number of uses for an entry before it is marked invalid is limited to some maximum value, a value of 5 is suggested.

In the event a new certificate configuration message is received by the MExE device all verified-app list entries must be marked invalid unless some mechanism to determine the validity of an authorising certificate entry for each application is provided by the implementation.

8.11
Certificate Management

Three type of certificates are provided for in MExE: 1.) operator, 2.) manufacturer, and 3.) trusted third party. It is not required that all types be present but the operator and manufacturer root certificates must be present for these domains to be enabled. The manufacturer may load initial third party certificates on the device. Further certificates may be downloaded to the device as signed WAP or WWW content. Downloaded certificates must be verified by an existing trusted certificate and are placed in the domain defined by the root certificate at the top of the verification chain for the downloaded certificate. Third party root certificates should be in protected memory. All third party certificates are subject to restrictions imposed by valid certificate configuration messages.

New third party root certificates may be downloaded as signed WAP or WWW content. The signature on the content must be of a device administrator.

The manufacturer root certificate is pre-loaded in protected, preferably read only, memory on the device at manufacture time. The manufacturer should include a mechanism to re-key the device due to key compromise. Since the manufacturer root is preferably in read only memory this can be accomplished by having multiple root certificates stored and switching between them with a proprietary change message. 

The operator root certificate is provided on the SIM if support for certificate storage on the SIM exists. For legacy SIM’s not having such storage the operator root may be downloaded using the root download procedure described in section 8.11.1.

Certificates below a given root are installed in files using a hierarchical structure corresponding to the structure of the domain. For single level domains this is equivalent to a directory for each domain; multi-level domains require a hierarchical directory structure.

The actions that can be performed for a given certificate are: 1.) addition, 2.) deletion, 3.) mark trusted, 4.) mark un-trusted, 5.) modify fine grain access permissions (MExE-99 feature). The ability to perform these actions depends no the certificate type being modified as well as the access level of the entity performing the operation. Device users may always delete, mark trusted or untrusted, or modify fine grain access permissions for third party certificates. They may add a third party certificate as long as it is certified by an existing trusted certificate.

For MExE-98 no specific certificate extension fields are specified. MExE-99 may specify specific certificate extensions to support MExE access control.

8.11.1 
Administrator Root Certificate Download

For devices using legacy SIM’s the following procedure may be used to download the administrator root certificate. 

1. Upon sign-up with an administrator the customer is required to call a service provisioning number.

2. The administrator service centre obtains any required information from the customer and starts the certificate download to the device. This download may be accomplished by defining a special SMS message type.

The mechanism to accomplish a download to the device must be identified. If SMS is used a CR for this message must be made to SMG4. X9.68 certificates may fit in a single SMS but others will need multiple SMS messages to download.

3. Once the procedure is complete the device displays the hash of the certificate and a transaction identifier; hash(certificate | transaction identifier). The hash type used should be the same as that used for the certificate signature.

4. The customer reads this information back to the administrator. If this information is correct the provisioning process is complete.

Alternative methods to download an administrator certificate may be used where appropriate but must insure that the certificate is received by the device unaltered.

Note this type of thing is common practice for exchanging PGP certificates.
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Figure 7 Certificate Configuration Message Format
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Figure 8 MExE-98 List Entry Format





























