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�2.1	Normative references

[1]	GSM 01.04 (ETR 350): “Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms”.

[2]	GSM 02.57: "Digital cellular telecommunications system (Phase 2+);MExE Stage 1 Description"

[3]	Personal Java 1.1.1, this specification is available from Sun Microsystems’s website at �hyperlink http://java.sun.com/products/personaljava/spec-1-1-1/index.html ��http://java.sun.com/products/personaljava/spec-1-1-1/index.html� .

[4]	�hyperlink JavaPhone ��JavaPhone� API version 0.9, available from http://java.sun.com/products/javaphone/.

[5]	JTAPI 1.2, this specification, currently in the ECTF approval process, is available from Sun Microsystems’s website at http://www.java.sun.com.

[6]	Wireless Application Protocol (WAP) version 1.1, this specification is available from WAP‘s website at http://www.wapforum.org. 

[7]	vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/vcard-21.doc.

[8]	vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996, http://www.imc.org/pdi/

[9]	Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068, http://www.w3.org/Protocols/rfc2068/rfc2068

[10]	Java Mail API version 1.0.2, available from http://www. java.sun.com

[11]	UMTS TR 22.70: “Universal Mobile Telecommunications System (UMTS); Service aspects; Provision of Services in UMTS - The Virtual Home Environment”.

[12]	UMTS TS 22.xx: “Universal Mobile Telecommunications System (UMTS); Provision of Services in UMTS - The Virtual Home Environment: Stage 1”.

[13]	ISO 639 International Standard - codes for the representation of language names

[14]	UMTS TS 22.01: “Universal Mobile Telecommunications System (UMTS); Service Aspects; Service Principles”.

[15]	CC/PP Exchange Protocol based on HTTP Extension Framework; Available at W3C web pages http://www.w3c.org/ 

[16]	Composite Capability/Preference Profiles (CC/PP):A user side framework for content negotiation;  Available at W3C web pages.

[17]	Uaprof  Specification (Editor´s note: reference needed after the specification is available)

[18]	JDK 1.1 security http://www.javasoft.com/products/jdk/1.1/docs/guide/security/index.html

[19]	Java 2 security http://www.javasoft.com/products/jdk/1.2/docs/guide/security/index.html

[20]	Java security tutorial �hyperlink http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html ��http://java.sun.com/docs/books/tutorial/security1.2/overview/index.html�

[21]	OCF 1.1.: “Smartcard API specified by OpenCard Consortium (http://www.opencard.org)



�6	Java MExE devices

 Java MExE devices shall be based on the MExE API for Java, which defines the required and optional components of Java APIs that shall be used to realise a MExE compliant device. The MExE API also defines, at a functional level, areas not covered in existing Java specifications which are required by MExE. It is intended that Java specification groups will use this specification as a basis for adding MExE-specific functionality to the relevant Java specifications.

The MExE API for Java primarily defines the functions available to a Java-based MExE device such that services (specified in the form of Java classes and interfaces) can control such a device in a standardised way.



Many aspects of the MExE API specification are optional. Services and applications shall be able to determine the presence of optional parts of the functionality. When optional parts of the functionality are implemented, the MExE API shall be supported.

In addition to supporting the MExE APIs, Java MExE devices shall follow specified methods for remote directory access, messaging, security, and installation, access, and execution of applications, applets, or content.

6.1	High level architecture



�EMBED Unknown���

Figure 5: Basic Functional Architecture of Java MExE Device

The functional architecture of a Java MExE device is shown in figure 5. Java applets, applications, and services access functionality via the MExE API for Java. The MExE API is based on a combination of MExE-specificoptional Java APIs approved by Sun Microsystems and the Wireless Profile of the JavaPhone�symbol 212 \f "Symbol" \s 10�Ô� API [4] as defined by the JavaPhone Expert Group. The JavaPhone API is based on the PersonalJava�symbol 212 \f "Symbol" \s 10�Ô� API [3] defined by Sun Microsystems.



6.2	High level functions

6.2.1	Optionality

The use of Java encourages development of modular interfaces and minimal required functionality. Additional functionality is provided through by optional  APIs specified in terms of the Java language. In general, optionality is specified in terms of Java packages. Packages are containers for the highest level of functionality in the Java language. In some cases, optionality is specified in terms of Java classes and interfaces. Classes and interfaces are elements contained inside packages.

Applications may wish to use optional APIs that may or may not be supported on any given MExE device.

the existence of APIs may  be detected in Java via existing Java mechanisms. 

applets and applications may determine whether a Java class or interface is supported  using existing Java mechanisms. (For example, by using Class.forName() and catching the ClassNotFound exception)

an applet that attempts to use an unsupported API without using the above technique shall be terminated

The following table specifies the optionality of the Wireless Profile of the JavaPhone APIs. Within some of the packages, certain classes and methods may be individually specified as optional by the JavaPhone™ API specification.



JavaPhone API�Java package�Optionality��Addressbook�Javax.pim.addressbook�Mandatory��User Profile�Javax.pim.userprofile�Mandatory��Calendar�Javax.pim.calendar�Mandatory��Network�Java.net�Mandatory��Datagram�Javax.net.datagram�Mandatory��Power Monitor�Javax.power.monitor�Mandatory��Power Management�Javax.power.management�Optional��Install�Javax.install�Optional��Communications�Java.comm�Optional��SSL�Javax.net.ssl�Optional��JTAPI�Javax.telephony�Mandatory��JTAPI Core Package�Javax.telephony�Mandatory��JTAPI Core Capabilities Package�Javax.telephony.capabilities�Optional��JTAPI Core Events Package�Javax.telephony.events�Mandatory��JTAPI Call Control Package�Javax.telephony.callcontrol�Optional��JTAPI Call Control Capabilities Package�Javax.telephony.callcontrol.capabilities�Optional��JTAPI Call Control Events Package�Javax.telephony.callcontrol.events�Optional��JTAPI Phone Package�Javax.telephony.phone�Optional��JTAPI Phone Capabilities Package�Javax.telephony.phone.capabilities�Optional��JTAPI Phone Events Package�Javax.telephony.phone.events�Optional��JTAPI Mobile Package�Javax.telephony.mobile�Mandatory���Java.math�Optional���Java.rmi�Optional���Java.rmi.dgc�Optional���Java.rmi.registry�Optional���Java.rmi.server�Optional���Java.security�Optional���Java.security.interfaces�Optional���Java.sql�Optional���Java.io�Optional���Java.awt�PersonalJava spec��

6.2.2	Required and optional PersonalJava APIs

Java MExE devices shall support the PersonalJava specification [3]. The PersonalJava APIs provide a standardised and readily implementable execution environment as a means for applications, applets, and content:

to access and personalise the user interface via the java.awt packages

to utilise both Internet and Intranet connections via the java.net package

The PersonalJava API specification identifies some Java packages as optional. Java MExE  devices shall support the following optional packages:

java.math – this package provides arbitrary-precision integer arithmetic, required for security key calculation

java.security, java.security.interfaces – these packages are required to allow applications to discover operations that are disallowed on a particular MExE device

javax.comm – this package is required by the JavaPhone specification

javax.net, javax.net.ssl, javax.security.cert – these packages are required by the JavaPhone specification



All other optional packages, interfaces, and classes in the PersonalJava API shall be optional for a Java MExE device. In particular, file system support via the optional classes in the PersonalJava java.io package remain optional for a Java MExE device.

A Java MExE device may or may not have a pointing device. This is a challenge for the implementation of the java.awt packages in PersonalJava. A Java MExE device may need to emulate a pointing device, but shall not alter the java.awt API. The emulation shall be completely transparent to application programs.

6.2.3	Required and optional JavaPhone APIs

The JavaPhone APIs extend the PersonalJava APIs to provide functionality unique to telephony devices. Java MExE devices shall support the Wireless Profile of the JavaPhone API specification [4]. Java MExE devices shall support all APIs specified as required by the Wireless Profile in the JavaPhone API specification. All APIs that are optional in the Wireless Profile shall be optional in Java MExE devices. The Wireless Profile provides the functionality described in the following subsections.

6.2.3.1	Call control

Java MExE Call Control applications, applets, and services shall support the Java Telephony API (JTAPI) as specified by the JavaPhone API. Specifically, MExE devices shall support the JTAPI Core packages (javax.telephony, javax.telephony.events, and javax.telephony.capabilities) and may optionally support the JTAPI Call Control packages (javax.telephony.callcontrol, javax.telephony.callcontrol.events, and javax.telephony.callcontrol.capabilities) and JTAPI Phone packages (javax.telephony.phone, javax.telephony.phone.events, and javax.telephony.phone.capabilities)

Depending on permissions, a service may make and receive both voice and data calls, transfer and conference voice calls, and put voice calls on hold, retrieve a call on hold or clear a call.

Java MExE applications, applets, and content shall use the JTAPI mobile package (javax.telephony.mobile) as specified in the JavaPhone API to support services specific to wireless telephony.



GPRS is supported directly via IP. Applications, applets, and services shall use GPRS via the java.net package.

6.2.3.2	Local phonebook, user profile, and calendar

Java MExE devices shall support the Address Book package (javax.pim.addressbook) as specified by the JavaPhone API to provide applications, applets, and services with access to contact information.

The Phonebook is a dataset of personal or entity attributes. The minimum content is a set of name and number pairs as supported by the current GSM SIM. The vCard 2.1 specification allows for extensions in attribute types. A MExE device can have more than one phonebook database. It is not limited to the SIM, and could even have access to a phonebook on the ME or in a remote database. The user can control the location of the phonebook.



Java MExE devices shall support the User Profile package (javax.pim.userprofile) as specified by the JavaPhone API to provide applications, applets, and services with information about the current user of the device.

Java MExE devices shall support the Calendar package (javax.pim.calendar) as specified by the JavaPhone API to provide applications, applets, and services with access to schedule information.

6.2.3.3	Messaging

Java MExE devices shall support the Network Datagram package (javax.net.datagram) as specified by the JavaPhone API to provide transport independent addressing and delivery of messages, including SMS and USSD.

The Network Datagram API supports message filtering. "Filtering" means, for example, that an applet may be transferred (remaining in memory) and receives an event whenever a new "smart" SMS arrives. It can then "consume" the SMS without presenting it to the user; this would enable programme-to-programme messaging using SMS as a bearer. This process could be implemented as follows:

an application or applet can include a message filtering class that may be passed specific messages.

the filter can then decide what to do with it: typical actions are to place the message in the message centre or to store the data in the file system for future use, forward the message, delete it, or take any other appropriate action.



6.2.3.4	Application Installation

Java MexE devices shall support the following JAR file manifest entries (as described in the JavaPhone specification) as described below:

Implementation-Title		the Implementation-Title shall be used in any textual description of the application which is displayed in the UI element used to launch the application. E.g. the text displayed with an icon. 

Main-Icon			if icons are used as elements to launch the application, then the icon file within the JAR file named by the Main-Icon attribute shall be displayed, and may be scaled if desired. 

Main-Class and Class-Path	when the application is launched, the VM shall be supplied with the classpath and shall call the main() method in the class named by the Main-Class attribute.

Java MExE devices shall support the Install package (javax.install) as specified by the JavaPhone API to install and remove applications from the device.

6.2.3.5	Power

Java MExE devices shall support the Power Monitor package (javax.power.monitor) as specified by the JavaPhone API to access the power level of the device and receive notifications concerning changes in power states.

Note that the Power Monitor package does not specify the minimum required events that should be generated under certain circumstances. A MExE Java device shall at least implement the following event generation: 

BatteryCritical:		shall be generated when the battery is at a critically low level. 

BatteryNormal:		shall be generated when the battery is no longer low. 

All the other event generation should be supported by the implementation.

Java MExE devices may optionally support the Power Management package (javax.power.management) as specified by the JavaPhone API to finely monitor and control the power utilisation of the device.

6.2.4	Required and optional MExE APIs

A Java MExE device shall not be required to support any other Java APIs.

A Java MExE device may optionally support the followingany other Java APIs approved by Sun Microsystems, such as:

OCF SmartCard API OpenCard, available from http://www.opencard.org/index-docs.html.  If the ME supports smartcards other than the SIM, and the smartcard is open to 3rd party applications, then the  opencard.core.terminal section of the OpenCard API shall be used to access the card.: 

TBD

6.2.5	Mandated Services and Applications

6.2.5.1 WAP Browser Support

To provide backward compatibility to MExE classmark 1, i.e. allow access to services designed for MExE classmark 1 devices, classmark 2 devices must feature a pre-installed or pre-loaded WAP browser that is capable of rendering at least the following content formats:

tokenized WML documents (“WML decks”)

WMLscript bytecode

A WAP service in a MExE Classmark 2 MS shall execute in the same manner as it executes in a MExE classmark 1 MS.

Other WML formats (such as textual WML documents or textual WMLscripts) are optional.

The pre-installed/pre-loaded WAP browser may be upgraded, replaced or extended by transferring, a replacement, extension or plug-in mechanism to the MS.  Depending on user preferences identified in the user profile and the terminal capabilities, the pre-installed or pre-loaded WAP browser may be overwritten or the new browser stored in a different location.

Editor’s Note: the security implications of upgrading browser requires to be further elaboratedSupport for the WAP protocol stack is optional. For low-bandwidth bearers (such as SMS or USSD), however, the WAP protocol stack is recommended (see section 5.7.3).

6.2.5.2 Network Protocol Support

Support for network protocols in Java MexE devices is specified in the following table:



Protocol�Optionality��HTTP/1.0�Mandatory��HTTPS�Mandatory��Gopher�Optional��ftp�Optional��mailto�Mandatory��File�Optional��Phoneto�Mandatory��

6.2.7	Access points

an “access point” is a data call terminating Global Title or IP address which provides an Internet Service Provider (ISP) interface to the MS

the ISP must provide the Internet protocols: PPP, IP, TCP and UDP allowing existing application protocols (HTTP, DHCP, etc) and future protocols to be used

there can be more than one access point available to an MS and active at any one time

services are specific to one or more access points

6.2.7.1	Transferring

Editor‘s Note: Need proposal for making this a generic section with WAP

Editor‘s Note: require to identify support for downloading to a SIM card

Editor‘s Note: require to identify support for the envelopping of SIM data



applications, applets and content are packaged into Java Archive (JAR) files that include their name, code, icon, filters, and security certificates

The MS shall support the HTTP/TCP/IP protocols for transfer of services, and the MS may support other protocols for transfer of services

it is permissible, but not required, to stop a service in order to transfer a new version of the service

services must be version-controlled, to allow identification of outdated versions of the service on the MS

HTTP transparent content negotiation facilities shall be used to accomplish version control

MExE service providers may identify “preferred” versions of services, and transfer the preferred version of a service when no specific version is requested

MExE service providers shall transfer any supported version of a service when a specific version is requested

transfer of services is performed in a bearer-independent manner, so that any supported bearer can be used to transfer services

some bearers are very low-speed. MExE service providers may wish to provide pre-loaded services in order to avoid long transfer times, or to provide higher-bandwidth bearers in anticipation of service transfers. If the subscriber is willing to wait, however, any supported bearer shall successfully transfer services over the air interface upon request.

a physical connector may be provided to avoid long over-the-air service transfer times. Such a physical connector is optional and outside the scope of this standard. 

Content applications and applets transferred via means other than the radio interface shall be subject to the same security procedures as if transferred via the radio interface.

6.2.8	Execution

A service may execute on the MExE Classmark 2 MS as subsequently clarified:-

a service may execute on the MS

a service must be started by the user, either directly or via a time or event scheduling mechanism. 

depending on permissions, the service may have access to all or partial Personal Java, MNCRS, and JTAPI APIs. 

Editor‘s Note: Need to define framework for which APIs will be available.

depending on permissions, the service may have access to all or partial directory, message centre, and message filtering APIs. 

It shall make it possible to start an application just by uniquely identifying the application.

�Annex A (informative): Java API Requirements

Editor’s note: This section captures the working document in which the SMG4 MExE Java API requirements have been captured.  It is intended that this annex will be deleted prior to approval of the specification.



This document provides a first attempt at a table listing the requirements for a MExE ME as mentioned in 02.57, MExE Service Description, Stage 1.



The aim of this table is to provide a requirements framework in order to allow subsequent specification work such as API definition to be performed more efficiently.



The following provides information relating to the table headings:

		

Key to Requirements Table Headings��Heading�Explanation��i.d.�A unique identifier for each requirement. An identifier can be assigned only once. This heading also contains the [i.d.] of the next requirement to be entered - embedded as a table function (F9 to update).��Category�A series of broad categories into which requirements are placed.

"J" means this requirement relates directly to the specification of a Java API.

"I" means this requirement relates to implementation, and puts the specification of a Java API into context.��Requirement�The actual requirement, which should be as unambiguous (and indivisible) as possible��Reference�A reference into a document within which the requirement is mentioned, if applicable��Priority�Requirements may be mandatory or optional��Classmark�An indication as to which classmark the requirement is applicable or in-applicable (in which case the classmark figure is shown in brackets)��Release�An indication of whether the requirement is applicable to Release 98, 99 etc.��Comment�A general purpose comment field��Applicable API�Applies to Java enabled devices. A list of the APIs which satisfy the requirement��Chosen API�Applies to Java enabled devices. The API chosen from the "Applicable API" list.��





�i.d.

�Category�Requirement�Reference�Priority�Class-mark�Release�Comment�Applicable APIs�Chosen API��������������High Level����������1�J�The MExE ME shall provide a  means for applications, applets and content to access the user interface��������������������3�J�The MExE ME shall provide the means to allow the transfer of applications, applets or content either automatically or  on �demand according to MExE security requirements�02.57

v7.0.0

6.1.0��������4�I�The MExE ME shall provide the means to allow the upgrade of existing applications across the GSM/UMTS network subject to MExE security requirements and user authorisation�02.57

v7.0.0

6.1.0��������5�I�The MExE ME shall allow the user to personalise services�02.57

v7.0.0

6.1.0����FFS – relates to user profile (i.e. the way the information is displayed on the MExE ME , not the type/nature of information). DELETE FROM CLARIFICATION LIST BUT DO NOT CR����6�J�The MExE  terminal shall allow the user to utilise both internet and intranet applications, applets and content according to MExE security requirements�02.57

v7.0.0

6.1.0��������������������������This is ambiguous and does not add value: deleted����54�J�The MExE ME  shall possess an architecture that is capable of supporting applications, applets and content in a standard execution environment independently of the MExE ME manufacturer�02.57

v7.0.0

9.1.0����CR



����������������Classmarks����������������������������CR to 02.57 5.3����11�I�MExE applications and applets conforming to a particular MExE classmark shall be supportable by all MExE MS’s of that classmark regardless of MExE MS manufacturer�02.57

v7.0.0

5.3�Mandatory������������������������������User Interface

Configuration Management����������14������������2�I�The MExE ME shall allow the user to personalise the user interface within bounds defined by the manufacturer�02.57

v7.0.0

6.1.0����The extent of "personalisation" will be limited by the terminal manufacturer�. E.g. screen colours, ring patterns, screen saver

This needs further clarification – Nash����15�I�The user shall be able to manage the user interface configuration of the MExE MS within bounds defined by the manufacturer�02.57

v7.0.0

6.2.1����The extent of "personalisation" will be limited by the terminal manufacturer�.����16�I�The MExE ME shall allow the user to identify the current user interface configuration within bounds defined by the manufacturer�02.57

v7.0.0

6.2.1��������17�I�The MExE ME shall allow the user to add, modify or delete a particular user configuration within bounds defined by the manufacturer�02.57

v7.0.0

6.2.1��������18�I�It shall be possible to obtain the user interface configuration information, subject to MExE security requirements is resident on the MExE ME, the SIM or the network �02.57

v7.0.0

6.2.1����FFS – similar to “.dt”, “.xdefaults” in Unix. [Further contribution expected from Nash]. 

Change Request�����������Redundant, now covered by Req18����20��THe user interface configuration management information may be stored on the MExE ME, the SIM or the network, subject to MExE security requirements.���������������� Now folded into req20����22�J�Any MExE ME shall be able to access and interpret user interface configuration data, according to MExE security requirements�����Assume “user profile” means personal details i.e. name, e-mail etc.

Clarification required on defn of terms

“The user profile data shall be associated with a given user” is part of defn (req 23)

“User profile data” is a superset of “user interface configuration” – partitioning/access is FFS.

NB: “interpret” may need to be clarified!

CR – add to end of para3.6.2.1, 02.57����������������������Delete – folded into Req22 

GLOBAL: UI CONFIG �symbol 224 \f "Wingdings" \s 8�à� USER PROFILE

NB: UICONFIG IS SUBSET U PROFILE����������������Service Management����������25�I�The MExE ME shall allow the user to request the range of MExE services available from the PLMN MExE service provider �02.57

v7.0.0

6.2.2����Misgivings about how registration is carried out, notification messages etc.

What is the notification mechanism?



This is perceived as a common address (e.g. URL. Same address could be used when roaming – use (e.g.) DNS to resolve actual server address). This address is used to provide the  first point of access to a MExE network. The user is provided with a list of MexE services available from the PLMN service provider. MExE is allowed to stipulate only access to GSM/GPRS/UMTS MExE SPs – PLMN independent SPs lie outside of the scope of MExE standardisation. When roaming, the user could collect a number of addresses, including HPLMN and VPLMN.����26�I�The MExE ME shall allow the user to determine which MExE applications, applets and content are currently resident on the MExE ME�02.57

v7.0.0

6.2.2����Resident in terminal only or also in network?����103��The MExE ME shall be able to determine whether or not the GSM/GPRS/UMTS connection required by an application has been broken���������102��The MExE ME shall allow the user to control , via the user profile, whether or not an application is automatically executed once it has been downloaded, according to MExE security requirements �03.57

4.x�Optional���Execution may in some instance include configuration������ ����������Subscriber Data���������������������������������Bearer Services���������������������30�J�The MexE ME shall provide access to a range of one or more GSM/GPRS/UMTS bearer services, within the capabilities of the ME and network�02.57

v7.0.0

7.0.0����Transport protocols shall be defined in other specs (stage2,3?). Use only standard protocols (no proprietary)�������������������������������������������������Protocols ����������34�J�MExE protocols shall be independent of the type of underlying bearer �02.57

v7.0.0

8.2.0����What are upper layer MExE protocols? Definition required – suggest all layers above the bearer.

Definition accepted – CR to definition section of 02.57�����������already covered by 34����36�J�Applications and applets shall be able to request specific bearer services and to be notified as to their availability�02.57

v7.0.0

8.2.0�������������������38�J�MExE protocols shall be able to add new bearers�02.57

v7.0.0

8.3.0�������������������40�I�It shall be possible for applications and services to install new protocols �02.57

v7.0.0

8.4.0����CR ����41�I�MExE protocols shall be independent of the network nodes being communicated with�02.57

v7.0.0

8.5.0�������������������43�I�MExE protocols shall support a generic technology independent capability negotiation,  notification and enquiry mechanism  between the MExE ME  and the MExE service environment�02.57

v7.0.0

8.6.0���������

����������100�I�The MExE ME shall allow a MExE service provider to determine the MExE ME capabilities, according to MExE security requirements.�02.57

v7.0.0

6.1.0����NB: MExE Service Provider can be anybody – hence apply MExE security policy����101�I�The MExE ME shall perform capability and content negotiation according to Section 4.4. of 03.57 �03.57 Section 4.4����Table reference IN NEW VERSION����48�I�The capability negotiation mechanism shall be extensible.�02.57

v7.0.0

8.6.0����CR�����������

Deleted: Cannot see a difference between “local services” and “services” ����50�I�MExE protocols shall support the capability to transfer new applications, applets and content to and from the MExE ME as required by the user according to MexE security requirements�02.57

v7.0.0

8.8.0����

CR required����51�I�The MExE protocols shall support both user initiated and MexE server initiated transfer of applications, applets and content as required by the user, according to MExE security requirements�02.57

v7.0.0

8.8.0����CR required to section 8.8 of 02.57v7.0.0��������������������������������������MS Application Execution Environment����������55�J�Ability to cleanly and safely install applications and associated data (e.g. icons) shall be provided.���������56�J�Ability to cleanly and safely de-install applications and associated data (e.g. icons) shall be provided.���������57�I�The MExE classmark 2 terminal shall be able to implement HTML��Mandatory���WML for classmark 1, HTML for classmark 2

This an an API req, relating to stage 2.����58�I�The MExE classmark 2 terminal shall be able to implement WML and WMLScript��Mandatory���This an an API req, relating to stage 2.����105�I�The MExE Classmark2 device shall contain a pre-installed WAP browser�����I.e. browser capable of rendering WML and WMLScript����106�I�The MExE Classmark2 device shall allow the pre-installed WAP browser to be updated���������59�I�MExE shall define a set of  standardised content coding schemes i.e. vCard, vCalendar�����Is vCard, vCalendar support required?

This an an API req, relating to stage 2.����60�I�The MExE ME shall be able to support HTML and/or WML��Mandatory�������61�J�

MExE ME shall support the 7bit GSM default character set

��Mandatory���As defined in 03.38 v6.0.1

Note: User defined 8bit scheme is not mentioned here. Should it be?

CR to section 9.2 (last para) of 02.57v7.0.0 – replace “defined” with “identified”����104�I�The MExE ME shall  be capable of supporting the UCS2 character coding scheme��Optional���Unicode 16bit character coding���������������63�I�The MExE ME shall support a core API, known as the core MExE API�02.57

v7.0.0

9.3.0����The core MExE API defines the minimal API set that a MExE ME needs to support����64�I�The core MExE API shall consist of both generic and GSM/UMTS specific aspects�02.57

v7.0.0

9.3.0��������65�I�The MExE ME shall support standardised MExE API extensions in addition to the core MExE API�02.57

v7.0.0

9.3.0�Optional�������66�J�The standardised MExE API extensions shall include access to location information, according to MExE security�02.57

v7.0.0

9.3.0����What is the meaning of "mobility information"?

CR

Location ����67�J�The MExE APIs shall provice support for applications and applets to access the GSM/UMTS functionality present in the GSM/UMTS terminal according to MExE security .�����Functionality includes telephony, e-mail, SMS, fax.����68�J�All Java APIs specified by MExE for use on a MExE ME shall be approved by Sun Microsystems.���������69�J�The MExE ME shall provide local file system support, according to MExE security�02.57

v7.0.0

6.1.0�Optional�������70�I�The MExE ME shall allow the user to identify the version number of applications, applets and content contained within it�02.57

v7.0.0

6.1.0�Optional�������71�J�A MExE ME shall notify applications of any power state changes. �02.57

v7.0.0

6.1.0�Optional�������72�J�A MExE ME shall support standardised access of a smartcard if a smartcard reader is present on the MExE ME �02.57

v7.0.0

6.1.0�Optional���Support of smartcard reader is not a mandatory requirement.�������������������������������������������������Security��������������������������������102��The MExE terminal shall be able to access services behind secure firewalls���������76�I�Transferred MExE applications, applets and content shall be secure and verified  �02.57

v7.0.0

11.0.0����“secure” – received in same state as it was sent i.e. has not been tampered with����77�I�The MExE ME shall provide support for four security levels�02.57

v7.0.0

11.0.0����See Table XX in Section 9.1 of 03.57 for an elaboration of security levels.

Multiple security levels �����������This is related to requirements 79 (it is a functional solution to req79): deleted����79�I�The security level of applications, applets and content shall be verified by the MExE ME �02.57

v7.0.0

11.0.0���������������Requires discussion with SMG10: deleted����81�I�The MExE subscriber shall be able to control whether applications, applets and content of specific security levels may be transferred to the MExE ME �02.57

v7.0.0

11.0.0��������82�J�An application/applet shall specifiy whether or not it can share its own files with other applications/applets��02.57

v7.0.0

11.0.0���� More input required here����83�I�Within the constraints of the defined security levels, the user shall have ultimate control over  the use of bearer services�02.57

v7.0.0

11.0.0����CR

Incorporate USSD and SS signalling (comment by K Holley at MExE security meeting, SMG4 plen 11 – 14th Dec 1998)����84�I�A means to authenticate the MExE subscriber and MExE server shall be provided�02.57

v7.0.0

11.0.0����CR

This may be performed by the MExE ME, an intermediate entity or the GSM/UMTS network ����85�I�MExE shall continue to support the inherent security and integrity of the GSM/GPRS/UMTS network �02.57

v7.0.0

11.0.0��������86�I�The integrity of the SIM and existing GSM/UMTS security mechanisms shall not be compromised by the introduction of MExE services�02.57

v7.0.0

11.0.0��������87�I�All aspects relating to GSM security shall be performed by the SIM�02.57

v7.0.0

6.1.0������������������������������������������Interworking with other Network Features����������90�I�All services available in the network shall continue to be offered in addition to MExE services�02.57

v7.0.0

12.0.0�������������������������������Network Interworking����������92�I�All services offered in co-operation with other networks shall continue to be offered in parallel with MExE services�02.57

v7.0.0

13.0.0��������������������Communications����������93�J�MExE MEs shall support peer to peer communication between MExE devices �02.57

v7.0.0

6.1.0�Optional���Includes e.g. IrDA, Bluetooth, USB (which are outside the scope of MExE specifications), user-to-user signalling, USSD (which are within the scope of MExE specifications) etc.���������������95�J�A MExE application shall be able to access any or all external interfaces present on the MExE ME, subject to the limitations of the MExE ME��Optional���Serial, parallel, infra-red etc.����96�J�The means for MExE service provider specific applications and applets on the MExE ME to communicate with other GSM network nodes shall be provided.�02.57

v7.0.0

6.1.0����USSD main bearer���������������������������������������������������������������������������������������������������������������������������������������������������
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�page \# "'Page: '#'�'"  �� Automatic installation of an application is scary. It is not only a security issue, but also almost like invasion of private propert.

�page \# "'Page: '#'�'"  �� The user interface can't be personalised, because the terminal manufacturer is the only one who knows about certain hardware parts of the UI, like buttons.

�page \# "'Page: '#'�'"  �� The user interface can't be personalised, because the terminal manufacturer is the only one who knows about certain hardware parts of the UI, like buttons.

�page \# "'Page: '#'�'"  �� I would interpret this to mean "configuration profile", but not applying really to the UI.

�page \# "'Page: '#'�'"  �� I don't understand…






