DRAFT Report of the Joint SMG4 MExE & TSG-T WG2 SWG1 MExE meeting�Helsinki, Finland, 17th-19th February1999











Chairman: 	Mark Cataldo (Motorola)


Secretary: 	Tim Costello (BT)





Opening of the meeting


The meeting was opened by Mark CATALDO who welcomed the delegates to the SMG4 MExE meeting. The delegates were welcomed on behalf of Nokia who kindly hosted the meeting. 


A list of delegates present at the meeting can be found in Annex 1.


1  Approval of agenda


The draft meeting agenda in Tdoc 4m99-062 was approved.


The meeting agreed to treat the following topics:


2. Registration of input documents


3. 3 GPP TSG-T WG2 SWG6 Execution Environment 


3.1. MExE activities in 3GPP TSG-T WG2


3.2. MExE activities in 3GPP TSG-SA WG1


4. ETSI SMG4 MExE


4.1. Approval of the previous SMG4 MExE meeting report


4.2. MExE activities in the WAP Forum 


4.3. Progress on MExE terminal requirement list / Java APIs


4.4. Applications and Automatic Execution Workshop LS


4.5. Support of AT command functionality


4.6. Contributions on MExE Stage 1 (02.57)


4.7. Contributions on MExE Stage 2 (03.57)


4.8. MExE Security (tabled for 18th February, 1999)


5. Any other business


6. Future meetings


2  Registration of input documents


The documents were assigned to the agenda items. The list of registered documents can be found in Annex 2.  New Tdocs were submitted, allocated numbers 4m99-075 onwards, invalidating any numbers already on the server from Tdoc 4m99-075 onwards.


3  3GPP TSG-T WG2 SWG1 Execution Environment


3.1  MExE activities in TSG 2


Mark Cataldo reported on the events of this, the first working group.  The objective was to kick off the first working group in TSG.  In WG2 there are six working groups defined:-





1 – execution environment


2 - term interface


3 - messaging


4 - services and end to end inter-working


5- terminals


6 - terminal performance





Mark Cataldo was elected chair of WG2, SWG 1.  The chairman proposed that all future SMG 4 MExE meetings are made joint meetings with WG2 SWG1, and to meet together WG6 at SMG 4.


3.2  MExE activities in 3GPP


S1 may hand over tasks to this group, which then creates the stage 1 requirements and send back to S1 for adoption (subject to S1 decision).


4  ETSI SMG4 MExE


4.1  Approval of the previous SMG4 MExE meeting report


The report (Tdoc 4M99-045) of the previous MExE meeting held in Fort Worth Dallas, USA 12-14 January 1999 was agreed. No comments were received.  Thanks were expressed to Friedhelm Rodermund.


4.2  MExE activities in the WAP Forum 


The most recent WAP meeting was held in Fort Worth, after MExE.  The MExE Liaison officer to the WAP forum will be resigning shortly.  The chairman requested members to report back to their companies and request input to the WAP clause in MExE standards from WAP interested Companies.  An LS was received back from WAP forum (Tdoc 4m99-061).





Comments:


-	WAP and MExE security are being developed in parallel, care should be taken not to recreate specifications.  MExE define the framework and specify a  minimum system to safeguard GSM security, but require input from WAP forum.


-	Not enough input is forthcoming from WAP forum.


-	WAP is trying to get next specifications for April, and are overwhelmed with work already.


-	JAVA and WAP different have security solutions,


-	A suggestion to send the security requirements to WAP.  MExE have already sent a table as part of stage 2, and API requirements, but have not received input back.  (Agree to ask nokia reps)





Goal is commonality and reduction of parallel work.





Conclusion:


Nokia will ask their WAP representatives for input on security


Tdoc 4m99-061   LS from WAP forum


This is the response from the MExE LS to  WAP.  WAP suggest work together, and invite participation in the next WAP UAPROF meeting to be held on April 16 WAP in Montreux, Switzerland.  Mototola and Nokia representatives volunteered for this.





Comments:


-	Agreement with WAP to have a common table, of user agent profile values coded to tokens in cap neg.


-	MExE should be more definitive about the coding of tokens, either in MExE subgroup or with WAP / W3C.





Conclusion:


Nash (Motorola) and Satu (Nokia) volunteered to participate in meeting and put forward MExE point of view.  Hubert (Alcatel) will offer support.  Nash (Motorola) volunteered to write LS (Tdoc 4m99-079), to cover user profile, capability negotiation and some security issues.


4.3	Progress on MExE terminal requirement list / Java APIs


Several Tdocs were presented.


Tdocs 4m99-048.    MExE ME Requirements


A document from Lee Gould (Panasonic). Marked with which requirements are mandatory/optional.





Comments:


Document needs to be updated to reflect Stage 1 security, and the updated Stage 2 security requirements.


Update mandatory/ optional column.


security section needs to be updated to include comments on stage 1.


Include levels of permission (from CR to 03.57)


User profile and journalling requirements





Conclusion:


Tdoc was Conditionally accepted, subject to email discussion on which ones are mandatory/optional before the next meeting, at which it will be decided whether or not to forward the LS to SUN.  Tim Wright to present revisions and additions to API requirements table, from stage 1 and 2 perspective.  Update table and send to SUN, with revision marks, in time for next MExE meeting (March, London)


Tdoc 4m99-059.    Reply to previous MExE LS to SUN


The reply to a previous LS from MExE to SUN with attached JAVA API requirements.  This is SUN's response on what they see as being able to support.  Sun are happy to co-operate with MExE, there is commanality between javaphone and MExE.  SUN suggest a standard package of installed API's.  SUN have release dates, and can't provide MExE with API's immediately.  SUN are working with an open comment style, which allows others around the world to comment on it's proposed API's betfore they are released.





Comments: 


- 	Sun give the API's to MExE (at end April) before they give them to the rest of the world, so MExE can comment.  SUN are being very co-operative and accelerating things for MExE's benefit.


- 	MExE members should review the API's when SUN release them and review in own company in advance of meeting, so can speed things along.


- 	SUN do not have direct control over the Mobile Telephony group (JTAPI mobile), so members must attend the JTAPI mobile forum individually if they want to modify the JTAPI API.


- 	Question was raised – is JAVAphone specifying the API or simply referencing it.  Does JAVAphone define which packages are optional (eg to answer a call), MExE needs to know what is mandatory for smartphones.





SMG 10 comments:


-	In the user profile, there is nothing written about the security of the user profile API.  This is fundamental to MExE.  Should specify what security is required for the user profile.


-	User profile in MExE and JAVA is mostly the same





Conclusion:


MExE is pleased to see response and co-operation from SUN .  Brian Modra (Nokia) will send an LS back to SUN (Tdoc 4m99-080) including the SMG 10 comments.  Look forward to receive the API's from SUN in April, and MExE should respond quickly.


Tdoc 4m99-060    (Annex to Tdoc 59 from SUN)


Attached to LS form SUN, it identifies core packages that are required, also identifies other packages that are optional.





Comments:


-	MExE is working in parallel with JAVA, and should send a response statement quicckly.


- 	Attention drawn to an LS to SUN from Alcatel (Hubert), 98p380.  A request to SUN enquiring about the status of the JTAPI group and relationship between JTAPI and the JAVA phone group, stating concerns over IPR implications of using JAVA phone API's (which body to apply to for permission to use API's ?).  The Chairman commented that when ETSI specifications are approved, Companies have a few months to declare IPR issues to ETSI.


- 	MExE do not know which other organisations are submitting API requirements to JAVA.  The Chairman commented that MExE is concerned only with satisfying the MExE API requirements.


There are Required and Optional packages in pJAVA.


Stage 2 has already started identifying what is mandatory and optional and what is in R98 and R99.


JAVA.security API is optional.





Conclusion:


Brian Modra (Nokia) to write an LS (review on Friday), with the provision to send further comments on pJAVA configuration.  SUN have given 2 ½ months to review, but MExE should get any comments back to SUN  before the deadline - after the June MExE meeting.  Chairman to contact PT 12 and seek clarification of IPR issues for external Companies and request from ETSI what the process to go through is.  Particularly the time limits and IPR submission to WAP and JAVA.  Hubert HELAINE (Alcatel) to draft LS to SUN asking which is appropriate part of SUN microsystems to contact for API's (Tdoc 4m99-082).  Nash (Motorola) to check JAVA.security issues.


4.4  Applications and Automatic Execution Workshop LS


Results from the AXE workshop were presented, this detailed which requirements / restrictions applied toAXE.  The output of the workshop was a report plus an LS to all STC's.  AXE have a mandate from SMG 27.  Application execution environment and SIM Toolkit are important areas.


Tdoc 4m99-073 – Generic Model for MS of Application Execution Environment


Result is Tdoc 99m-072, which is an LS to every active STC in ETSI concerned with AXE.   The areas identified as under SMG 4 responsibility are:





An App. that originated a call is identified in the setup request.


Authorisation is given to establish any calls – could be not allowed or allowed only with user permission given.


Journalling of network events is required.


Add text into specifications, so that MExE and SIM TE apps, that have access to shared resources do not block each other, but they should prioritise and control the access.





Comments:


There is no requirement to authenticate the app which is making a call


The journal must be accessible by the ME.  It could be stored on the MS or in the network and simply viewed by the ME.


-	Rogue apps can modify the journal, by uploading modifying and then downloading.





Conclusion:


Send any comments via the MExE mail exploder.  All MExE Tdocs to be copied to W3C.  Nash (Motorola) to write an LS and copy to W3C.





Tdoc 4m99-053   (LS to AAE),  and  Tdoc 4m99-072


Proposed draft response to AAE workshop report.





Comments


AAE state that the customers bill should identify which of the seven different sources generated the record, this may be different to the requirements for journalling.


Journaling is required by SIM Toolkit.


Question – Are items (2) and (4d) the same ?  Answer - No (2= notify network of event, 4d = journalling held within the MS.) 


Commonality with other event recording processes should be re-used.


The responsibility for collecting the application identifier is held by the MExE core functions.


Uniquely collecting identifiers is problematic.  The operating system can do part of this, but not all.


Proposal to add text to section 2 of the LS response.  Chairman further proposed this would add too much work.


-	Proposal on the management of installed components and their deletion. – Chair commented that deletion is in other sections and should be discussed there.





Conclusion:


Mark Cataldo to draft a reply to AAE group saying that MExE can't include their proposals as part of MExE Release 98, but will include them in MExE Release 99, (Tdoc 4m99-083).


Leave the traceablitiy section as it is and say that MExE will look at the issue in R99 stage 1.


Nash (Motorola) to add to the LS to note that the initiator of the network event can be identified by the Operating system in the MS as MMI / SIM / MExE app, but it can't go any further than that and identify which of 7 levels has triggered event.


4.5  Support of AT command functionality





Conclusion:


This is not part of R98, and invite interested parties to identify which specific AT commands they wish to see supported.


4.6	Contributions on MExE Stage 1 (02.57)


Tdoc 4m99-063


Tim Wright – Change text.  For levels 1 to 3 it is possible to identify the body that assigned the security level





Commentts:


Concerns about reverse-engineering the Stage 1.  AAEW was created after Stage 1 approved.


Can only identify the  source if is authenticated (modify text to say level 1,2,3 apps).


Can Authenticate the source and the User can suspend or deactivate.





Conclusion:


Document approved.  Include in the CR for stage 1 changes


4.7  Contributions on MExE Stage 2 (03.57)


Tdoc 4m99-041 -    Generic security section





Comments:


-	Clause specifies JAR files for authentication, this CR proposes it should only define requirements and not method.  Propose change to 'applications and applets'





SMG 10 comments:


Modified text is acceptable, but have questions about other text.  Will include in an input document for other areas


Will Provide additional detail in bullets in a separate CR.





Conclusion:


Accept text, with the change of 'applications' to 'applications and applets'.  Pass to Tim Wright, who is in control of the security section.  Changes acceptable to Tim Wright.  Propose CR on 03.57 with additional clarification on certification.


Tdoc 4m99-046


03.57 version 1.4.0, the output from last MExE meeting in Fort Worth.





Conclusion:


Accept document


Tdoc 4m99-047 


The present 03.57 is unclear on content and capability negotiation, a proposal for a new chapter, 4.4.5 on capability information cache.





Comments:


-	Extend to cover the HTTP server


-	CR is to clarify existing capability negotiation, is not proposing any changes.  Add text to say that can reference all characteristics or a MExE URL.


	Propose change currency for 'coherency' of the cache.  Reference the MExE URL in the text.


	User Profile document (Tdoc 4m99-050) to clarify relationship between capability negotiation and user profile, covers similar ground.


Ensure a mechanism for the server to inform the MS that it doesn't have the URL for the capability table. 


author to Check Naming conventions in document x-MExE etc.





Conclusion:


Generate an updated document (Tdoc 4m99-084), clarifying comments made - to include the comments: Stating that this is an example, and including the MExE URL token, and clarifying that there are 3 ways of using it.  Brian Modra (Nokia) to find out what happens when a token is passed but is not supported.


Tdoc 4m99-050    User Profile updates and security


Clarifies the capability table.  Section 4.5.1 question on access to security





Comments:


-	Propose conditions are applied to user profile table, (read/write file, grant same permissions) for security level 2


-	Network operator is only allowed to modify the part of the user profile which is affected by that application.  But it is difficult to determine which bits are used


-	Propose change to Permission /privileges – to have same permissions for level 2 applications when activate a user profile (make yes with user permission).


Multiple user profiles are required to allow different actions to be performed, dependent on the network event


A concern that things defined should be applied to ALL user profiles.  A sentence to be added to reflect this.


Need some security on how user profiles are activated, so that app can't trigger another user profile with higher security clearance and attack system.





Conclusion:


Add sentence to specify that security clause applies to ALL u profs.  Accept document with proposed change.


Tdoc 4m99-051


There are restrictions in the security table, but have not identified how to support the restrictions or where the information is stored.  Proposal to capture some of the hidden requirements and incorporate them as part of the user profile.





Comments:


-	how does a new app know how much space it will need before it is installed?   Not necessary to put as a part of the user profile. Can be part of operating system to hold the information.


-	should be application dependent


-	should just say pre specified directories, not user specified directories.


user should specify what IS allowed to be changed


Take out some of controls in the security table and store in the user profile


Too much in user profile so propose put in OS file


SMG 10 to Suggest text to state that directories must be securely managed, and directories from which apps may be deleted, must be explicitly defined in the security section





Conclusion:


CR rejected.  But Keep the notes in the table.  Note, the scenario of multiple users has not been considered, particularly where users have different permissions allowed in the security table, the application/applet would have different permissions depending on which user was using that terminal.  Maybe produce a new CR.  SMG to suggest text below security table, Mark Cataldo to produce CR to this effect.


Tdoc 4m99-052


Proposed change to stage 2 to reflect comments from AAE, it says that the journal is optional, and no specifications for it are given.  But K Holley (SMG 4 Chairman) is pushing for it to be mandatory.  Therefore propose to make a mandatory journal, but only mandate for the last event, make it optional to extend it and record more information.





Comments:


-	A large processor overhead is incurred if must register every event.  User can de-activate and does not record any, it is up to the manufacturer to determine how many events to record.  – propose that modify text to say that 'if network journalling is activated, then at least one event will be stored'.


Should review the user profile and review what the user and service provider is allowed to change.


Should have only a minimum exposed to network operator.


-	proposal to keep the journal in non volatile memory.


-	any sort of journalling slows down the machine.


journalling is provided for the security of the user, so user can monitor what the apps on the MS are doing.


MExE should define exactly what events are logged in the journal.


AAE requirement is mandatory, so SMG 10 assume the requirement is to record more than one event


Recognise that are different markets for MS's, low end devices have resource (processor etc) restrictions, but to protect devices aae decide that is mandatory, but not specify minimum


this is part of generic section WAP/JAVA, and so covers devices with different restrictions


Chair welcomes contributions on which events are to be journalled.  SMG 10 will go and prepare some


allow the user to police the apps that are running


there are many different network events, application events and protocol events.





Conclusion:


Approve the CR, with deletion of text 'as a minimum record the last network event'.  Add editors note to say that the events should be more accurately defined.  Invite further contributions on this (eg lifetime of journal, whether it should survive a power down occurrence).  Invite inputs on how can Identify events and how can be managed by the user.  Have identified journalling is mandatory and need to identify which network events are to be journalled.


Tdoc 4m99-054 ability to switch off MExE functionality of the MS.


3 methods to switch off the MExE functionality are available:


MS can inform server that MExE is enabled/ disabled


A User profile setting


The User interface phone settings





Comments:


the capability to communicate MExE on/off status is disabled with MExE off .  'MExE Off' is when the ability to download apps is disabled 


-	Tim Wright concerned that there could be large holes in MExE.  If users could switch off individual apps, then this would satisfy the criteria, but how can MExE functionality be disabled if the security is totally gone?





Conclusion:


MExE decided not to accept proposal, manufacturers have difficulty separating MExE and normal ME functionality.  SMG 10 Accept decision od MExE , but will take back to SMG 10 group





Service management 


Tdoc 4m99-056


Clarify service management.





Comments:


-	change text in 3.1 of definition of service. (change to 'application or applet and its associated content')


-	remove part of paragraph on service deletion.


-	delete words 'via user profile'


-	need to firm up what mean by user profile.


-	should be able to delete a service with the explicit authorisation of the user.





Conclusion:


Accept CR with proposed changes.





Tdoc 4m99-064    Capability Tokens


Proposal that tokens are made smaller, for their transport over SMS.





Conclusion:


Postpone till get feedback on naming convention.  Present again after feedback form WAP meeting in Montreux.


Tdoc 4m99-065    Charging Mechanisms


There is no charging mechanism in JAVA yet.





Comments:


-	MExE does not have a mandate for charging (SMG 6, & TSG are responsible).


-	Proposal to send an LS to SMG 6 & associated TSG asking for inputs on JAVA charging





Conclusion:


Tdoc 4m99-085 LS to SMG 6 and 3GPP TSG asking to consider charging mechanisms.


Tdoc 4m99-066


The document asks where are parameters for the configuration stored.





Comments


-	these are manufacturer options and should not be included.





Conclusion:


Delete Clause 7 and extend the proposed CR.


Tdoc 4m99-067


Proposes that the option of executing a JAVA app without command line options should be supported.





Comments:


-	replace the text 'installation system' with 'it shall be possible'





Conclusion:


Accept CR as changed


Tdoc 4m99-076 


Proposal to eliminate the 'default keyboard' and define a standard layout.





Comments:


-	'default' means the phones own keyboard.


-	Propose that MExE forward the CR to the subgroup working on user profiles for further discussion


-	This CR is to try to identify to MSE what kind of keyboard is on this device.


-	If have a token then it needs to be specified somewhere, but better if don't have a token at all.


-	'kbid' token was originally put in so that device can register a change in keyboard types on the device (eg docking station).  The intention is that a different version of software can be downloaded from the server if a standard/advanced keyboard is on the device.





Conclusion:


Take this CR to user profile subgroup and discuss further.


Tdoc 4m99-077





Comments:


-	provides a lot of clarification


-	Proposed change - Don't implement the keyboard id change


	Proposed change - Don’t implement the number of keys change.





Conclusion:


Accept CR with the proposed changes:


4.8  MExE Security 


Welcome was extended to Tim Wright, the SMG 10 representative.


Chairman reported on a meeting with Dr. Mike Walker on security, outcome is that


-	Permissions and privileges table, and certification table must be sufficient for SMG 10 else MExE will not pass.


-	Users to be fully informed before calls and be able to retract permission if required.


Mike Walker is happy to allow the user to download, and for the user to give access permissions to an app beyond it's default.  It is then the users own fault if something goes wrong.  However can't allow an untrusted app to download onto one MS and then be upgraded to trusted status and passed on to another MS with new upgraged modified status.  An MS must only download apps from the original source and with the original privileges.  A number of Tdocs were discussed again, the security comments and conclusions are included with the original discussion text.


Tdoc 4m99-083


Text added to Tdoc 4m99-053, LS to AAE 





Comments:


-	MExE does not identify applications on global basis.


-	ETSI have a standard to apply global unique application identities (but is not secure)


-	Can assign app name/id at install time, must securely transfer name to billing server


Permanent application name is insecure.


All MExE apps should be well behaved, but there are already many JAVA apps written without regard to MExE, apps can only take on settings at install time, and these programs don't do that, they may get reused when MExE in introduced.


Proposed to K Holley that  a code of practice for app writers of MExE apps is introduced.





Conclusion:


SMG 10 to inform MExE mail reflector on the standard for ETSI global naming of application ID's.


Document Accepted.


Tdoc 4m99-055


Reasons


1) Reformat table to make easier to understand (merge cells where support is same)


2) after table, clarify what 'user permission' means  (propose three levels: blanket / session / one-shot).





Comments:


-	propose a 4th level (connection maintenance level), so that if drop a call, do not want to ask user permission to re-establish the session.  This is already covered by session permission level.


-	suggest that Call forwarding for manufacturers should be 'yes with user permissions'.


-	suggest look at Tdoc 88 where are requirements for manufacturer column.


-	want to keep definition of levels consistent for each terminal.


-	Have several business models, (sys admin etc.) each requires a different set of levels


-	a proposal to rename levels as domains (else implies a hierarchy)


-	proposal to change security level 2 to be similar to level 1, SMG 10 rep not think good idea


-	maybe this will affect the user profile, and need to change it.


-	Propose to change all 'yes' to 'yes with user permission'


-	Blanket permission can also be revocked – reword to reflect this.


-	suggestion that there is a requirement for feedback to the user when calls are established - propose as a CR for next meeting





Conclusion:


Accept CR.  Agreed addition of 'with user permission' definitions (except in call forward part of table)


Welcome contributions on any changes required.  Encourage debate on email reflector prior to meeting


Motorola to provide input paper for next meeting.  Reconsider what is meant by levels/domains.


Tdoc 4m99-088 - screenphone terminal manager.


Propose that the terminal manager may modify the system.  Have 3 models proposed, each one requires its own security table.  Propose that include this in Tdoc 4m99-055


-change definition of level 2, (to outside scope of standards)


-restrict level 2 to manufacturer operations 





Comments:


-	recognise that MExE needs flexible security model so can build on it in the future.


-	this place a requirement on the security table that some 'no' entries become 'yes with user permission'.





Conclusion:


Note comments in Tdoc 4m99-055


Tdoc 4m99-90 


Response to Nokia circulated document, to make the user the root trust for certification keys.





Comments:


-	agree with points in paper


-	agree also, need public key infrastructure


-	application must still be well behaved even within sandbox.





Conclusion:


Agree that should Make sure there is a secure implementation and a Reliable certification process, Tim Wright to create a CR to reflect this.


Tdoc 4m99-087 


This Tdoc discusses the following points:-


Legal issues


Operator trust


A Sinlgle CA trusted by all operators, and anti trust issues


Technical issues – digitally signature only identifies, it does not prove trustworthiness


Want to Stimulate 3rd party developers to produce apps


The Owner of device should be free to choose


MExE network security should not get paralysed


AT command set is freely available, this could do equal damage as insecure MExE apps.





Comments:


-	Presently have a disclaimer when download software on WWW, suggest that third party developers have a similar thing.


-	Operator may restrict access from other operators by excluding their keys from the device.


Phones only use a subset of the AT commands, and they not permanently connected to a computer, so there are not many virus's around to exploit their weakness (hackers are naturally egotistical beings seeking fame


MExE needs the full AT command set so it can compete with other devices (eg palm pilot + phone).


Try to encourage applications to run in MExE environment where there is at least some security.


Question - is there a mechanism that can verify the trustworthiness of an application ?





Conclusion:


Document was discussed


Tdoc 4m99-086


Document withdrawn





Conclusion:


Document withdrawn


Next SMG 10 meeting


Chairman requested that MExE should participate in the next SMG 10 meeting to provide feedback, represent MExE, and supply additional information when MExE comes up on their agenda.  The items on the agenda for the next SMG 10 are:-


permissions table, level 2,3 have too much power.


Concerns about certification


Stk, set up call and no text to screen, phone used for eavesdropping


Data protection issues


Review stage 1 and stage 2





Potential participants should contact Mark Cataldo directly





Conclusion:


Tim Wright to list the items MExE should be aware of in preparation for the next SMG 10 meeting, these will be distributed via the MExE email reflector.  At the next MExE meeting (March 16-18, London), morning of day 3 will have a pre SMG 10 session to prepare for the SMG 10 meeting (24 March a.m.).  Candidates willing to attend the SMG 10 meeting on behalf of MExE should contact Mark Cataldo directly.


Tdoc 4m99-091


For R99 terminals, allow operators to set logic for automatic searching and selection of networks (under user control).





Comments:


-	this is already supported by JTAPI mobile, it may need an API to access the functionality


-	Need to know if JTAPI mobile is optional.


-	Need to make network selection in mobile mandatory for JTAPI mobile.


Question, should there be mandatory applications in MExE ? (have mandatory API's etc.).  could make network selection to be a mandatory application 


SMG 1 have debated on network selection algorithm, the rules are written in GSM 02 series.


-	Propose that should have a default list of API's that are installed on the MExE device.  Will produce an input paper for next meeting.





Conclusion:


MExE 99 work items are done in 3GPP.  Network selection already debated in SMG 1, and decided that MExE is best place to do it.  Need to include when discuss MExE 99.  Already working on in jtapi mobile, so maybe available for R98.  Hubert HELAINE (Alcatel) to produce an input paper for the next meeting on security settings for non standard API's.


Support of AT commands


MExE have decided that they don't want to explicitly specify every AT command and MExE equivalent.  Nash (Motorola) 





Comments:


-	MExE is only supporting the AT command functionality, and not the command itself.  Interested party's should bring inputs meetings identifying support of particular AT commands to be included in the MExE API.


Suggestion of a 'demon' with a socket to process AT commands from within MExE.


This is a R99 item


suggest have an AT command parser in smartphone





Conclusion:


This is a R99 work item and are not doing in R98, but will consider for R99.


Encourage support from interested party's to identify which AT commands should be supported in R99.


5  Any Other Business





Tdoc 4m99-049


Clause 4.11 in 03.57.  Proposed that delete the section. This is identified as a R99 item





Conclusion:


CR accepted


Tdoc 4m99-078 -   MExE and STK interworking


Proposes that there is local application that can handle MExE and STK applications.


STK can:


Modify user interface


Modify outgoing calls


Proposes MExE should help STK and provide a more user friendly MMI.





Comments:


-	MExE Security is applicable to MExE, so if add STK it then complicates the security


-	14 commands are available in STK, MExE will need to make new MMI to work with STK.  STK apps may be running that require the STK and cannot be run using a MExE app.


-	WAP takes over control of display, but stk uses existing menu script commands to generate new menu's


-	document proposes that should be treated similar to privileges in security level 1


-	(Tim Wright) call control inteeraction issues, not want so that MExE can launch stk apps.





Summary:  


-	MExE does not have mandate for STK work, but MExE terminals may well support STK, therefore need to say what will happen when both interact.  Apps must not assume that they are the only ones active, and should refer to table of priorities.


-	Subgroup in WAP looking at STK


-	Subgroup in 3GPP is looking at interactions 


-	Question - Can STK be accessed through Opencard JAVA API ? – yes.





Conclusion:


Need to say in specification what operations can be performed from MExE, and what happens when MExE and STK are both active (co-operate / switch off MExE etc.).  Consider the proposal and look at implications of running SIM Application Toolkit and MExE on the same device, and in what form the MExE support should be provided.  Identify whether MExE should support this, and if so encourage debate on how to support it.   Submit contributions to next meeting.  Forward the Tdoc to 3GPP TSG-T WG2 SWG4.


Tdoc 4m99-092


A CR for the capability negotiation section, relating to above paper (Tdoc 4m99-078)


Introiduces a new section in the WAP and JAVA sections.


It requests a new MMI on ME to connect to the SIM.





Comments:


-	Section 6.2.9 is not required, JAVA has AWT so it will support whatever STK operations are required.





Conclusion:


Wait for input to next meeting till can decide whether or not to support this.


Tdoc 4m99-075


The API requirements that were sent to SUN (Tdoc 4m99-048) accurately reflects the groups thinking concerning the requirements.  The table in Tdoc 4m99-075 is cross referenced against the API requirements sent to SUN to make sure it is in agreement concerning security requirements.  Add a column to say if the API requirement is covered in the MExE stage 2 description, and which section is found in.  Also check stage 1 requirements and see it it is covered in stage 2. (some things are implicit, some are not supported)





Comments:


-	Agreed that the table and cross reference is a Good approach.


-	Sections 5 and 6, relate to their own areas, they add specific information for WAP or JAVA.


the table is for cross reference what requ's in spec.  Document is to be included as an informative annex to stage 2, it will be deleted once stage 2 is approved. 





Conclusion:


Have identified areas for discussion and areas requiring inputs for next meeting.  Ask that all provide input/contributions/options.


Tdoc 4m99-084 


Update to document on capability negotiation cache.





Comments:


-	Cache only contains information specific to capability negotiation, doesn't contain all of user profile.


Propose remove 'MExE -URL' till get feedback from Brian Modra on the convention for 'x-URL'





Conclusion:


Document was Approved with changes





Liaison Statements:


Tdoc 4m99-080 – (nokia / alcatel / vodafone) LS to SUN 





Comments:


-	Add text in bullet points at end to ask if SUN has any intentions of providing a smartcard reader API.


-	Minor editorial changes. 





Conclusion:


Incorporate changes an generate new tdoc (Tdoc 4m99-085)


Tdoc 4m99-089 – Charging Support


Document proposes that don’t need any standardised charging mechanism, and seeks SMG6/SA6 opinion.





Comments:


Also send to SMG 6.  Change UDP reference.





Conclusion:


Incorporate changes and create new Tdoc (Tdoc 4m99-093)


Tdoc 4m99-079 – LS to WAP forum 


Propose a joint meeting with UAPROF in Montreux.





Comments:


-	Request that also copy to W3C.





Conclusion:


LS Accepted.


Tdoc 4m99-082 -   LS to SUN 


LS is asking how SUN is organised.





Comments:


-	Minor changes to text.


-	Concerns that SUN may regard this as an intrusion into their inner workings and organisation.  And should be careful about the wording of LS. Delegate encouraged to participate in javaphone group and find out that way.


-	MExE concerns about IPR


-	SMG have approved MExE to have direct comm with WAP and SUN in order to progess wotk of MExE.  SMG say is fine to have direct contact with SUN.





Conclusion:


Individual Company's are encouraged to approach SUN on an unofficial basis regarding the internal structure of SUN.  Mark CATALDO and Hubert HELAINE to write a new LS on IPR concerns.


Review via email.  The LS will be approved on the MExE email reflector


User Profile


A subgroup on the user profile was held in the afternoon of the last day.


6  Future Meetings


SMG4 plenary on the 15th-19th M march, London.  MExE meeting is the 16th-18th march, with the 17th March reserved for security issues.  On the morning of the 18th March a pre-SMG10 meeting to discuss SMG10 involvement.
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