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D
Editorial modification
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UMTS


Reason for 
change:

Changes are required to the user profile to bring it in line with the security table.  The specific changes involve:-

1. Pre-prescribed directories in read-file/write-file/delete-file/get-file-information actions may not be performed

2. User limit on the total write-space allocated to an application.

3. Pre-prescribed directories in  which a saved application or applet may not be deleted (note that the restriction has been inverted!)
[Note that this CR contains an updated security table featured in a different CR].

Clauses affected:


Other specs
Other releases of same spec

(  List of CRs:


affected:
Other core specifications

(  List of CRs:



MS test specifications / TBRs

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:


Other 
comments:


The user profile acts as a repository (which is always available in the MExE MS) defining the MExE MS behaviour, identifying one or more of the following:-


ME specific 
Location(s)
Description

user interface 


Refer to sub-clause 4.6 User interface customisation for details of the specific user interface customisation characterisation which may be stored in the user profile

· background

· colour

pattern/image




· font

· type

· colour

size




· interfaces

· softkey definition

· additional menu items

· enabled/disabled extended menus
icon settings









· country

· language

· date

· time

currency




Modify supplementary services settings (i.e. diversion, times)
?

?

· Modify phone settings

· ringer tone/vibrate

· enabling SIM Lock

Keypad Lock









Preferences


03.57, section 4.4.1

”Support of the user profile preferences is subject to the capabilities of the device. Generally the combination of user profile preferences and ME logic will determine the information sent in the capability negotiation from the MExE device to MSE.”

· terminal properties

· language in which the user wishes to work

· preferred input mode

amount of memory authorised by the user for MExE




· data transfer

· prioritised list of preferred bearers, e.g. SMS, USSD, GPRS

· maximum size of transfer

· maximum duration of transfer

· transfer of location information

transfer of the user profile or parts of it


may, or may not be, sent to the MSE
could be shifted in Security section

could be shifted in Security section

· codecs

· prioritised list of preferred audio codecs

· prioritised list of preferred image codecs

· prioritised list of preferred video codecs

· prioritised list of preferred multimedia codecs 









Service Management


Refer to sub-clauses 4.5, 4.7.1, 4.7.2

controls the ability to determine which services are transferred to, resident, configured or executing on the MS, which may be refined by use of one or more of the following characteristics:

identified  security level

specific permitted services

types of permitted services

date or times for actions

priorities of services
and identifies service preferences which may be set

globally for all services

per security level

on a per service basis

and may be identified at installation of the service, or be subsequently modified.
Pre-prescribed directories in which read-file/write-file/delete-file/get-file-information actions may not be performed is identified.

User limit on the total write-space allocated to each specific application is identified.

Pre-prescribed directories in  which a saved application or applet may not be deleted is identified.

transfer of services




automatic configuration




execution of services




residence on the MExE MS




personalisation of services



02.57, section 6.1

for further details see section VHE of this table






Security


· control of the following permissions maybe refined by use of one or more of the following characteristics:

· universal authorisation for all calls/connections/ messages (i.e. yes/no)
· authorisation by calls/connections/messages type (i.e. SMS, USSD etc.)
· authorisation by identified services
· authorisation by service type (i.e. security level)
· authorisation by date/time/day of week

call authorisation




03.57, section 4.5

Implicit permission for the initiation of events (includes responses made by the MS to external events) of transferred applications, applets


02.57, section 11.1 and 11.2 (Timothy Wright)

Implicit permission for the transfer of applications, applets and content


02.57, section 11.1 and 11.2 (Timothy Wright)






· Network event journal

· status of the optional network event journal which is used to maintain a record of application initiated network events (i.e. activated/deactivated)









Miscellaneous






phonebook entry


03.57, section 4.6

· Redirect

· voicemail box number

fax-mail box number




reset call meters


03.57, section 4.6






Classmark 1 specific Entries









Classmark 2 specific Entries




· WAP browser 

· pre-installed browser overwrite on upgrade

location of user preferred WAP browser


Applicable to MExE classmark 2 






VHE


TS 22.xx :Provision of Services in UMTS – The Virtual Home Environment (Tdoc SMG1 825/98)

· for each VHE profile: 

Incoming session routing address




· for each service within one VHE profile:

· service state

· service appearance

· service appearance customisation parameters

· service functionality customisation parameters 

service data


e.g. activate/deactivate/not available

e.g. level of functionality complexity

e.g. forwarded-to numbers






The above list is not exhaustive.

Support of the user profile preferences is subject to the capabilities of the device.
Editor’s Note: details on the location of the user profile is for further study.

4.6
User interface customisation

The MS interface consists of the buttons, menus, screens and MMI as designed and provided by the MS manufacturer; the nature of this MS interface is naturally evolving, MS specific and proprietary to the individual manufacturers of the industry.  This interface is the one normally seen by the user in normal operation of his MS.  This specification does not place any requirements or limitations on the individual manufacturers’ MS interface.  


MExE Security Levels

Permission / Privilege

1
2
3
4
1. 
2. Read file

3. Write file

4. Get file information

5. Delete file
Yes

(except in user profile specified directories)
Yes 

(only in application/applet’s own directory)


Load native code libraries
No
Yes
No
1. 
2. Initiate a voice/data connection

3. Accept a voice/data connection 

4. Intercept an incoming voice/data connection.

(A network connection may be via any supported bearer service).
Yes
Yes

(with user permission)
No

Call forward
Yes

(with user permission)
No
Yes

(with user permission, to pre-defined numbers in the user profile)
No
1. 
2. Terminate an existing connection

3. Hold an existing connection

4. Resume an existing connection
Yes
Yes

(with user permission)
No

Modification of user invoked connection


Yes
Yes

(with user permission)
No
1. 
2. Add a phonebook entry

3. Delete a phonebook entry

4. Get a phonebook entry

5. Modify a phonebook entry
Yes

(with user permission)
No

Send an SMS
Yes
Yes

(with user permission)
No

Add an application or applet
Yes

(with user permission)
No

Delete a saved application or applet
Yes

(with user permission)
Yes

(with user permission, except  in user profile specified directory)
No
1. 
2. Add a certificate for a given level

3. Delete a certificate for a given level

4. Replace a certificate for a given level
Only the organisation whose public key is certified (or the organisation that certified the public key) can add, delete or replace a particular certificate

(with user permission)
No

Audio access (e.g. wake-up service)
Yes
No

HTTP Cache manipulation
Yes
No

Get IMEI
Yes
No

Location Information
Yes

(with user permission)
No
Yes

(with user permission)
No
1. 
2. Activate a user profile

3. Modify a user profile
Yes

(with user permission)
No
Yes

(with user permission)
No

�PAGE \# "'Seite: '#'�'"  ��From the discussions about API req.: ”i.e. the way the information is displayed on the MExE terminal, not the type/nature of information”.


In VHE: ”Modification and behaviour that may involve the service feature or data of a service , within the limitations set by the provider of the service





