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	The TC does not support the UE using Ciphering in GSM after Cell_Change_Order. If a Ciphering Algorithm is defined in the Authentication_And_Ciphering_Request the UE should use ciphering after a RAT switch.

What happens now is that when the UE does the Cell_Change_Order to GSM it will send RAU_Request with a defined Ciphering Key Sequence number. By doing this indicating that the UE has valid ciphering keys based on the info supplied on the 3G side. The UE then expect a ciphered RAU_Accept and will respond with a ciphered RAU_Complete (since GEA/1 algorithm is hardcoded in the TC). Otherwise the SS must send a new Authentication_And_Ciphering_Request with Ciphering off. This is not supported by TTCN which will always send a non ciphered RAU_Accept and expect a non ciphered RAU_Complete in the postamble.

This suggestion is according to the following clauses of 24.008.

4.7.7.4 GPRS ciphering key sequence number

....

In GSM, as an option, the network may decide to continue ciphering without sending an AUTHENTICATION AND CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE REQUEST message with a valid GPRS ciphering key sequence number. Both the MS and the network shall use the latest ciphering parameters. The network starts ciphering when sending the ciphered ROUTING AREA UPDATE ACCEPT message to the MS. The MS starts ciphering after receiving a valid ciphered ROUTING AREA UPDATE ACCEPT message from the network.
4.7.7.7 Use of established security contexts
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In GSM, in the case of an established UMTS security context, the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The network shall derive a GPRS GSM ciphering key from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, by using the conversion function named "c3" defined in 3GPP TS 33.102.

4.7.7.8 Handling of keys at intersystem change from UMTS to GSM

At an intersystem change from UMTS to GSM, ciphering may be started (see 3GPP TS 04.64 [78a]) without any new authentication and ciphering procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.
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Overview

This document gives details of the changes made to TTCN implementation for test case 8.3.11.1, which is part of IR_U  test suite. 
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Verification Test Summary

Test Case:
tc_8_3_11_1

Test Group:
IR_U/ CellChangeOrderUTRAN_ToGSM/

ATS Version:
IR_U_wk49 + modifications

4
Corrections required for test case 8.3.11.1

4.1
Introduction

This document lists corrections to test case 8_3_11_1, which is approved. The changes are explained in the following session.

4.2
Presentation of the modifications

The changes done are described below in tables, and are also supported by screenshots taken from the relevant parts of changed TTCN objects in TTCN.GR format.

The tables used in the following session is described below with an example below 

Table 1: Example Change Table

	TTCN object
	tc_8_3_11_1

	Reference ATS
	IR_U_wk49.mp

	Change Label
	

	Reason for change
	<Textual description of change reason>.

	Summary of change
	<Textual description of performed changes>

	Other affected objects
	< other fields affected> (optional)

	ETSI comment
	


TTCN object:
Identifier(s) of one or more TTCN objects having a global context in the TTCN ATS. Typically only one TTCN object occurs. More than one object is listed only, when:

a)
All objects belong to the same TTCN Object Class; and

b)
All objects are either created, or are modified in the same systematic way; and

c)
No other change is proposed for the listed objects.

Reference ATS:
ETSI ATS containing the referred TTCN object(s), relative to which the current change description applies.

Reason for change:
Textual description of the reason why the change is proposed.

Summary of change:
Short description of what is proposed for change.

Other affected objects:
List of one or more fields, pointing to other TTCN objects having assigned the same Change Label, i.e. all other objects being affected by the problem-giving rise to the current Change Label.

ETSI comment: 
ETSI colleagues giving a dedicated reply to the current CR document may use this field.

4.3
Modification inside the tc_8_3_ 11_1 behaviour table
	TTCN object
	tc_8_3_11_1

	Reference ATS
	IR_U_wk49.mp

	Change Label
	

	Reason for change
	RAU Accept message always sent unciphered

	Summary of change
	Add localtree lt_RAUAcpt to determine cipher mode, according to the value of px_CipheringOnOff

	Other affected objects
	< other fields affected> (optional)

	ETSI comment
	Accepted


Before:
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Further changes requested by Anite:
1) On line 41 it should be [NOT px_CipheringOnOff] since that path is for none ciphering and on line 44 it should be [px_CipheringOnOff] and is the path for ciphering enabled. 

MCC160 Comment: Accepted
2) On line 45 the cell id used should be "tsc_GSM_CellA" instead of "p_CellId" 

MCC160 Comment: Accepted
Further changes requested by Ericsson:
At step 29 and step 32 when the RAU Request message is received DRX cycle can be present or not in the constraint cbr_RA_UpdReqAny.
But in the behaviour description on the same rows DRX parameter is assigned to a variable, this does not work if DRX cycle is not present in constraint cbr_RA_UpdReqAny.
MCC160 Comment: Accepted.  Will only assign the DRX parameter to tcvs if it is present in the message.  To do this need to create 2 new RA_UpdReq constraints – derived from cbr_RA_UpdReqAny, one with DRX parameter present, the other not.
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