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1 Overview

This document details the changes needed introduce test case 8.1.7.1  to to RRCv330. With these changes applied the test case can be demonstrated to run on at least one independent UE implementation. Only essential fixes to the TTCN are applied. This test case has been tested according to the configuration stated below:-

	Reference document
	TS 34.123-1 version 5.6.0

TS34.108 version 3.14.0

	Referenced CRs
	None

	Integrity
	Enabled

	Ciphering
	Enabled

	Path tested
	CS


2 Tables added to iWD-TVB2003-03_D04wk04

2.1 cr_CipheringActTimeSRB_Any

Reason for change:

(1) There was no appropriate constraint for a CS test case.

Summary of Change:
(1) Generate new constraint as appropiate.

	ASN.1 Type Constraint Declaration

	 

	Constraint Name:
cr_CipheringActTimeSRB_Any
Group:
Type Name:
RB_ActivationTimeInfoList
Derivation Path:
Encoding Variation:
Comments:


	 

	Constraint Value
{ 
  { 
    rb_Identity tsc_RB1, 
    rlc_SequenceNumber ? 
  }, 
  { 
    rb_Identity tsc_RB2, 
    rlc_SequenceNumber ? 
  }, 
  { 
    rb_Identity tsc_RB3, 
    rlc_SequenceNumber ? 
  }, 
  { 
    rb_Identity tsc_RB4, 
    rlc_SequenceNumber ? 
  } 
   
} 


	 

	Detailed Comment:






3 Tables modified in iWD-TVB2003-03_D04wk04
3.1 Tc_8_1_7_1

Reason for change:

(1) Remove RAB20 in CS test case

Summary of Change:
(1)  Replace cr_CipheringActTimeSRB_RAB20_Any with new constraint cr_CipheringActTimeSRB_Any

	Test Case

	 

	Test Case Id:
tc_8_1_7_1
Test Group Reference:
RRC/RRC_SecurityModeCtrl/
Purpose:
To confirm that the UE activates the new ciphering configurations after the stated activation time. To confirm that after the UE receives a SECURITY MODE COMMAND message, it transmits a SECURITY MODE COMPLETE message to the UTRAN using the old ciphering configuration together with the application of the new integrity protection configuration. To confirm that UE send SECURITY MODE FAILURE message when SS transmits a SECURITY MODE COMMAND message that causes an invalid configuration. To confirm that the UE sends a SECURITY MODE FAILURE message when the UE receives an invalid SECURITY MODE COMMAND message.
Configuration:
 
Defaults:
RRC_Def1
Comments:
 


	 


	18
	TBP3
	       AM?RLC_AM_DATA_IND 
( tcv_CellIndInfo.uL_Integrity := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.ul_IntegProtActivationInfo, 
tcv_CellIndInfo.uL_CipherMode := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.rb_UL_CiphActivationTimeInfo)
	car_RRC_SecModeCmpl ( 
tsc_CellDedicated, tsc_RB2, 
cdr_RRC_SecModeCmpl_8_1_7 
( 
tcv_RRC_Ti , cr_CipheringActTimeSRB_RAB20_Any 
cr_CipheringActTimeSRB_Any 
) 
)
	(P)
	Step 9


MCC 160>> Accepted

Reason for change:

(2) To ensure test case performs correctly when only UEA0 ciphering is enabled (pc_UEA1_Supp set to FALSE).

MCC 160>> Rejected. Prose in specific message contents for step 6, says algorithm UEA1 only to be used. It does not provide an option to use UEA0 (as in default message contents in 34.108)
(3) To make test case values match the prose.

MCC 160>>25.331 clause 8.1.12 .2.1 quotes:

>>>

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling radio bearers the total number of ciphering configurations that need to be stored is at most three

<<<<<

25.331 Clause 8.1.12.2.2 quotes:

>>>>

When configuring Integrity protection, UTRAN should:

1>
ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers;

<<<<

And also in the same clause, a bit down it emphasises that if an Integrity activation is pending on an RB, the same activation time is to be used. Based on all such references ETSI MCC 160 decided that the best way to avoid such unwanted situations where Integrity and Ciphering Pending activations can exceed than UTRAN is allowed for in TTCN, is to set the Integrity and Ciphering Activation times for all RB’s except RB2 same as the existing RRC/RLC Sequence numbers. The Integrity activation for RB2 shall also be immediately as the SMC is to be transmitted with new configuaration, and Ciphering Activation shall be RLC Sequence number +2, assuming the SMC will atmost take 2 RLC PDU’s. It should be noted that in TTCN implementations for all tests except (RAB) where ciphering/Integrity can be activated, virtually nothing is transmitted on RAB’s, SRB4. Very few messages are transmitted on SRB1, 4 and 0. Hence the sequence numbers in TTCN are non conformant with 34.123-1. Its for interested parties now to decide either to change TTCN or 34.123-1. 

(4) New local tree to set tcv’s correctly dependent on ciphering mode.

MCC 160>> Same as change 2.
Summary of Change:
(2) Call to local tree to check cipher mode and set tcv’s appropriately (lines 46 – 55).

(3) lt_CRLC_DL_CipherCfg and parameters to cs_RB_ActTimeInfoListSRBs need the fixes shown below (lines 58 - 69).

(4) The local tree was copied from ts_RRC_Security and edited to use tcv_CN_Domain instead of passed parameter p_CN_Domain (lines 72 - 90).

	lt_InitSecurityVariables

	46
	 
	( tcv_CellIndInfo.dL_CipherMode := cs_CipheringModeCmdOn (uea1), 
tcv_CellIndInfo.cs_cipheringStarted := TRUE, tcv_CellIndInfo.recentSecureDomain := cs_domain, 
tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000011'B, tcv_CellIndInfo.start_CS := '00000000000000000000'B)
	 
	 
	Swithch On ciphering

	47
	 
	+lt_InitCipherMode
	 
	 
	 

	48
	 
	 ( tcv_CellIndInfo.start_CS := '00000000000000000000'B)
	 
	 
	Swithch On ciphering

	49
	 
	  (tcv_HFN := '00000000000000000000'B)
	 
	 
	 

	50
	 
	   + ts_InitSystemSpecificCap
	 
	 
	@sic RASH T1-031470 sic@

	51
	 
	    [ tcv_CellIndInfo.integrityStarted ]
	 
	 
	 

	52
	 
	     +ts_GetRRC_MessageSN (tsc_CellA)
	 
	 
	 

	53
	 
	      ( tcv_CellIndInfo.dL_Integrity := cs_IntegrityProtectModify_P( tcv_RRC_MSN_RB0 , tcv_RRC_MSN_RB1 , tcv_RRC_MSN_RB2, tcv_RRC_MSN_RB3, tcv_RRC_MSN_RB4) , tcv_Int_ModifyFlag := TRUE)
	 
	 
	Modify integrity

	54
	 
	    [ NOT tcv_CellIndInfo.integrityStarted ]
	 
	 
	 

	55
	 
	     ( tcv_CellIndInfo.dL_Integrity := cs_IntegrityProtectStart ( px_FRESH ), tcv_CellIndInfo.integrityStarted := TRUE, 
tcv_CellIndInfo.dl_IntegrityCheckInfo := cs_IntegrityCheckInfo0)
	 
	 
	Start integrity

	lt_CalculateActTime

	56
	 
	+ ts_CPHY_ActTime ( tsc_CellA, tsc_DL_DPCH1, 4 )
	 
	 
	 

	57
	 
	 (tcv_ActTime := (225 + tcv_FrameNumber- ( tcv_FrameNumber MOD 8 +8)) MOD 256)
	 
	 
	 

	lt_CRLC_DL_CipherCfg

	58
	 
	+ lt_RLC_Activate ( tsc_RB1, tcv_RLC_SeqNumDL_RB1 )
	 
	 
	 

	59
	 
	 + lt_RLC_Activate ( tsc_RB2 , tcv_RLC_SeqNumDL_RB2+2 )
	 
	 
	 

	60
	 
	  + lt_RLC_Activate ( tsc_RB3 , tcv_RLC_SeqNumDL_RB3 )
	 
	 
	 

	61
	 
	   + lt_RLC_Activate ( tsc_RB4 , tcv_RLC_SeqNumDL_RB4 )
	 
	 
	 

	62
	 
	+ lt_RLC_Activate ( tsc_RB1, tcv_RLC_SeqNumDL_RB1+1 )
	 
	 
	 

	63
	 
	 + lt_RLC_Activate ( tsc_RB2 , tcv_RLC_SeqNumDL_RB2+4 )
	 
	 
	 

	64
	 
	  + lt_RLC_Activate ( tsc_RB3 , tcv_RLC_SeqNumDL_RB3+1 )
	 
	 
	 

	65
	 
	   + lt_RLC_Activate ( tsc_RB4 , tcv_RLC_SeqNumDL_RB4+1 )
	 
	 
	 

	lt_RLC_Activate ( p_rb : INTEGER ; p_RLC_Seq : RLC_SequenceNumber )

	66
	 
	CRLC ! CRLC_Ciphering_Activate_REQ
	ca_CRLC_DL_CipherActReq ( tsc_CellDedicated , tcv_CN_Domain, p_rb, tcv_CellIndInfo.dL_CipherMode, p_RLC_Seq, inc )
	 
	configure ciphering for signaling radio bearers

	67
	 
	 CRLC ? CRLC_Ciphering_Activate_CNF
	ca_CRLC_CipherActCnf (tsc_CellDedicated )
	 
	 

	lt_TxSMC

	68
	 
	[ pc_UMTS_GSM]
	 
	 
	@sic RASH T1-031470 sic@ Branching if GSM Supported

	69
	 
	 AM!RLC_AM_DATA_REQ
	cas_RRC_SecModeCmd ( 
tsc_CellDedicated, 
tsc_RB2, 
cs_108_RRC_SecModeCmd ( 
tcv_CellIndInfo.dl_IntegrityCheckInfo, 
cs_RRC_SecModeCmdCiphInt ( 
tcv_RRC_Ti, 
tcv_CellIndInfo.dL_CipherMode, 
cs_RB_ActTimeInfoListSRBs ( tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4 tcv_RLC_SeqNumDL_RB1+1, tcv_RLC_SeqNumDL_RB2+4, tcv_RLC_SeqNumDL_RB3+1, tcv_RLC_SeqNumDL_RB4+1 ), 
tcv_ActTime, 
tcv_CN_Domain, 
tcv_CellIndInfo.dL_Integrity, 
tcv_CellIndInfo.cipheringAlgorithmCapability, 
cs_UE_SysSpecCap (INT_TO_BIT (tcv_UE_SystemSpecificCap,7)) 
) ) )
	 
	@sic RASH T1-031470 sic@

	70
	 
	[ NOT pc_UMTS_GSM]
	 
	 
	@sic RASH T1-031470 sic@ Branching if GSM Not Supported

	71
	 
	 AM!RLC_AM_DATA_REQ
	cas_RRC_SecModeCmd ( 
tsc_CellDedicated, 
tsc_RB2, 
cs_108_RRC_SecModeCmd ( 
tcv_CellIndInfo.dl_IntegrityCheckInfo, 
cs_RRC_SecModeCmdCiphInt ( 
tcv_RRC_Ti, 
tcv_CellIndInfo.dL_CipherMode, 
cs_RB_ActTimeInfoListSRBs ( tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4 ), 
tcv_ActTime, 
tcv_CN_Domain, 
tcv_CellIndInfo.dL_Integrity, 
tcv_CellIndInfo.cipheringAlgorithmCapability,OMIT 
) 
) 
)
	 
	@sic RASH T1-031470 sic@

	lt_InitCipherMode

	72
	 
	[ px_CipheringOnOff = TRUE ]
	 
	 
	 

	73
	 
	[ pc_UEA1_Supp ]
	 
	 
	 

	74
	 
	( tcv_CellIndInfo.dL_CipherMode := cs_CipheringModeCmdOn ( uea1 ), 
tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000011'B )
	 
	 
	Swithch On ciphering

	75
	 
	[ tcv_CN_Domain = cs_domain ]
	 
	 
	 

	76
	 
	( tcv_CellIndInfo.cs_cipheringStarted := TRUE)
	 
	 
	 

	77
	 
	[tcv_CN_Domain = ps_domain ]
	 
	 
	 

	78
	 
	( tcv_CellIndInfo.ps_cipheringStarted := TRUE)
	 
	 
	 

	79
	 
	[ NOT ( pc_UEA1_Supp ) ]
	 
	 
	 

	80
	 
	( tcv_CellIndInfo.dL_CipherMode := cs_CipheringModeCmdOn ( uea0 ), 
tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000001'B )
	 
	 
	Swithch On ciphering

	81
	 
	[ tcv_CN_Domain = cs_domain ]
	 
	 
	 

	82
	 
	( tcv_CellIndInfo.cs_cipheringStarted := TRUE)
	 
	 
	 

	83
	 
	[ tcv_CN_Domain = ps_domain ]
	 
	 
	 

	84
	 
	( tcv_CellIndInfo.ps_cipheringStarted := TRUE)
	 
	 
	 

	85
	 
	[ NOT ( px_CipheringOnOff ) ]
	 
	 
	 

	86
	 
	( tcv_CellIndInfo.cs_cipheringStarted := FALSE , tcv_CellIndInfo.ps_cipheringStarted := FALSE )
	 
	 
	 

	87
	 
	[ pc_UEA1_Supp ]
	 
	 
	 

	88
	 
	(tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000011'B )
	 
	 
	 

	89
	 
	[ NOT ( pc_UEA1_Supp ) ]
	 
	 
	 

	90
	 
	(tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000001'B )
	 
	 
	 


	

	 

	Detailed Comment:
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