From: Pankaj Gupta [pankajg@SASKEN.COM]
Sent: 13 February 2004 10:55
To: 3GPP_TSG_T_WG1_SIG
Subject: Re: Anritsu submits GCF P1 RRC test case 8.1.7.1
Dear Chalabi,
 

Please find enclosed SASKEN comments on the test case 8.1.7.1 submitted for approval:
 

1. At Step 1a of the expected sequence "MM message (Authentication Request) which will result in the generation of a new security keyset"
 

As per 33.102 section 6.3.3 Authentication and key agreement:
"The purpose of this procedure is to authenticate the user and establish a new pair of cipher and integrity keys between the VLR/SGSN and the USIM. During the authentication, the USIM verifies the freshness of the authentication vector that is used.
The VLR/SGSN invokes the procedure by selecting the next unused authentication vector from the ordered array of authentication vectors in the VLR/SGSN database. Authenticationvectors in a particular node are used on a first-in / first-out basis. The VLR/SGSN sends to the USIM the random challenge RAND and an authentication token for network authentication AUTN from the selected authentication vector."
Thus we feel a new Authentication Vector, that is a different RAND and AUTN should be sent.
In the current implementation same RAND and AUTN is sent, hence a new security keyset may not be generated.

MCC 160>> For Test case execution 34.108 clause 8 defines special Test USIM parameters and algorithms to be used for the generation of different vectors. As the test USIM does not put strict requirements as a real 3G USIM, is it worth considering all such subtleties? If it is to be accepted, then this should probably be a general comment to all the ATS’s (including approved test cases).
2. At Step 6, as per the message specific content in 34.123-1 for Security Mode Command:
RRC SN value for SRB 0 to 4 should be Current RRC SN for SRB + 2
This is not taken care in the TTCN.

MCC 160>> Please refer to MCC 160 reply to T1S-040018.
3. In localTree lt_TxSMC while sending Security Mode Command for a UE which does not support GSM, RLC Sequence Number sent are not as per 34.123-1.
 

It requires similar change as done for a UE which supports GSM.

MCC 160>> Same as above.
 

4. In the localTree lt_InitCipherMode switching is done based on the PIXIT px_CipheringOnOff.
As per the test purpose "To confirm that the UE activates the new ciphering configurations after the stated activation time",
it is clear that this test case should be executed for a UE which supports Ciphering.
Thus we feel this check should be done at the beginning of the test case.
Also the entire localtree lt_InitCipherMode is same as that used in test step ts_RRC_Security which takes care of UE which supports only UEA0.
So we are interested to know why this local tree in added in the test case body.

MCC 160>> We agree with SASKEN as this Local tree is not necessary.
