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1.
Introduction
In past TSG-T1 meetings, it was decided to have the activation of ciphering as optional in conformance testing, except for five security mode control test cases that specifically verify the ciphering functionality (TC 8.1.7.1, 8.1.7.1b, 8.1.7.1c, 8.1.7.1d and 8.1.7.2). This choice was motivated by the fact that ciphering was unstable in core specifications and activating it may delay test case verification. The choice may also have been motivated by the fact that the feature is optional in UTRAN (whilst integrity protection, for instance, must be activated). 
2.
Discussion
At T1#23 in Beijing, the activation of ciphering for conformance testing was discussed briefly. A number of companies seemed interested in having it mandatory for conformance testing, as it is a crucial feature for which inter-working issues are likely to arise. Also, it was mentioned that the 3GPP core specifications were stable at that point, and thus this no longer was a motivation to have ciphering as optional.

However, it was preferred to defer the activation of ciphering at least until the first security mode control test cases, for which ciphering must be activated, were verified and approved. Since then, these test cases have been verified, approved and validated in GCF.
We now think that since the two “blocking “ issues mentioned above are resolved, the timing is now appropriate to re-discuss this issue.

As mentioned in the past, although ciphering is not mandatory in the network, most if not all network operators activate it in order to ensure user confidentiality. Thus, we do not see any reason to treat ciphering differently than integrity protection.

Furthermore, we think that the existing test cases that specifically verify ciphering are not enough to properly cover all scenarios for which issues relating to ciphering may arise. For instance, activation of ciphering for multi-RAB configurations requires switching ciphering key between the CS and PS domains, and this would need to be tested in terminals. Also, the conversion of ciphering keys in the terminal at inter-RAT handover would be an interesting scenario to test. These are only a few examples of scenarios that require appropriate proving.
3.
Proposal

We propose here four basic alternatives:

Option 1: mandate ciphering for all test cases*, including WI-010, before core spec baseline change

Option 2: mandate ciphering for all test cases*, including WI-010, after core spec baseline change

Option 3: mandate ciphering for a limited number of identified scenarios, before core spec baseline change

Option 4: mandate ciphering for a limited number of identified scenarios, after core spec baseline change

* in order to cover the scenario in which ciphering is not activated, it is proposed not to switch ON ciphering for a limited number of test cases
4.
Recommendation
Our recommendation is to mandate ciphering for all test cases, since we believe that selecting and agreeing on a limited number of scenarios could prove to be a long process. Moreover, it may result in having to decide upon the activation of ciphering for all future test cases. Also, the timing to activate ciphering may be best now, since the testing industry has just achieved its objectives for WI-010. For these reasons, our preferred option is #1.
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