Page 1



3GPP TSG-T1#25
T1 (
041670

1-5 Nov Malta
	CR-Form-v7

	CHANGE REQUEST

	

	(

	34.123-1
	CR
	
	(

rev
	
	(

Current version:
	5.9.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Corrections to Approved GCF P4 NAS Test Case 12.6.1.3.1

	
	

	Source:
(

	Anritsu Ltd

	
	

	Work item code:
(

	N/A
	
	Date: (

	22/10/04

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	REL - 5

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	1. At steps 16 and 21, the stated IE "Mobile Identity" should be correctly named "Allocated P-TMSI" as seen in 3GPP TS 24.008.

2. At step 19, the prose should state that "Old_P-TMSI Signature = P-TMSI-2” is required, instead of just "P-TMSI-2 Signature". In addition, it should also state that  “Old_RAI = RAI-1” is required, instead of “Routing area identity = RAI-1”. This would then reflect the TTCN more accurately.

	
	

	Summary of change:
(

	Correction to some of the required IE names used in steps 16, 19 and 21.

	
	

	Consequences if 
(

not approved:
	Prose and TTCN will not be consistent which could fail validation.

	
	

	Clauses affected:
(

	12.6.1.3.1.4

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	No impact to 34.123-3 TTCN


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

12.6.1.3.1
GMM cause 'MAC failure'
12.6.1.3.1.1
Definition

12.6.1.3.1.2
Conformance requirement

If the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send AUTHENTICATION AND CIPHERING FAILURE message with the reject cause 'MAC failure' to the System Simulator.
Reference

3GPP TS 24.008 clause 4.7.7.
12.6.1.3.1.3
Test purpose
To test the behaviors of the UE, when the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid.

12.6.1.3.1.4
Method of test

Initial condition

System Simulator:

Two cells (not simultaneously activated), cell A in MCC1/MNC1/LAC1/RAC1 (RAI-1), cell B in MCC1/MNC1/LAC1/RAC2 (RAI-4).
Both cells are operating in network operation mode II.
The SIB1 IE "CN domain specific NAS system information", for the CS Domain, is set to value "00 00" in both cells.

The MAC (Message Authentication Code) code, which is included in AUTHENTICATION AND CIPHERING REQUEST, is invalid value.

User Equipment:

The UE has a valid IMSI.
Related ICS/IXIT statements


Support of PS service 
Yes/No
UE operation mode A 
Yes/No
UE operation mode C 
Yes/No
Switch off on button 

Yes/No
Automatic PS attach procedure at switch on or power on 
Yes/No
Test procedure

A PS attach is performed, and the SS initiates an authentication and ciphering procedure.

The UE sends AUTHENTICATION AND CIPHERING FAILURE message with reject cause 'MAC failure' to the SS.
The SS initiates an identification procedure, upon receipt of a failure message with reject cause 'MAC failure'.

After the identification procedure is complete, the SS re-initiates an authentication and ciphering procedure.

Expected Sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	
	
	
	The following messages are sent and shall be received on cell A.

	1
	SS
	
	Set the cell type of cell A to the "Serving cell".

Set the cell type of cell B to the "Non-Suitable cell".

(see note 1)

	2
	UE
	
	The UE is set in UE operation mode C (see ICS). If UE operation mode C is not supported, goto step 25.

	3
	UE
	
	

	4
	
	
	The following messages are sent and shall be received on cell A.

	5
	UE
	
	The UE is powered up or switched on and initiates an attach (see ICS).

	5a
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to "Registration".

	6
	->
	ATTACH REQUEST
	Attach type = 'PS attach'
Mobility identity = IMSI

	7
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Invalid Message Authentication Code (MAC).

	
	
	
	

	9
	->
	AUTHENTICATION AND CIPHERING FAILURE
	GMM cause='MAC failure'

	9a
	<-
	IDENTITY REQUEST
	Identity type = IMSI

	9b
	->
	IDENTITY RESPONSE
	Mobile identity = IMSI

	10
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Including PS-CSKN-1

	11
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	RES

	12
	SS
	
	The SS checks the RES value and starts integrity protection.

	13
	
	Void
	

	14
	
	Void
	

	15
	
	Void
	

	16
	<-
	ATTACH ACCEPT
	Attach result = 'PS only attached'

Allocated P-TMSI = P-TMSI-2

P-TMSI-2 signature

Routing area identity = RAI-1

	17
	->
	ATTACH COMPLETE
	

	17a
	SS
	
	The SS releases the RRC connection.

	
	
	
	The following messages are sent and shall be received on cell B.

	18
	SS
	
	Set the cell type of cell A to the "Non-Suitable cell".

Set the cell type of cell B to the "Serving cell".

(see note 1)

	18a
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to "Registration".

	19
	->
	ROUTING AREA UPDATE REQUEST
	Update type = 'RA updating'

Old_P-TMSI signature = P-TMSI-2 
Old_RAI = RAI-1

PS-CKSN-1

	20
	SS
	
	The SS checks the value of PS-CKSN and starts integrity protection.

	21
	<-
	ROUTING AREA UPDATE ACCEPT
	Update result = 'RA updated'

Allocated P-TMSI = P-TMSI-1

P-TMSI-1 signature

Routing area identity = RAI-2

	22
	->
	ROUTING AREA UPDATE COMPLETE
	

	23
	UE
	
	The UE is switched off or power is removed (see ICS).

	24
	->
	DETACH REQUEST
	Message is not sent if power is removed.

Detach type = 'power switched off, PS detach'

	24a
	SS
	
	The SS releases the RRC connection. If no RRC CONNECTION RELEASE COMPLETE message have been received within 1 second then the SS shall consider the UE as switched off.

	25
	UE
	
	The UE is set in UE operation mode A  (see ICS) and the test is repeated from step 1 to step 24.

	NOTE:
The definitions for "Non-Suitable cell" and "Serving cell" are specified in TS34.108 clause 6.1 "Reference Radio Conditions for signalling test cases only".


Specific message contents
None.

12.6.1.3.1.5
Test requirements
At step6, when the UE is powered on or switched on, UE shall:

-
initiate the PS attach procedure with information element specified in the above Expected Sequence.

At step9, when the UE receives the AUTHENTICATION AND CIPHERING REQUEST with Invalid Message Authentication Code, UE shall:

-
send the AUTHENTICATION AND CIPHERING FAILURE message with GMM cause 'MAC failure' to the SS
At step11, when the UE receives the second AUTHENTICATION AND CIPHERING REQUEST message (containing a valid MAC) from SS, UE shall:

-
send the AUTHENTICATION AND CIPHERING RESPONSE message to SS.

At step9b, when the UE receives the IDENTITY REQUEST message with Identity type = IMSI from SS, UE shall:

-
send the IDENTITY RESPONSE message with Mobile identity = IMSI to SS.
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