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	Reason for change:
(

	As per 3GPP 25.331 clause 8.1.12 .2.1 : 

"When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling radio bearers the total number of ciphering configurations that need to be stored is at most three" 

As per  clause 8.1.12.2.2 :

 "When configuring Integrity protection, UTRAN should:

1> ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers And also in the same clause, a bit down it emphasises that if an Integrity activation is pending on an RB, the same activation time is to be used. 

Based on all such references  the best way to avoid such unwanted situations where Integrity and Ciphering Pending activations can exceed than UTRAN is allowed for in TTCN, is to set the Integrity and Ciphering Activation times for all RB’s except RB2 same as the existing RRC/RLC Sequence numbers. The Integrity activation for RB2 shall also be immediately as the SMC is to be transmitted with new configuaration, and Ciphering Activation shall be RLC Sequence number +2, assuming the SMC will atmost take 2 RLC PDU’s. It should be noted that in TTCN implementations for all tests except (RAB) where ciphering/Integrity can be activated, virtually nothing is transmitted on RAB’s, SRB4. Very few messages are transmitted on SRB1, 4 and 0. Hence the sequence numbers in TTCN are non conformant with 34.123-1"

     3GPP TTCN is implemented as per  the proposed change.
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	In the default message content for Security Mode Command, Changed the

 RLC sequence number for RB Identities 1,3 and 4 to Current RLC SN.
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	Conformant UE will not be tested properly.
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Contents of SECURITY MODE COMMAND message: AM

	Information Element
	Condition
	Value/remark

	Message Type
	A1, A2
	

	RRC transaction identifier
	
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	
	

	         - Message authentication code
	
	Set to MAC-I value computed by the SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	         - RRC Message Sequence Number
	
	Set to an arbitrarily selected integer between 0 and 15 

	Security capability
	
	

	         - Ciphering algorithm capability
	
	

	          - UEA0
	
	If the UE has indicated support for ciphering algorithm UEA0 in the IE "security capability" in the RRC CONNECTION SETUP COMPLETE message, this IE is set to TRUE.

	          - UEA1
	
	If the UE has indicated support for ciphering algorithm UEA1 in the IE "security capability" in the RRC CONNECTION SETUP COMPLETE message, this IE is set to TRUE.

	          - Spare
	
	Spare 2-15 = FALSE

	         - Integrity protection algorithm capability
	
	0000000000000010B (UIA1)

	          - UIA1
	
	TRUE

	          - Spare
	
	Spare 0 and Spare 2-15 = FALSE

	Ciphering mode info
	
	This presence of this IE is dependent on IXIT statements in TS 34.123-2. If ciphering is indicated to be active, this IE present with the values of the sub IEs as stated below. Else, this IE is omitted.

	         - Ciphering mode command
	
	Start/restart

	         - Ciphering algorithm
	
	UEA0 or UEA1. The indicated algorithm must be one of the algorithms supported by the UE as indicated in the IE "security capability" in the RRC CONNECTION SETUP COMPLETE message.

	         - Ciphering activation time for DPCH
	
	Not Present

	         - Radio bearer downlink ciphering activation time info
	
	

	         - Radio bearer activation time
	
	

	          - RB identity
	
	1

	          - RLC sequence number
	
	Current RLC SN

	          - RB identity
	
	2

	          - RLC sequence number
	
	Current RLC SN+2

	          - RB identity
	
	3

	          - RLC sequence number
	
	Current RLC SN 

	          - RB identity
	
	4

	          - RLC sequence number
	
	Current RLC SN 

	Integrity protection mode info
	
	

	          - Integrity protection mode command
	
	Start

	          - Downlink integrity protection activation info
	
	Not Present

	          - Integrity protection algorithm
	
	UIA1

	          - Integrity protection initialisation number
	
	SS selects an arbitrary 32 bits number for FRESH

	CN domain identity
	
	CS or PS

	UE system specific security capability
	A1
	Not Checked

	UE system specific security capability
	A2
	

	          - Inter-RAT UE security capability
	
	

	           - CHOICE system
	
	GSM

	            - GSM security capability
	
	The indicated algorithms must be the same as the algorithms supported by the UE as indicated in the IE " UE system specific capability " in the RRC CONNECTION SETUP COMPLETE message.


	Condition
	Explanation

	A1
	UE not supporting GSM

	A2
	UE supporting GSM
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