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As per 3GPP TS 24.008 section 4.1.1.1.1 para 4, 

“Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM entities or forwarded to the CM entities, unless the security mode control procedure is activated for that domain. 

   MM messages: 

· ….

· - CM SERVICE ACCEPT, 

           if the following two conditions apply: 

                -no other MM connection is established; and 

·          - the CM SERVICE ACCEPT is the response to a CM SERVICE REQUEST with CM SERVICE TYPE IE set to 'emergency call establishment' 

· ….

“

In this test case when Step 64a is performed UE will send CM service Request message on a new connection thus Authenication and integrity needs to be performed. A correct UE will reject the CM Service Accept message sent by SS.
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(

When in Step 64a (when Step 58-64 are repeated), after Step 58 (i.e Reception of CM service Request message) added Authenication and Integrity Protection Sequence (Step 58a - 58d) instead of CM service Accept message.
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16.1.2
SMS mobile originated

16.1.2.1
Definition
<Start of Changed Section>

Test procedure

a)
The UE shall be set up to send an SM to the SS. The UE establishes successfully an RRC connection.
b)
The SS performs authentication and after that, the SS starts integrity protection.

c)
The SS responds to the CP-DATA containing RP-DATA RPDU (SMS SUBMIT TPDU) from the UE with a CP-ACK message within TC1M followed by a CP-DATA message containing the correct RP-ACK RPDU. The SS waits a maximum of 25 s for the CP-ACK message.

d)
The SS sends a channel release message to the UE.

e)
Steps a) and b) are repeated. The SS is configured not to send the CP-ACK message. Then maximum 3 CP-DATA retransmissions may occur. After a duration of TC1M + 5 s after the last CP-DATA retransmission the SS initiates channel release. The 5 s is the appropriate time to wait to verify that the UE does not send more than the maximum CP-DATA retransmissions. Depending on the maximum number of automatic repeat, MO SMS sending may be repeated. The maximum number of automatic retransmissions may however not exceed three. In automatic repeat UE must use the same TP‑MR value and set the TP-RD bit to 1. 

f)
Steps a) and b) are repeated. On receipt of the CP-DATA from the UE the SS sends a CP-ERROR message within TC1M containing a "Network Failure" cause. Then the SS initiates channel release.

g)
A data or speech call is established with the SS and the state U10 of call control is entered. The UE is set up to send an SM to the SS. After the reception of the CM SERVICE REQUEST, the SS sends a CM SERVICE ACCEPT message.

h)
The SS responds to the CP-DATA containing RP-DATA RPDU (SMS SUBMIT TPDU) from the UE with a CP-ACK message within TC1M followed by a CP-DATA message containing the correct RP-ACK RPDU. The SS waits a maximum of 25 s for the CP-ACK message. Then the SS sends a channel release message to the UE.

i)
Step g) is repeated. The SS is configured not to send the CP-ACK message. Then maximum 3 CP‑DATA retransmissions may occur. After a duration of TC1M + 15 s after the last CP‑DATA retransmission the SS initiates channel release. The 15 s is the appropriate time to wait to verify that the UE does not send more than the maximum CP-DATA retransmissions (during a call in progress). Depending on the maximum number of automatic repeat, MO SMS sending may be repeated. The maximum number of automatic retransmissions may however not exceed three. In automatic repeat UE must use the same TP‑MR value and set the TP-RD bit to 1.  

j)
(void)

k)
The UE is set up to send an SM to the SS. On receipt of the CM SERVICE REQUEST the SS sends a CM SERVICE REJECT message with the reject cause set to "Service Option not supported" or "Service Option temporarily out of order". After 5 s the SS initiates channel release.

Expected sequence

Step
Direction
Message
Comments


UE
SS



1
UE

The UE is set up to send an SM

2
SS

The SS verifies that the IE “Establishment cause” in the received RRC CONNECTION REQUEST message is set to “Originating Low Priority Signalling”.

3
<--
Void


4
-->
Void


5
-->
CM SERVICE REQUEST
CM service type set to "short message transfer"

6
<--
AUTHENTICATION REQUEST


7
-->
AUTHENTICATION RESPONSE


8
SS

The SS starts integrity protection

9

Void


10
-->
CP-DATA
Contains RP-DATA RPDU (SMS SUBMIT TPDU)

11
<--
CP-ACK
Sent within TC1M after step 10

12
<--
CP-DATA
Contains RP-ACK RPDU

13
SS

Waits max 25 s for CP-ACK

14
-->
CP-ACK


15
SS

The SS releases the RRC connection.

16
UE

The UE is set up to send an SM

17
SS

The SS verifies that the IE “Establishment cause” in the received RRC CONNECTION REQUEST message is set to “Originating Low Priority Signalling”.

18

Void


19

Void


20

Void


21

(void)


22
-->
CM SERVICE REQUEST
CM service type set to "short message transfer"

23
<--
AUTHENTICATION REQUEST


24
-->
AUTHENTICATION RESPONSE


25
<--
SECURITY MODE COMMAND


26
-->
SECURITY MODE COMPLETE


27
-->
CP-DATA
Contains RP-DATA RPDU (SMS SUBMIT TPDU)

28
SS

SS configured not to send CP-ACK

29
-->
CP-DATA
Retransmitted CP-DATA message within twice TC1M after step 27

30
UE

Depending on the maximum number of CP-DATA retransmissions implemented, step 29 may be repeated. The maximum number of retransmissions may however not exceed three. The same RRC connection shall be used for CP-DATA retransmissions.

30a
SS

The SS releases the RRC connection

30b
UE

Depending on the maximum number of automatic repeat, steps 17 – 30a may be repeated. The maximum number of automatic retransmissions may however not exceed three. In automatic repeat UE must use the same TP‑MR value and set the TP-RD bit to 1. 

31

(void)


32
UE

The UE is set up to send an SM

33
SS

The SS verifies that the IE “Establishment cause” in the received RRC CONNECTION REQUEST message is set to “Originating Low Priority Signalling”.

34

(void)


35

(void)


36

(void)


37
-->
CM SERVICE REQUEST
CM service type set to "short message transfer"

38
<--
AUTHENTICATION REQUEST


39
-->
AUTHENTICATION RESPONSE


40
SS

The SS starts integrity protection

41

(void)


42
-->
CP-DATA
Contains RP-DATA RPDU (SMS SUBMIT TPDU)

43
<--
CP-ERROR
Sent within TC1M containing "Network Failure" cause.

44
SS

The SS releases the RRC connection. 

45

(void)


46
SS

A data or speech call is established on a DTCH and the state U10 of call control is entered.

47
UE

The UE is set up to send an SM

48
-->
CM SERVICE REQUEST
CM service type set to "short message "

49
<--
CM SERVICE ACCEPT


50
-->
CP-DATA
Contains RP-DATA RPDU (SMS SUBMIT TPDU)

51
<--
CP-ACK
Sent within TC1M after step 50

52
<--
CP-DATA
Contains RP-ACK RPDU

53
SS

Waits max 25 s for CP-ACK

54
-->
CP-ACK


55
SS

The SS releases the RRC connection. 

56

(void)


57
SS

A data or speech call is established on a DTCH and the state U10 of call control is entered.

57a
UE

The UE is set up to send an SM

58
-->
CM SERVICE REQUEST
 CM service type set to "short message transfer", upon CP-DATA retransmission new RRC connection has to be established, see step 64a.

58a
<--
AUTHENTICATION REQUEST
Note: Step 58a-58d will be executed when Step 64a is executed

58b
-->
AUTHENTICATION RESPONSE


58c
<--
SECURITY MODE COMMAND


58d
-->
SECURITY MODE COMPLETE


59
<--
CM SERVICE ACCEPT
Note:  This test step will not be be executed when Step 64a is executed

60
-->
CP-DATA
Contains RP-DATA RPDU (SMS SUBMIT TPDU)

61
SS

SS configured not to send CP-ACK

62
-->
CP-DATA
Transmitted CP-DATA message within twice TC1M after step 60

63
UE

Depending on the maximum number of CP-DATA retransmissions implemented, step 62 may be repeated. The maximum number of retransmissions may however not exceed three. The same RRC connection shall be used for CP-DATA retransmissions.

64
SS

The SS releases the RRC connection. The RRC connection is released after a duration of TC1m + 15 s after the last CP-DATA retransmission. 

64a
UE

Depending on the maximum number of automatic repeat, steps 58 – 64 may be repeated. The maximum number of automatic retransmissions may however not exceed three. In automatic repeat UE must use the same TP‑MR value and set the TP-RD bit to 1

65

(void)


66-78

(void)


79
UE

The UE is set up to send an SM

80
SS

The SS verifies that the IE “Establishment cause” in the received RRC CONNECTION REQUEST message is set to “Originating Low Priority Signalling”.

81

(void)


82
-->
CM SERVICE REQUEST
. CM service type set to "short message transfer"

83
<--
CM SERVICE REJECT
Reject cause set to "Service Option not supported" or "Service Option temporarily out of order"

84

(void)


85
SS

The SS releases the RRC connection. 5 s after CM SERVICE REJECT

86

(void)


NOTE:
Time values for SS wait times are chosen sufficiently high to be sure that the UE has enough time to respond to the different messages.
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