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Introduction

The purpose of this paper is to discuss the limitations of current RRC critical extension testing, and to provide a better alternative that may solve future problems.
Discussion

3GPP Specification 34.123 has many tests for testing the behaviour of a UE when an unexpected critical extension is present.  These tests are defined in sections 8.1.2.2, 8.1.3.5, 8.1.5.1, 8.1.5.4, 8.1.6.1,  8.1.7.1, 8.1.7.1b, 8.1.7.2, 8.1.8.1, 8.1.8.2, 8.2.1.7, 8.2.5.4, 8.2.6.6, 8.2.6.14,  8.3.1.13, 8.3.2.2, 8.3.3.2, 8.3.4.7, 8.4.1.10.

In all these tests the empty critical extension is set to be ‘01’H, and the expected behaviour is for the UE to report a failure message back to the network with the protocol failure cause set to ‘Message extension not comprehended’.

In reality it is not easily possible to set the empty critical extension field of an ASN.1 defined message to a specified value using ASN.1 PER encoding rules, so the approach has been taken to define new messages where the extension is present as a bitstring of length 8, which can be set as specified to ‘01’H.

The problem with this approach is that it is only a valid test for a Rel99 UE, where the UE does not care about the actual contents of the field.  In further releases (e.g. Rel4, Rel5) the ASN.1 messages are redefined, and these empty critical extensions instead define the message in the further release, so a UE complying to a further release would fail the tests above.  Instead of reporting a protocol failure of ‘Message extension not comprehended’, the message would fail to be decoded at all, and an RRC STATUS message would be sent back to the SS with cause set to ‘ASN.1 violation or encoding error’.

One possible solution to this is to state that these tests are valid only for Rel99, and to create new tests for each further release.  This is not seen as a sensible option, as it would involve a large amount of work due to the number of tests that would need to be redefined, and the number of new ASN.1 messages per release that need to be defined again to allow the empty critical extension to be set.

If we study carefully the structure of these messages across releases, a second solution can be seen to allow forwards compatibility with future releases.  

For an example we can look at the structure of the RadioBearerSetup message tested in section 8.2.1.7 of 34.123 defined in Rel99 25.331: 

RadioBearerSetup ::= CHOICE {


r3







SEQUENCE {



radioBearerSetup-r3



RadioBearerSetup-r3-IEs,



v3a0NonCriticalExtensions

SEQUENCE {




radioBearerSetup-v3a0ext

RadioBearerSetup-v3a0ext,




laterNonCriticalExtensions
SEQUENCE {





-- Container for additional R99 extensions 





radioBearerSetup-r3-add-ext

BIT STRING

OPTIONAL,





nonCriticalExtensions


SEQUENCE {}

OPTIONAL




}
OPTIONAL



}
OPTIONAL


},


later-than-r3




SEQUENCE {



rrc-TransactionIdentifier

RRC-TransactionIdentifier,



criticalExtensions



SEQUENCE {}


}

}

it can be seen that the message is a choice between the Rel3 and later-than-r3 releases, and the later-than-r3 section contains the empty critical extension field which is used to test the critical extension handling, leading to the redefinition in testcases of these messages.

If we now look at the structure of the same message in Rel4 :

RadioBearerSetup ::= CHOICE {


r3







SEQUENCE {



radioBearerSetup-r3



RadioBearerSetup-r3-IEs,



v3a0NonCriticalExtensions

SEQUENCE {




radioBearerSetup-v3a0ext

RadioBearerSetup-v3a0ext,




laterNonCriticalExtensions

SEQUENCE {





-- Container for additional R99 extensions





radioBearerSetup-r3-add-ext

BIT STRING

OPTIONAL,





v4xyNonCriticalExtensions

SEQUENCE {






radioBearerSetup-v4xyext

RadioBearerSetup-v4xyext-IEs,






nonCriticalExtensions


SEQUENCE {} OPTIONAL





}
OPTIONAL




}
OPTIONAL



}
OPTIONAL


},


later-than-r3




SEQUENCE {



rrc-TransactionIdentifier

RRC-TransactionIdentifier,



criticalExtensions



CHOICE {




r4







SEQUENCE {





radioBearerSetup-r4



RadioBearerSetup-r4-IEs,





nonCriticalExtensions


SEQUENCE {}

OPTIONAL




},




criticalExtensions



SEQUENCE {}



}


}

}

it can be seen that the same field has now been redefined as a choice between the new Rel4 message and another empty critical extension field.

If we then look at the Rel5 definition this approach continues, and the Rel4 empty critical extension has again been replaced by a choice between the new Rel5 message and further critical extensions.  Extending this method for future (as yet undefined) releases, we can see that the original Rel99 critical extension is always a choice between a valid release message and a further extension:

RRCMessage CHOICE {


r3 SEQUENCE {

 

R3 IEs 


},


criticalExtensions CHOICE {



r4 SEQUENCE {

 


R4 IEs 




},



criticalExtensions CHOICE {




r5 SEQUENCE {





R5 IEs 




},




criticalExtensions CHOICE {





r6 SEQUENCE {






R6 IEs 





},





criticalExtensions SEQUENCE {





-- The last critical extension is an empty sequence --






}





}




}



}


}

Because earlier releases of the message definition do not care about the contents of the empty extension, only that it is present, it can be seen that it is possible to continually define the critical extension to be present for consective releases just by setting every CHOICE to state that the criticalExtension is present.  

By carefully defining the bitstring used in the original testcase tio be a list of these CHOICES, we can make the current Rel99 test valid for all future releases.

In ASN.1 PER encoding rules, the CHOICE type here must be set to ‘1’ to define that the criticalExtension is present, and so a string of all 1’s may be used in the empty Rel99 critical extension to make this testcase then valid for all future releases.  If this approach is taken, and the current testcase are changed to use ‘FF’H rather than ‘01’H then the testcases are valid for all mobiles up to Rel10.  If needed the length of the bitstring can be extended to allow more future releases to use the same testcases.

Proposal

The following CR is proposed to solve this problem by replacing the use of ‘01’H with ‘FF’H in the criticalExtension field.
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8.1.2.2.4 
Method of test

Initial Condition

System Simulator: 1 cell. SCCPCH configuration as specified in 6.1.1 of TS 34.108.

UE: Idle state (state 2 or state 3 or state 7) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE. 

NOTE:
This test requires that N300 is bigger than 0, which is the case (see default contents of SIB 1, specified in TS 34.108). Expiry of timer T300 is verified only for N300 values exceeding 1.
Test Procedure

Before the test starts, SYSTEM INFORMATION BLOCK TYPE 5 message is modified and this modification is notified to the UE.  An internal counter K in SS is initialized to a value = 0. Following this, the UE shall transmit an RRC CONNECTION REQUEST message to the SS on the uplink CCCH by use of selected PRACH from the available PRACH No.1 and PRACH No.2, after the operator attempts to make an outgoing call. SS ignores this message, increments K every time such a message is received and waits for T300 timer to expire. This cycle is repeated until K reaches N300. When K is equal to N300, the SS transmits an RRC CONNECTION SETUP message containing an unexpected critical message extension as specified in step 6 to the UE. The UE shall send another RRC CONNECTION REQUEST message on the uplink CCCH. SS replies with a valid RRC CONNECTION SETUP message. The UE shall then acknowledge the establishment of RRC connection by sending the RRC CONNECTION SETUP COMPLETE message on uplink DCCH.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	  (
	PAGING TYPE 1
	SS transmits the paging message which comprises IE "BCCH Modification Information", with the "Value Tag" different from the "MIB Value Tag" of the current Master Information Block. Also the modification time is set to 2048 radio frames from the current SFN. SS continuously broadcast the same MASTER INFORMATION BLOCK and various types of SYSTEM INFORMATION BLOCK on BCCH. See specific message contents.

	1a
	(
	MASTER INFORMATION BLOCK

SYSTEM INFORMATION BLOCK TYPE 5


	SS starts to transmit the MIB with the "MIB Value Tag" IE different from the original setting.

At the same time, SS starts to transmit the affected SIB TYPE 5 messages. See specific message contents.

	2
	
	
	SS initializes counter K to 0. Operator is asked to make an outgoing call and SS starts to wait for RRC CONNECTION REQUEST on uplink CCCH.

	3
	(
	RRC CONNECTION REQUEST
	See the clause 9 in TS 34.108 on default message content

	4
	
	
	SS increments K.

	5
	
	
	SS checks to see if K is equal to N300. If so, goes to step 6. Else, continues to execute step 3.

	6
	(
	RRC CONNECTION SETUP
	Use an invalid message in ASN.1. See specific message contents for this message.

	7
	(
	RRC CONNECTION REQUEST
	See specific message contents.

	8
	(
	RRC CONNECTION SETUP
	This is a legal message. See the clause 9 in TS 34.108 on default message content for RRC.

	9
	
	
	The UE configures the layer 1 and layer 2.

	10
	(
	RRC CONNECTION SETUP COMPLETE
	See clause 9 in TS 34.108 on default message content


Specific Message Contents

PAGING TYPE 1 (Step 1)

	Information Element
	Value/remark

	Message Type
	

	Paging record list
	Not present

	BCCH modification info
	

	      - MIB Value Tag
	2

	      - BCCH Modification time
	Set to (current SFN + 2048)


SYSTEM INFORMATION TYPE 5 (Step 1a) - (FDD) 

Use the default parameter values for the system information block with the same type specified in clause 6.1.1 of TS 34.108, with the following exceptions:
	- PRACH system information
	2PRACHs

	 - PRACH info (PRACH No.1)
	

	  - CHOICE mode
	FDD

	   - Available Signature
	'0000 0000 1111 1111'B

	   - Available SF
	64

	   - Preamble scrambling code number
	0

	   - Puncturing Limit
	1.00

	   - Available Sub Channel number
	'1111 1111 1111'B

	 - Transport Channel Identity
	15

	 - RACH TFS
	

	  - CHOICE Transport channel type
	Common transport channels

	  - Dynamic Transport format information
	

	   - RLC size
	168

	   - Number of TB and TTI List
	

	    - Number of Transport blocks
	1

	    - CHOICE Mode
	FDD

	   - CHOICE Logical Channel List
	Configured

	   - RLC size
	360

	   - Number of TB and TTI List
	

	    - Number of Transport blocks
	1

	    - CHOICE Mode
	FDD

	   - CHOICE Logical Channel List
	Configured

	  - Semi-static Transport Format information
	

	   - Transmission time interval
	20 ms 

	   - Type of channel coding
	Convolutional

	   - Coding Rate
	1/2

	   - Rate matching attribute
	150

	   - CRC size
	16

	 - RACH TFCS
	

	  - Normal
	

	   - TFCI Field 1 information 
	

	    - CHOICE TFCS representation
	Complete reconfiguration

	     - TFCS addition information 
	

	      - CHOICE CTFC Size
	2 bit

	       - CTFC information
	0

	       - Power offset information
	

	        - CHOICE Gain Factors
	Computed Gain Factor

	         - Reference TFC ID
	0

	        - CHOICE Mode
	FDD

	         - Power offset Pp-m
	0dB

	       - CTFC information
	1

	       - Power offset information
	

	        - CHOICE Gain Factors
	Signalled Gain Factor

	         - Gain factor ßc
	11

	         - Gain factor ßd
	15

	         - Reference TFC ID
	0

	        - CHOICE Mode
	FDD

	         - Power offset Pp-m
	0dB

	 - PRACH partitioning
	

	  - Access Service Class
	

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#1)

	     - Available signature End Index
	7 (ASC#1)

	     - Assigned Sub-Channel Number
	'1111'B
The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#3)

	     - Available signature End Index
	7 (ASC#3)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#5)

	     - Available signature End Index
	7 (ASC#5)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#7)

	     - Available signature End Index
	7 (ASC#7)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	 - Persistence scaling factor
	

	  - Persistence scaling factor
	0.9 (for ASC#2)

	  - Persistence scaling factor
	0.9 (for ASC#3)

	  - Persistence scaling factor
	0.9 (for ASC#4)

	  - Persistence scaling factor
	0.9 (for ASC#5)

	  - Persistence scaling factor
	0.9 (for ASC#6)

	  - Persistence scaling factor
	0.9 (for ASC#7)

	 - AC-to-ASC mapping table
	

	  - AC-to-ASC mapping
	6 (AC0-9)

	  - AC-to-ASC mapping
	5 (AC10)

	  - AC-to-ASC mapping
	4 (AC11)

	  - AC-to-ASC mapping
	3 (AC12)

	  - AC-to-ASC mapping
	2 (AC13)

	  - AC-to-ASC mapping
	1 (AC14)

	  - AC-to-ASC mapping
	0 (AC15)

	CHOICE mode
	FDD

	 - Primary CPICH DL TX power
	31

	 - Constant value
	–10

	 - PRACH power offset
	

	  - Power Ramp Step
	3dB

	  - Preamble Retrans Max
	4

	 - RACH transmission parameters
	

	  - Mmax
	2

	  - NB01min
	3 slot

	  - NB01max
	10 slot

	 - AICH info
	

	  - Channelisation code
	3

	  - STTD indicator
	FALSE

	  - AICH transmission timing 
	0

	- PRACH info (PRACH No.2)
	

	  - CHOICE mode
	FDD

	   - Available Signature
	'0000 0000 1111 1111'B

	   - Available SF
	64

	   - Preamble scrambling code number
	1

	   - Puncturing Limit
	1.00

	   - Available Sub Channel number
	'1111 1111 1111'B

	 - Transport Channel Identity
	15

	 - RACH TFS
	

	  - CHOICE Transport channel type
	Common transport channels

	  - Dynamic Transport format information
	

	   - RLC size
	168

	   - Number of TB and TTI List
	

	    - Number of Transport blocks
	1

	    - CHOICE Mode
	FDD

	   - CHOICE Logical Channel List
	Configured

	   - RLC size
	360

	   - Number of TB and TTI List
	

	    - Number of Transport blocks
	1

	    - CHOICE Mode
	FDD

	   - CHOICE Logical Channel List
	Configured

	  - Semi-static Transport Format information
	

	   - Transmission time interval
	20 ms

	   - Type of channel coding
	Convolutional

	   - Coding Rate
	1/2

	   - Rate matching attribute
	150

	   - CRC size
	16

	 - RACH TFCS
	

	  - Normal
	

	   - TFCI Field 1 information 
	

	    - CHOICE TFCS representation
	Complete reconfiguration

	     - TFCS addition information 
	

	      - CHOICE CTFC Size
	2 bit

	       - CTFC information
	0

	       - Power offset information
	

	        - CHOICE Gain Factors
	Computed Gain Factor

	         - Reference TFC ID
	0

	        - CHOICE Mode
	FDD

	         - Power offset Pp-m
	0 dB

	       - CTFC information
	1

	         - Reference TFC ID
	0

	       - Power offset information
	

	        - CHOICE Gain Factors
	Signalled Gain Factor

	         - Gain factor ßc
	11

	         - Gain factor ßd
	15

	         - Reference TFC ID
	0

	        - CHOICE Mode
	FDD

	         - Power offset Pp-m
	0dB

	 - PRACH partitioning
	

	  - Access Service Class
	

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#1)

	     - Available signature End Index
	7 (ASC#1)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#3)

	     - Available signature End Index
	7 (ASC#3)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#5)

	     - Available signature End Index
	7 (ASC#5)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	   - ASC Setting
	Not Present

	   - ASC Setting
	

	    - CHOICE mode
	FDD

	     - Available signature Start Index
	0 (ASC#7)

	     - Available signature End Index
	7 (ASC#7)

	     - Assigned Sub-Channel Number
	'1111'B 

The first/ leftmost bit of the bit string contains the most significant bit of the Assigned Sub-Channel Number.

	 - Persistence scaling factor
	

	  - Persistence scaling factor
	0.9 (for ASC#2)

	  - Persistence scaling factor
	0.9 (for ASC#3)

	  - Persistence scaling factor
	0.9 (for ASC#4)

	  - Persistence scaling factor
	0.9 (for ASC#5)

	  - Persistence scaling factor
	0.9 (for ASC#6)

	  - Persistence scaling factor
	0.9 (for ASC#7)

	 - AC-to-ASC mapping table
	

	  - AC-to-ASC mapping
	6 (AC0-9)

	  - AC-to-ASC mapping
	5 (AC10)

	  - AC-to-ASC mapping
	4 (AC11)

	  - AC-to-ASC mapping
	3 (AC12)

	  - AC-to-ASC mapping
	2 (AC13)

	  - AC-to-ASC mapping
	1 (AC14)

	  - AC-to-ASC mapping
	0 (AC15)

	CHOICE mode
	FDD

	 - Primary CPICH DL TX power
	31

	 - Constant value
	–10

	 - PRACH power offset
	

	  - Power Ramp Step
	3dB

	  - Preamble Retrans Max
	4

	 - RACH transmission parameters
	

	  - Mmax
	2

	  - NB01min
	3 slot

	  - NB01max
	10 slot

	 - AICH info
	

	  - Channelisation code
	4

	  - STTD indicator
	FALSE

	  - AICH transmission timing 
	0


SYSTEM INFORMATION TYPE 5 (Step 1a) – 3.84 Mcps TDD

	- PRACH system information
	2PRACHs

	 - PRACH info (PRACH No.1)
	

	  - CHOICE mode
	TDD

	   - CHOICE TDD option
	3.84 Mcps TDD

	     - Timeslot Number
	14

	     - PRACH Channelisation Code
	

	       - CHOICE SF
	8

	        - Channelisation Code List
	

	          - Channelisation Code
	8/1

	          - Channelisation Code
	8/2

	          - Channelisation Code
	8/3

	          - Channelisation Code
	8/4

	      - PRACH Midamble
	Direct

	   -PNBSCH allocation
	Not Present

	 - Transport Channel Identity
	15

	 - RACH TFS
	

	  - CHOICE Transport channel type
	Common transport channels

	  - Dynamic Transport format information
	

	   - RLC size
	168

	   - Number of TB and TTI List
	

	    - Transport Time Interval
	Not Present

	    - Number of Transport Blocks
	1

	   - CHOICE Logical Channel List
	ALL

	  - Semi-static Transport Format information
	

	   - Transmission time interval
	10 ms

	   - Type of channel coding
	Convolutional

	   - Coding Rate
	1/2

	   - Rate matching attribute
	150

	   - CRC size
	16

	 - RACH TFCS
	Not Present

	 - PRACH partitioning
	

	  - Access Service Class
	

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#0)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#1)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#2)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#3)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#4)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#5)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#6)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#7)

	     - CHOICE subchannel size
	Size1

	 - Persistence scaling factor
	

	  - Persistence scaling factor
	0.9 (for ASC#2)

	  - Persistence scaling factor
	0.9 (for ASC#3)

	  - Persistence scaling factor
	0.9 (for ASC#4)

	  - Persistence scaling factor
	0.9 (for ASC#5)

	  - Persistence scaling factor
	0.9 (for ASC#6)

	  - Persistence scaling factor
	0.9 (for ASC#7)

	 - AC-to-ASC mapping table
	

	  - AC-to-ASC mapping
	6 (AC0-9)

	  - AC-to-ASC mapping
	5 (AC10)

	  - AC-to-ASC mapping
	4 (AC11)

	  - AC-to-ASC mapping
	3 (AC12)

	  - AC-to-ASC mapping  
	2 (AC13)

	  - AC-to-ASC mapping  
	1 (AC14)

	  - AC-to-ASC mapping  
	0 (AC15)

	  - CHOICE mode
	TDD

	- PRACH info (PRACH No.2)
	

	  - CHOICE mode
	TDD

	   - CHOICE TDD option
	3.84 Mcps TDD

	     - Timeslot Number
	14

	     - PRACH Channelisation Code
	

	       - CHOICE SF
	8

	        - Channelisation Code List
	

	          - Channelisation Code
	8/5 where i denotes an unassigned code

	          - Channelisation Code
	8/6 where i denotes an unassigned code

	          - Channelisation Code
	8/7 where i denotes an unassigned code

	          - Channelisation Code
	8/8 where i denotes an unassigned code

	      - PRACH Midamble
	Direct

	   -PNBSCH allocation
	Not Present

	 - RACH TFS
	

	  - CHOICE Transport channel type
	Common transport channels

	  - Dynamic Transport format information
	

	   - RLC size
	168

	   - Number of TB and TTI List
	

	    - Transport Time Interval
	Not Present

	    - Number of Transport Blocks
	1

	   - CHOICE Logical Channel List
	ALL

	  - Semi-static Transport Format information
	

	   - Transmission time interval
	10 ms

	   - Type of channel coding
	Convolutional

	   - Coding Rate
	1/2

	   - Rate matching attribute
	150

	   - CRC size
	16

	 - RACH TFCS
	Not Present

	 - PRACH partitioning
	

	  - Access Service Class
	

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#0)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#1)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#2)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#3)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#4)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#5)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#6)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	3.84 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#7)

	     - CHOICE subchannel size
	Size1

	 - Persistence scaling factor
	

	  - Persistence scaling factor
	0.9 (for ASC#2)

	  - Persistence scaling factor
	0.9 (for ASC#3)

	  - Persistence scaling factor
	0.9 (for ASC#4)

	  - Persistence scaling factor
	0.9 (for ASC#5)

	  - Persistence scaling factor
	0.9 (for ASC#6)

	  - Persistence scaling factor
	0.9 (for ASC#7)

	 - AC-to-ASC mapping table
	

	  - AC-to-ASC mapping
	6 (AC0-9)

	  - AC-to-ASC mapping
	5 (AC10)

	  - AC-to-ASC mapping
	4 (AC11)

	  - AC-to-ASC mapping
	3 (AC12)

	  - AC-to-ASC mapping
	2 (AC13)

	  - AC-to-ASC mapping
	1 (AC14)

	  - AC-to-ASC mapping
	0 (AC15)

	  - CHOICE mode
	TDD


SYSTEM INFORMATION TYPE 5 (Step 1a) – 1.28 Mcps TDD

	- PRACH system information
	2PRACHs

	 - PRACH info (PRACH No.1)
	

	  - CHOICE mode
	TDD

	   - CHOICE TDD option
	1.28 Mcps TDD

	     - SYNC_UL info
	

	       - SYNC_UL codes bitmap
	'11110000'B

	       - PRXUpPCHdes
	10

	       - Power Ramping Step
	3

	       - Max SYNC_UL Transmissions
	8

	       - Mmax
	32

	     - PRACH Definition
	

	      - Timeslot Number
	

	        - CHOICE TDD option
	1.28 Mcps TDD

	          - Timeslot number
	1

	     - PRACH Channelisation Code
	

	       - Channelisation Code List
	

	         - Channelisation Code
	8/1

	       - Midamble shift and burst type
	

	         - CHOICE TDD option
	1.28 Mcps TDD

	          - Midamble Allocation Mode
	Default

	          - Midamble Configuration
	8

	          - Midamble Shift
	Not Present

	       - FPACH info
	

	        - Timeslot number
	6

	        - Channelisation code
	16/16 

	        - Midamble Shift and burst type
	

	         - CHOICE TDD option
	1.28 Mcps TDD

	          - Midamble Allocation Mode
	Default

	          - Midamble Configuration
	16

	          - Midamble Shift
	Not Present

	         - WT
	4

	       - PNBSCH allocation
	Not Present

	 - Transport Channel Identity
	15

	 - RACH TFS
	

	  - CHOICE Transport channel type
	Common transport channels

	  - Dynamic Transport format information
	

	   - RLC size
	168

	   - Number of TB and TTI List
	

	    - Transport Time Interval
	Not Present

	    - Number of Transport Blocks
	1

	   - CHOICE Logical Channel List
	ALL

	  - Semi-static Transport Format information
	

	   - Transmission time interval
	10 ms

	   - Type of channel coding
	Convolutional

	   - Coding Rate
	½

	   - Rate matching attribute
	150

	   - CRC size
	16

	 - RACH TFCS
	Not Present

	 - PRACH partitioning
	

	  - Access Service Class
	

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#0)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#1)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#2)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#3)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#4)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#5)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#6)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'11110000'B (ASC#7)

	     - CHOICE subchannel size
	Size1

	 - Persistence scaling factor
	

	  - Persistence scaling factor
	0.9 (for ASC#2)

	  - Persistence scaling factor
	0.9 (for ASC#3)

	  - Persistence scaling factor
	0.9 (for ASC#4)

	  - Persistence scaling factor
	0.9 (for ASC#5)

	  - Persistence scaling factor
	0.9 (for ASC#6)

	  - Persistence scaling factor
	0.9 (for ASC#7)

	 - AC-to-ASC mapping table
	

	  - AC-to-ASC mapping
	6 (AC0-9)

	  - AC-to-ASC mapping
	5 (AC10)

	  - AC-to-ASC mapping
	4 (AC11)

	  - AC-to-ASC mapping  
	3 (AC12)

	  - AC-to-ASC mapping  
	2 (AC13)

	  - AC-to-ASC mapping  
	1 (AC14)

	  - AC-to-ASC mapping  
	0 (AC15)

	  - CHOICE mode
	TDD

	- PRACH info (PRACH No.2)
	

	  - CHOICE mode
	TDD

	   - CHOICE TDD option
	1.28 Mcps TDD

	     - SYNC_UL info
	

	       - SYNC_UL codes bitmap
	'11110000'B

	       - PRXUpPCHdes
	10

	       - Power Ramping Step
	1

	       - Max SYNC_UL Transmissions
	8

	       - Mmax
	32

	     - PRACH Definition
	

	      - Timeslot Number
	

	        - CHOICE TDD option
	1.28 Mcps TDD

	          - Timeslot number
	1

	     - PRACH Channelisation Code
	

	       - Channelisation Code List
	

	         - Channelisation Code
	8/2

	       - Midamble shift and burst type
	

	         - CHOICE TDD option
	1.28 Mcps TDD

	          - Midamble Allocation Mode
	Default

	          - Midamble Configuration
	8

	          - Midamble Shift
	Not Present

	       - FPACH info
	

	        - Timeslot number
	An available down-link timeslot

	        - Channelisation code
	16/15 

	        - Midamble Shift and burst type
	

	         - CHOICE TDD option
	1.28 Mcps TDD

	          - Midamble Allocation Mode
	Default

	          - Midamble Configuration
	16

	          - Midamble Shift
	Not Present

	         - WT
	4

	       - PNBSCH allocation
	Not Present

	 - RACH TFS
	

	  - CHOICE Transport channel type
	Common transport channels

	  - Dynamic Transport format information
	

	   - RLC size
	168

	   - Number of TB and TTI List
	

	    - Transport Time Interval
	Not Present

	    - Number of Transport Blocks
	1

	   - CHOICE Logical Channel List
	ALL

	  - Semi-static Transport Format information
	

	   - Transmission time interval
	10 ms

	   - Type of channel coding
	Convolutional

	   - Coding Rate
	½

	   - Rate matching attribute
	150

	   - CRC size
	16

	 - RACH TFCS
	Not Present

	 - PRACH partitioning
	

	  - Access Service Class
	

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#0)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#1)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#2)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#3)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#4)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#5)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#6)

	     - CHOICE subchannel size
	Size1

	   - ASC Setting
	

	    - CHOICE mode
	TDD

	     - CHOICE TDD option
	1.28 Mcps TDD

	     - Available SYNC_UL codes indices
	'00001111'B (ASC#7)

	     - CHOICE subchannel size
	Size1

	 - Persistence scaling factor
	

	  - Persistence scaling factor
	0.9 (for ASC#2)

	  - Persistence scaling factor
	0.9 (for ASC#3)

	  - Persistence scaling factor
	0.9 (for ASC#4)

	  - Persistence scaling factor
	0.9 (for ASC#5)

	  - Persistence scaling factor
	0.9 (for ASC#6)

	  - Persistence scaling factor
	0.9 (for ASC#7)

	 - AC-to-ASC mapping table
	

	  - AC-to-ASC mapping
	6 (AC0-9)

	  - AC-to-ASC mapping
	5 (AC10)

	  - AC-to-ASC mapping
	4 (AC11)

	  - AC-to-ASC mapping
	3 (AC12)

	  - AC-to-ASC mapping
	2 (AC13)

	  - AC-to-ASC mapping
	1 (AC14)

	  - AC-to-ASC mapping
	0 (AC15)

	  - CHOICE mode
	TDD


RRC CONNECTION SETUP (Step 6) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator":
	Information Element
	Value/remark

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and writes to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter.

	Critical extensions
	’FF’H


RRC CONNECTION REQUEST (Step 7)

Use the default message with the same message type specified in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Protocol Error Indicator
	Check to see if set to TRUE


8.1.3.5.4
Method of test

Initial Condition

System Simulator: 1 cell

UE: CS-DCCH_FACH (state 6-6) or PS_DCCH_FACH (state 6-8) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is initially in CELL FACH state. Then SS transmits an RRC CONNECTION RELEASE message containing an unexpected critical message extension on the DCCH to request the UE to disconnect the RRC connection. The UE shall transmit an RRC CONNECTION RELEASE COMPLETE message on the uplink DCCH, which includes the IE "Protocol Error Information". This IE shall contain "Protocol error information" IE which is set to "Message extension not comprehended". Upon completion of the procedure, the SS calls for generic procedure C.2 to check that UE is in CELL_FACH state.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	Void
	

	2
	
	Void
	

	3
	
	Void
	

	4
	
	Void
	

	5
	
	Void
	

	6
	
	Void
	

	7
	
	Void
	

	8
	(
	RRC CONNECTION RELEASE
	See specific message contents for this message

	9
	(
	RRC CONNECTION RELEASE COMPLETE
	The IE "Protocol error cause" found in IE "Protocol error information" shall be set to "Message extension not comprehended". This message is sent using acknowledged mode.

	10
	
	Void
	

	11
	
	Void
	

	12
	
	Void
	

	13
	((
	CALL C.2
	If the test result of C.2 indicates that UE is in CELL_FACH state, the test passes, otherwise it fails.


Specific Message Contents

RRC CONNECTION RELEASE (Step 8) 

Use the RRC CONNECTION RELEASE message as defined in [9] TS 34.108 clause 9, with the following exceptions:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC CONNECTION RELEASE COMPLETE (Step 9)

Check to see if the same message type found in clause 9 of TS 34.108 is received, with the following exceptions:
	Information Element
	Value/remark

	Protocol error information
	

	   Protocol error cause
	Message extension not comprehended


8.1.5.1.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_DCH state (state 6-9 or state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is brought to the CELL_DCH state after a successful outgoing call attempt. The SS transmits a UE CAPABILITY ENQUIRY message containing an unexpected critical message extension. After receiving such a message, the UE shall report the error using RRC STATUS message with the appropriate error cause specified. Then SS transmits a correct UE CAPABILITY ENQUIRY message, the UE receives this message and transmits a UE CAPABILITY INFORMATION message on the uplink DCCH which includes the requested capabilities. The SS transmits a UE CAPABILITY INFORMATION CONFIRM message to the UE to complete the UE capability enquiry procedure. 
Then SS initiates another UE capability enquiry procedure. The UE shall reply with a UE CAPABILITY INFORMATION message on the uplink DCCH. When SS receives this message, it transmits a UE CAPABILITY INFORMATION CONFIRM message containing an unexpected critical message extension. The UE shall detect an error and send an RRC STATUS message to report this event. After submitting this message to lower layers for transmission, the UE shall re-transmit a UE CAPABILITY INFORMATION message on the uplink DCCH after the expiry of restarted T304. SS then trnsmits an error-free UE CAPABILITY INFORMATION CONFIRM message similar to the message sent in step 6.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_DCH state after an outgoing call has been established successfully.

	2
	  (
	UE CAPABILITY ENQUIRY
	See specific message contents for this message

	3
	  (
	RRC STATUS
	See specific message contents for this message

	4
	  (
	UE CAPABILITY ENQUIRY
	See specific message contents for this message.

	5
	   (
	UE CAPABILITY INFORMATION
	See specific message contents for this message.

	6
	  (
	UE CAPABILITY INFORMATION CONFIRM
	Use default message.

	7
	  (
	UE CAPABILITY ENQUIRY
	Same as in step 4.

	8
	  (
	UE CAPABILITY INFORMATION
	Shall be the same message content as in step 5.

	9
	  (
	UE CAPABILITY INFORMATION CONFIRM
	See specific message contents for this message

	10
	  (
	RRC STATUS
	UE shall detect an error and then transmit this message.

	11
	  (
	UE CAPABILITY INFORMATION
	UE shall re-transmit this message after the restarted T304 expires.

	12
	  (
	UE CAPABILITY INFORMATION CONFIRM
	SS sends an error-free message to acknowledge the receipt of the uplink message.


Specific Message Contents

UE CAPABILITY ENQUIRY (Step 2) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator":
	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and writes to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter.

	Critical extensions
	’FF’H


RRC STATUS (Step 3)

Check to see if the same message type found in TS 34.108, clause 9 is received, with the following exceptions:
	Information Element
	Value/remark

	Identification of received message

       - Received message type

- RRC transaction identifier

Protocol Error Information

       - Protocol Error Cause
	UE Capability Enquiry

Checked to see if the value is identical to the same IE in the downlink UE CAPABILITY ENQUIRY message.
 Message extension not comprehended


	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Enquiry

	       - RRC transaction identifier
	Checked to see if the value is identical to the same IE in the downlink UE CAPABILITY ENQUIRY message.

	Protocol Error Information
	

	       - Protocol Error Cause
	Message extension not comprehended


UE CAPABILITY ENQUIRY (Steps 4)
Use the UE CAPABILITY ENQUIRY message as defined in [9] (TS 34.108) Clause 9, with the following exceptions:

	Information Element
	Value/remark

	Capability update requirement
	

	           - UE radio access FDD capability update requirement
	TRUE

	           - UE radio access TDD capability update requirement
	FALSE

	           - System specific capability update requirement list
	Gsm


UE CAPABILITY INFORMATION (Step 5)

Check to see if the same message type found in [9] (TS 34.108) Clause 9 is received, with the following exceptions:
	Information Element
	Value/remark

	UE system specific capability
	Presence and value will be checked. Stated capability must be compatible with 34.123-2 (ICS statements) and the user settings


UE CAPABILITY INFORMATION CONFIRM (Step 9) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator". Use the UE CAPABILITY INFORMATION CONFIRM message as defined in [9] (TS 34.108) Clause 9, with the following addition:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 10)

Check to see if the same message type found in TS 34.108, clause 9 is received, with the following exceptions:
	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Information Confirm

	       - RRC transaction identifier 
	Checked to see if the value is identical to the same IE in the downlink UE CAPABILITY INFORMATION CONFIRM message.

	Protocol Error Information
	

	        - Protocol Error Cause
	Message extension not comprehended


8.1.5.4.4 
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_FACH state (state 6-11) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is brought to the CELL_FACH state after a successful outgoing call attempt. The SS transmits a UE CAPABILITY ENQUIRY message containing an unexpected critical message extension. After receiving such a message, the UE shall report an error using RRC STATUS message with the appropriate error cause specified. Then SS transmits a UE CAPABILITY ENQUIRY message which includes the IE "Capability update requirement". After UE receives this message, it transmits a UE CAPABILITY INFORMATION message on the uplink DCCH, which includes the requested capabilities. The SS transmits a UE CAPABILITY INFORMATION CONFIRM message to the UE to complete the UE capability enquiry procedure. 
Then SS initiates another UE capability enquiry procedure. The UE shall reply with a UE CAPABILITY INFORMATION message on the uplink DCCH. When SS receives this message, it transmits a UE CAPABILITY INFORMATION CONFIRM message containing an unexpected critical message extension. The UE shall detect an error and send an RRC STATUS message to report this event. After submitting this message to lower layers for transmission, the UE shall re-transmit a UE CAPABILITY INFORMATION message on the uplink DCCH upon the expiry of restarted T304. SS completes this test by sending an error-free UE CAPABILITY INFORMATION CONFIRM message similar to the message sent in step 6.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_FACH state after an outgoing call has been established successfully.

	2
	  (
	UE CAPABILITY ENQUIRY
	See specific message contents for this message

	3
	  (
	RRC STATUS
	See specific message contents for this message.

	4
	  (
	UE CAPABILITY ENQUIRY
	Use default message.

	5
	   (
	UE CAPABILITY INFORMATION
	Use default message.

	6
	  (
	UE CAPABILITY INFORMATION CONFIRM
	Use default message.

	7
	  (
	UE CAPABILITY ENQUIRY
	Same as in step 4.

	8
	  (
	UE CAPABILITY INFORMATION
	The message content shall be the same as in step 5.

	9
	  (
	UE CAPABILITY INFORMATION CONFIRM
	See specific message contents for this message

	10
	  (
	RRC STATUS
	UE shall detect an error and then transmit this message on uplink DCCH.

	11
	  (
	UE CAPABILITY INFORMATION
	UE shall re-transmit this message after the restarted T304 expires.

	12
	  (
	UE CAPABILITY INFORMATION CONFIRM
	SS sends an error-free message to acknowledge the receipt of the uplink message.


Specific Message Contents

UE CAPABILITY ENQUIRY (Step 2) 

Use the UE CAPABILITY ENQUIRY message as defined in [9] (TS 34.108) Clause 9, with the following exceptions:
	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and writes to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter.

	Critical extensions
	’FF’H


RRC STATUS (Step 3)

Check to is the same message type found in TS 34.108, clause 9 is received, with the following exceptions:

	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Enquiry

	RRC transaction identifier 
	Checked to see if the value is identical to the same IE in the downlink UE CAPABILITY ENQUIRY message.

	Protocol Error Information
	

	       - Protocol Error Cause
	Message extension not comprehended


UE CAPABILITY INFORMATION CONFIRM (Step 9) 

SS sends a message containing a critical extension not defined for the protocol release supported by the UE, as indicated in the IE "Access stratum release indicator". Use the UE CAPABILITY INFORMATION CONFIRM message as defined in [9] (TS 34.108) Clause 9, with the following addition:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 10)

Check to see if the same message type found in TS 34.108, clause 9 is received, with the following exceptions:

	Information Element
	Value/remark

	Identification of received message
	

	       - Received message type
	UE Capability Information Confirm

	       - RRC transaction identifier 
	Checked to see if the value is identical to the same IE in the downlink UE CAPABILITY INFORMATION CONFIRM message.

	Protocol Error Information
	

	        - Protocol Error Cause
	Message extension not comprehended


8.1.6.1.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_DCH (state 6-9 or state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is in the CELL_DCH state. The SS transmits an invalid DOWNLINK DIRECT TRANSFER message to the UE. The UE shall transmit an RRC STATUS message on the DCCH using AM RLC. The error type "Message extension not comprehended" shall be indicated in IE "Protocol error cause". The SS transmits a DOWNLINK DIRECT TRANSFER message that contains an invalid IE "CN domain identity" to the UE. The UE shall transmit an RRC STATUS message on the DCCH using AM RLC. The error type "Message not compatible with receiver state" shall be indicated in IE "Protocol error cause".

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	   (
	DOWNLINK DIRECT TRANSFER
	See specific message content

	2
	   (
	RRC STATUS
	

	3
	   (
	DOWNLINK DIRECT TRANSFER
	Sent from a new CN domain.

	4
	   (
	RRC STATUS
	


Specific Message Contents

DOWNLINK DIRECT TRANSFER (Step 1)
Use the same message content as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 2)

Message content is the same as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Identification of received messag type
	

	 - Received message type
	DOWNLINK DIRECT TRANSFER

	 - RRC transaction identifier
	Same value in the DOWNLINK DIRECT TRANSFER message in step 1.

	Protocol error information
	

	 – Protocol error cause
	Message extension not comprehended


DOWNLINK DIRECT TRANSFER (Step 3)

Use the same message content as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	CN domain identity
	CS domain or PS domain as unselected domain

	NAS message
	Arbitrary message.


RRC STATUS (Step 4)

Message content is the same as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Identification of received messag type
	

	 - Received message type
	DOWNLINK DIRECT TRANSFER

	 - RRC transaction identifier
	Same value in the DOWNLINK DIRECT TRANSFER message in step 3.

	Protocol error information
	

	 – Protocol error cause
	 Message not compatible with receiver state


8.1.7.1.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_DCH (state 6-9) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is in CELL_DCH state. The SS initiates an Authentication procedure, which will result in the generation of a new security keyset (CK/IK). The SS transmits a SECURITY MODE COMMAND message which contains an unexpected critical message extension. The UE shall respond by sending SECURITY MODE FAILURE message on the DCCH. Then SS transmits a SECURITY MODE COMMAND message with IE's "Ciphering mode info" and "Integrity protection mode info both omitted". Again the UE shall not trigger any ciphering algorithm and it shall respond by sending SECURITY MODE FAILURE message on the DCCH. Next, the SS transmits a valid SECURITY MODE COMMAND message which includes the correct downlink activation times and "Integrity check info" IE. Then the UE shall check the integrity check info and shall start to configure ciphering in downlink according to the first valid SECURITY MODE COMMAND message. The UE shall transmit a SECURITY MODE COMPLETE message which contains the correct uplink activation times and also "Integrity check info" IE using the new integrity protection configuration. The SS records the uplink ciphering activation time for RB 2. Next, the SS transmits UE CAPABILITY ENQUIRY message repeatedly on the downlink DCCH using RLC-AM mode. The UE shall respond to each downlink message with a UE CAPABILITY INFORMATION message on the uplink DCCH using RLC-AM. SS then send UE CAPABILITY INFORMATION CONFIRM message to the UE. This cycle repeats itself until both the uplink and downlink ciphering activation time for RB 2 has elapsed. SS checks all uplink UE CAPABILITY INFORMATION messages are integrity-protected by UIA algorithm, and that the messages contain the correct values for "Integrity check info" IE. This can be verified in the SS through the reception of a correctly ciphered and integrity-protected UE CAPABILITY INFORMATION message.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	RRC connected state on DCH_state. 

	1a
	   (
	AUTHENTICATION REQUEST
	MM message which will result in the generation of a new security keyset

	1b
	   (
	AUTHENTICATION RESPONSE
	MM 

	2
	   (
	SECURITY MODE COMMAND
	See message content.

	3
	   (
	SECURITY MODE FAILURE
	IE "Failure Cause" shall be set to "Protocol Error" and IE "Protocol Error Information" shall be set to "Message extension not comprehended".

	4
	   (
	SECURITY MODE COMMAND
	 See message content.

	5
	   (
	SECURITY MODE FAILURE
	IE "Failure Cause" shall be set to "invalid configuration".

	6
	   (
	SECURITY MODE COMMAND
	See specific message contents. 

	7
	
	Void
	

	8
	
	Void
	

	9
	   (
	SECURITY MODE COMPLETE
	SS verifies that this message is sent using the old ciphering configuration. SS records the uplink ciphering activation time for RB 2.

	10
	  (
	UE CAPABILITY ENQUIRY
	SS repeats step 10, 11 and 12 until its internal uplink and downlink RLC SN have both surpassed the uplink and downlink ciphering activation time specified for RB2. This message is sent on the downlink DCCH using RLC-AM. 

	11
	   (
	UE CAPABILITY INFORMATION
	UE shall send this message on the uplink DCCH using RLC-AM. SS verifies that the last UE CAPABILITY INFORMATION message is both integrity-protected and ciphered correctly.

	12
	(
	UE CAPABILITY INFORMATION CONFIRM
	


Specific Message Contents

SECURITY MODE COMMAND (Step 2)
	Information Element
	Value/remark

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Critical extensions
	’FF’H


SECURITY MODE FAILURE (Step 3)

The same message found in TS 34.108, clause 9 shall be transmitted by the UE on the uplink DCCH, with the exception of the following IEs:

	Information Element
	Value/remark

	Failure cause
	

	   Failure cause
	Protocol error

	   Protocol error information
	

	     Protocol error cause
	Message extension not comprehended


SECURITY MODE COMMAND (Step 4)
	Information Element
	Value/remark

	RRC transaction identifier 
	0

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Security Capability
	Same as originally sent by UE (and stored in SS)

	Ciphering mode info
	Not Present

	  - Ciphering mode command
	

	Integrity protection mode info
	Not Present

	CN domain identity
	CS Domain


SECURITY MODE FAILURE (Step 5)

The same message found in TS 34.108, clause 9 shall be transmitted by the UE on the uplink DCCH, with the exception of the following IEs:

	Information Element
	Value/remark

	Failure cause


	

	   Failure cause
	Invalid configuration


SECURITY MODE COMMAND (Step 6)
See notes below for the value of Y.

	Information Element
	Value/remark

	RRC transaction identifier 
	X

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Security Capability
	Same as originally sent by UE (and stored in SS)

	Ciphering mode info
	

	     Ciphering mode command
	Start/restart

	     Ciphering algorithm
	UEA1

	     Activation time for DPCH
	(256+CFN-(CFN MOD 8 + 8))MOD 256

	     Radio bearer downlink ciphering activation time info
	

	         RB Identity
	1

	         RLC sequence number
	Current RLC SN + Y

	         RB Identity
	2

	         RLC sequence number
	Current RLC SN + 4

	         RB Identity
	3

	         RLC sequence number
	Current RLC SN + Y

	         RB Identity
	4

	         RLC sequence number
	Current RLC SN + Y

	Integrity protection mode info
	

	         Integrity protection mode command
	Modify

	         Downlink integrity protection activation info
	

	
	Current RRC SN for SRB0 + 2

	
	Current RRC SN for SRB1 + 2

	
	Current RRC SN for SRB2 + 2

	
	Current RRC SN for SRB3 + 2

	
	Current RRC SN for SRB4 + 2

	         Integrity protection algorithm
	UIA1

	CN domain identity
	CS Domain


Note
X = 0 (Step 6), and
Y= 1 (Step 6)
SECURITY MODE COMPLETE (Step 9)

	Information Element
	Value/remark

	RRC transaction identifier 
	0

	Integrity check info
	

	           - Message Authentication code
	Checked to see if present. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	           - RRC Message sequence number
	Checked to see if present

	Uplink integrity protection activation info
	

	           - RRC message sequence number list
	Check to see if the RRC SN for RB 0 to RB 4 are present

	Radio bearer uplink ciphering activation info
	

	           - RB Identity other than RB2
	Check to see if the RLC SN for RB1, 3 and 4 are present

	           - RB Identity
	2

	           - RLC sequence number
	SS records this value. See step 10 in 'expected sequence'


8.1.7.1b.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is in CELL_DCH state with integrity protection and ciphering started for SRBs. The SS initiates an Authentication and Ciphering procedure, which will result in the generation of a new security keyset (CK/IK).  

The SS transmits a SECURITY MODE COMMAND message which contains an unexpected critical message extension. The UE shall respond by sending SECURITY MODE FAILURE message on the DCCH. 

Then SS transmits a SECURITY MODE COMMAND message with IEs "Ciphering mode info" and "Integrity protection mode info both omitted". Again the UE shall not trigger any ciphering algorithm and it shall respond by sending SECURITY MODE FAILURE message on the DCCH. 

Next, the SS transmits a valid SECURITY MODE COMMAND message which includes the correct downlink activation times and "Integrity check info" IE. The UE shall check the integrity check info and shall start to configure ciphering in downlink according to the SECURITY MODE COMMAND message. 

Then UE shall transmit a SECURITY MODE COMPLETE message which contains uplink activation times and also the correct "Integrity check info" IE using the new integrity protection configuration. SS records the uplink ciphering activation time for RB 2. 

Next, the SS transmits UE CAPABILITY ENQUIRY message repeatedly on the downlink DCCH using RLC-AM mode. The UE shall respond to each downlink message with a UE CAPABILITY INFORMATION message on the uplink DCCH using RLC-AM. SS shall send UE CAPABILITY INFORMATION CONFIRM messages to the UE for each received UE CAPABILITY INFORMATION message from the UE. 

This cycle repeats itself until both the uplink and downlink ciphering activation time for RB 2 has elapsed. SS checks all uplink UE CAPABILITY INFORMATION messages are integrity-protected by UIA algorithm, and that the messages contain the correct values for "Integrity check info" IE. This can be verified in the SS through the reception of a correctly ciphered and integrity-protected UE CAPABILITY INFORMATION message.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	RRC connected state on DCH_state. 

	1a
	   (
	AUTHENTICATION AND CIPHERING REQUEST
	GMM message which will result in the generation of a new security keyset

	1b
	   (
	AUTHENTICATION AND CIPHERING RESPONSE
	GMM

	2
	   (
	SECURITY MODE COMMAND
	See message content.

	3
	   (
	SECURITY MODE FAILURE
	IE "Failure Cause" shall be set to "Protocol Error" and IE "Protocol Error Information" shall be set to "Message extension not comprehended".

	4
	   (
	SECURITY MODE COMMAND
	See message content.

	5
	   (
	SECURITY MODE FAILURE
	IE "Failure Cause" shall be set to "invalid configuration".

	6
	   (
	SECURITY MODE COMMAND
	See specific message contents. 

	7
	   (
	SECURITY MODE COMPLETE
	SS verifies that this message is sent using the old ciphering configuration and with the new integrity protection configuration. SS records the uplink ciphering activation time for RB 2.

	8
	  (
	UE CAPABILITY ENQUIRY
	SS repeats step 8, 9 and 10 until its internal uplink and downlink RLC SN have both surpassed the uplink and downlink ciphering activation time specified for RB2. This message is sent on the downlink DCCH using RLC-AM. 

	9
	   (
	UE CAPABILITY INFORMATION
	UE shall send this message on the uplink DCCH using RLC-AM. SS verifies that the last UE CAPABILITY INFORMATION message is both integrity-protected and ciphered correctly.

	10
	(
	UE CAPABILITY INFORMATION CONFIRM
	


Specific Message Contents

SECURITY MODE COMMAND (Step 2) 

Use the same message content as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Critical extensions
	’FF’H


SECURITY MODE FAILURE (Step 3)

Message content is the same as found in Clause 9 of TS 34.108, with the exception of the following IEs:

	Information Element
	Value/remark

	Failure cause
	

	   Failure cause
	Protocol error

	   Protocol error information
	

	     Protocol error cause
	Message extension not comprehended


SECURITY MODE COMMAND (Step 4) 

Use the same message content as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Security Capability
	Same as originally sent by UE (and stored in SS)

	Ciphering mode info
	Not Present 

	Integrity protection mode info
	Not Present 

	CN domain identity
	PS Domain


SECURITY MODE FAILURE (Step 5)

Message content is the same as found in Clause 9 of TS 34.108, with the exception of the following IEs:

	Information Element
	Value/remark

	Failure cause
	

	   Failure cause
	Invalid configuration


SECURITY MODE COMMAND (Step 6 )
	Information Element
	Value/remark

	RRC transaction identifier 
	0

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Security Capability
	Same as originally sent by UE (and stored in SS)

	Ciphering mode info
	

	     Ciphering mode command
	Start/restart

	     Ciphering algorithm
	UEA1

	     Activation time for DPCH
	Not Present 

	     Radio bearer downlink ciphering activation time info
	

	         RB Identity
	1

	         RLC sequence number
	Current RLC SN

	         RB Identity
	2

	         RLC sequence number
	Current RLC SN + 2

	         RB Identity
	3

	         RLC sequence number
	Current RLC SN

	         RB Identity
	4

	         RLC sequence number
	Current RLC SN

	         RB Identity
	20

	         RLC sequence number
	Current RLC SN

	Integrity protection mode info
	

	         Integrity protection mode command
	Modify

	         Downlink integrity protection activation info
	

	
	Current RRC SN for SRB0

	
	Current RRC SN for SRB1

	
	0

	
	Current RRC SN for SRB3

	
	Current RRC SN for SRB4

	         Integrity protection algorithm
	UIA1

	CN domain identity
	PS Domain


NOTE: 
"Current RLC SN" is defined as the value of VT(S) in the SS at the time when the SECURITY MODE COMMAND is submitted to RLC for transmission, that is, the RLC send sequence number of the next transmitted RLC PDU on the particular radio bearer. "Current RRC SN" is  defined as the RRC message sequence number of the next transmitted RRC message on the particular radio bearer.

SECURITY MODE COMPLETE (Step 7)

	Information Element
	Value/remark

	RRC transaction identifier 
	0

	Integrity check info
	

	           - Message Authentication code
	This IE is checked to see if it is present. The value is compared against the XMAC-I value computed by SS.

The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	           - RRC Message sequence number
	This IE is checked to see if it is present. The value is used by SS to compute the XMAC-I value.

	Uplink integrity protection activation info
	

	           - RRC message sequence number list
	

	              -RRC message sequence number
	Check to see if the RRC SN for RB 0 is present

	              -RRC message sequence number
	Check to see if the RRC SN for RB 1 is present

	              -RRC message sequence number
	Check to see if the RRC SN for RB 2 is present

	              -RRC message sequence number
	Check to see if the RRC SN for RB 3 is present

	              -RRC message sequence number
	Check to see if the RRC SN for RB 4 is present

	Radio bearer uplink ciphering activation time info
	

	           - Radio bearer activation time
	

	              - RB Identity
	1

	              - RLC sequence number
	Check to see if the RLC SN for RB1is present

	              - RB Identity
	2

	              - RLC sequence number
	SS records this value. See step 8 in 'expected sequence'

	              - RB Identity
	3

	              - RLC sequence number
	Check to see if the RLC SN for RB3 is present

	              - RB Identity
	4

	              - RLC sequence number
	Check to see if the RLC SN for RB4 is present

	              - RB Identity
	20

	              - RLC sequence number
	Check to see if the RLC SN for RB20 is present


8.1.7.2.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_FACH (state 6-11) as specified in clause 7.4 of TS 34.108.
Test Procedure
The UE is in CELL_FACH state. The SS initiates an Authentication and Ciphering procedure, which will result in the generation of a new security keyset (CK/IK). The SS transmits a SECURITY MODE COMMAND message which contains an unexpected critical message extension. The UE shall respond by sending SECURITY MODE FAILURE message on the DCCH. Next, SS transmits a valid SECURITY MODE COMMAND message which includes the correct downlink activation times and IE "Integrity check info". The UE shall check the integrity check info. It shall start to configure ciphering in downlink and transmit a SECURITY MODE COMPLETE message, which contains the correct uplink activation times using the new integrity protection configuration. This message shall contain the IE "Integrity check info". SS records the uplink ciphering activation time for RB 2. Next, SS transmits UE CAPABILITY ENQUIRY message repeatedly on the downlink DCCH using RLC-AM mode. The UE shall respond to each downlink message with a UE CAPABILITY INFORMATION message on the uplink DCCH using RLC-AM. SS checks all uplink messages are integrity-protected by UIA1 algorithm, and that the messages contain the correct values for "Integrity check info" IE by sending a UE CAPABILITY INFORMATION CONFIRM. This cycle repeats itself until both the uplink and downlink ciphering activation time for RB 2 have elapsed. After both the uplink and downlink ciphering activation time for RB 2 have passed, the UE shall be able to communicate with the SS using the new ciphering configurations. This can be verified in SS through the reception of a correctly ciphered and integrity-protected UE CAPABILITY INFORMATION message.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	UE is initially in CELL_FACH state. 

	1a
	   (
	AUTHENTICATION AND CIPHERING REQUEST
	GMM message which will result in the generation of a new security keyset

	1b
	   (
	AUTHENTICATION AND CIPHERING RESPONSE
	GMM 

	2
	   (
	SECURITY MODE COMMAND
	See specific message content

	3
	   (
	SECURITY MODE FAILURE
	IE "Failure Cause" shall be set to "Protocol Error" and IE "Protocol Error Information" shall be set to "Message extension not comprehended".

	4
	
	Void
	

	5
	
	Void
	

	6
	
	Void
	

	7
	
	Void
	

	8
	  (
	SECURITY MODE COMMAND
	See specific message contents. 

	9
	   (
	SECURITY MODE COMPLETE
	SS verifies that this message is sent using the old ciphering configuration. SS records the uplink ciphering activation time for RB 2.

	10
	  (
	UE CAPABILITY ENQUIRY
	SS repeats step 10,11 and 12 until its internal uplink and downlink RLC SN have both surpassed the uplink and downlink ciphering activation time specified for RB2. This message is sent on the downlink DCCH using RLC-AM. 

	11
	   (
	UE CAPABILITY INFORMATION
	UE shall send this message on the uplink DCCH using RLC-AM.  SS verifies that the last UE CAPABILITY INFORMATION message is both integrity-protected and ciphered correctly.

	12
	(
	UE CAPABILITY INFORMATION CONFIRM
	


Specific Message Contents

SECURITY MODE COMMAND (Step 2)
	Information Element
	Value/remark

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Critical extensions
	’FF’H


SECURITY MODE COMMAND (Step 8)
See notes below for the value of Y.

	Information Element
	Value/remark

	RRC transaction identifier
	0

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	Security Capability
	Same as originally sent by UE (and stored in SS)

	Ciphering mode info
	

	     Ciphering mode command
	Start/restart

	     Ciphering algorithm
	UEA1

	     Activation time for DPCH
	Not Present

	     Radio bearer downlink ciphering activation time info
	

	         RB Identity
	1

	         RLC sequence number
	Current RLC SN + Y 

	         RB Identity
	2

	         RLC sequence number
	Current RLC SN + 4

	         RB Identity
	3

	         RLC sequence number
	Current RLC SN + Y 

	         RB Identity
	4

	         RLC sequence number
	Current RLC SN + Y 

	         RB Identity
	20

	         RLC sequence number
	Current RLC SN + Y 

	Integrity protection mode info
	

	         Integrity protection mode command
	Modify

	         Downlink integrity protection activation info
	

	 
	Current RRC SN for SRB0 + 2

	
	Current RRC SN for SRB1 + 2

	
	Current RRC SN for SRB2 + 2

	
	Current RRC SN for SRB3 + 2

	
	Current RRC SN for SRB4 + 2

	        Integrity protection algorithm
	UIA1

	CN domain identity
	PS Domain


Y=1  (Step 8)
SECURITY MODE COMPLETE (Step 9)

	Information Element
	Value/remark

	RRC transaction identifier
	0

	Integrity check info
	

	           - Message Authentication code
	Checked to see if present. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	           - RRC Message sequence number
	Checked to see if present

	Uplink integrity protection activation info
	

	           - RRC message sequence number list
	Check to see if it the RRC SN for RB 0 to RB 4 are present

	Radio bearer uplink ciphering activation info
	

	           - RB Identity other than RB2
	Check to see if the RLC SN for RB1, 3 and 4 are present

	           - RB Identity
	2

	           - RLC sequence number
	SS records this value. See step 10 in 'expected sequence'


8.1.8.1.4 
Method of test

Initial Condition

System Simulator: 1 cell

UE: PS-DCCH+DTCH_DCH state (state 6-10) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is brought to the CELL_DCH state after a successful outgoing call attempt. The SS transmits an invalid COUNTER CHECK message. This message contains an unexpected critical message extension. The UE shall detect a protocol error and send RRC STATUS message to report this event. Next, the SS transmits a COUNTER CHECK message that includes the current COUNT-C MSB information in each radio access bearer. The UE shall react by sending a COUNTER CHECK RESPONSE message on the uplink DCCH, which does not include "RB COUNT-C information" IE. The SS transmits a COUNTER CHECK message which includes the current COUNT-C MSB information reversed all the bits in each radio bearer. The UE shall send a COUNTER CHECK RESPONSE message on the uplink DCCH, specifying the current COUNT-C information for each radio access bearer established. The SS transmits a COUNTER CHECK message which includes a different radio bearer. The UE shall send a COUNTER CHECK RESPONSE message on the uplink DCCH, specifying the current COUNT-C information for each radio access bearer established.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_DCH state after an outgoing call has been established successfully.

	2
	 (
	COUNTER CHECK
	See specific message contents for this message

	3
	 (
	RRC STATUS
	UE shall detect a protocol error and then transmit this message.

	4
	 (
	COUNTER CHECK
	See specific message content.

	5
	 (
	COUNTER CHECK RESPONSE
	The message shall not include the IE "RB COUNT-C information".

	6
	 (
	COUNTER CHECK
	See specific message content.

	7
	 (
	COUNTER CHECK RESPONSE
	The message shall include the IE "RB COUNT-C information".

	8
	 (
	COUNTER CHECK
	See specific message content.

	9
	 (
	COUNTER CHECK RESPONSE
	The message shall include the IE "RB COUNT-C information".


Specific Message Contents

COUNTER CHECK (Step 2)

	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 3)

Use the same message type found in Annex A, with the following exception.
	Information Element
	Value/remark

	Protocol Error Information


	

	        - Protocol Error Cause
	Message extension not comprehended


COUNTER CHECK (Step 4)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	RB COUNT-C MSB information
	

	        - RB identity
	20

	        - COUNT-C MSB uplink
	Current COUNT-C MSB for RB#20 in uplink

	        - COUNT-C MSB downlink
	Current COUNT-C MSB for RB#20 in downlink


COUNTER CHECK RESPONSE (Step 5)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info
	Not checked

	RB COUNT-C information
	Check to if this IE is absent


COUNTER CHECK (Step 6)

	Information Element
	Value/remark

	Message Type 
	

	RRC transaction identifier
	0

	Integrity check info 
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	RB COUNT-C MSB information
	

	        - RB identity
	Check to see if set to 20

	        - COUNT-C MSB uplink
	Toggle all bits of the current COUNT-C MSB in uplink for RB#20

	        - COUNT-C MSB downlink
	Toggle all bits of the current COUNT-C MSB in downlink for RB#20


COUNTER CHECK RESPONSE (Step 7)

	Information Element
	Value/remark

	Message Type 
	

	RRC transaction identifier 
	0

	Integrity check info
	Not checked

	RB COUNT-C information
	

	        - RB identity
	Check to see if set to 20

	        - COUNT-C uplink
	Check to see if set to Current COUNT-C for RB#20 in uplink

	        - COUNT-C downlink
	Check to see if set to COUNT-C for RB#20 in downlink


COUNTER CHECK (Step 8)

	Information Element
	Value/remark

	Message Type 
	

	RRC transaction identifier
	0

	Integrity check info 
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	RB COUNT-C MSB information
	

	        - RB identity
	Check to see if set to 25

	        - COUNT-C MSB uplink
	Arbitrary COUNT-C MSB in uplink for RB#25

	        - COUNT-C MSB downlink
	Arbitrary COUNT-C MSB in downlink for RB#25


COUNTER CHECK RESPONSE (Step 9)

	Information Element
	Value/remark

	Message Type 
	

	RRC transaction identifier 
	0

	Integrity check info
	Not checked

	RB COUNT-C information
	

	        - RB identity
	Check to see if set to 20

	        - COUNT-C uplink
	Check to see if set to Current COUNT-C for RB#20 in uplink

	        - COUNT-C downlink
	Check to see if set to COUNT-C for RB#20 in downlink

	        - RB identity
	Check to see if set to 25

	        - COUNT-C uplink
	Check to see if COUNT-C MSB is set to COUNT-C MSB in uplink for RB#25 in step 8 and LSB is fill with '0'

	        - COUNT-C downlink
	Check to see if COUNT-C MSB is set to COUNT-C MSB in downlink for RB#25 in step 8 and LSB is fill with '0'


8.1.8.2.4 
Method of test

Initial Condition

System Simulator: 1 cell.

UE: PS-DCCH+DTCH_FACH state (state 6-11) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is brought to the CELL_FACH state after a successful outgoing call attempt. The SS transmits an invalid COUNTER CHECK message. This message contains an unexpected critical message extension. The UE shall detect a protocol error and send RRC STATUS message to report this event. Next, the SS transmits a COUNTER CHECK message that includes the current COUNT-C MSB information in each radio access bearer. The UE shall react by sending a COUNTER CHECK RESPONSE message on the uplink DCCH, which does not include "RB COUNT-C information" IE. The SS transmits a COUNTER CHECK message, which includes the current COUNT-C MSB information for each radio bearer but with all the bits reversed. The UE shall send a COUNTER CHECK RESPONSE message on the uplink DCCH, specifying the current COUNT-C information for each radio access bearer established. The SS transmits a COUNTER CHECK message which includes a different radio bearer. The UE shall send a COUNTER CHECK RESPONSE message on the uplink DCCH, specifying the current COUNT-C information for each radio access bearer established.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_FACH state after an outgoing call has been established successfully.

	2
	 (
	COUNTER CHECK
	See specific message contents for this message

	3
	 (
	RRC STATUS
	UE shall detect a protocol error and then transmit this message.

	4
	 (
	COUNTER CHECK
	See specific message content.

	5
	 (
	COUNTER CHECK RESPONSE
	The message shall not include the IE "RB COUNT-C information".

	6
	 (
	COUNTER CHECK
	See specific message content.

	7
	 (
	COUNTER CHECK RESPONSE
	The message shall include the IE "RB COUNT-C information".

	8
	 (
	COUNTER CHECK
	See specific message content.

	9
	 (
	COUNTER CHECK RESPONSE
	The message shall include the IE "RB COUNT-C information".


Specific Message Contents

COUNTER CHECK (Step 2)

	Information Element
	Value/remark

	Critical extensions
	’FF’H


RRC STATUS (Step 3)

	Information Element
	Value/remark

	Message Type


	

	Protocol Error Information
	

	        - Protocol Error Cause
	Message extension not comprehended


COUNTER CHECK (Step 4)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	RB COUNT-C MSB information
	

	        - RB identity
	20

	        - COUNT-C MSB uplink
	Current COUNT-C MSB for RB#20 in uplink

	        - COUNT-C MSB downlink
	Current COUNT-C MSB for RB#20 in downlink


COUNTER CHECK RESPONSE (Step 5)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info
	Not checked

	RB COUNT-C information
	Check to if this IE is absent


COUNTER CHECK (Step 6)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	RB COUNT-C MSB information
	

	        - RB identity
	20

	        - COUNT-C MSB uplink
	Toggle all bits of the current COUNT-C MSB in uplink for RB#20

	        - COUNT-C MSB downlink
	Toggle all bits of the current COUNT-C MSB in downlink for RB#20


COUNTER CHECK RESPONSE (Step 7)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info
	Not checked

	RB COUNT-C information
	

	        - RB identity
	Check to see if set to 20

	        - COUNT-C uplink
	Check to see if set to Current COUNT-C for RB#20 in uplink

	        - COUNT-C downlink
	Check to see if set to COUNT-C for RB#20 in downlink


COUNTER CHECK (Step 8)

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	0

	Integrity check info 
	

	     Message authentication code
	Calculated result in SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     RRC Message sequence number
	Next RRC SN

	RB COUNT-C MSB information
	

	        - RB identity
	Check to see if set to 25

	        - COUNT-C MSB uplink
	Arbitrary COUNT-C MSB in uplink for RB#25

	        - COUNT-C MSB downlink
	Arbitrary COUNT-C MSB in downlink for RB#25


COUNTER CHECK RESPONSE (Step 9)

	Information Element
	Value/remark

	RRC transaction identifier 
	0

	Integrity check info
	Not checked

	RB COUNT-C information
	

	        - RB identity
	Check to see if set to 20

	        - COUNT-C uplink
	Check to see if set to Current COUNT-C for RB#20 in uplink

	        - COUNT-C downlink
	Check to see if set to COUNT-C for RB#20 in downlink

	        - RB identity
	Check to see if set to 25

	        - COUNT-C uplink
	Check to see if COUNT-C MSB is set to COUNT-C MSB in uplink for RB#25 in step 8 and LSB is fill with '0'

	        - COUNT-C downlink
	Check to see if COUNT-C MSB is set to COUNT-C MSB in downlink for RB#25 in step 8 and LSB is fill with '0'


8.2.1.7.4
Method of test

Initial Condition

System Simulator: 1 cell

UE: CS-DCCH_DCH (state 6-5) or PS-DCCH_DCH (state 6-7) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is in CELL_DCH state. SS then send a MEASUREMENT CONTROL message to UE. The UE shall perform periodical traffic volume measurement according to this message and then transmit MEASUREMENT REPORT message back to SS. The SS transmits an invalid RADIO BEARER SETUP message to the UE which contains an unexpected critical message extension. The UE keeps the old configuration and transmits a RADIO BEARER SETUP FAILURE message on the DCCH using AM RLC which is set to "protocol error" in IE "failure cause", and is set to "Message extension not comprehended" in IE "Protocol error cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically. The UE keeps current configuration after SS transmits a RADIO BEARER SETUP message including an invalid configuration. Then UE transmits a RADIO BEARER SETUP FAILURE message on the DCCH using AM RLC, setting the value "invalid configuration" to IE "failure cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	0a
	(
	MEASUREMENT CONTROL
	SS requests UE to perform periodical traffic volume measurement.

	0b
	(
	MEASUREMENT REPORT
	

	1
	(
	RADIO BEARER SETUP
	See specific message content.

	2
	(
	RADIO BEARER SETUP FAILURE
	The UE does not change its configuration.

	2a
	(
	MEASUREMENT REPORT
	

	3
	(
	RADIO BEARER SETUP
	This message includes an invalid value.

	4
	(
	RADIO BEARER SETUP FAILURE
	The UE does not change its configuration.

	5
	(
	MEASUREMENT REPORT
	


Specific Message Contents

MEASUREMENT CONTROL (Step 0a)
Use the MEASUREMENT CONTROL message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/Remark

	Measurement Identity
	1

	Measurement Command
	Setup

	Measurement reporting mode
	

	  - Measurement Report Transfer Mode
	Acknowledged mode RLC

	  - Periodical Reporting / Event Trigger Reporting Mode
	Periodical Reporting

	Additional measurement list
	Not Present

	CHOICE measurement type
	Traffic Volume Measurement

	  - Traffic volume measurement object list
	

	    - Uplink transport channel type
	DCH 

	    - UL Target Transport Channel ID
	5

	  - Traffic volume measurement quantity
	

	    - Measurement quantity
	RLC Buffer Payload 

	  - Traffic volume reporting quantity
	

	   - RLC Buffer Payload for each RB
	True

	   - Average of RLC Buffer Payload for each RB
	False

	   - Variance of RLC Buffer Payload for each RB
	False

	  - Measurement validity
	

	    - UE state
	All states

	  - CHOICE Reporting criteria
	Periodical Reporting Criteria

	    - Amount of reporting
	Infinity

	    - Reporting interval
	8000

	DPCH compressed mode status
	Not Present


MEASUREMENT REPORT (Step 0b, 2a and 5)

Check to see if the same message type found in [9] TS 34.108 Clause 9 is received, with the following exceptions:

	Information Element
	Value/Remarks

	Measurement identity
	1

	Measured Results
	

	- CHOICE measurement
	Traffic volume measured results list

	   - Traffic volume measurement results
	

	     - RB identity
	1

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	2

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	3

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	4

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	Measured results on RACH
	Check to see if this IE is absent

	Additional measured results
	Check to see if this IE is absent

	Event results
	Check to see if this IE is absent


RADIO BEARER SETUP (Step 1)

Use the RADIO BEARER SETUP message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/remark

	Critical extensions
	’FF’H


RADIO BEARER SETUP FAILURE (Step 2)
	Information Element
	Value/remark

	Message Type
	

	Failure cause
	

	        - Failure cause
	Protocol error

	        - Protocol error information
	

	         - Protocol error cause
	Message extension not comprehended

	Other information element
	Not checked


RADIO BEARER SETUP (Step 3)
The contents of RADIO BEARER SETUP message in this test case is identical as "Non speech from CELL_DCH to CELL_DCH in CS", Speech to CELL_DCH from CELL_DCH in CS" or "Packet to CELL_DCH from CELL_DCH in PS" as found in clause 9 of TS 34.108 with the following exceptions:

RADIO BEARER SETUP (Step 3) (FDD)
	Information Element
	Value/remark

	RAB information for setup list
	

	 - RAB information for setup
	This IE is set as defined in message "RADIO BEARER SETUP message: AM or UM (Speech in CS)"

	 - RAB information for setup
	This IE is set as defined in message "RADIO BEARER SETUP message: AM or UM (Packet to CELL_DCH from CELL_DCH in PS)"


RADIO BEARER SETUP (Step 3) (TDD)

	Information Element
	Value/remark

	      -PRACH TFCS
	Present


RADIO BEARER SETUP FAILURE (Step 4)
The contents of RADIO BEARER SETUP FAILURE message in this test case is the same as the RADIO BEARER SETUP FAILURE message as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Failure cause
	Invalid configuration


8.2.5.4.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: DCCH+DTCH_DCH (state 6-9 or state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.

Test Procedure

The UE is in CELL_DCH state. SS then send a MEASUREMENT CONTROL message to UE. The UE shall perform periodical traffic volume measurement according to this message and then transmit MEASUREMENT REPORT message back to SS. The SS transmits an invalid TRANSPORT FORMAT COMBINATION CONTROL message which contains an unexpected critical message extension. The UE shall transmit a TRANSPORT FORMAT COMBINATION CONTROL FAILURE message which is set to "Message extension not comprehended" in IE "Protocol error cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically. SS transmits a TRANSPORT FORMAT COMBINATION CONTROL message including some IEs set to get an invalid configuration. The UE keeps its current configuration and transmits a TRANSPORT FORMAT COMBINATION CONTROL FAILURE message on the DCCH using AM RLC, setting the value "invalid configuration" to IE "failure cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	0a
	(
	MEASUREMENT CONTROL
	SS requests UE to perform periodical traffic volume measurement.

	0b
	(
	MEASUREMENT REPORT
	

	1
	
	
	UE is in CELL_DCH state with a DCH for a signalling radio bearer and a DCH for a radio access bearer.

	2


	(
	TRANSPORT FORMAT

 COMBINATION CONTROL
	See specific message content.

	3


	(
	TRANSPORT FORMAT

 COMBINATION CONTROL FAILURE
	The UE shall not change its configuration because Message extension not comprehended

	3a
	(
	MEASUREMENT REPORT
	

	4
	(
	TRANSPORT FORMAT

 COMBINATION CONTROL
	This message includes an invalid configuration.

	5
	(
	TRANSPORT FORMAT

 COMBINATION CONTROL FAILURE
	The UE shall not change its configuration

	6
	(
	MEASUREMENT REPORT
	


Specific Message Contents

MEASUREMENT CONTROL (Step 0a)
Use the MEASUREMENT CONTROL message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/Remark

	Measurement Identity
	1

	Measurement Command
	Setup

	Measurement reporting mode
	

	  - Measurement Report Transfer Mode
	Acknowledged mode RLC

	  - Periodical Reporting / Event Trigger Reporting Mode
	Periodical Reporting

	Additional measurement list
	Not Present

	CHOICE measurement type
	Traffic Volume Measurement

	  - Traffic volume measurement object list
	

	    - Uplink transport channel type
	DCH 

	    - UL Target Transport Channel ID
	5

	  - Traffic volume measurement quantity
	

	    - Measurement quantity
	RLC Buffer Payload 

	    - Time Interval to take an average or a variance
	Not Present

	  - Traffic volume reporting quantity
	

	   - RLC Buffer Payload for each RB
	True

	   - Average of RLC Buffer Payload for each RB
	False

	   - Variance of RLC Buffer Payload for each RB
	False

	  - Measurement validity
	

	    - UE state
	All states

	  - CHOICE Reporting criteria
	Periodical Reporting Criteria

	    - Amount of reporting
	Infinity

	    - Reporting interval
	8000

	DPCH compressed mode status
	Not Present


MEASUREMENT REPORT (Step 0b, 3a and 6)

Check to see if the same message type found in [9] TS 34.108 Clause 9 is received, with the following exceptions:

	Information Element
	Value/Remarks

	Measurement identity
	1

	Measured Results
	

	- CHOICE measurement
	Traffic volume measured results list

	   - Traffic volume measurement results
	

	     - RB identity
	1

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	2

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	3

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	4

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	Measured results on RACH
	Check to see if this IE is absent

	Additional measured results
	Check to see if this IE is absent

	Event results
	Check to see if this IE is absent


TRANSPORT FORMAT COMBINATION CONTROL (Step 2) 

Use the same message sub-type found in [9] TS 34.108 clause 9, with the following exceptions:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


TRANSPORT FORMAT COMBINATION CONTROL FAILURE (Step 3)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE, with the following exceptions:

	Information Element
	Value/remark

	RRC transaction identitifer
	Checked to see if it is set to identical value of the same IE in the downlink TRANSPORT FORMAT COMBINATION CONTROL message.

	Failure cause
	

	 - Failure cause
	Protocol error

	 - Protocol error information 
	

	  - Protocol error cause 
	Message extension not comprehended


TRANSPORT FORMAT COMBINATION CONTROL (Step 4)
Use the same message sub-type titled "TRANSPORT FORMAT COMBINATION CONTROL" in [9] TS 34.108 clause 9,  with following exceptions:

	Information Element
	Value/remark

	TrCH information elements
	

	 -DPCH/PUSCH TFCS uplink in uplink
	

	  - Restricted TrCH information
	

	   - Uplink transport channel type
	DCH

	   - Restricted UL TrCH identity
	15 ( for RACH transport channel identity)

	   - Allowed TFI
	0


TRANSPORT FORMAT COMBINATION CONTROL FAILURE (Step 5)
	Information Element
	Value/remark

	RRC transaction identitifer
	Checked to see if it is set to identical value of the same IE in the downlink TRANSPORT FORMAT COMBINATION CONTROL message.

	Integrity check info
	

	     - Message authentication code
	This IE is checked to see if it is present.  The value is compared against the XMAC-I value computed by SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	This IE is checked to see if it is present.  The value is used by SS to compute the XMAC-I value.

	Failure cause
	Invalid configuration


8.2.6.6.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CS-DCCH+DTCH_DCH (state 6-9) or PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is in CELL_DCH state. SS then send a MEASUREMENT CONTROL message to UE. The UE shall perform periodical traffic volume measurement according to this message and then transmit MEASUREMENT REPORT message back to SS. The SS transmits an invalid PHYSICAL CHANNEL RECONFIGURATION message to the UE, which contains an unexpected critical message extension. The UE keeps the old configuration and transmits a PHYSICAL CHANNEL RECONFIGURATION FAILURE message on the DCCH using AM RLC, with a value "protocol error" in IE "failure cause" and also a value "Message extension not comprehended" in IE "Protocol error cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically. SS transmits a PHYSICAL CHANNEL RECONFIGURATION message including some IEs which are set to give an invalid configuration. The UE keeps its initial configuration and transmits a PHYSICAL CHANNEL RECONFIGURATION FAILURE message on the DCCH using AM RLC, setting the value "invalid configuration" to IE "failure cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	0a
	(  
	MEASUREMENT CONTROL
	SS requests UE to perform periodical traffic volume measurement.

	0b
	(
	MEASUREMENT REPORT
	

	1
	(
	PHYSICAL CHANNEL RECONFIGURATION
	See specific message content.

	2
	(
	PHYSICAL CHANNEL RECONFIGURATION FAILURE
	The UE does not change its configuration.

	2a
	(
	MEASUREMENT REPORT
	

	3
	(
	PHYSICAL CHANNEL RECONFIGURATION
	This message includes IEs which is set to give an invalid configuration

	4
	
	
	The UE does not change its configuration

	5
	(
	PHYSICAL CHANNEL RECONFIGURATION FAILURE
	The IE "failure cause" shall be set to "invalid configuration

	6
	(
	MEASUREMENT REPORT
	


Specific Message Contents

MEASUREMENT CONTROL (Step 0a)
Use the MEASUREMENT CONTROL message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/Remark

	Measurement Identity
	1

	Measurement Command
	Setup

	Measurement reporting mode
	

	  - Measurement Report Transfer Mode
	Acknowledged mode RLC

	  - Periodical Reporting / Event Trigger Reporting Mode
	Periodical Reporting

	Additional measurement list
	Not Present

	CHOICE measurement type
	Traffic Volume Measurement

	  - Traffic volume measurement object list
	

	    - Uplink transport channel type
	DCH 

	    - UL Target Transport Channel ID
	5

	  - Traffic volume measurement quantity
	

	    - Measurement quantity
	RLC Buffer Payload 

	    - Time Interval to take an average or a variance
	Not Present

	  - Traffic volume reporting quantity
	

	   - RLC Buffer Payload for each RB
	True

	   - Average of RLC Buffer Payload for each RB
	False

	   - Variance of RLC Buffer Payload for each RB
	False

	  - Measurement validity
	

	    - UE state
	All states

	  - CHOICE Reporting criteria
	Periodical Reporting Criteria

	    - Amount of reporting
	Infinity

	    - Reporting interval
	8000

	DPCH compressed mode status
	Not Present


MEASUREMENT REPORT (Step 0b, 2a and 6)

Check to see if the same message type found in [9] TS 34.108 Clause 9 is received, with the following exceptions:

	Information Element
	Value/Remarks

	Measurement identity
	1

	Measured Results
	

	- CHOICE measurement
	Traffic volume measured results list

	   - Traffic volume measurement results
	

	     - RB identity
	1

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	2

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	3

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	4

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	Measured results on RACH
	Check to see if this IE is absent

	Additional measured results
	Check to see if this IE is absent

	Event results
	Check to see if this IE is absent


PHYSICAL CHANNEL RECONFIGURATION (Step 1) 

Use the PHYSICAL CHANNEL RECONFIGURATION message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/remark

	Critical extensions
	’FF’H


PHYSICAL CHANNEL RECONFIGURATION FAILURE (Step 2)

The contents of PHYSICAL CHANNEL RECONFIGURATION FAILURE message in this test case is the same as the PHYSICAL CHANNEL RECONFIGURATION FAILURE message as found in Annex A, with the following exceptions:
	Information Element
	Value/remark

	Failure cause
	

	        - Failure cause
	Protocol error

	        - Protocol error information
	

	         - Protocol error cause
	Message extension not comprehended


PHYSICAL CHANNEL RECONFIGURATION (Step 3) (FDD)
The contents of PHYSICAL CHANNEL RECONFIGURATION message in this test case is identical to the message sub-type title as "Speech in CS" or "Non speech in CS" or "Packet to CELL_DCH from CELL_DCH in PS" as found in Annex A with the following exceptions:
	Information Element
	Value/remark

	        - Default DPCH Offset Value
	512

	        - DPCH frame offset
	1024


PHYSICAL CHANNEL RECONFIGURATION (Step 3) (TDD)

The contents of PHYSICAL CHANNEL RECONFIGURATION message in this test case is identical to the message sub-type title as "Speech in CS" or "Non speech in CS" or "Packet to CELL_FACH from CELL_DCH in PS" as found in Annex A with the following exceptions:

	Information Element
	Value/remark

	      -PRACH TFCS
	Present


PHYSICAL CHANNEL RECONFIGURATION FAILURE (Step 5)
The contents of PHYSICAL CHANNEL RECONFIGURATION FAILURE message in this test case is the same as the PHYSICAL CHANNEL RECONFIGURATION FAILURE message as found in Annex A, with the following exceptions:
	Information Element
	Value/remark

	Failure cause
	Invalid configuration


8.2.6.14.4
Method of test

Initial Condition

System Simulator: 1 cell

UE: PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108
Test Procedure

The UE is in CELL_DCH state. The SS transmits a PHYSICAL CHANNEL RECONFIGURATION message to the UE to invoke the UE to transit from CELL_DCH to CELL_FACH. The UE shall reconfigure the common physical channel correctly according to this message. To complete this procedure, the UE shall transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE message using AM RLC. SS then send a MEASUREMENT CONTROL message to UE. The UE shall perform periodical traffic volume measurement according to this message and then transmit MEASUREMENT REPORT message back to SS. The SS transmits an invalid PHYSICAL CHANNEL RECONFIGURATION message to the UE which contains an unexpected critical message extension. The UE keeps the old configuration and transmits a PHYSICAL CHANNEL RECONFIGURATION FAILURE message on the DCCH using AM RLC, setting "protocol error" in IE "failure cause" and also setting "Message extension not comprehended" in IE "Protocol error cause". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically. SS transmits PHYSICAL CHANNEL RECONFIGURATION message including some IEs which are set to give an invalid configuration. The UE keeps current configuration and transmits a PHYSICAL CHANNEL RECONFIGURATION FAILURE message on the DCCH using AM RLC, setting IE "failure cause" to "invalid configuration". UE shall continue its traffic volume measurement and send MEASUREMENT REPORT messages back to SS periodically.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	PHYSICAL CHANNEL

 RECONFIGURATION 
	IE "Uplink DPCH Info" and IE "Downlink DPCH Info" are not specified.

	2
	
	
	UE shall perform the reconfiguration 

	3
	(
	PHYSICAL CHANNEL

 RECONFIGURATION COMPLETE
	The UE enters CELL_FACH state.

	3a
	(
	MEASUREMENT CONTROL
	SS requests UE to perform periodical traffic volume measurement.

	3b
	(
	MEASUREMENT REPORT
	

	4
	(
	PHYSICAL CHANNEL RECONFIGURATION
	See specific message content.

	5
	(
	PHYSICAL CHANNEL RECONFIGURATION FAILURE
	The UE does not change the configuration.

	5a
	(
	MEASUREMENT REPORT
	

	6
	(
	PHYSICAL CHANNEL RECONFIGURATION
	This message includes IEs which are set to give an invalid configuration.

	7
	
	
	The UE does not change the configuration

	8
	(
	PHYSICAL CHANNEL RECONFIGURATION FAILURE
	The IE "failure cause" shall be set to "invalid configuration

	9
	(
	MEASUREMENT REPORT
	


Specific Message Contents

PHYSICAL CHANNEL RECONFIGURATION (Step 1)

Use the message sub-type titled "Packet to CELL_FACH from CELL_DCH in PS" in Annex A for FDD and Annex A for TDD.
MEASUREMENT CONTROL (Step 3a)
Use the MEASUREMENT CONTROL message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/Remark

	Measurement Identity
	1

	Measurement Command
	Setup

	Measurement reporting mode
	

	  - Measurement Report Transfer Mode
	Acknowledged mode RLC

	  - Periodical Reporting / Event Trigger Reporting Mode
	Periodical Reporting

	Additional measurement list
	Not Present

	CHOICE measurement type
	Traffic Volume Measurement

	  - Traffic volume measurement object list
	

	    - Uplink transport channel type
	RACHorCPCH

	    - UL Target Transport Channel ID
	Not Present

	  - Traffic volume measurement quantity
	

	    - Measurement quantity
	RLC Buffer Payload 

	    - Time Interval to take an average or a variance
	Not Present

	  - Traffic volume reporting quantity
	

	   - RLC Buffer Payload for each RB
	True

	   - Average of RLC Buffer Payload for each RB
	False

	   - Variance of RLC Buffer Payload for each RB
	False

	  - Measurement validity
	

	    - UE state
	All states

	  - CHOICE Reporting criteria
	Periodical Reporting Criteria

	    - Amount of reporting
	Infinity

	    - Reporting interval
	8000

	DPCH compressed mode status
	Not Present


MEASUREMENT REPORT (Step 3b, 5a and 9)

Check to see if the same message type found in [9] TS 34.108 Clause 9 is received, with the following exceptions:

	Information Element
	Value/Remarks

	Measurement identity
	1

	Measured Results
	

	- CHOICE measurement
	Traffic volume measured results list

	   - Traffic volume measurement results
	

	     - RB identity
	1

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	2

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	3

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	     - RB identity
	4

	     - RLC buffer payload
	Check to see if this IE is present

	     - RLC buffer payload average
	Check to see if this IE is absent

	     - RLC buffer payload variance
	Check to see if this IE is absent

	Measured results on RACH
	Check to see if this IE is absent

	Additional measured results
	Check to see if this IE is absent

	Event results
	Check to see if this IE is absent


PHYSICAL CHANNEL RECONFIGURATION (Step 4)

Use the PHYSICAL CHANNEL RECONFIGURATION message as defined in [9] TS 34.108 clause 9, with the following exceptions:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


PHYSICAL CHANNEL RECONFIGURATION FAILURE (Step 5)

The contents of PHYSICAL CHANNEL RECONFIGURATION FAILURE message in this test case is the same as the PHYSICAL CHANNEL RECONFIGURATION FAILURE message as found in Annex A, with the following exceptions:
	Information Element
	Value/remark

	Failure cause
	

	        - Failure cause
	Protocol error

	        - Protocol error information
	

	         - Protocol error cause
	Message extension not comprehended


PHYSICAL CHANNEL RECONFIGURATION (Step 6) (FDD)
The contents of PHYSICAL CHANNEL RECONFIGURATION message in this test case is identical to the message sub-type title "Packet to CELL_DCH from CELL_FACH in PS" as found in Annex A with the following exceptions:
	Information Element
	Value/remark

	        - Default DPCH Offset Value
	512

	        - DPCH frame offset
	1024


PHYSICAL CHANNEL RECONFIGURATION (Step 6) (TDD)
The contents of PHYSICAL CHANNEL RECONFIGURATION message in this test case is identical to the message sub-type title "Packet to CELL_DCH from CELL_FACH in PS" as found in Annex A with the following exceptions:

	Information Element
	Value/remark

	      -PRACH TFCS
	Present


PHYSICAL CHANNEL RECONFIGURATION FAILURE (Step 7)
The contents of PHYSICAL CHANNEL RECONFIGURATION FAILURE message in this test case is the same as the PHYSICAL CHANNEL RECONFIGURATION FAILURE message as found in Annex A, with the following exceptions:
	Information Element
	Value/remark

	Failure cause
	Invalid configuration


8.3.1.13.4
Method of Test

Initial Condition

System Simulator: 1 cell

UE: CELL_PCH (state 6-12) as specified in clause 7.4 of TS 34.108.

Test Procedure

The UE is brought to CELL_PCH state at the beginning of the test. SS pages the UE by sending a PAGING TYPE 1 message using the U-RNTI identity assigned during RRC connection establishment procedure. The UE shall transmit a CELL UPDATE message on the uplink CCCH. Upon receiving such a message, the SS replies with an invalid CELL UPDATE CONFIRM messageon downlink DCCH using UM RLC. The UE shall detect the protocol error and re-transmit a CELL UPDATE message up to a maximum of N302 times. SS then transmit a valid CELL UPDATE CONFIRM message. Then the UE shall transmit an UTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH to acknowledge the receipt of the new UE identities.
Expected Sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	PAGING TYPE 1
	The UE is in the CELL_PCH state. SS pages for the UE using the allocated connected mode identity (U-RNTI).

	2
	(
	CELL UPDATE
	Check that the value "paging response" is set in IE "Cell update cause". 

	3
	(
	CELL UPDATE CONFIRM
	See specific message content.

	4
	(
	CELL UPDATE
	Check that the value "paging response" is set in IE "Cell update cause", the value "protocol error" is set in IE "failure cause" and the value "Message extension not comprehended" is set in IE "Protocol error information".

	5
	(
	CELL UPDATE CONFIRM
	See message content.

	6
	(
	UTRAN MOBILITY INFORMATION CONFIRM
	


Specific Message Content

CELL UPDATE (Step 2)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE on the uplink CCCH, with the exception of the following IEs:

	Information Element
	Value/remark

	U-RNTI
	

	     - SRNC Identity
	Check to see if set to '0000 0000 0001'

	     - S-RNTI
	Check to see if set to '0000 0000 0000 0000 0001'

	Cell Update Cause
	Check to see if set to 'Paging Response'


CELL UPDATE CONFIRM (Step 3) 

Use the CELL UPDATE CONFIRM message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/remark

	Critical extensions
	’FF’H


CELL UPDATE (Step 4)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE on the uplink CCCH, with the exception of the following IEs:

	Information Element
	Value/remark

	U-RNTI
	

	     - SRNC Identity
	Check to see if set to '0000 0000 0001'

	     - S-RNTI
	Check to see if set to '0000 0000 0000 0000 0001'

	Cell Update Cause
	Check to see if set to 'Paging Response'

	Failure cause
	Check to see if it is set to 'protocol error'

	     -Protocol error information
	Check to see if it is set to "Message extension not comprehended"


PAGING TYPE 1 (Step 1)

Use the same message sub-type titled "TM (Packet in PS)" in default message content of TS 34.108 with following exceptions:
	Information Element
	Value/remark

	Page record list
	

	   - Paging record
	

	    - CHOICE Used paging identity
	UTRAN identity

	      - U-RNTI
	

	       - SRNC Identity
	'0000 0000 0001'

	   - S-RNTI
	'0000 0000 0000 0000 0001'


CELL UPDATE CONFIRM (Step 5)
Use the same message sub-type found in TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/remark

	New C-RNTI

	'1010 1010 1010 1010'


8.3.2.2.4
Method of test

Initial Condition

System Simulator: 1 cell 

UE: URA_PCH (state 6-13) as specified in clause 7.4 of TS 34.108.
Test Procedure

The UE is in URA_PCH state. When the UE detects the expiry of timer T305, set according to the value specified in system information, the UE moves to CELL_FACH state and transmits a URA UPDATE message to the SS on the uplink CCCH. The message shall indicate the cause to be "periodic URA update" in IE "URA update cause". SS replies with an invalid URA UPDATE CONFIRM message sent on downlink CCCH, and check to see if the UE handles this event properly. The UE shall attempt to retransmit the identical URA UPDATE message. After the SS receives the second URA UPDATE message, it transmits a correct URA UPDATE CONFIRM message to the UE on the downlink CCCH. The UE then returns to URA_PCH state. SS calls for generic procedure C.5 to check that UE is in URA_PCH state.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is in URA_PCH state. SS wait until T305 timer has expired.

	2
	(
	URA UPDATE
	UE shall transmit this message and set value "periodic URA update" into IE "URA update cause".

	3
	(
	URA UPDATE CONFIRM
	See specific message content.

	4
	(
	URA UPDATE
	UE shall not return to idle mode immediately, but attempts to re-transmit this message.

	5
	(
	URA UPDATE CONFIRM
	

	
	
	
	

	6
	
	Void
	

	
	
	
	

	7
	((
	CALL C.5
	If the test result of C.5 indicates that UE is in URA_PCH state, the test passes, otherwise it fails.


Specific Message Contents

URA UPDATE (Step 2)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE on the uplink CCCH, with the exception of the following IEs:
	Information Element
	Value/remark

	U-RNTI
	

	   - SRNC Identity
	Check to see if set to '0000 0000 0001'

	   - S-RNTI
	Check to see if set to '0000 0000 0000 0000 0001'

	URA Update Cause
	Check to see if set to 'Periodic URA update'


URA UPDATE CONFIRM (Step 3) 

Use the URA UPDATE CONFIRM message as defined in [9] TS 34.108 clause 9, with the following exceptions:
	Information Element
	Value/remark

	Critical extensions
	’FF’H


URA UPDATE (Step 4)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE on the uplink CCCH, with the exception of the following IEs:
	Information Element
	Value/remark

	U-RNTI
	

	    - SRNC Identity
	Check to see if set to '0000 0000 0001'

	    - S-RNTI
	Check to see if set to '0000 0000 0000 0000 0001'

	RRC Transaction identifier
	Check to see if set to the value given in URA UPDATE CONFIRM message in step 3.

	URA Update Cause
	Check to see if set to 'Periodic URA update'

	Protocol error indicator
	TRUE

	Protocol error information
	

	   - Protocol error cause
	Message extension not comprehended


URA UPDATE CONFIRM (Step 5) 

Use the URA UPDATE CONFIRM message as defined in [9] TS 34.108 clause 9.
8.3.3.2.4
Method of test

Initial Conditions

System Simulator: 1 cell.
UE: PS-DCCH+DTCH_FACH (state 6-11) as specified in clause 7.4 of TS 34.108.

Specific Message Contents

For system information block 1 (given IEs which are different from defaults given in TS34.108 clause 6.1) to be transmitted before idle update preamble.

System Information Block type 1
	Information Element
	Value/remark

	T305
	5 minutes


Test Procedure

The UE is brought to CELL_FACH state. SS waits for T305 to expire. The UE shall transmit a CELL UPDATE message. SS sends CELL UPDATE CONFIRM message to the UE on the downlink DCCH. Then SS transmits a UTRAN MOBILITY INFORMATION message, which contains an unexpected critical message extension, to the UE on the DCCH using AM-RLC mode. The UE shall respond by transmitting the UTRAN MOBILITY INFORMATION FAILURE message, indicating "protocol error" in IE "failure cause" and also "Message extension not comprehended " in IE "Protocol error information". After receiving the UTRAN MOBILITY INFORMATION FAILURE message, SS waits for T305 to expire. The UE shall transmit a CELL UPDATE message with the original U-RNTI identity assigned. SS sends CELL UPDATE CONFIRM message to the UE on the downlink DCCH. 

Expected Sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The initial state of the UE is CELL_FACH state.

	1a
	
	
	SS waits for a period up to timer T305 to allow the UE to start performing a cell updating procedure.

	1b
	(
	CELL UPDATE
	

	1c
	(
	CELL UPDATE CONFIRM
	

	2
	(
	UTRAN MOBILITY INFORMATION
	See specific message content.

	
	
	
	

	3
	(
	UTRAN MOBILITY INFORMATION FAILURE
	UE shall transmit this message to report the error in UTRAN MOBILITY INFORMATION message. It shall include the appropriate cause in the message.

	4
	
	
	SS waits for a period up to timer T305 to allow the UE to start performing a cell updating procedure.

	5
	(
	CELL UPDATE
	

	6
	(
	CELL UPDATE CONFIRM
	


Specific Message Content

UTRAN MOBILITY INFORMATION (Step 2)

Use the UTRAN MOBILITY INFORMATION message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/remark

	Critical extensions
	’FF’H


UTRAN MOBILITY INFORMATION FAILURE (Step 3)

	Information Element
	Value/remark

	Integrity check info
	

	     - Message authentication code
	This IE is checked to see if it is present.  The value is compared against the XMAC-I value computed by SS. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	This IE is checked to see if it is present.  The value is used by SS to compute the XMAC-I value.

	Failure Cause 
	

	- Failure Cause
	Check to see if set to 'Protocol error'

	- Protocol Error Information
	Check to see if set to Message extension not comprehended


CELL UPDATE (Step 1b and 5)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE on the uplink CCCH, with the exception of the following IEs:

	Information Element
	Value/remark

	U-RNTI
	

	         - SRNC Identity
	Check to see if set to '0000 0000 0001'B

	         - S-RNTI
	Check to see if set to '0000 0000 0000 0000 0001'B

	Cell update cause
	Check to see if set to 'periodical cell updating'


CELL UPDATE CONFIRM (Step 1c and 6)

Use the same message sub-type as in TS 34.108 clause 9.
8.3.4.7.4
Method of test

Initial Condition

System Simulator: 2 cells – both cell 1 and cell 2 are active.

UE: CS-DCCH+DTCH_DCH (state 6-9) or PS-DCCH+DTCH_DCH (state 6-10) in cell 1 as specified in clause 7.4 of TS 34.108, depending on the CN domain supported by the UE (Integrity protection algorithm is not applied at the start of test)

Test Procedure
Table 8.3.4.7
	Parameter
	Unit
	Cell 1
	Cell 2

	
	
	T0
	T1
	T0
	T1

	UTRA RF Channel Number
	
	Ch. 1
	Ch. 1

	CPICH Ec
	dBm/3.84MHz
	-60
	-75

	-60
	-60


Table 8.3.4.7 illustrates the downlink power to be applied for the 2 cells at various time instants of the test execution.  
The UE establishes a radio access bearer in CELL_DCH in cell 1. SS configures its downlink transmission power settings according to columns "T1" in table 8.3.4.7. UE shall be triggered to transmit a MEASUREMENT REPORT message which includes the primary scrambling code for cell 2 according to IE "Intra-frequency event identity", which is set to '1a' in the SYSTEM INFORMATION BLOCK TYPE 11. SS transmits an ACTIVE SET UPDATE message which contains an unexpected critical message extension. The UE shall transmit an ACTIVE SET UPDATE FAILURE message, stating the reason " Message extension not comprehended " in the IE "Protocol error information". UE then send another MEASUREMENT REPORT to SS 4s after step 2.  SS calls for generic procedure C.3 to check that UE is in CELL_DCH state.
Expected Sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	SS configures its downlink transmission power settings according to columns "T1" in table 8.3.4.7

	2
	(
	MEASUREMENT REPORT
	

	3
	(
	ACTIVE SET UPDATE
	The SS transmits this message on downlink DCCH using AM RLC which does not include any IEs except IE "Message Type"

	4
	(
	ACTIVE SET UPDATE FAILURE
	The message shall state "Message extension not comprehended " in IE "protocol error information". 

	5
	(
	MEASUREMENT REPORT
	

	6
	((
	CALL C.3
	If the test result of C.3 indicates that UE is in CELL_DCH state, the test passes, otherwise it fails.


Specific Message Contents

ACTIVE SET UPDATE (Step 3)

Use the ACTIVE SET UPDATE message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/remark

	Critical extensions
	’FF’H


ACTIVE SET UPDATE FAILURE (Step 4)

	Information Element
	Value/remark

	Protocol Error Information

      - Protocol Error Cause
	Message extension not comprehended


8.4.1.10.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CS-DCCH+DTCH_DCH (State 6-9) or PS-DCCH+DTCH_DCH (State 6-10) in cell 1 as specified in clause 7.4 of TS 34.108, depending on the CN domain supported by the UE.
Test Procedure

The UE is initially brought to CELL_DCH. SS transmits a MEASUREMENT CONTROL message to the UE, commanding it to start transmitting report messages for the reporting quantity "UE Transmitted Power". SS waits for the UE to transmit MEASUREMENT RERORT message on the uplink DCCH. After the MEASUREMENT REPORT message is received, SS transmits an invalid MEASUREMENT CONTROL message again. The UE shall reply with MEASURMENT CONTROL FAILURE message as it has detected a protocol error. It shall continue to report its UL transmission power level using MEASUREMENT REPORT messages.

Expected Sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is CELL_DCH state in cell 1.

	2
	(
	MEASUREMENT CONTROL
	SS transmits this message on downlink DCCH to instruct UE to start reporting the quantity "UE transmitted power".

	3
	(
	MEASUREMENT REPORT
	UE shall send this message periodically at 32 seconds interval

	4
	(
	MEASURMENT CONTROL
	See message content.

	
	
	
	

	5
	(
	MEASUREMENT CONTROL FAILURE
	UE shall continue its current measurement and reporting processes and procedures after sending this message.

	6
	(
	MEASUREMENT REPORT
	UE shall continue to transmit this message to the SS at 32 seconds interval.


Specific Message Content

MEASUREMENT CONTROL (Step 2)

	Information Element
	Value/remark

	Measurement Identity
	3

	Measurement Command
	Setup

	Measurement Reporting Mode
	

	      - Measurement Reporting Transfer Mode
	Acknowledged Mode RLC

	      - Periodic Reporting / Event Trigger Reporting Mode
	Periodical Reporting

	Additional measurements list
	Not Present

	CHOICE measurement type
	UE internal measurement

	      - UE internal measurement quantity
	

	       - Measurement quantity
	UE Transmitted Power

	       - Filter coefficient
	0

	      - UE internal reporting quantity
	

	       - UE Transmitted Power
	TRUE

	       - UE Rx-Tx time difference
	FALSE

	      CHOICE report criteria
	Periodical reporting criteria

	       - Amount of reporting
	Infinity

	       - Reporting interval
	32 seconds

	DPCH compressed mode status info
	Not Present


MEASUREMENT REPORT (Step 3 and Step 6)

	Information Element
	Value/remark

	Measurement identity
	Check to see if set to 3

	Measured Results
	

	        CHOICE measurement
	Check to see if set to "UE internal measurement results"

	        - CHOICE mode
	Check to see if it's set to "FDD"

	         - UE Transmitted Power
	Check to see if the reported power is compatible with RF class

	         - UE Rx-Tx report entries
	Check to see if this IE is absent

	Measured Results on RACH
	Check to see if this IE is absent

	Additional Measured results
	Check to see if this IE is absent

	Event Results
	Check to see if this IE is absent


MEASUREMENT CONTROL (Step 4)

Use the MEASUREMENT CONTROL message as defined in [9] TS 34.108 clause 9, with the following exceptions:

	Information Element
	Value/Remark

	Critical extensions
	’FF’H


MEASUREMENT CONTROL FAILURE (Step 5)

	Information Element
	Value/remark

	Failure cause
	Check to see if set to "protocol error"

	Protocol error information
	Check to see if set to " Message extension not comprehended "
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