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8.1.3.5
RRC Connection Release in CELL_FACH state: Invalid message
8.1.3.5.1
Definition

8.1.3.5.2
Conformance requirement

If the RRC CONNECTION RELEASE message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to TS 25.331 clause 9, and if the "protocol error cause" in PROTOCOL_ERROR_INFORMATION is set to any cause value except "ASN.1 violation or encoding error", the UE shall perform procedure specific error handling as follows:

The UE shall:

1>
ignore any IE(s) causing the error but treat the rest of the RRC CONNECTION RELEASE message as normal according to TS 25.331 subclause 8.1.4.3, with an addition of the following actions:

2>
if the RRC CONNECTION RELEASE message was received on the DCCH:

3>
set the IE "RRC transaction identifier" in the RRC CONNECTION RELEASE COMPLETE message to
the value of "RRC transaction identifier" in the entry for the RRC CONNECTION RELEASE message in the table "Rejected transactions" in the variable TRANSACTIONS;

3>
include the IE "Error indication" in the RRC CONNECTION RELEASE COMPLETE message with:

4>
the IE "Failure cause" set to the cause value "Protocol error"; and

4>
the IE "Protocol error information" set to the value of the variable PROTOCOL_ERROR_INFORMATION.

…

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, or sent via a radio access technology other than UTRAN, containing an undefined critical message extension, the UE shall:

1>
set the variable PROTOCOL_ERROR_REJECT to TRUE;

1>
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Message extension not comprehended";

1>
if the IE "Message Type" of the received message is not present in the table "Rejected transactions" in the variable TRANSACTIONS:

2>
store the IE "Message type" of the received message in the table "Rejected transactions" in the variable TRANSACTIONS; and

2>
set the IE "RRC transaction identifier" to zero in that table entry.

1>
perform procedure specific error handling according to TS 25.331 clause 8.

Reference

3GPP TS 25.331 clause 8.1.4 and 9.3b.
8.1.3.5.3
Test purpose

When the UE receives an invalid RRC CONNECTION RELEASE message on the downlink DCCH, it shall transmit an RRC CONNECTION RELEASE COMPLETE message that includes the appropriate error cause on the uplink DCCH. 

8.1.3.5.4
Method of test

Initial Condition

System Simulator: 1 cell

UE: CS-DCCH_FACH (state 6-6) or PS_DCCH_FACH (state 6-8) as specified in clause 7.4 of TS 34.108, depending on the CN domain(s) supported by the UE.
Test Procedure

The UE is initially in CELL FACH state. Then SS transmits an RRC CONNECTION RELEASE message containing an unexpected critical message extension on the DCCH to request the UE to disconnect the RRC connection. The UE shall transmit an RRC CONNECTION RELEASE COMPLETE message on the uplink DCCH, which includes the IE "Error indication". This IE shall contain the "Protocol error information" IE which in turn contains the IE “Protocol error cause” set to "Message extension not comprehended". Upon completion of the procedure, the SS calls for generic procedure C.1 to check that UE is in IDLE state.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	Void
	

	2
	
	Void
	

	3
	
	Void
	

	4
	
	Void
	

	5
	
	Void
	

	6
	
	Void
	

	7
	
	Void
	

	8
	(
	RRC CONNECTION RELEASE
	See specific message contents for this message

	9
	(
	RRC CONNECTION RELEASE COMPLETE
	See specific message contents for this message This message is sent using acknowledged mode.

	10
	
	Void
	

	11
	
	Void
	

	12
	
	Void
	

	13
	((
	CALL C.1
	If the test result of C.1 indicates that UE is in IDLE state, the test passes, otherwise it fails.


Specific Message Contents

RRC CONNECTION RELEASE (Step 8) 


	
	

	
	


This message must be recognised by the UE as an RRC CONNECTION RELEASE message.  However, it shall be constructed (see TS 25.331 clause 10.1.1) such that the UE will detect critical extensions not defined for the protocol release supported by the UE:
	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	     - Message authentication code
	SS calculates the value of MAC-I for this message and writes to this IE. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	     - RRC Message sequence number
	SS provides the value of this IE, from its internal counter.

	Critical extensions
	'01'H


RRC CONNECTION RELEASE COMPLETE (Step 9)

Check to see if the same message type found in clause 9 of TS 34.108 is received, with the following exceptions:
	
	

	
	

	
	


	Information Element
	Value/remark

	Error indication
	

	  - Failure cause
	‘Protocol error’

	  - Protocol error information
	

	    - CHOICE diagnostics type
	Protocol error cause

	      - Protocol error cause
	Check to see if set to ‘Message extension not comprehended’


8.1.3.5.5
Test requirement

After step 8 the UE shall transmit an RRC CONNECTION RELEASE COMPLETE message which includes the appropriate cause values in IE "Protocol error information". 

After step 12 the UE shall be in IDLE state.

……….

8.3.1.15
Cell Update: Unrecoverable error in Acknowledged Mode RLC SRB

8.3.1.15.1
Definition

8.3.1.15.2

Conformance Requirement

A UE shall initiate the cell update procedure in the following cases:

…

1>
RLC unrecoverable error:
…

2>
if the UE detects RLC unrecoverable error in an AM RLC entity:

3>
perform cell update using the cause "RLC unrecoverable error".

…

In case of cell update procedure the UE shall transmit a CELL UPDATE message. 

…

The UE shall set the IEs in the CELL UPDATE message as follows:

…

1>
if an unrecoverable error in any of the AM RLC entities for the signalling radio bearers RB2, RB3 or RB4 is detected:

2>
set the IE "AM_RLC error indication (RB2, RB3 or RB4)" to TRUE.

1>
otherwise:

2>
set the IE "AM_RLC error indication (RB2, RB3 or RB4)" to FALSE.

…

When the UTRAN receives a CELL UPDATE/URA UPDATE message, the UTRAN should:

…

1>
initiate an RRC connection release procedure (see subclause 8.1.4 in TS 25.331) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH. In particular UTRAN should:

2>
if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

3>
initiate an RRC connection release procedure by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH.
Reference

3GPP TS 25.331 clause 8.3.1.2, 8.3.1.3, 8.3.1.5
8.3.1.15.3
Test Purpose

-
To confirm that the UE reports the occurrence of an unrecoverable error in a C-plane AM RLC entity by initiating cell update procedure. 

-
To confirm that UE enters idle mode state after receiving RRC CONNECTION RELEASE message on the downlink CCCH.

8.3.1.15.4
Method of Test

Initial Condition

System Simulator: 1 cell

UE: CS-DCCH+DTCH_DCH (state 6-9) or PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108, depending on the CN domain supported by the UE
NOTE: The ‘timer poll’ value in the UE RLC transmit entity should be set to 100 ms. The maxDAT value in the UE RLC transmit entity should be set to dat10.
Test Procedure

The UE is initially in CELL_DCH state. SS sends a UE CAPABILITY ENQUIRY message on the DCCH using AM mode. The UE shall reply with a UE CAPABILITY INFORMATION message, sent using AM RLC on the DCCH. 

SS does not acknowledge the AM PDUs carrying this message. The UE shall continue to re-transmit the AM PDU carrying UE CAPABILITY INFORMATION message until the maximum re-transmission count is reached. 

Thereafter, the UE shall start sending RESET PDUs to request that the AM RLC entity for RRC signalling be re-initialized. SS ignores all RESET PDUs from the UE.
At this point, the UE shall initiate a cell update procedure by transmitting a CELL UPDATE message on the uplink CCCH. The CELL UPDATE message shall specify the value "TRUE" in IE "AM_RLC error indicator (RB2, RB3 or RB4)" and "RLC unrecoverable error" as the cell update cause. 

SS sends RRC CONNECTION RELEASE message on the downlink CCCH to UE. SS waits for 5 s and then calls for generic procedure C.1 to check that UE is in idle mode state.
Expected Sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is initially in CELL_DCH state.

	2
	(
	UE CAPABILITY ENQUIRY
	

	3
	(
	UE CAPABILITY INFORMATION
	SS does not acknowledge any of the AM PDUs carrying the UE CAPABILITY INFORMATION message. The UE shall re-transmit these AM PDUs until the maximum number has been reached.

	4
	
	
	UE shall start to transmit a RESET PDU. SS does not respond to any RESET PDU frames originated from the UE. 

	5
	(
	CELL UPDATE
	UE shall send this message on CCCH within a maximum time of 5 seconds after the first RESET PDU is sent. IE "AM_RLC Error Indication (RB2, RB3 or RB4)" shall be set to 'TRUE'

	6
	(
	RRC CONNECTION RELEASE
	Sends this message on the downlink CCCH and includes UE's UTRAN identity. After SS sent this message, SS waits for 5s.

	7
	((
	CALL C.1
	If the test result of C.1 indicates that UE is in idle mode state, the test passes, otherwise it fails.


Specific Message Contents

UE CAPABILITY ENQUIRY (Step 2)

Use the same message found in TS 34.108 clause 9.

UE CAPABILITY INFORMATION (Step 3)

Only the message type IE is checked for this message.

CELL UPDATE (Step 5)

The same message found in TS 34.108 clause 9 shall be transmitted by the UE on the uplink CCCH, with the exception of the following IEs:

	Information Element
	Value/remark

	U-RNTI
	

	   - SRNC Identity
	Check to see if set to '0000 0000 0001'

	   - S-RNTI
	Check to see if set to '0000 0000 0000 0000 0001'

	AM_RLC error indicator (RB2, RB3 or RB4)
	Check to see if set to 'TRUE'

	Cell update cause
	Check to see if set to 'RLC unrecoverable error'


RRC CONNECTION RELEASE (Step 6)

Use the same message found in TS 34.108 clause 9.

8.3.1.15.5
Test Requirement

After step 4 the UE shall transmit a CELL UPDATE message on the uplink CCCH to report the occurrence of an unrecoverable error in AM RLC entity for RB2, RB3 or RB4 data as well as cell update cause set to "RLC unrecoverable error".
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