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1
Introduction

T1S030004 identified the requirements on the ASP for the security SS configuration and proposed the changes in ASP. This document shows the basic test scenarios and how these security ASPs are used to control and activate the SS security configurations.

The intention is to have guidelines for the ASP use that will be in turn included in 34.123-3. Clause 3 - 6. The ASP and the procedures will be implemented in V160. Clause 7 will be implemented in V170.

2
Test security scenarios

Five basic test scenarios are presented in this document. The corresponding core spec references are found in TS 25.331 clause 8.1.12, 8.2.2.2, 8.5.10.1, 8.5.10.2, 8.6.3.4, 8.6.3.5, 8.6.4.3 and 8.6.4.8.

1. Start security,

2. RB setup,

3. Security modification,

4. SRNS relocation.

5. Modification of RLC size of AM RB during RB reconfiguration.

As Default, the 1st three basic scenarios can be subdivided into

1. Start integrity without ciphering start,

2. Start integrity and ciphering at the same time.

In some specific security test cases, the start of integrity and ciphering can be activated subsequently, but not in one go.

Regarding the simultaneous SRNS relocation, the security scenarios at the relocation are split into

1. No security configuration modification

2. Modification of integrity (FRESH) without ciphering configuration change

3. Modification integrity FRESH and ciphering algorithm.

4. A security modification pending at the SRNS relocation.

3
SS security configuration procedures

This clause shows the procedures how the security ASP applied to the SS configurations at the different security test scenarios.

3.1
Start security function 

CIPHERING_STATUS = NotStarted for the CN domain concerned.

3.1.1
Start integrity protection without start of ciphering

INTEGRITY_PROTECTION Status = NotStarted.

SECURITY MODE COMMAND with “Integrity protection mode info” IE containing integrityProtectionModeCommand = Start, no “Ciphering mode info” IE

1
Before sending SECURITY MODE COMMAND (SMC)


CRLC_SecurityMode_Config_REQ




startValue = value most recently received or 0 (new key)




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_SetRRC_MesageSN_REQ (SN=0)



--
Downlink RRC message sequence number set to 0


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = startIntegrityProtection (FRESH)




integrityProtectionAlgorithm = selected value




-- downlink integrity protection starts immediately


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = 0 (RB2 only)

2
Send SECURITY MODE COMMAND 

3
After receiving SECURITY MODE COMPLETE


CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in “Uplink integrity protection activation time” (except RB2) received from SECURITY MODE COMPLETE

3.1.2
Start both integrity protection and ciphering

INTEGRITY_PROTECTION Status = NotStarted.

SECURITY MODE COMMAND with “Integrity protection mode info” IE containing integrityProtectionModeCommand = Start, and “Ciphering mode info” IE containing cipheringModeCommand = Start/Restart (algorithm UEA0 or UEA1)

1
Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = value most recently received or 0 ( new key)




cipheringKey = value maintained by TTCN




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- 
Get current RLC SN for calculating suitable down link activation time


CRLC_Suspend_REQ


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time


CRLC_SetRRC_MesageSN_REQ (SN=0)




--
Downlink RRC message sequence number set to 0


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = startIntegrityProtection (FRESH)




integrityProtectionAlgorithm = selected value




(downlink integrity protection starts immediate) 


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = 0 (RB2 only) 

2
Send SECURITY MODE COMMAND

3
After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE


CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in “Uplink integrity protection activation time” (except RB2) received from SECURITY MODE COMPLETE


CRLC_Resume_REQ

3.1.3
Start ciphering after integrity protection started

INTEGRITY_PROTECTION Status = Started.

SECURITY MODE COMMAND with “Ciphering mode info” IE containing cipheringModeCommand = Start/Restart (algorithm UEA0 or UEA1) but without “Integrity protection mode info” IE, the same CN domain as in the previous SMC to start integrity protection, no new key.

1 Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


if TM RB exists



CMAC_SecurityMode_Config_REQ




startValue = value most recently received or 0 ( new key)




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- Get current RLC SN for calculating suitable down link activation time


CRLC_Suspend_REQ


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time


if TM RB exists



CPHY_Frame_Number_REQ




--
Get current CFN for calculating suitable DL activation time for TM RB



CMAC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




activationTimeForDPCH = calculated activation time

2 Sending SECURITY MODE COMMAND

3 After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE


CRLC_Resume_REQ

4
RB setup

INTEGRITY_PROTECTION Status = Started.

Condition: “RAB information for setup” IE included in RADIO BEARER SETUP

4.1
AM / UM RB

1
Sending the RADIO BEARER SETUP message

2
Configuring the RB

3
After receiving RADIO BEARER SETUP COMPLETE

4.1.1 Ciphering not started

CIPHERING_STATUS = NotStarted for the CN domain concerned


CRLC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = NULL (no ciphering)




rb_DL_CiphActivationTimeInfo = 0 (from the first block)


CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = 0 (from the first block)

4.1.2
Ciphering started

CIPHERING_STATUS = Started for the CN domain concerned


CRLC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




rb_DL_CiphActivationTimeInfo = 0 (from the first block)


CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = 0 (from the first block)

4.2
TM RB

Enter Cell_DCH,

no TM RB established before,

“COUNT-C activation time” IE included in RADIO BEARER SETUP COMPLETE message.

4.2.1
Ciphering not started

CIPHERING_STATUS = NotStarted for the CN domain concerned,

1 Send the RADIO BEARER SETUP message

2 Configuring the RB

3 After receiving RADIO BEARER SETUP COMPLETE


CMAC_SecurityMode_Config_REQ




startValue = value most recently received




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incrementCOUNT_C = NotIncr




cipheringModeCommand = NULL (no ciphering) 




activationTimeForDPCH = value in “COUNT-C activation time”

4.2.2
Ciphering started

CIPHERING_STATUS = Started for the CN domain concerned,

1 Sending RADIO BEARER SETUP 

2 Configuring the RB


CMAC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incrementCOUNT_C = NotIncr




cipheringModeCommand = Start/Restart (algorithm)




activationTimeForDPCH = value in “Activation time” of the RB

3 After receiving RADIO BEARER SETUP COMPLETE message


CMAC_SecurityMode_Config_REQ




startValue = value received in response message




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned) 




incrementCOUNT_C = Incr 




cipheringModeCommand = Start/Restart (algorithm)




activationTimeForDPCH = value in “COUNT-C activation time”

5
Modification of RLC size of AM RB at RB Reconfiguration

CIPHERING_STATUS = Started  for the CN domain concerned,

“RB mapping info” IE, changeing AM RB RLC size, is inculded in


CELL UPDATE CONFIRM,


RADIO REARER RECONFIGURATION,


RADIO BEARER RELEASE

5.1
“RB mapping info” in CELL UPDATE CONFIRM

1) After sending the CELL UPDATE CONFIRM message, re-establish the RB and re-configure the RB with new RLC size and re-initialise COUNT-C for the RB


CRLC_Config_REQ




Release the concerned RB


CRLC_Config_REQ




Setup the concerned RB (new RLC size)


CRLC_SecurityMode_Config_REQ




startValue = value received in the CELL UPDATE message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now


CRLC_ Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now
5.2
“RB mapping info” in RB RECONFIGURATION / RELEASE

1) After receiving the reconfiguration complete message, re-establish the RB and re-configure the RB with new RLC size and re-initialise COUNT-C for the RB


CRLC_Config_REQ




Release the concerned RB


CRLC_Config_REQ




Setup the concerned RB (new RLC size)


CRLC_SecurityMode_Config_REQ




startValue = value received in the reconfiguration complete message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now


CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now

6
Security configuration modification

Updating security keys is the scenario in this clause.

INTEGRITY_PROTECTION STATUS = Started

SECURITY MODE COMMAND contains “Ciphering mode info” IE and/or “Integrity protection mode info” IE

6.1
Integrity started, ciphering not started

CIPHERING_STATUS = NotStarted for the CN domain concerned

SECURITY MODE COMMAND with “Integrity protection mode info” IE containing integrityProtectionModeCommand = modify, but “Ciphering mode info” IE absent the same CN domain as in the previous SMC to start integrity protection.

1 Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_RRC_MessageSN_REQ




-- Get current RRC Message SN for calculation of DL activation time


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = modify

dl_IntegrityProtActivationInfo = now (SRB2), calculated value or a pending activation time set by previous security mode control procedure (SRB2 other than SRB2)


CRLC_Integrity_Activate_REQ (CN domain concerned, RB2)




ul_IntegrityProtActivationInfo = now

2
Sending SECURITY MODE COMMAND message

3
After receiving SECURITY MODE COMPLETE


CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in “Uplink integrity protection activation time” (except RB2)

6.2
Integrity and ciphering started

CIPHERING_STATUS = Started for the CN domain concerned

SECURITY MODE COMMAND contains


“Integrity protection mode info” IE with integrityProtectionModeCommand = modify,


“Ciphering mode info” IE with cipheringModeCommand = Start/Restart.

1 Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cipheringKey = new key 




cn_DomainIdentity = CS or PS


if TM RB exist



CMAC_SecurityMode_Config_REQ




startValue = 0 ( new key)




cipheringKey = new key




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- Get current RLC SN for calculating suitable down link activation time


CRLC_Suspend_REQ


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time


CRLC_RRC_MessageSN_REQ



-- Get current RRC message SN for calculating suitable DL activation time


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = modify

dl_IntegrityProtActivationInfo = now (SRB2), calculated value or a pending activation time set by previous security mode control procedure (SRB other than SRB2)


CRLC_Integrity_Activate_REQ (CN domain concerned,RB2)




ul_IntegrityProtActivationInfo = now


if TM RB exist



CPHY_Frame_Number_REQ




--Get current CFN for calculating suitable activation time for TM RB



CMAC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




activationTimeForDPCH = calculated activation time

2 Sending SECURITY MODE COMMAND message

3 After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE


CRLC_Integrity_Activate_REQ (CN domain concerned, except RB2)

ul_IntegProtActivationInfo = value in “Uplink integrity protection activation time”


CRLC_Resume_REQ

7
SRNS relocation

Simulataneous SRNS relocation will take place

either “Downlink count synchronisation info” IE is received in


CELL UPDATE CONFIRM,


PHYSICAL CHANNEL RECONFIGURATION,


RADIO REARER RECONFIGURATION,


RADIO BEARER RELEASE,


TRANSPORT CHANNEL RECONFIGURATION,


URA UPDATE CONFIRM,


UTRAN MOBILITY INFROMATION,

or “new U-RNTI” IE is received in


RADIO BEARER SETUP.

INTEGRITY_PROTECTION Status = Started

7.1
Absence of “Integrity protection mode info” and “Ciphering mode info” IE

SRNS relocation related messages listed does not include “Integrity protection mode info” and “Ciphering mode info” IE.

CIPHERING_STATUS = Started or not Started for the CN domain concerned

1 Sending one of the SRNS relocation related messages

2 Re-establishing SRB2 and re-initialise COUNT-C for SRB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




newHFN = MAX(HFN of DL COUNT-C of SRB2, HFN of UL COUNT-C of SRB2) + 1


CRLC_Config_REQ



-- Release SRB2


CRLC_Config_REQ



-- Setup SRB2


CRLC_SecurityMode_Config_REQ




startValue = newHFN



cn_DomainIdentity = CS or PS concerned


CRLC_Ciphering_Activate_REQ (CN domain concerned)




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (SRB2)


CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (SRB2)

3 Receiving the response message 

4 Re-establishing all RBs and SRBs (except SRB2) and re-initialise COUNT-C for all RBs and SRBs (except SRB2)


CRLC_Config_REQ



-- Release all RB’s and all SRB’s (except RB2)


CRLC_Config_REQ



-- Setup all RB’s and all SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CiphActivationTimeInfo = now (except RB2)

7.2
Presence of “Integrity protection mode info” but absence of “Ciphering mode info” IE

SRNS relocation related messages listed contains “Integrity protection mode info” but does not have “Ciphering mode info” IE.

SRNS relocation related message with “Integrity protection mode info” IE containing integrityProtectionModeCommand = Start, but no “Ciphering mode info” IE (no ciphering configuration change).

7.2.1
 No security configuration pending

No security configuration pending triggered by previous SECURITY MODE COMMAND.

1 Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialisation)




integrityKey = OMIT or value maintained by TTCN (no key change)




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = Start (FRESH)




integrityProtectionAlgorithm = selected value




-- downlink integrity protection starts immediately


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = value (now)

2 Sending one of the SRNS relocation related messages

3 Re-establishing RB2 and re-initialise COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




newHFN = MAX(HFN of DL COUNT-C of RB2, HFN of UL COUNT-C of RB2) + 1


CRLC_Config_REQ



-- Release RB2


CRLC_Config_REQ



-- Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = newHFN




cn_DomainIdentity = CS or PS concerned


CRLC_Ciphering_Activate_REQ (CN domain concerned)




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)


CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB2 only)

4 Receiving the response message

5 Re-establishing all RBs and SRBs (except SRB2) and re-initialise COUNT-C for all RBs and SRBs (except SRB2)


CRLC_Config_REQ


-- Release all RBs and all SRBs (except SRB2)


CRLC_Config_REQ



-- Setup all RB’s and all SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except SRB2)


CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except SRB2)

7.2.2
Pending security configuration (new keys)

A pending security configuration is triggered by the previous SECURITY MODE COMMAND (new Key).

1 Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2 Send one of the SRNS relocation related messages

3 Re-establish RB2 and re-initialise COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ




Release RB2


CRLC_Config_REQ




Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = HFN calculated above




cipheringKey = new key




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)


CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)

4 Receive the response message

5 Re-establish all RBs and SRBs (except RB2) and re-initialise COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ




Release all RB’s and SRB’s (except RB2)


CRLC_Config_REQ




Setup all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = new key




cipheringKey = new key




cn_DomainIdentity = CS or PS


CRLC_ Ciphering_Activate _REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)

6 Re-initialise COUNT-I for all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

7.2.3
Pending security configuration (no new keys)

A pending security configuration is triggered by the previous SECURITY MODE COMMAND (no new keys).

1 Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialisation)




integrityKey = OMIT or value maintained by TTCN (no key change) cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2 Send one of the SRNS relocation related messages

3 Re-establish RB2 and re-initialise COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ




Release RB2


CRLC_Config_REQ





Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = HFN calculated above




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)


CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)

4 Receive the response message

5 Re-establish all RBs and SRBs (except RB2) and re-initialise COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ




Release all RB’s and SRB’s (except RB2)


CRLC_Config_REQ




Setup all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response mesage




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)

6 Re-initialise COUNT-I for all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

7.3
Presence of “Integrity protection mode info” and “Ciphering mode info” IE
CIPHERING_STATUS = Started  for the CN domain concerned,

SRNS relocation related message with “Integrity protection mode info” IE containing integrityProtectionModeCommand = Start, and “Ciphering mode info” IE containing cipheringModeCommand = Start/Restart (change ciphering algorithm, no “Radio bearer downlink ciphering activation time info”)

7.3.1
 No security configuration pending

1 Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialisation)




integrityKey = OMIT or value maintained by TTCN (no key change)




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2 Send one of the SRNS relocation related messages

3 Re-establish RB2 and re-initialise COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF





HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ





Release RB2


CRLC_Config_REQ





Setup RB2


CRLC_SecurityMode_Config_REQ





startValue = HFN calculated above




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started






cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)


CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)

4 Receive the response message

5 Re-establish all RBs and SRBs (except RB2) and re-initialise COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ





Release all RB’s and SRB’s (except RB2)


CRLC_Config_REQ





Setup all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = Start/Restart (new algorithm) 




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)

7.3.2
Pending security configuration (new keys)

1 Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2 Send one of the SRNS relocation related messages

3 Re-establish RB2 and re-initialise COUNT-C for RB2


CRLC_SequenceNumber_REQ




CRLC_SequenceNumber_CNF





HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ





Release RB2


CRLC_Config_REQ





Setup RB2


CRLC_SecurityMode_Config_REQ





startValue = HFN calculated above




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = NULL (no ciphering status change) 




rb_DL_CiphActivationTimeInfo = now (RB2 only)


CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)

4 Receive the response message

5 Re-establish all RBs and SRBs (except RB2) and re-initialise COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ





Release all RB’s and SRB’s (except RB2)


CRLC_Config_REQ





Setup all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = 0




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_ Ciphering_Activate _REQ




cipheringModeCommand = Start/Restart (new algorithm) 




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)

6 Re-initialise COUNT-I for all RBs and SRBs (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

7.3.3
Pending security configuration (no new key)

1 Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialisation)




integrityKey = OMIT or value maintained by TTCN (no key change)




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2 Send one of the SRNS relocation related messages

3 Re-establish RB2 and re-initialise COUNT-C for RB2


CRLC_SequenceNumber_REQ




CRLC_SequenceNumber_CNF




HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ




Release RB2


CRLC_Config_REQ




Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = HFN calculated above




n_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started






cipheringModeCommand = Start/Restart (existing algorithm)






rb_DL_CiphActivationTimeInfo = now (RB2 only)


CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)

4 Receive the response message

5 Re-establish all RBs and SRBs (except RB2) and re-initialise COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ





Release all RB’s and SRB’s (except RB2)


CRLC_Config_REQ





Setup all RB’s and SRB’s (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response mesage




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_ Ciphering_Activate _REQ




cipheringModeCommand = Start/Restart (new algorithm) 




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_ Ciphering_Activate _REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)

6 Re-initialise COUNT-I for all RBs and SRBs (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)
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