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Introduction

In the current TS 34.123-1, it was commented by RAN and also by delegates in the T1/SIG SWG that the test cases for security configuration are insufficient. Therefore Panasonic has drafted this document to explain the coverage of the existing security test cases in clause 8.1.7 and from the requirement specified in TS 25.331, identified all possible (although not exhaustive) security configuration scenarios that could be tested. Hence the result of this work would show the missing security configuration scenarios that are not tested in the current TS 34.123-1.

Possible testing scenarios for security configurations

Normal cases:

a) Integrity and ciphering are not started when Security Mode Command message is sent to start ciphering and integrity mode protection. (implicitly tested in generic set up procedures)

b) Integrity and ciphering are started and Security Mode Command message is sent to indicate the reception of new keys. In this case, integrity protection mode command has to be set to modify. (tested in clause 8.1.7)

c) Integrity and ciphering are started when RRC message other than Security Mode Command message is sent to modify ciphering and integrity algorithm. (There is a note in TS 25.331 v3.b.0 clause 8.2.2.3 that says that UTRAN should not include the IE “Ciphering mode info” in any reconfiguration messages unless it is also used to perform an SRNS relocation with change of ciphering algorithm.)

d) Integrity and ciphering are started when SRNS relocation is indicated by the UTRAN. 

e) For UE that supports multiple calls (i.e. simultaneously support CS and PS calls), a test to check that the UE configures ciphering mode and integrity protection mode for the SRBs according to the latest security information received while UE configures ciphering mode and integrity protection mode for the RABs according to the respective security information received for each CN domain.

f) Suspension of uplink transmission: If the IE “Radio bearer downlink ciphering activation time info” is present in the downlink RRC message, UE shall suspend transmission of RLC PDU with sequence number equal or greater than the uplink activation time on all radio bearers and SRBs (except SRB2) until the successful delivery of the response message has been confirmed by the RLC. (This can be checked in the test cases described above or implemented as a stand-alone test case.)

Abnormal cases:

1. Incompatible simultaneous security reconfiguration

This normally happens when the UE has not received an acknowledgement from the UTRAN for the “COMPLETE” message, as such the IE “Reconfiguration” in the variable CIPHERING_STATUS is still set to TRUE, and UE received another message with IE “Ciphering mode info” present.

2. Invalid configuration

a) Ciphering is not started but ciphering info is included in RRC messages other than Security Mode Command message.

b) Activation time for each established RLC-AM or RLC-UM radio bearer is not provided.

c) Activation time for each established signalling radio bearer is not provided. In case of integrity protection mode, these activation times are only needed if the command is set to ‘modify’.

d) Activation time for each established RLC-TM radio bearer is not provided.

e) Ciphering info and integrity protection mode info is not provided. (for Security Mode Command message only).

f) Integrity protection mode info is sent on RRC message other than Security Mode Command message when integrity has not been started yet. E.g. SRNS relocation and integrity protection mode info is included or RB control message combine with modification of integrity protection mode algorithm.

g) Integrity protection mode info is sent on Security Mode Command message and the command is set to ‘modify’ when integrity has not been started yet.

h) Integrity protection mode info is sent on Security Mode Command message and the command is set to ‘start’ but the integrity protection algorithm is missing when integrity has not been started yet.

i) Integrity protection mode info is sent on Security Mode Command message and the command is set to ‘start’ when integrity has already started.

j) Integrity protection mode info is sent on RRC message other than Security Mode Command message and the command is set to ‘modify’ when integrity has already started.

3. Different Security Capability

If 

IE “Security capability” <> as indicated in variable UE_CAPABILITY_TRANSFERRED

or if


IE “GSM Security capability” <> as indicated in variable UE_CAPABILITY_TRANSFERRED

or if


IE “GSM Security capability” is not included in Security Mode Command but is included in variable UE_CAPABILITY_TRANSFERRED

UE shall enter idle mode.

4. Re-establishment of RLC before the activation time elapsed

SRNS relocation occurs before activation time for the current ciphering configuration has been reached.

5. Cell update procedure during security reconfiguration

If the received SECURITY MODE COMMAND message causes either the IE “Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE or IE “Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE and before the UE received an acknowledgement for SECURITY MODE COMPLETE message and UE does a cell update, the UE shall behave as described in clause 8.1.12.4b in TS 25.331.

6. Reception of Invalid SECURITY MODE COMMAND message

This has been tested in the existing RRC test cases clause 8.1.7.

