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<Start of modified section>

9.4.3.5
Location updating / abnormal cases / Failure due to non-integrity protection
9.4.3.5.1
Definition

9.4.3.5.2
Conformance requirement

The supervision that the integrity protection is activated shall be the responsibility of the MM and GMM layer in the UE (see 3GPP TS 33.102).
 No layer 3 signalling messages, except those listed in TS 24.008 clause 4.1.1.1.1, shall be processed by the receiving MM and GMM entities or forwarded to the CM entities, if the integrity protection has not been previously activated for that domain.
References

TS 24.008 clauses 4.1.1.1.1
9.4.3.5.3
Test purpose

To verify that the UE ignores NAS signalling messages when the security mode procedure is activated without the integrity protection.
9.4.3.5.4
Method of test

Initial conditions

-
System Simulator:

-
two cells: A and B, belonging to different location areas a and b.

-
User Equipment:

-
the UE has a valid TMSI. It is "idle updated" on cell A.

Related ICS/IXIT statements

None.

Test Procedure

The location updating procedure is started. Upon reception of LOCATION UPDATING REQUEST message from the UE, the SS responds to LOCATION UPDATING ACCEPT message without the integrity protection. The UE shall ignore this message and restart the location updating procedure at expiry of timer T3211. This time the SS starts the authentication procedure and initiates the integrity protection. After receiving LOCATION UPDATING ACCEPT message, the UE shall respond to TMSI REALLOCATION COMPLETE message.

Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	SS
	
	Set the cell type of cell B to the “Serving cell”.

Set the cell type of cell A to the “non-suitable cell”.

(see note)

	2
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to “Registration”.

	3
	(
	LOCATION UPDATING REQUEST
	

	4
	(
	AUTHENTICATION REQUEST
	

	5
	(
	AUTHENTICATION RESPONSE
	

	6
	SS
	
	The SS starts the security mode procedure without the integrity protection. The content of integrity protection mode info IE in SECURITY MODE COMMAND message is specified below.

	7
	(
	LOCATION UPDATING ACCEPT
	

	8
	UE
	
	The UE ignores LOCATION UPDATING ACCEPT message.

	9
	SS
	
	The SS waits T3210 expiry.

	10
	UE
	
	The UE aborts the RR connection.

	11
	SS
	
	The SS releases the RRC connection.

	12
	SS
	
	The SS waits T3211 expiry.

	13
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to “Registration”.

	14
	(
	LOCATION UPDATING REQUEST
	

	15
	(
	AUTHENTICATION REQUEST
	

	16
	(
	AUTHENTICATION RESPONSE
	

	17
	SS
	
	The SS starts the security mode procedure with the integrity protection. The content of integrity protection mode info IE in SECURITY MODE COMMAND message is specified below.

	18
	(
	LOCATION UPDATING ACCEPT
	

	19
	(
	TMSI REALLOCATION COMPLETE
	

	20
	SS
	
	The SS releases the RRC connection.

	NOTE:
The definitions for "Serving cell" and "non-suitable cell" are specified in TS 34.108 clause 6.1 "Reference Radio Conditions for signalling test cases only".


Specific message contents

Specific message contents for SECURITY MODE COMMAND message (without the integrity protection)

	Information Element
	Value/remark

	Integrity protection mode info
	Not Checked


Specific message contents for SECURITY MODE COMMAND message (with the integrity protection)
	Information Element
	Value/remark

	Integrity protection mode info
	

	          - Integrity protection mode command
	Start

	          - Downlink integrity protection activation info
	Not Present

	          - Integrity protection algorithm
	UIA1

	          - Integrity protection initialisation number
	SS selects an arbitrary 32 bits number for FRESH


9.4.3.5.5
Test requirement

At step 8 the UE shall ignore the first LOCATION UPDATING ACCEPT message.

At step 14 the UE shall send LOCATION UPDATING REQUEST message after expiry of timer T3211.
At step 16 the UE shall respond to TMSI REALLOCATION COMPLITE message after the UE receives the second LOCATION UPDATING ACCEPT message.
<End of modified section>
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