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Introduction:

This document proposes to correct the ‘Expected sequence’ in TS34.123-1 V3.0.0 clause 12.6.1.2 ‘Authentication reject’.

Attached is draft CR for these corrections.

Proposal:

It is proposed to correct the expected sequence in the sub-clause as follows.

1. Change the direction of AUTHENTICATION AND CIPHERING REJECT message and its related description in “Test requirements”
According to the core specification [1], the AUTHENTICATION AND CIPHERING REJECT message is sent from the network to the UE.
2. Add AUTHENTICATION AND CIPHERING RESPONSE message.
In order to reject an authentication, the SS needs to receive information elements in AUTHENTICATION AND CIPHERING RESPONSE message form UE in advance.
References:
[1] TS24.008 V3.4.1 " Mobile radio interface layer 3 specification; Core Network Protocols - Stage 3 (Release 1999)"
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12.6.1.2
Authentication rejected
12.6.1.2.1
Definition

12.6.1.2.2
Conformance requirement

1)
After reception of an Authentication Reject message the User Equipment shall:
1.1
not perform normal routing area updating

1.2
not perform periodic routing area updating

1.3
not perform PS detach if switched off
2)
The User Equipment shall delete the stored RAI, PS-CKSN P-TMSI and P-TMSI signature. USIM shall be considered invalid until power is switched off or USIM is removed.
Reference


3G TS 24.008 clauses 4.7.7
12.6.1.2.3
Test purpose
To test the behaviour of the UE if the network rejects the authentication and ciphering procedure.
12.6.1.2.4
Method of test

Initial condition

System Simulator:

Two cells (not simultaneously activated), cell A in MCC1/MNC1/LAC1/RAC1, cell B in MCC1/MNC1/LAC1/RAC2.
Both cells are operating in network operation mode II.

User Equipment:

The UE has a valid IMSI.
Related ICS/IXIT statements

Support of PS service 
Yes/No
UE operation mode A 
Yes/No
UE operation mode C 
Yes/No
Switch off on button 
Yes/No
Automatic PS attach procedure at switch on or power on 
Yes/No

Test procedure

A PS attach is performed, and the SS rejects the authentication and ciphering procedure.

The SS checks that the UE does not perform normal routing area updating, does not perform periodic routing area updating and does not perform PS detach if switched off.

T3312; set to 10 minutes.
Expected Sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	
	
	
	The following messages are sent and shall be received on cell A.

	1
	SS
	
	The SS activates cell A.

	2
	UE
	
	The UE is set in UE operation mode C (see ICS). If UE operation mode C not supported, goto step 14.

	3
	UE
	
	The UE is powered up or switched on and initiates an attach (see ICS).

	4
	  -> 
	ATTACH REQUEST
	Attach type = ‘PS attach’

Mobile identity = IMSI

	
	
	
	

	
	
	
	

	5
	  <-  
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Set PS-CKSN-1

	6
	  -> 
	AUTHENTICATION AND CIPHERING RESPONSE
	RES

	7
	<-
	AUTHENTICATION AND CIPHERING REJECT
	

	8
	  <-  
	PAGING REQUEST TYPE 1
	Mobile identity = IMSI
Paging order is for TBF establishment.

	9
	UE
	
	No response from the UE to the request. This is checked for 10 seconds.

	
	
	
	The following messages are sent and shall be received on cell B.

	10
	SS
	
	Activate cell B with a lower signal strength than cell A The RF level of cell A is lowered until cell B is preferred by the UE.

	11
	UE
	
	No ROUTING AREA UPDATING REQUEST sent to the SS
(SS waits 30 seconds).

	12
	UE
	
	No periodic ROUTING AREA UPDATING REQUEST sent to the SS
(SS waits T3310 .

	13
	UE
	
	The UE is switched off (see ICS).

	14
	SS
	
	No DETACH REQUEST sent to the SS
(SS waits 30 seconds).

	15
	UE
	
	The UE is set in UE operation mode A (see ICS) and the test is repeated from step 1 to step 13.


12.6.1.2.5
Test requirements
UE shall:

-
initiate a PS attach procedure with information elements specified in the above Expected  Sequence when UE is powered on or switched on.

After UE receives the AUTHENTICATION AND CIPHERING REJECT message, UE shall:

-
not perform normal routing area updating when the RF level of the attached cell is lower than the RF level of the new cell.

-
not perform a periodic routing area updating when the timer T3312 expires.

-
not perform PS detach when UE is switched off.

-
delete the stored RAI, PS-CKSN, P-TMSI and P-TMSI signature.

-
consider the USIM as invalid until power is switched off or USIM is removed.
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Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"
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