8.1.8 
Counter check

8.1.8.1

Definition

8.1.8.2 

Conformance requirement

1. When the UE receives a COUNTER CHECK message that includes matched COUNT-C MSB values, the UE shall transmit a COUNTER CHECK RESPONSE message on the uplink DCCH and omitting “RB COUNT-C information” IE in this message.

2. When the UE receives a COUNTER CHECK message that includes any mismatched COUNT-C MSB values, the UE shall transmit a COUNTER CHECK RESPONSE message on the uplink DCCH and specifies the current COUNT-C information of the RAB(s) with mismatched values.
Reference 

3GPP TS 25.331  clause 8.1.15
8.1.8.3 
Test purpose

To confirm that the UE transmits a COUNTER CHECK RESPONSE message after it receives a COUNTER CHECK message from the SS.  To confirm that the UE responds to the reception of an invalid downlink COUNTER CHECK message by transmitting a RRC STATUS message on the uplink DCCH, stating the correct error cause value in message. 

8.1.8.4 
Method of test

Initial Condition

System Simulator: 1 cell

UE: CELL_DCH state

Test Procedure

The UE is brought to the CELL_DCH state after a successful outgoing call attempt.  The SS transmits an erroneous COUNTER CHECK message.  The content of this message is a concatenation of the message type IE and an arbitrary 32-bits string.  The UE shall detect a protocol error and send RRC STATUS message to report this event.  Next, the SS transmits a COUNTER CHECK message that includes the current COUNT-C MSB information in each radio access bearer.  The UE shall react by sending a COUNTER CHECK RESPONSE message on the uplink DCCH, which does not include “RB COUNT-C information” IE.  The SS transmits a COUNTER CHECK message which includes the current COUNT-C MSB information reversed all the bits in each radio bearer.  The UE shall send a COUNTER CHECK RESPONSE message on the uplink DCCH, specifying the current COUNT-C information for each radio access bearer established.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The UE is brought to CELL_DCH state after an outgoing call has been established successfully.

	2
	 (
	COUNTER CHECK
	This message contains an arbitrary 32-bits pattern, following the IE ”Message Type”

	3
	 (
	RRC STATUS
	UE shall detect a protocol error and then transmit this message.

	4
	 (
	COUNTER CHECK
	See specific message content.

	5
	 (
	COUNTER CHECK RESPONSE
	The message shall not include the IE “RB COUNT-C information”.

	6
	 (
	COUNTER CHECK
	See specific message content.

	7
	 (
	COUNTER CHECK RESPONSE
	The message shall include the IE”RB COUNT-C information”.


Specific Message Contents

COUNTER CHECK (Step 2)

	Information Element
	Value/remark

	Unknown bit pattern
	An arbitrary 32-bits string


RRC STATUS (Step 3)

	Information Element
	Value/remark

	Protocol Error Information

        - Protocol Error Cause
	Checked to see if set to “ASN.1 violation or encoding” or “conditional information element error”


COUNTER CHECK (Step 4)

	Information Element
	Value/remark

	Integrity check info
RB COUNT-C MSB information
        - RB identity
        - COUNT-C MSB uplink
        - COUNT-C MSB downlink
	Calculated value
5
Current COUNT-C MSB for RB#5 in uplink
Current COUNT-C MSB for RB#5 in downlink


COUNTER CHECK RESPONSE (Step 5)

	Information Element
	Value/remark

	Integrity check info
RB COUNT-C information
        - RB identity
        - COUNT-C uplink
        - COUNT-C downlink
	Not checked
Check to if this IE is absent


COUNTER CHECK (Step 6)

	Information Element
	Value/remark

	RB COUNT-C MSB information
        - RB identity
        - COUNT-C MSB uplink
        - COUNT-C MSB downlink
	Check to see if set to 4
Toggle all bits of the current COUNT-C MSB in uplink for RB#5
Toggle all bits of the current COUNT-C MSB in downlink for RB#5


COUNTER CHECK RESPONSE (Step 7)

	Information Element
	Value/remark

	Integrity check info
RB COUNT-C information
        - RB identity
        - COUNT-C uplink
        - COUNT-C downlink
	Not checked
Check to see if set to 5
Check to see if set to Current COUNT-C for RB#5 in uplink
Check to see if set to COUNT-C for RB#5 in downlink


8.1.8.5
Test requirement

After step 2, the UE shall transmit a RRC STATUS message on the uplink DCCH.  The protocol error cause shall be set to “ASN.1 violation or encoding” or “conditional information element error”.

After step 4 the UE shall transmit a COUNTER CHECK RESPONSE message which does not includes the IE”RB COUNT-C information” to indicates that a matched comparison result is obtained.
After step 6, the UE shall transmit a COUNTER CHECK RESPONSE message which includes the IE”RB COUNT-C information” to report that a mismatch in COUNT-C value is detected in RB#5. 
