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12.2.1.10
PS attach / abnormal cases / Failure due to non-integrity protection
12.2.1.10.1
Definition

12.2.1.10.2
Conformance requirement

Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM entities or forwarded to the CM entities, unless the security mode control procedure is activated for that domain.
-
GMM messages:

-
AUTHENTICATION & CIPHERING REQUEST

-
AUTHENTICATION & CIPHERING REJECT

-
IDENTITY REQUEST

-
ATTACH REJECT

-
ROUTING AREA UPDATE ACCEPT (at periodic routing area update with no change of routing area or temporary identity)

-
ROUTING AREA UPDATE REJECT

-
SERVICE REJECT 

-
DETACH ACCEPT (for non power-off)

Reference(s):

3GPP TS 24.008 clause 4.1.1.1.1

12.2.1.10.3
Test purpose

To verify that the UE ignores NAS signalling messages when the security mode procedure is not activated.

12.2.1.10.4
Method of test

Initial Conditions

System Simulator:

One cell operating in network operation mode II.

The SIB1 IE "CN domain specific NAS system information", for the CS Domain, is set to value "00 00".
User Equipment:
The UE has a valid IMSI.
Related ICS Statements
Support of PS service 
Yes/No
UE operation mode A 
Yes/No
Switch off on button 

Yes/No

Test procedure

The attach procedure is initiated. Upon reception of ATTACH REQUEST message from the UE, the SS responds with an ATTACH ACCEPT message without the integrity protection. The UE shall ignore this message and re-transmit ATTACH REQUEST message at expiry of timer T3310.

This time the SS starts the authentication procedure and initiates the integrity protection. After receiving ATTACH ACCEPT message, the UE shall respond to ATTACH COMPLETE message.

Expected Sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	UE
	
	The UE is set in UE operation mode A (see ICS).

	2
	UE
	
	The UE is powered up or switched on and initiates an attach procedure (see ICS).

	3
	SS
	
	SS checks that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to "Registration".

	4
	->
	ATTACH REQUEST
	Attach type = 'GPRS attach'

Mobile identity = IMSI

	5
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Set PS-CKSN

	6
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	RES

	7
	SS
	
	The SS does not initiate the security mode procedure.

	8
	<-
	ATTACH ACCEPT
	

	9
	UE
	
	The UE ignores ATTACH ACCEPT message.

	10
	SS
	
	The SS waits 15 sec (T3310).

	11
	->
	ATTACH REQUEST
	The UE re-transmits the message.

The SS verifies that the period of time between the ATTACH REQUEST messages corresponds to the value of T3310.
Attach type = 'GPRS attach'

Mobile identity = IMSI

	12
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Set PS-CKSN

	13
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	RES

	14
	SS
	
	The SS starts integrity protection. 

	15
	<-
	ATTACH ACCEPT
	Attach result = 'GPRS only attached'

Allocated P-TMSI = P-TMSI

	16
	->
	ATTACH COMPLETE
	

	17
	UE
	
	The UE is switched off or power is removed (see ICS).

	18
	-> 
	DETACH REQUEST
	Message not sent if power is removed.

Detach type = 'power switched off, GPRS detach'

	19
	SS
	
	The SS releases the RRC connection. If no RRC CONNECTION RELEASE COMPLETE message have been received within 1 second then the SS shall consider the UE as switched off.


Specific Message Contents

None.

12.2.1.10.5
Test requirements

At step4, when the UE is powered on or switched on, UE shall:

-
initiate the PS attach procedure with information elements specified in the above Expected Sequence.
At step9, UE shall;

-
 ignore the first ATTACH ACCEPT message.

At step11, UE shall;

-
re-transmit ATTACH REQUEST message after expiry of timer T3310.
At step16, UE shall;

-
respond to ATTACH COMPLETE message after the UE receives the second ATTACH ACCEPT message.

12.9.4
Service Request / rejected / PS services not allowed
12.9.41
Definition

12.9.4.2
Conformance requirement

If the network rejects a service request procedure from the UE with the cause "GPRS services not allowed", the UE shall:

1)
set the GPRS update state to GU3 ROAMING NOT ALLOWED.

2)
delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number.
3)
consider the USIM as invalid for PS service until the UE is switched off or until the USIM is removed.

Reference

TS 24.008 clauses 4.7.13.4

12.9.4.3
Test purpose
To test the behaviour of the UE if the network rejects the service request procedure with the cause "GPRS services not allowed in this PLMN".

12.9.4.4
Method of test

Initial condition

System Simulator:
One cell operating in network operation mode II.
The SIB1 IE "CN domain specific NAS system information", for the CS Domain, is set to value "00 00".
User Equipment:
The UE has a valid P-TMSI-1 and RAI-1.
Related ICS/IXIT statements

Support of PS service Yes/No
UE operation mode A Yes/No
UE operation mode C Yes/No
Switch off on button Yes/No

Test procedure

a)
The UE sends a SERVICE REQUEST message to the SS in order to establish the PS signalling connection for the upper layer signalling.

b)
After the SS receiving the SERVICE REQUEST message, the SS sends a SERVICE REJECT message with the cause value #7(GPRS services not allowed).

c)
After the UE receives the SERVICE REJECT message with the cause value #7(GPRS services not allowed), the UE deletes any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number.

d)
The SS checks that the UE does not initiate an upper-layer signalling until the UE is switched off.

e)
The SS checks that the UE does not initiate an upper-layer signalling until the USIM is removed from the UE.

Expected Sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	
	
	
	The following message are sent and shall be received on cell A.

	1
	UE
	
	The UE is set in UE operation mode C (see ICS). If UE operation mode C is not supported, go to step 38.

	2
	SS
	
	The SS is set in network operation mode II and activates cell A.

	3
	UE
	
	The UE is powered up or switched on and initiates an attach (see ICS). Cell A is preferred by the UE.

	3a
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to "Registration".

	4
	->
	ATTACH REQUEST
	Attach type = 'GPRS attach'

Mobile identity = P-TMSI-1

Old Routing area identity = RAI-1

	4a
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	

	4b
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	

	4c
	SS
	
	The SS starts ciphering and integrity protection.

	5
	<-
	ATTACH ACCEPT
	No new mobile identity assigned.

P-TMSI and P-TMSI signature not included.

Routing area identity = RAI-1

Attach result = 'GPRS only attached'

	6
	SS
	
	UE is moved to PMM idle.

(The SS releases the RRC connection)

	7
	UE
	
	The UE initiates an upper-layer signalling, e.g., Active PDP Context request, by MMI or by AT command.

	8
	->
	SERVICE REQUEST
	Service type = "signalling"

	9
	<-
	SERVICE REJECT
	Reject cause = "GPRS services not allowed"

	9a
	SS
	
	The SS releases the RRC connection

	10
	UE
	
	The UE initiates an upper-layer signalling, e.g., Active PDP Context request, by MMI or by AT command.

	11
	SS
	
	The SS verifies that the UE does not attempt to access the network.

(SS wait 30seconds)

	12
	UE
	
	The UE is switched off.

	13
	
	Void
	

	14
	UE
	
	The UE is powered up or switched on and initiates an attach (see ICS). Cell A is preferred by the UE.

	14a
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to "Registration".

	15
	->
	ATTACH REQUEST
	Attach type = 'GPRS attach'

Mobile identity = IMSI

	15a
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	

	15b
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	

	15c
	SS
	
	The SS starts ciphering and integrity protection.

	16
	<-
	ATTACH ACCEPT
	Attach result = 'GPRS only attached'

Allocated P-TMSI = P-TMSI-1

P-TMSI Signature = P-TMSI-1 signature

Routing area identity = RAI-1

	17
	->
	ATTACH COMPLETE
	

	17a
	SS
	
	UE is moved to PMM idle.

(The SS releases the RRC connection)

	18
	UE
	
	The UE initiates an upper-layer signalling, e.g., Active PDP Context request, by MMI or by AT command.

	19
	->
	SERVICE REQUEST
	Service type = "signalling"

	20
	<-
	SERVICE REJECT
	Reject cause = "GPRS services not allowed"

	20a
	SS
	
	The SS releases the RRC connection

	21
	UE
	
	The UE initiates an upper-layer signalling, e.g., Active PDP Context request, by MMI or by AT command.

	22
	SS
	
	The SS verifies that the UE does not attempt to access the network.

(SS wait 30seconds)

	23
	UE
	
	The UE gets the USIM replaced, is powered up or switched on.

	24
	
	Void
	

	25
	UE
	
	The UE initiates a PS attach, by MMI or by AT command.

	25a
	SS
	
	The SS verifies that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to "Registration".

	26
	->
	ATTACH REQUEST
	Attach type = 'GPRS attach'

Mobile identity = IMSI

	26a
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	

	26b
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	

	26c
	SS
	
	The SS starts ciphering and integrity protection.

	27
	<-
	ATTACH ACCEPT
	Attach result = 'GPRS only attached'

Allocated P-TMSI = P-TMSI-1

P-TMSI Signature = P-TMSI-1 signature

Routing area identity = RAI-1

	28
	->
	ATTACH COMPLETE
	

	28a
	SS
	
	UE is moved to PMM idle.

(The SS releases the RRC connection)

	29
	UE
	
	The UE initiates an upper-layer signalling, e.g., Active PDP Context request, by MMI or by AT command.

	30
	->
	SERVICE REQUEST
	Service type = "signalling"

	31
	<-
	SERVICE REJECT
	Reject cause = "GPRS services not allowed"

	32
	
	VOID
	

	33
	
	VOID
	

	34
	SS
	
	The SS releases RRC connection.

	35
	UE
	
	The UE is switched off or power is removed (see ICS).

	36
	
	Void
	

	37
	
	Void
	

	38
	UE
	
	The UE is set to attach to both the PS and non-PS services (see ICS) and the test is repeated from step 2 to step 37.


Specific message contents
12.9.4.5
Test requirements
At step4, when the UE is powered on or switched on, UE shall:

-
initiate the PS attach procedure with information elements specified in the above Expected Sequence.

At step11, when the UE receives the SERVICE REJECT message with cause "GPRS services not allowed" UE shall: 

· not attempt to access the network.

At step15, when the UE is powered on or switched on, UE shall:

-
initiate the PS attach procedure with information elements specified in the above Expected Sequence.

At step22, when the UE receives the SERVICE REJECT message with cause "GPRS services not allowed" UE shall:
· not attempt to access the network.

At step26, when the UE gets the USIM replaced, is powered up or switched on,UE shall:

-
initiate the PS attach procedure with information elements specified in the above Expected Sequence.

At step30, UE shall:


- initiate the service request procedure.

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 1

