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7.3.2.2.16
CMAC_Ciphering_Activate
	ASN.1 ASP Type Definition

	Type Name
	CMAC_Ciphering_Activate_CNF

	PCO Type
	CSAP

	Comment
	To confirm to activate or inactivate the ciphering

	Type Definition

	SEQUENCE {




cellId





INTEGER(-1..63),




routingInfo




RoutingInfo

}


	ASN.1 ASP Type Definition

	Type Name
	CMAC_Ciphering_Activate_REQ

	PCO Type
	CSAP

	Comment
	To request to start or restart downlink ciphering or uplink deciphering. 
The physicalChannelIdentity of DPCH applies to routingInfo.

Initialise the 20 MSB of HFN component of COUNT-C to the START value stored.
If the value of incHFN is set to "NotInc", the SS initialises the remaining LSBs of HFN component in COUNT-C to zero and the SS shall not increment HFN part of COUNT-C at every CFN cycle.
If the value of incHFN is set to “IncPerCFN_Cycle”the SS initialises the remaining LSBs of HFN component in COUNT-C to zero, and starts the increment HFN part of COUNT-C at every CFN cycle.
If the value of incHFN is set to “IncByOne_IncPerCFN” the SS initialises the remaining LSBs of HFN component in COUNT-C to zero, increments the HFN component in COUNT-C by one and then starts the increment HFN part of COUNT-C at every CFN cycle.

	Type Definition

	SEQUENCE {




cellId





INTEGER(-1..63),




routingInfo




RoutingInfo,



ratType





RatType,




cn_DomainIdentity


CN_DomainIdentity,




cipheringModeInfo


CipheringModeInfo,




incHFN

Increment_Mode

}


	ASN.1 Type Definition

	Type Name
	Increment_Mode

	Comment
	

	Type Definition

	ENUMERATED {IncPerCFN_Cycler(0), NotIncr(1), IncByOne_IncPerCFN_Cycle(2)}


7.3.2.2.23
CRLC_Ciphering_Activate

	ASN.1 ASP Type Definition

	Type Name
	CRLC_Ciphering_Activate_CNF

	PCO Type
	CSAP

	Comment
	To confirm to activate or inactivate the ciphering

	Type Definition

	SEQUENCE {




cellId




INTEGER(-1..63)

}


	ASN.1 ASP Type Definition

	Type Name
	CRLC_Ciphering_Activate_REQ

	PCO Type
	CSAP

	Comment
	To request to start orrestart downlink ciphering or uplink deciphering. Each call of the ASP includes one RLC SN in rb-DL-CiphActivationTimeInfo for the corresponding rb-identity.
Initialise the 20 MSB of HFN component of COUNT-C to the START value stored.
For RLC_UM COUNT-C:
If the value of incHFN is set to “NotInc” the SS initialises the remaining LSBs of HFN component in UM COUNT-C to zero.
If the value of incHFN is set to “Inc” the SS initialises the remaining LSBs of HFN component in UM COUNT-C to zero, then increments the HFN by one.
For RLC_AM COUNT-C:
If the value of incHFN is set to “NotInc” no further action is needed.
If the value of incHFN is set to “Inc” the SS increments the HFN by one.

	Type Definition

	SEQUENCE {




cellId





INTEGER(-1..63),




ratType





RatType,




cn_DomainIdentity


CN_DomainIdentity,



ciphActivationInfo


CiphActivationInfo,




incHFN

RLC_IncMode
}


	ASN.1 Type Definition

	Type Name
	CiphActivationInfo

	Comment
	DL or UL ciphering activation info

If RB is omitted in rB_UL_CiphActivationTimeInfo the SS takes no action on this RB and the ciphering configuration keeps unchanged on this RB. CipheringModeCommand = dummy NULL means no ciphering.

	Type Definition

	CHOICE {




cipheringModeInfo



CipheringModeInfo, 




rb_UL_CiphActivationTimeInfo
RB_ActivationTimeInfoList
}


	ASN.1 Type Definition

	Type Name
	RLC_IncMode

	Comment
	

	Type Definition

	ENUMERATED{NotInc(0), Inc(1)}


7.3.2.2.25
CRLC_Integrity_Activate
	ASN.1 ASP Type Definition

	Type Name
	CRLC_integrity_Activate_CNF

	PCO Type
	CSAP

	Comment
	To confirm to activate or inactivate the integrity protection

	Type Definition

	SEQUENCE {




cellId



INTEGER(-1..63)

}


	ASN.1 ASP Type Definition

	Type Name
	CRLC_Integrity_Activate_REQ

	PCO Type
	CSAP

	Comment
	To request to start or to modify the the downlink or uplink integrity protection. The ASP shall be called before send SECURITY MODE COMMAND. It activates the integrity on all SRBs in DL.. The SS initialises the 20 MSB of HFN component of COUNT-I to the START value stored and set the remaining LSBs of HFN component in COUNT-I to zero.
If integrityModeCommand in ASP is set to “startIntegrityProtection”, the SS shall start the downlink integrity protection from the first downlink RRC message.

If te integrityModeCommand in ASP is set to “modify”, the SS shall start the downlink integrity protection at the RRC message sequence number specified in “dl_IntegrityProtActivationInfo”.

	Type Definition

	SEQUENCE {




cellId






INTEGER(-1..63),




cn_DomainIdentity



CN_DomainIdentity,




integrityActivationInfo


IntegrityActivationInfo
}


	ASN.1 Type Definition

	Type Name
	IntegrityActivationInfo

	Comment
	DL or UL integrity activation info

At the RRC message sequence numbers specified in the ul_IntegProtActivationInfo the SS shall initialize COUNT-I for the SRB's indicated in the ul_IntegrityProtActivationInfo and start using the new configuration on uplink for the indicated SRB's.

If the START value is omitted in the CRLC_SecurityMode_Config_REQ above COUNT-I initialization shall not be performed.

	Type Definition

	CHOICE {




integrityProtectionModeInfo 
IntegrityProtectionModeInfo,




ul-IntegProtActivationInfo

IntegrityProtActivationInfoList
}


	ASN.1 Type Definition

	Type Name
	IntegrityProtActivationInfoList

	Comment
	List of SS IntegrityProtActivationInfo

	Type Definition

	SEQUENCE (SIZE (1..maxRB ) ) OF SS_IntegrityProtActivationTimeInfo


	ASN.1 Type Definition

	Type Name
	SS_IntegrityProtActivationTimeInfo

	Comment
	Omitting rrc_MessageSequenceNumber means activation time set to "now". 

	Type Definition

	SEQUENCE {



rb_Identity




INTEGER (-31..32),


rrc_MessageSequenceNumber
RRC_MessageSequenceNumber
OPTIONAL

}


8.5.4
Test security scenarios

Five basic test scenarios are presented in the present document. The corresponding core spec references are found in 3GPP TS 25.331 [21] clauses 8.1.12, 8.2.2.2, 8.5.10.1, 8.5.10.2, 8.6.3.4, 8.6.3.5, 8.6.4.3 and 8.6.4.8.

Start security,

RB setup,

AM RB reconfiguration,

Security modification,

SRNS relocation,

Modification of RLC size of AM RB during RB reconfiguration,

Cell/URA update,

InterRAt HO to UTRAN.

As Default, the 1st three basic scenarios can be subdivided into

Start integrity without ciphering start,

Start integrity and ciphering at the same time.

Regarding the simultaneous SRNS relocation, the security scenarios at the relocation are split into

No security configuration modification,

Modification of integrity (FRESH) without ciphering configuration change,

Modification integrity FRESH and ciphering algorithm,

A security modification pending at the SRNS relocation.

This clause shows the procedures how the security ASP applied to the SS configurations at the different security test scenarios.

8.5.4.1
Start security function

CIPHERING_STATUS = NotStarted for the CN domain concerned.

8.5.4.1.1
Start integrity protection without start of ciphering

INTEGRITY_PROTECTION Status = NotStarted.

SECURITY MODE COMMAND with "Integrity protection mode info" IE containing integrityProtectionModeCommand = Start, no "Ciphering mode info" IE

1
Before sending SECURITY MODE COMMAND (SMC)


CRLC_SecurityMode_Config_REQ




startValue = value most recently received or 0 (new key)




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_SetRRC_MessageSN_REQ (SN=0)



--
Downlink RRC message sequence number set to 0


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = startIntegrityProtection (FRESH)




integrityProtectionAlgorithm = selected value




-- downlink integrity protection starts immediately


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = 0 (RB2 only)

2
Send SECURITY MODE COMMAND 

3
After receiving SECURITY MODE COMPLETE


CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in "Uplink integrity protection activation time" (except RB2) received from SECURITY MODE COMPLETE

8.5.4.1.2
Start both integrity protection and ciphering

INTEGRITY_PROTECTION Status = NotStarted.

SECURITY MODE COMMAND with "Integrity protection mode info" IE containing integrityProtectionModeCommand = Start, and "Ciphering mode info" IE containing cipheringModeCommand = Start/Restart (algorithm UEA0 or UEA1)

1
Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = value most recently received or 0 ( new key)




cipheringKey = value maintained by TTCN




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- 
Get current RLC SN of all SRB for calculating suitable down link activation time


CRLC_Suspend_REQ



-- Suspend all signalling radio bearers except RB2


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time



incHFN = NotInc

CRLC_SetRRC_MessageSN_REQ (SN=0)




--
Downlink RRC message sequence number set to 0


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = startIntegrityProtection (FRESH)




integrityProtectionAlgorithm = selected value




(downlink integrity protection starts immediate) 


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = 0 (RB2 only) 

2
Send SECURITY MODE COMMAND

3
After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE
incHFN = NotInc

CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in "Uplink integrity protection activation time" (except RB2) received from SECURITY MODE COMPLETE


CRLC_Resume_REQ

8.5.4.1.3

Void

8.5.4.2

RB setup

INTEGRITY_PROTECTION Status = Started.

Condition: "RAB information for setup" IE included in RADIO BEARER SETUP

8.5.4.2.1
AM / UM RB

1
Sending the RADIO BEARER SETUP message

2
Configuring the RB

3
After receiving RADIO BEARER SETUP COMPLETE

8.5.4.2.1.1
Ciphering not started

CIPHERING_STATUS = NotStarted for the CN domain concerned


CRLC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = NULL (no ciphering)




rb_DL_CiphActivationTimeInfo = 0 (from the first block)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = 0 (from the first block)



incHFN = NotInc
8.5.4.2.1.2
Ciphering started

CIPHERING_STATUS = Started for the CN domain concerned


CRLC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm) 




rb_DL_CiphActivationTimeInfo = 0 (from the first block)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = 0 (from the first block)



incHFN = NotInc
8.5.4.2.2
TM RB

Enter Cell_DCH,

no TM RB established before,

"COUNT-C activation time" IE included in RADIO BEARER SETUP COMPLETE message.

8.5.4.2.2.1
Ciphering not started

CIPHERING_STATUS = NotStarted for the CN domain concerned,

1
Send the RADIO BEARER SETUP message

2
Configuring the RB

3
After receiving RADIO BEARER SETUP COMPLETE


CMAC_SecurityMode_Config_REQ




startValue = value most recently received




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incHFN = NotInc



cipheringModeCommand = NULL (no ciphering) 




activationTimeForDPCH = value in "COUNT-C activation time"

8.5.4.2.2.2
Ciphering started

CIPHERING_STATUS = Started for the CN domain concerned,

1
Sending RADIO BEARER SETUP 

2
Configuring the RB


CMAC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incHFN = NotInc



cipheringModeCommand = Start/Restart (algorithm)




activationTimeForDPCH = value in "Activation time" of the RB

3
After receiving RADIO BEARER SETUP COMPLETE message


CMAC_SecurityMode_Config_REQ




startValue = value received in response message




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned) 




incHFN = IncPerCFN_Cycle 




cipheringModeCommand = Start/Restart (algorithm)




activationTimeForDPCH = value in "COUNT-C activation time"

8.5.4.3
RB Reconfiguration for AM RAB modification of RLC size

CIPHERING_STATUS = Started  for the CN domain concerned,

"RB mapping info" IE, changeing AM RB RLC size, is inculded in


CELL UPDATE CONFIRM,


RADIO REARER RECONFIGURATION,


RADIO BEARER RELEASE

8.5.4.3.1
"RB mapping info" in CELL UPDATE CONFIRM

After sending the CELL UPDATE CONFIRM message, re-establish the RB and re-configure the RB with new RLC size and re-initialize COUNT-C for the RB:


CRLC_Config_REQ




Release the concerned RB


CRLC_Config_REQ




Setup the concerned RB (new RLC size)


CRLC_SecurityMode_Config_REQ




startValue = value received in the CELL UPDATE message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now



incHFN = NotInc
8.5.4.3.2
"RB mapping info" in RB RECONFIGURATION / RELEASE

After receiving the reconfiguration complete message, re-establish the RB and re-configure the RB with new RLC size and re-initialize COUNT-C for the RB:


CRLC_Config_REQ




Release the concerned RB


CRLC_Config_REQ




Setup the concerned RB (new RLC size)


CRLC_SecurityMode_Config_REQ




startValue = value received in the reconfiguration complete message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now



incHFN = NotInc
8.5.4.4
Security modification

Updating security keys is the scenario in this clause.

INTEGRITY_PROTECTION STATUS = Started

SECURITY MODE COMMAND contains "Ciphering mode info" IE and/or "Integrity protection mode info" IE

8.5.4.4.1
Integrity started, ciphering not started

CIPHERING_STATUS = NotStarted for the CN domain concerned

SECURITY MODE COMMAND with "Integrity protection mode info" IE containing integrityProtectionModeCommand = modify, but "Ciphering mode info" IE absent the same CN domain as in the previous SMC to start integrity protection.

1
Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_RRC_MessageSN_REQ




-- Get current RRC Message SN for calculation of DL activation time


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = modify

dl_IntegrityProtActivationInfo = now (SRB2), calculated value or a pending activation time set by previous security mode control procedure (SRB2 other than SRB2)


CRLC_Integrity_Activate_REQ (CN domain concerned, RB2)




ul_IntegrityProtActivationInfo = now

2
Sending SECURITY MODE COMMAND message

3
After receiving SECURITY MODE COMPLETE


CRLC_Integrity_Activate_REQ (CN domain concerned)

ul_IntegProtActivationInfo = value in "Uplink integrity protection activation time" (except RB2)

8.5.4.4.2
Integrity and ciphering started

CIPHERING_STATUS = Started for the CN domain concerned

SECURITY MODE COMMAND contains


"Integrity protection mode info" IE with integrityProtectionModeCommand = modify,


"Ciphering mode info" IE with cipheringModeCommand = Start/Restart.

1
Before sending SECURITY MODE COMMAND message


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cipheringKey = new key 




cn_DomainIdentity = CS or PS


if TM RB exist



CMAC_SecurityMode_Config_REQ




startValue = 0 ( new key)




cipheringKey = new key




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_SequenceNumber_REQ



-- Get current RLC SN for calculating suitable down link activation time


CRLC_Suspend_REQ


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




rb_DL_CiphActivationTimeInfo = calculated activation time



incHFN = NotInc

CRLC_RRC_MessageSN_REQ



-- Get current RRC message SN for calculating suitable DL activation time


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = modify

dl_IntegrityProtActivationInfo = now (SRB2), calculated value or a pending activation time set by previous security mode control procedure (SRB other than SRB2)


CRLC_Integrity_Activate_REQ (CN domain concerned,RB2)




ul_IntegrityProtActivationInfo = now


if TM RB exist



CPHY_Frame_Number_REQ




--Get current CFN for calculating suitable activation time for TM RB



CMAC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




activationTimeForDPCH = calculated activation time



incHFN = IncPerCFN_Cycle
2
Sending SECURITY MODE COMMAND message

3
After receiving SECURITY MODE COMPLETE


CRLC_Ciphering_Activate_REQ (CN domain concerned)

rb_UL_CipheringActivationTimeInfo = value received in SECURITY MODE COMPLETE
incHFN = NotInc

CRLC_Integrity_Activate_REQ (CN domain concerned, except RB2)

ul_IntegProtActivationInfo = value in "Uplink integrity protection activation time"


CRLC_Resume_REQ

8.5.4.5
SRNS relocation

Simulataneous SRNS relocation will take place

either "Downlink count synchronization info" IE is received in


CELL UPDATE CONFIRM,


PHYSICAL CHANNEL RECONFIGURATION,


RADIO REARER RECONFIGURATION,


RADIO BEARER RELEASE,


TRANSPORT CHANNEL RECONFIGURATION,


URA UPDATE CONFIRM,


UTRAN MOBILITY INFROMATION,

or "new U-RNTI" IE is received in


RADIO BEARER SETUP.

INTEGRITY_PROTECTION Status = Started

8.5.4.5.1
Void

8.5.4.5.2
Presence of "Integrity protection mode info" but absence of "Ciphering mode info"

SRNS relocation related messages listed contains "Integrity protection mode info" but does not have "Ciphering mode info" IE.

SRNS relocation related message with "Integrity protection mode info" IE containing integrityProtectionModeCommand = Start, but no "Ciphering mode info" IE (no ciphering configuration change).

8.5.4.5.2.1
 No security configuration pending

No security configuration pending triggered by previous SECURITY MODE COMMAND.

1
Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialization)




integrityKey = OMIT or value maintained by TTCN (no key change)




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ (CN domain concerned)




integrityProtectionModeCommand = Start (FRESH)




integrityProtectionAlgorithm = selected value




-- downlink integrity protection starts immediately


CRLC_Integrity_Activate_REQ (CN domain concerned)




ul_IntegProtActivationInfo = value (now)

2
Sending one of the SRNS relocation related messages

3
Re-establishing RB2 and re-initialize COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




newHFN = MAX(HFN of DL COUNT-C of RB2, HFN of UL COUNT-C of RB2) + 1


CRLC_Config_REQ



-- Release RB2


CRLC_Config_REQ



-- Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = newHFN




cn_DomainIdentity = CS or PS concerned


CRLC_Ciphering_Activate_REQ (CN domain concerned)




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB2 only)



incHFN = NotInc
4
Receiving the response message

5
Re-establishing all RBs and SRBs (except SRB2) and re-initialize COUNT-C for all RBs and SRBs (except 
SRB2)


CRLC_Config_REQ


-- Release all RBs and all SRBs (except SRB2)


CRLC_Config_REQ



-- Setup all RB's and all SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except SRB2)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except SRB2)



incHFN = NotInc
8.5.4.5.2.2
Pending security configuration (new keys)

A pending security configuration is triggered by the previous SECURITY MODE COMMAND (new Key).

1
Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2
Send one of the SRNS relocation related messages

3
Re-establish RB2 and re-initialize COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ




Release RB2


CRLC_Config_REQ




Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = HFN calculated above




cipheringKey = new key




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)



incHFN = NotInc
4
Receive the response message

5
Re-establish all RBs and SRBs (except RB2) and re-initialize COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ




Release all RB's and SRB's (except RB2)


CRLC_Config_REQ




Setup all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = new key




cipheringKey = new key




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate _REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc
6
Re-initialize COUNT-I for all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

8.5.4.5.2.3
Pending security configuration (no new keys)

A pending security configuration is triggered by the previous SECURITY MODE COMMAND (no new keys).

1
Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialization)




integrityKey = OMIT or value maintained by TTCN (no key change) cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2
Send one of the SRNS relocation related messages

3
Re-establish RB2 and re-initialize COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF




HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ




Release RB2


CRLC_Config_REQ





Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = HFN calculated above




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)



incHFN = NotInc
4
Receive the response message

5
Re-establish all RBs and SRBs (except RB2) and re-initialize COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ




Release all RB's and SRB's (except RB2)


CRLC_Config_REQ




Setup all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started





cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc
6
Re-initialize COUNT-I for all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

8.5.4.5.3
Presence of "Integrity protection mode info" and "Ciphering mode info" IE
CIPHERING_STATUS = Started  for the CN domain concerned,

SRNS relocation related message with "Integrity protection mode info" IE containing integrityProtectionModeCommand = Start, and "Ciphering mode info" IE containing cipheringModeCommand = Start/Restart (change ciphering algorithm, no "Radio bearer downlink ciphering activation time info")

8.5.4.5.3.1
No security configuration pending

1
Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialization)




integrityKey = OMIT or value maintained by TTCN (no key change)




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2
Send one of the SRNS relocation related messages

3
Re-establish RB2 and re-initialize COUNT-C for RB2


CRLC_SequenceNumber_REQ


CRLC_SequenceNumber_CNF





HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ





Release RB2


CRLC_Config_REQ





Setup RB2


CRLC_SecurityMode_Config_REQ





startValue = HFN calculated above




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started






cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)



incHFN = NotInc
4
Receive the response message

5
Re-establish all RBs and SRBs (except RB2) and re-initialize COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ





Release all RB's and SRB's (except RB2)


CRLC_Config_REQ





Setup all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = Start/Restart (new algorithm) 




rb_DL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc
8.5.4.5.3.2
Pending security configuration (new keys)

1
Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2
Send one of the SRNS relocation related messages

3
Re-establish RB2 and re-initialize COUNT-C for RB2


CRLC_SequenceNumber_REQ




CRLC_SequenceNumber_CNF





HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ





Release RB2


CRLC_Config_REQ





Setup RB2


CRLC_SecurityMode_Config_REQ





startValue = HFN calculated above




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




cipheringModeCommand = NULL (no ciphering status change) 




rb_DL_CiphActivationTimeInfo = now (RB2 only)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)



incHFN = NotInc
4
Receive the response message

5
Re-establish all RBs and SRBs (except RB2) and re-initialize COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ





Release all RB's and SRB's (except RB2)


CRLC_Config_REQ





Setup all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = 0




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate _REQ




cipheringModeCommand = Start/Restart (new algorithm) 




rb_DL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)



incHFN = NotInc
6
Re-initialize COUNT-I for all RBs and SRBs (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = 0 (new key)




integrityKey = new key




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

8.5.4.5.3.3
Pending security configuration (no new key)

1
Before sending one of the SRNS relocation related messages


CRLC_SecurityMode_Config_REQ




startValue = OMIT (no COUNT-I re-initialization)




integrityKey = OMIT or value maintained by TTCN (no key change)




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




SS_IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

2
Send one of the SRNS relocation related messages

3
Re-establish RB2 and re-initialize COUNT-C for RB2


CRLC_SequenceNumber_REQ




CRLC_SequenceNumber_CNF




HFN = MAX(HFN of DL/UL COUNT-C of RB2) + 1


CRLC_Config_REQ




Release RB2


CRLC_Config_REQ




Setup RB2


CRLC_SecurityMode_Config_REQ




startValue = HFN calculated above




n_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ




if CIPHERING_STATUS= NotStarted





cipheringModeCommand = NULL (no ciphering)




if CIPHERING_STATUS = Started






cipheringModeCommand = Start/Restart (existing algorithm)




rb_DL_CiphActivationTimeInfo = now (RB2 only)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ




rb_UL_CipheringActivationTimeInfo = now (RB2 only)



incHFN = NotInc
4
Receive the response message

5
Re-establish all RBs and SRBs (except RB2) and re-initialize COUNT-C for all RBs and SRBs (except RB2)


CRLC_Config_REQ





Release all RB's and SRB's (except RB2)


CRLC_Config_REQ





Setup all RB's and SRB's (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response mesage




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_ Ciphering_Activate _REQ




cipheringModeCommand = Start/Restart (new algorithm) 




rb_DL_CiphActivationTimeInfo = now (except RB2)


CRLC_ Ciphering_Activate _REQ




rb_UL_CiphActivationTimeInfo = now (except RB2)

6
Re-initialize COUNT-I for all RBs and SRBs (except RB2)


CRLC_SecurityMode_Config_REQ




startValue = value received in the response message




integrityKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Integrity_Activate_REQ




IntegrityProtectionModeCommand = Start (FRESH)




IntegrityProtectionAlgorithm = selected value (downlink integrity protection starts immediately)


CRLC_Integrity_Activate_REQ




ul_IntegProtActivationInfo = value (now)

8.5.4.6
CELL/URA update

8.5.4.6.1
RLC re-establish (RB2, RB3, RB4)

"RLC re-establish (RB2, RB3, RB4)" in CELL UPDATE CONFIRM message is set to TRUE CIPHERING_STATUS = Started for the CN domain concerned

1.
After sending CELL UPDATE CONFIRM message, re-establish the RB2, RB3 and RB4 (if established)

CRLC_SecurityMode_Config_REQ




startValue = value received from CELL UPDATE message




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




rb_DL_CiphActivationTimeInfo = now (RB2, RB3, RB4)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB2, RB3, RB4)



incHFN = NotInc
8.5.4.6.2
RLC re-establish (RAB)

"RLC re-establish (RB5 and upwards)" in CELL UPDATE CONFIRM message is set to TRUE CIPHERING_STATUS = Started for the CN domain concerned

1.
After sending CELL UPDATE CONFIRM message, re-establish the RAB


CRLC_SecurityMode_Config_REQ




startValue = value received from CELL UPDATE message




cipheringKey = value maintained by TTCN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (existing algorithm) 




rb_DL_CiphActivationTimeInfo = now (RB5 and upwards)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB5 and upwards)



incHFN = NotInc
8.5.4.7
Inter RAT handover to UTRAN

8.5.4.7.1
ciphering has not been activated

ciphering has not been started in the radio access technology from which inter RAT handover is performed.TM mode radio bearer will be established in the UTRAN.

1.
Sending HANDOVER TO UTRAN COMMAND in a RAT different from UTRAN

2.
After receiving HANDOVER TO UTRAN COMPLETE message


CMAC_SecurityMode_Config_REQ




startValue = value received in HANDOVER TO UTRAN COMPLETE message




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incHFN = NotInc



cipheringModeCommand = NULL




activationTimeForDPCH = now


CRLC_SecurityMode_Config_REQ




startValue = value received in HANDOVER TO UTRAN COMPLETE




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = NULL 




rb_DL_CiphActivationTimeInfo = now (RB1, RB2, RB3, RB4)




incHFN = Inc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB1, RB2, RB3, RB4)



incHFN = Inc








8.5.4.7.2
ciphering has been activated

ciphering has been started in the radio access technology from which inter RAT handover is performed.TM mode radio bearer will be established in the UTRAN.

1.
Before sending HANDOVER TO UTRAN COMMAND


CRLC_SecurityMode_Config_REQ




startValue = "START" value included in the IE "UE security information" in the variable "INTER_RAT_HANDOVER_INFO_TRANSFERRED"



cipheringKey = value generated in authentication procedure in GRAN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm in HANDOVER TO UTRAN COMMAND) 




rb_DL_CiphActivationTimeInfo = now (RB1, RB2, RB3, RB4)



incHFN = NotInc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB1, RB2, RB3, RB4)



incHFN = NotInc

CMAC_SecurityMode_Config_REQ




startValue = "START" value included in the IE "UE security information" in the variable "INTER_RAT_HANDOVER_INFO_TRANSFERRED"



cipheringKey = value generated in authentication procedure in GRAN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incHFN = NotInc



cipheringModeCommand = Start/Restart (algorithm algorithm in HANDOVER TO UTRAN COMMAND)




activationTimeForDPCH = now

2.
Sending HANDOVER TO UTRAN COMMAND in a RAT different from UTRAN

3.
After receiving HANDOVER TO UTRAN COMPLETE message


CMAC_SecurityMode_Config_REQ




startValue = value received in the response message




cipheringKey = value maitained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)





cipheringModeCommand = Start/Restart (algorithm) in HANDOVER TO UTRAN COMMAND)




activationTimeForDPCH = value in "COUNT-C activation time" 




incHFN = IncByOne_IncPerCFN_Cycle

CRLC_SecurityMode_Config_REQ




startValue = value received in HANDOVER TO UTRAN COMPLETE




cipheringKey = value generated in authentication procedure in GRAN




cn_DomainIdentity = CS or PS


CRLC_Ciphering_Activate_REQ (CN domain concerned)




cipheringModeCommand = Start/Restart (algorithm in HANDOVER TO UTRAN COMMAND)




rb_DL_CiphActivationTimeInfo = now (RB1, RB2, RB3, RB4)




incHFN = Inc

CRLC_Ciphering_Activate_REQ (CN domain concerned)




rb_UL_CipheringActivationTimeInfo = now (RB1, RB2, RB3, RB4)



incHFN = Inc










8.5.4.8
Hard handover

Ciphering is activated for any TM radio bearer;

"Downlink DPCH info for all RL" in a message performing timing re-initialized hard handover or;

"Downlink DPCH info for all RL" in a message other than RADIO BEARER SETUP tranfering UE to Cell_DCH from non-Cell_DCH state.

1.
Before sending the message


CMAC_SecurityMode_Config_REQ




startValue = value most recently received




cipheringKey = value maitained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)




incHFN = NotInc



cipheringModeCommand = Start/Restart (existing algorithm)




activationTimeForDPCH = now

2.
Send the message for hard HO

3.
After receiving the response message


CMAC_SecurityMode_Config_REQ




startValue = value received in the response message




cipheringKey = value maitained by TTCN




cn_DomainIdentity = CS or PS


CMAC_Ciphering_Activate_REQ (CN domain concerned)





cipheringModeCommand = Start/Restart (existing algorithm)




activationTimeForDPCH = value in "COUNT-C activation time" 




incHFN = IncByOne_IncPerCFN_Cycle
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