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Contents of SECURITY MODE COMMAND message: AM

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	         - Message authentication code
	Set to  MAC-I value computed by the SS.

	         - RRC Message Sequence Number
	Set to an arbitrarily selected integer between 0 and 15 

	Security capability
	

	         - Ciphering algorithm capability
	

	          - UEA0
	If the UE has indicated support for ciphering algorithm UEA0 in the IE “security capability” in the RRC CONNECTION SETUP COMPLETE message, this IE is set to TRUE.

	          - UEA1
	If the UE has indicated support for ciphering algorithm UEA1 in the IE “security capability” in the RRC CONNECTION SETUP COMPLETE message, this IE is set to TRUE.

	          - Spare
	Spare 2-15 = FALSE

	         - Integrity protection algorithm capability
	0000000000000010B (UIA1)

	          - UIA1
	TRUE

	          - Spare
	Spare 0 and Spare 2-15 = FALSE

	Ciphering mode info
	This presence of this IE is dependent on IXIT statements in TS 34.123-2. If ciphering is indicated to be active, this IE present with the values of the sub IEs as stated below. Else, this IE is omitted.

	         - Ciphering mode command
	Start/restart

	         - Ciphering algorithm
	UEA0 or UEA1. The indicated algorithm must be one of the algorithms supported by the UE as indicated in the IE “security capability” in the RRC CONNECTION SETUP COMPLETE message.

	         - Ciphering activation time for DPCH
	Not Present

	         - Radio bearer downlink ciphering activation time info
	

	         - Radio bearer activation time
	

	          - RB identity
	1

	          - RLC sequence number
	Current RLC SN+2

	          - RB identity
	2

	          - RLC sequence number
	Current RLC SN+2

	          - RB identity
	3

	          - RLC sequence number
	Current RLC SN + 2

	          - RB identity
	4

	          - RLC sequence number
	Current RLC SN + 2

	Integrity protection mode info
	The presence of this IE is dependent on IXIT statements in TS 34.123-32. If integrity protection is indicated to be active, this IE is present with the values of the sub IEs as stated below. Else, this IE and the sub-IEs are omitted.

	          - Integrity protection mode command
	Start

	          - Downlink integrity protection activation info
	Not Present

	          - Integrity protection algorithm
	UIA1

	          - Integrity protection initialisation number
	SS selects an arbitrary 32 bits number for FRESH

	CN domain identity
	CS or PS

	UE system specific security capability
	Not Checked
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