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12.2.1.10
PS attach / abnormal cases / Failure due to non-integrity protection
12.2.1.10.1
Definition

12.2.1.10.2
Conformance requirement

The supervision that the integrity protection is activated shall be the responsibility of the MM and GMM layer in the UE (see 3GPP TS 33.102).
 No layer 3 signalling messages, except those listed in TS 24.008 clause 4.1.1.1.1, shall be processed by the receiving MM and GMM entities or forwarded to the CM entities, if the integrity protection has not been previously activated for that domain.
Reference(s):

3GPP TS 24.008 clause 4.1.1.1.1

12.2.1.10.3
Test purpose

To verify that the UE ignores NAS signalling messages when the security mode procedure is activated without the integrity protection.

12.2.1.10.4
Method of test

Initial Conditions

System Simulator:

One cell operating in network operation mode II.
User Equipment:
The UE has a valid IMSI.
Related ICS Statements
Support of PS service 
Yes/No
UE operation mode A 
Yes/No
Switch off on button 

Yes/No

Test procedure

The attach procedure is initiated. Upon reception of ATTACH REQUEST message from the UE, the SS responds to ATTACH ACCEPT message without the integrity protection. The UE shall ignore this message and re-transmit ATTACH REQUEST message at expiry of timer T3310.

This time the SS starts the authentication procedure and initiates the integrity protection. After receiving ATTACH ACCEPT message, the UE shall respond to ATTACH COMPLETE message.

Expected Sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	UE
	
	The UE is set in UE operation mode A (see ICS).

	2
	UE
	
	The UE is powered up or switched on and initiates an attach procedure (see ICS).

	3
	SS
	
	SS checks that the IE “Establishment cause” in the received RRC CONNECTION REQUEST message is set to “Registration”.

	4
	->
	ATTACH REQUEST
	Attach type = 'PS attach'

Mobile identity = IMSI

	5
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Set PS-CKSN

	6
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	RES

	7
	SS
	
	The SS starts the security mode procedure without the integrity protection. The content of integrity protection mode info IE in SECURITY MODE COMMAND message is specified below.

	8
	<-
	ATTACH ACCEPT
	

	9
	UE
	
	The UE ignores ATTACH ACCEPT message.

	10
	SS
	
	The SS waits 15 sec (T3310).

	11
	->
	ATTACH REQUEST
	The UE re-transmits the message.

The SS verifies that the period of time between the ATTACH REQUEST messages corresponds to the value of T3310.
Attach type = 'PS attach'

Mobile identity = IMSI

	12
	<-
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Set PS-CKSN

	13
	->
	AUTHENTICATION AND CIPHERING RESPONSE
	RES

	14
	
	
	The SS starts the security mode procedure with the integrity protection. The content of integrity protection mode info IE in SECURITY MODE COMMAND message is specified below.

	15
	<-
	ATTACH ACCEPT
	Attach result = 'PS only attached'

Mobile identity = P-TMSI

	16
	->
	ATTACH COMPLETE
	

	17
	UE
	
	The UE is switched off or power is removed (see ICS).

	18
	-> 
	DETACH REQUEST
	Message not sent if power is removed.

Detach type = 'power switched off, PS detach'

	19
	
	
	The SS releases the RRC connection.


Specific Message Contents

Specific message contents for SECURITY MODE COMMAND message (without the integrity protection)
	Information Element
	Value/remark

	Integrity protection mode info
	Not Checked


Specific message contents for SECURITY MODE COMMAND message (with the integrity protection)
	Information Element
	Value/remark

	Integrity protection mode info
	

	          - Integrity protection mode command
	Start

	          - Downlink integrity protection activation info
	Not Present

	          - Integrity protection algorithm
	UIA1

	          - Integrity protection initialisation number
	SS selects an arbitrary 32 bits number for FRESH


12.2.1.10.5
Test requirements

At step4, when the UE is powered on or switched on, UE shall:

· initiate the PS attach procedure with information elements specified in the above Expected Sequence.
At step9, UE shall;


-
 ignore the first ATTACH ACCEPT message.

At step11, UE shall;

· re-transmit ATTACH REQUEST message after expiry of timer T3310.
At Step16, UE shall;

-
respond to ATTACH COMPLETE message after the UE receives the second ATTACH ACCEPT message.
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