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Annex A (normative): 
Remote Management Applications Implementation for TS 43.019 compliant cards

A.1

Applet Management Commands for TS 43.019 compliant cards

This chapter describes the commands for Applet Management.

A complying card shall support at least the DES CBC algorithm for cryptographic computations.

Command status words placed in the Additional Response Data element of the Response Packet shall be coded according to the Open Platform specification [14].

A.1.1
Commands Description

The minimum security applied to a Secured Packet containing Applet Management Commands shall be integrity using CC or DS, and in all cases, this security shall replace Data Authentication Patterns used in Open Platform commands for secure messaging.

A.1.1.1
DELETE

The Delete command shall be coded according to the Open Platform specification [14]. The references to DAP (Data Authentication Pattern) fields are not applicable for Over The Air Application Management.

NOTE:
This command may be extended in the future to allow for other type of deletion since the command data uses TLV structure.

 […]
A.1.1.4.2.3
Access domain

The access domain is used to specify the UICC files that may be accessed by the applet and the operations allowed on these files. The Access Domain field is formatted as follows:

	Length
	Name

	1
	Access Domain Parameter (ADP) (see A.1.1.4.2.3.1)

	n-1
	Access Domain Data (ADD)


The Access Domain Data coding and length is defined for each Access Domain Parameter.

A. 1.1.4.2.3.1
Access Domain Parameter

This parameter indicates the mechanism used to control the applet instance access to the GSM file System.

	Value
	Name
	Support
	ADD length

	'00'
	Full access to the File System
	Mandatory
	0

	'01'
	APDU access mechanism (see A.1.4.2.3.2)
	Optional
	2

	'02'
	3GPP access mechanism (see A.1.4.2.3.3)
	Optional
	[To be defined]

	'03' to '7F'
	RFU
	RFU
	RFU

	'80' to 'FE'
	Proprietary mechanism
	-
	-

	'FF'
	No access to the File System
	Mandatory
	0


The access rights granted to an applet and defined in the access domain parameter shall be independent from the access rights granted at the (U)SIM/ME interface.

If an applet with Access Domain Parameter 'FF' (i.e. No Access to the File System) tries to access a file the framework shall throw an exception.

If an applet has Access Domain Parameter ‘00’ (i.e. Full Access to the File System), all actions can be performed on a  file except the ones with NEVER access condition.

If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

A. 1.1.4.2.3.2
APDU access mechanism

This mechanism shall be used, if supported, by the framework if the Access Domain Parameter value is '01'. It shall use the Access Domain Data passed at applet instantiation to define the access conditions fulfilled while the toolkit applet is running.

The APDU Access Domain Data is a bit map combination of the file access condition levels described in 3GPP TS 51.011. When the bit is set the associated Access Condition is granted.

The APDU Access Domain Data is coded as follows:
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EXAMPLE:
Possible combinations of fulfilled Access Conditions are shown below:

	ADD value
	Applet access condition fulfilled

	'00 00'
	No access

	'00 01'
	ALWays

	'00 02'
	CHV1

	'00 03'
	ALWays and CHV1

	'00 04'
	CHV2

	'00 05'
	ALWays and CHV2

	'00 06'
	CHV1 and CHV2

	:
	:

	'00 10'
	ADM0

	:
	:

	'00 20'
	ADM1

	:
	:

	'00 22'
	ADM1 and CHV1

	:
	:

	'01 00'
	ADM4

	:
	:

	'40 00'
	ADM10

	:
	:

	'41 37'
	ADM10 and ADM4 and ADM1 and ADM0 and CHV2 and CHV1 and ALWays

	:
	:


[…]

A.1.1.4.2.5
Coding of the Minimum Security Level

The Minimum Security Level (MSL) is used to specify the minimum level of security to be applied to Secured Packets sent to the application. The Receiving Entity shall check the Minimum Security Level before processing the security of the Command Packet. If the check fails, the Receiving Entity shall reject the messages and a Response Packet with the 'Insufficient Security Level' Response Status Code (see Table 5) shall be sent if required.

If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level field shall be coded according to the following table:

	Length
	Name

	1
	MSL Parameter (see A.1.1.4.2.5.1)

	n-1
	MSL Data


The MSL Data coding and length is defined for each MSL Parameter.

A.1.1.4.2.5.1
MSL Parameter

The possible values for the MSL Parameter are:

	Value
	Name
	Support
	MSL Data length

	'00'
	RFU
	RFU
	N/A

	'01'
	Minimum SPI1 (see A.1.1.4.2.5.2)
	Optional
	1

	'02' to '7F'
	RFU
	RFU
	N/A

	'80' to 'FE'
	Reserved for Proprietary Mechanisms
	Optional
	N/A

	'FF'
	RFU
	RFU
	N/A


A.1.1.4.2.5.2
Minimum SPI1

The Minimum Security Level Data for the Minimum SPI1 MSL parameter shall use the same coding as the first octet of the SPI of a command packet (see clause 5.1.1).

The first octet of the SPI field in the incoming message Command Packet (SPI1) shall be checked against the Minimum Security Level Data (MSLD) byte by the receiving entity according to the following rules:

-
if SPI1.b2b1 is equal to or greater than MSLD.b2b1 and

-
if SPI1.b3 is equal to or greater than MSLD.b3 and

-
if SPI1.b5b4 is equal to or greater than MSLD.b5b4

then the Message Security Level is sufficient and the check is successful, otherwise the check is failed.

[…]

A.2
Security of messages sent to  the Remote Management Applications

A.2.1
Minimum Security Level

In order to control the access to the Remote Management Applications (Remote File Management and Remote Applet Management applications), a Minimum Security Level as defined in Annex A.1.1.4.2.5 shall be assigned to each one of these applications. This Minimum Security Level shall be checked for all Secured Packet sent to one of these applications.
The Receiving Entity shall manage this Minimum Security Level as described in Annex A.1.1.4.2.5.

A.2.2
Remote File Management Access Conditions

In order to control the access conditions of the Remote File Management Applications, an Access Domain as defined in A.1.1.4.2.3 shall be assigned to each Remote File Management Application.
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