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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[2]
3GPP TS 31.114: "USAT Interpreter protocol and administration".

[3]
3GPP TS 23.038: "Alphabets and language‑specific information".

[4]
ETSI TS 102 221: "Smart cards; UICC-Terminal interface; Physical and logical characteristics".

[5]
ISO/IEC 7816‑6 (1995): "Identification cards – Integrated circuit(s) cards with contacts - Part 6: Inter-industry data elements".

[6]
ISO 8731-1 (1987): "Banking – Approved algorithms for message authentication – Part 1: DEA".

 

[7]
IETF RFC 1738: "Uniform Resource Locators (URL)"

[...]

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

C
Conditional

DCS
Data Coding Scheme

ID
IDentifier


LSB
Least Significant Bit

M
Mandatory

MSB
Most Significant Bit

NCI
Native Code Identifier

NU
Navigation Unit

O
Optional

OTP
One Time Password

SMS
Short Message Service

SW1/SW2
Status Word 1 / Status Word 2

TLV
Tag Length Value

TR
Terminal Response

TS
Technical Specification

UCS2
Universal two byte coded Character Set

UE
User Equipment

URL
Uniform Resource Locators

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

XML
eXtensible Markup Language

[...]

6.1.1.1
USAT Interpreter system information partition

The USAT Interpreter partition is preloaded during the manufacturing process of the USIM or during the runtime of the USAT Interpreter.

At least the following information shall be stored:

Variable ID
Description
Coding

'00'
ICCID of UICC
Binary coding as for EFICCID specified in SCP TS 102 221 [4]

'01'
USAT Interpreter version
Byte 1: Issuer Version

USAT Interpreter issuer specific version. The coding and value of this byte depends on the USAT Interpreter issuer. The USAT Interpreter issuer is stored in variable '07' and variable '08'.

Bytes 2-3: TS 31.113, Version (this TS)

Byte 2: first digit (x according to the foreword of the present document) of the version of the supported 3GPP TS 31.113; BCD coded

Byte 3: second digit (y according to the foreword of the present document) of the version of the supported 3GPP TS 31.113; BCD coded

Bytes 4-5: Version of TS 31.114 [2]
Byte 2: first digit (x according to the foreword of the present document) of the version of the supported 3GPP TS 31.114; BCD coded

Byte 3: second digit (y according to the foreword of the present document) of the version of the supported 3GPP TS 31.114; BCD coded

further bytes are RFU

Example:

Issuer version: '22'

TS 31.113 version: 5.2.0

TS 31.114 version: 5.12.3

resulting coding:

'22 05 02 05 12'



'02'
USAT Command Filter
This includes the list of allowed USAT Commands.

Coding as specified in TS 31.114 [2].

NOTE: 
Content is dynamic, i.e. it is impacted by the current configuration

'03'
USAT Interpreter Native Commands
List of supported native commands. Coding: Sequence of NCIs. Each NCI coded in 2 bytes.

'04'
Terminal Profile as got at runtime
Binary coded as defined in 3GPP TS 31.111 [1] for TERMINAL PROFILE

'05'
Error Code as generated by the last byte code command executed
Binary coded as specified in clause 12

'06'
Maximum page size for temporary storage of one page
Binary coded, most significant byte first: 

Number of bytes available for page storage.

'07'
USAT Interpreter issuer identification
URL of USAT Interpreter issuer, coding according to RFC 1738 [7] <host> of URL.

'08'
Hash Value of URL of USAT Interpreter issuer identification
4 most significant (left most) bytes of SHA-1 hash of the content of variable '07'

'09'
Reception Buffer Size
Binary coded, most significant byte first:

· Receive buffer size in bytes available for messages to be received by the USAT Interpreter.

This size includes all possibly needed space for  transport headers, security, routing information, concatenation information and so on.

'0A'
USAT Interpreter Byte Code Filter
This includes the list of allowed USAT Interpreter byte codes.

Coding as specified in TS 31.114 [2]. 

NOTE: Content is dynamic, i.e. it is impacted by the current configuration.

'0B'
Transmission Buffer Size
Binary coded, most significant byte first:

· Transmit buffer size in bytes available for messages to be sent by the USAT Interpreter.

This size includes all possibly needed space for  transport headers, security, routing information, concatenation information and so on.

 '0C'... '13'
RFU


[...]

6.1.3
Temporary variable area

Temporary variables are used during the execution of the current page. They may be shared with the following page. Temporary variables are used for 2 purposes:

-
as variables defined and used within the current page;

-
as variables to be shared between the current page and the following page.

The current page shall define, which variables are to be kept for access of the following page. To ensure, that only a dedicated following page can access the variables defined to be sharable, the current page may protect them with a One Time Password (OTP). The following page shall present a Page Unlock  TLV to get access to the shared variables. This TLV contains the OTP of the preceding page.

If this mechanism is used to protect shared variable, it might happen that a page is not able to access the protected shared variables, if the sequence of pages provided to the USAT Interpreter is disturbed (e.g. by using backward navigation between pages...).

[...]

6.1.3.2
Read access of the temporary variable area

A current page can freely access temporary variables stored by this current page. Variables of the previous page shall only be accessible according to the rules of the table in clause 6.1.3.

In order to unlock the shared protected variables the Page Unlock TLV has to be present within the Page TLV. The Page Unlock TLV shall contain the OTP of the previous page. If the OTP in the Page Unlock TLV matches the OTP stored with the protected variables, the protected variables are made available to the current page as regular temporary variables.

[...]

7.1.3
Page Unlock Code

The content of this TLV is a sequence of bytes (the page unlock code) to be compared and verified by the USAT Interpreter against an OTP provided by a previous page.

Coding:

Length
Value
Description
M/O

1
'03'
Page Unlock Code Tag
M

1
L+1
Length (up to 1+8 bytes)
M

1
'XX'
Any one byte value. The USAT Interpreter shall ignore this byte.
M

L
Data
Page unlock code (one time password of the previous page)
M
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