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6.2
Applet Triggering

[..]

EVENT_FORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_ENV, 
EVENT_FORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_PP_UPD

A toolkit applet can be activated upon the reception of a short message.

There are two ways for a card to receive an SMS: via the Envelope SMS-PP Data Download or the Update Record EFsms instruction.

The reception of the SMS by the toolkit applet cannot be guaranteed for the Update Record EFsms instruction.

The received SMS may be: 
- formatted according to TS 23.048[4] or an other protocol to identify explicitly the toolkit applet for which the message is sent; 
- unformatted or using a toolkit applet specific protocol the SIM Toolkit Framework will pass this data to all registered toolkit applets.
The Short Message may be received as Concatenated Short Messages as defined in TS 23.040[11]. It is the responsibility of the SIM Toolkit Framework to link single Short Messages together to re‑assemble the original message before any further processing. The original Short Message shall be placed in one SMS TPDU TLV (with TP-UDL field coded on one octet) included in the EnvelopeHandler. The concatenation control headers used to re-assemble the short messages in the correct order shall not be present in the SMS TPDU. The TP-elements of the SMS TPDU and the Address (TS‑Service-Centre-Address) shall correspond to the ones in the last received Short Message (independently of the Sequence number of Information-Element-Data).

The minimum requirement for the SIM Toolkit Framework is to process a concatenated short message with the following properties: 
- the Information Element Identifier is equal to the 8-bit reference number.
- it contains uncompressed 8 bit data or uncompressed UCS2 data.

EVENT_FORMATTED_SMS_PP_ENV


This event is generated when a Short Message Point to Point (Single or Concatenated) is received by Envelope SMS-PP download APDU(s) and is formatted according to TS 23.048[4].
The SIM Toolkit Framework shall:

· verify the security of the Short Message as per TS 23.048[4] ;

· trigger the toolkit applet registered with the corresponding TAR defined at applet loading;

· take the optional Application Data posted by the triggered toolkit applet if present;

· secure and send the response packet.


When the toolkit applet is triggered, data shall be provided deciphered.

EVENT_UNFORMATTED_SMS_PP_ENV

This event is generated when a Short Message Point to Point (Single or Concatenated) is received by Envelope SMS-PP download APDU(s) and is unformatted.
The registered toolkit applets will be triggered by this event and get the data transmitted in the Envelope APDU(s).
But only the first toolkit applet triggered will be able to send back a response as defined by the rules in chapter 6.6.

EVENT_FORMATTED_SMS_PP_UPD

This event is generated when a Short Message Point to Point (Single or Concatenated) is received by Update Record EFsms APDU(s) and is formatted according to TS 23.048[4].


The SIM Toolkit Framework shall:
· update the  EFsms file with the data received, it is then up to the receiving toolkit applet to change the SMS stored in the file (i.e. the toolkit applet need to have access to the EFsms file)

· verify the security of the Short Message as per TS 23.048[4];

· convert the Update Record EFsms in the EnvelopeHandler TLV List;

· trigger the toolkit applet registered with the corresponding TAR defined at applet loading;

When the toolkit applet is triggered, data shall be provided deciphered.

The Update Record EFsms APDU shall be converted in a TLV list as defined below:
	UPDATE RECORD APDU
	Nb bytes
	Handler TLV LIST
	size

	CLA, INS
	2
	
	1

	P1,P2 
	2
	device Identity Absolute Record Number
	1

	P3 = 176
	1
	
	1

	Status
	1
	device Identity Record Status
	1

	TS-SCA (RP-OA)
	<= 12
	Address
	Y

	SMS TPDU
	Var
	SMS TPDU
	Y

	Padding bytes
	Var
	
	Y


The EnvelopeHandler provided to the applet shall:

· return BTAG_SMS_PP_DOWNLOAD to the getEnvelopeTag() method call;

· return the Simple TLV list length to the getLength()method call;

· contain the Simple TLV list :

	EnvelopeHandler TLV List

	Device identities

	Address

	SMS TPDU


The applet should use the findTLV() methods to get each Simple TLV.

The Device Identity Simple TLV is used to store the information about the absolute record number in the EFsms file and the value of the EFsms record status byte, and formatted as defined below:

	Device identities Simple TLV 

	Device identities tag

	Length = 02

	Absolute Record Number

	Record Status


With the absolute record number the toolkit applet can update EFsms in absolute mode to change the received SMS in a readable text.
For Concatenated Short Message the Absolute Record Number and the Record Status will correspond to the last Update Record EFsms APDU received.
EVENT_UNFORMATTED_SMS_PP_UPD

This event is generated when a Short Message Point to Point (Single or Concatenated) is received by Update Record EFsms APDU(s) and is unformatted.

The SIM Toolkit Framework will first update the EFsms file, convert the received APDU as described above, and then trigger all the registered toolkit applets. All of them may modify the content of EFsms (i.e. the toolkit applets need to have access to the EFsms file).

6.8
Usage of ViewHandler and EditHandler

The ViewHandler and EditHandler classes have been defined to group the properties of the system handler, and may be used in the future to provide a simple mechanism to the toolkit applet to handle TLV lists. The length of simple TLV present in a Handler TLV List shall be coded according to ISO/IEC 7816‑6 [12] (e.g. coded onto 1,or 2 or 3 bytes).
Annex A (normative):
Java Card SIM API

The attached files "Annex_A_java.zip" and "Annex_A_HTML.zip" contains source files for the Java Card SIM API.

[The HTML and JAVA source files will be included]

Annex B (normative):
Java Card SIM API identifiers

The attached file "Annex_B_Export_files.zip" contains source files for the Java Card SIM API identifiers.
[The export files will be included]

NOTE:
The export files in this annex have been generated with the following steps and tools : 

-
Compilation from the API java source file (.java) to the API class files  (.class) with the Java compiler from the Java Development Kit version 1.2.2.

-
Convertion from the API class files (.class) to the API export files (.exp) with the Java Card 2.1.2 Class File Converter (version 1.2) and the Java Development Kit 1.2.2.

List of changes to the API html and java source files

Class sim.toolkit.EnvelopeHandler

Modify the methods:


/**

     * Looks for the TP-UDL field in the first TPDU TLV element in the Envelope

     * data field. This method can be used on the events EVENT_FORMATTED_SMS_PP_ENV,

     * EVENT_FORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_UPD.

     * If the element is available it becomes the TLV selected.

     *

     * @return TPUDL offset in the first TPDU TLV element if TPUDL exists.

     *      The value retrieved by using getValueByte is meaningless when the message is Concatenated.
     *      To recover the TP‑User‑Data‑Length the method getUserDataLength() shall be used..

     *

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TPDU TLV element or if the TPUDL field does not exist</ul>

     */

    public short getTPUDLOffset() throws ToolkitException {



return 0;

    }

    /**

     * Looks for the Secured Data from the Command Packet in the first SMS TPDU 

     * or Cell Broadcast Page Simple TLV contained in the Envelope handler. This can

     * be used on the events:

     * - EVENT_FORMATTED_SMS_PP_ENV, EVENT_FORMATTED_SMS_PP_UPD, if the SMS TP-UD is formatted

     * according to GSM03.48 Single or Concatenated Short Message.

     * - EVENT_FORMATTED_SMS_CB, if the Cell Broadcast Page is formatted according to GSM 03.48.

     * If the element is available it becomes the TLV selected.

     *

     * @return the offset of the Secured Data first byte in the first SMS TPDU or Cell Broadcast Page TLV element. If the Secured Data length is zero the value returned shall be the SMS TPDU TLV length.

     *

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable SMS TPDU or Cell Broadcast Page TLV element or wrong data format </ul>

     */

     public short getSecuredDataOffset() throws ToolkitException {



return 0;

    }

    /**

     * Looks for the length of the Secured Data from the Command Packet in the first SMS TPDU

     * or Cell Broadcast Page Simple TLV contained in the Envelope handler. This can be used

     * on the events:

     * - EVENT_FORMATTED_SMS_PP_ENV, EVENT_FORMATTED_SMS_PP_UPD, if the SMS TP-UD

     * is formatted according to GSM03.48 Single or Concatenated Short Message.

     * - EVENT_FORMATTED_SMS_CB, if the Cell Broadcast Page is formatted according to GSM 03.48.    

     * If the element is available it becomes the TLV selected.

     *

     * @return the length of the Secured Data contained in the first SMS TPDU or Cell Broadcast Page TLV element (without padding bytes). If the Secured Data length is zero, no exception shall be thrown.

     *

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable SMS TPDU or Cell Broadcast Page TLV element or wrong data format </ul>

     */

     public short getSecuredDataLength() throws ToolkitException {



return 0;

    }

Add the method:


· getUserDataLength()
/**

     * Looks for the TP-User Data field in the first TPDU TLV element contained in the Envelope Handler
     * This method can be used on the events EVENT_FORMATTED_SMS_PP_ENV,

     * EVENT_FORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_UPD.

     * If the element is available it becomes the TLV selected.

     *

     * @return the length of the User Data contained in the first SMS TPDU TLV element.

     *

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TPDU TLV element or wrong data format </ul>

     */

public short getUserDataLength() throws ToolkitException {



return 0;

}
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