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8.8
Execute Native Command 

This byte code is used to execute an operating system call, "plug-in" or an application external to the USAT Interpreter.

The attribute indicates if the execution returns to the USAT Interpreter or not. Arguments are passed for input and output. The output is stored in a list of variables.

	Length
	Value
	Description
	M/O

	1
	‘47’ / 'C7'
	Execute Native Command Tag
	M

	1
	A+2+B+C
	Length 
	M

	A
	Data
	Attributes
	O

	2
	Data
	NCI of application or plug-in 
	M

	B
	TLV
	Input List TLV containing arguments
	O

	C
	TLV
	Variable Identifier List TLV for output of application or plug-in
	O


The NCI (Native Code Identifier) has a size of 2 bytes and is binary coded, most significant byte first. The values '0000' to '7FFF' are defined in clause 9. Other values may be used for proprietary implementations.

Possible errors:

	Error Code
	Description
	Action

	No error
	OK
	Continue

	Reference to undefined
	Reference to undefined 
	Stop

	Jump to undefined
	Execute element does not exist
	Stop

	Problem in memory management
	Memory problem in the preparation of the structure
	Stop

	User Abort
	Execute was aborted by user
	Stop

	Syntax Error
	Incorrect number of arguments passed to the execute element.
	Stop

	Execution Error
	Execute element generated an internal error.
	Stop


9
Native Commands

Native Commands or "plug-ins" shall be used to provide specific functionality not contained in the USAT Interpreter byte code set. This can be e.g. operating system calls, execution of specific security algorithms, calculation routines or conversion routines. All native commands are called using the Execute Native Command byte code.

Each native command shall have a Native Code Identifier. The Native Code Identifier has a size of 2 bytes and is binary coded, most significant byte first. The NCI values '0000' to '7FFF' are specified in this clause. Other values may be used for proprietary implementations.

Native Commands are optionally to be supported by the USAT Interpreter. If Native Commands are supported by the USAT Interpreter, which are specified within the present document (using a NCI specified in the present document), they shall be implemented according to the present document.

Native commands specified by the present document:
	NCI
	Name
	Chapter

	’00 00’
	RFU
	

	’00 01’
	P7 – PKCS#7 Signature Plug-In
	9.1.1

	’00 02’
	FP – Fingerprint Plug-In
	9.1.2

	’00 03’
	AD – Asymmetric Decryption Plug-In
	9.1.3

	’00 04’
	DE – Triple DES Encryption Plug-In
	9.2.1

	’00 05’
	DD – Triple DES Decryption Plug-In
	9.2.2

	’00 06’
	DS – Triple DES Sign Plug-In
	9.2.3

	’00 07’
	DU – Triple DES Unwrap Plug-In
	9.2.4

	’00 08’
	CP – Change PIN Plug-In
	9.3.1

	’00 09’
	RP – Reset PIN Plug-In
	9.3.2

	’00 0A’-‘7F FF’
	RFU
	



9.1 
PKI Plug-ins

9.1.1
P7 - PKCS#7 Signature Plug-In

9.1.1.1 
Description

The P7 plug-in is used to provide a digital signature based on a private (RSA) key stored on the USIM card. The output of the plug-in is compliant with the WMLScript Crypto Library SignText function. As such, P7 will also be compliant with other important specifications like PKCS#1, PKCS#7 and CMS.
Plug-in follows WYSIWYS (what-you-see-is-what-you-sign) principle.
9.1.1.2 
NCI

The NCI for this plug-in is ’00 01’.
9.1.1.3 Arguments
To be defined in REL-6.
9.1.1.4 Output Parameters
To be defined in REL-6.
9.1.1.5 Execution
To be defined in REL-6.
9.1.3.6 
Errors

To be defined in REL-6.
9.1.2 
FP – Fingerprint Plug-In

9.1.2.1 
Description

The FP plug-in is used to provide a digital signature based on a private (RSA) key stored on the USIM card. The plug-in output contains a PKCS#1 compliant digital signature and is as such in line with important specifications like PKCS#1, PKCS#7 and CMS.
Plug-in is used to sign large amount of data (larger than few hundred bytes).

9.1.2.2 
NCI

The NCI for this plug-in is ’00 02’.

9.1.2.3 Arguments
To be defined in REL-6.
9.1.2.4 
Output Parameters

To be defined in REL-6.
9.1.2.5 
Execution

Tobe defined in REL-6.
9.1.2.6 
Errors

To be defined in REL-6.
9.1.3 
AD – Asymmetric Decryption Plug-In

9.1.3.1 
Description

This plug-in is used for application-level asymmetric (RSA) decryption. 

9.1.3.2 
NCI

The NCI for this plug-in is ’00 03’.

9.1.3.3 
Arguments

To be defined in REL-6.
9.1.3.4 
Output Parameters

To be defined in REL-6.
9.1.3.5 
Execution

To be defined in REL-6.
9.1.3.6 
Errors

To be defined in REL-6.
9.2 
Triple DES Plug-ins

9.2.1 
DE – Triple DES Encryption Plug-In

9.2.1.1 
Description

The DE plug-in is used to encrypt arbitrary application-level data. It is typically called from a page to encrypt data before it is transmitted to a network application.

9.2.1.2 
NCI

The NCI for this plug-in is ’00 04’.

9.2.1.3 Arguments
To be defined in REL-6.
9.2.1.4 
Output Parameters

To be defined in REL-6.
9.2.1.5 
Execution

To be defined in REL-6
9.2.1.6 
Errors

To be defined in REL-6.
9.2.2 
DD – Triple DES Decryption Plug-In

9.2.2.1 
Description

The DD plug-in is used to decrypt arbitrary application-level data. It is typically called from a page to decrypt data that has been encrypted by a network application.

9.2.2.2 
NCI

The NCI for this plug-in is ’00 05’.

9.2.2.3 Arguments
To be defined in REL-6.
9.2.2.4 
Output Parameters

To be defined in REL-6.
9.2.2.5 
Execution

To be defined in REL-6.
9.2.2.6 
Errors

To be defined in REL-6.
9.2.3 
DS – Triple DES Sign Plug-In

9.2.3.1 
Description

The DS plug-in is used to calculate a message authentication code (MAC) for arbitrary application-level data. The MAC can be used as a data integrity mechanism to verify that data has not been altered in an unauthorised manner. It can also be used as a message authentication mechanism to provide assurance that a message has been originated by an entity in possession of the secret key.

9.2.3.2
NCI

The NCI for this plug-in is ’00 06’.

9.2.3.3
Arguments

To be defined in REL-6.
9.2.3.4 
Output Parameters

To be defined in REL-6.
9.2.3.5
Execution

To be defined in REL-6.
9.2.3.6
Errors

To be defined in REL-6.
9.2.4
DU – Triple DES Unwrap Plug-In

9.2.4.1
Description

The DU plug-in is a key-management plug-in that enables a party in possession of a certain secret key, called a key encryption key, to replace an USAT Interpreter application key stored in the USIM at its own desire.

9.2.4.2
NCI

The NCI for this plug-in is ’00 07’.

9.2.4.3
Arguments

To be defined in REL-6.
9.2.4.4
Output Parameters

To be defined in REL-6.
9.2.4.5
Execution

To be defined in REL-6.
9.2.4.6
Errors

To be defined in REL-6.
9.3 PIN Management Plug-ins
These plug-ins shall be used to manage USAT Interpreter application related PINs.
9.3.1 
CP – Change PIN Plug-In

9.3.1.1 
Description

The CP plug-in shall be used to change a PIN to a value specified by the user.

9.3.1.2 
NCI

The NCI for this plug-in is ’00 08’.

9.3.1.3 
Arguments

To be defined in REL-6.
9.3.1.4 
Output Parameters

To be defined in REL-6.
9.3.1.5 
Execution

To be defined in REL-6.
9.3.1.6
Errors

To be defined in REL-6.
9.3.2 
RP – Reset P
IN Plug-In

9.3.2.1 
Description

The RP plug-in shall be used to set a PIN remotely.

9.3.2.2 
NCI

The NCI for this plug-in is ’00 09’.

9.3.2.3 
Arguments

To be defined in REL-6.
9.3.2.4 
Output Parameters

To be defined in REL-6.
9.3.2.5 
Execution

To be defined in REL-6.
9.3.2.6
 Errors

To be defined in REL-6.
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