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Annex Z (informative):
MExE Executable Life Cycle

This is a conceptual description of the life cycle of a MExE executable. There may be small deviations in a specific classmark.

The Unified Modelling Language (UML) [34] is used in the description. (This is a brief description of the symbols. A rounded rectangle is a state. An arrow is a transition between states. A dot is an initial state indicating the starting state when the enclosing state is entered. A circle with a dot is a final state. When a final state is activated the enclosing state ends.)

Figures in parenthesis are references to sections in the specification.

CR editor's note: Section numbers according to T2-000628 "Info only" 3G TS 23.057 V4.0.0 is used.  Section numbers must be updated to refer to the section numbers in the main body of the specification.
Z.1 State of a MExE executable

The life cycle of MExE executables (4.9) is described using a state machine. In a MExE device a MExE executable can have the following states and transitions between states.
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State or Transition (=>)
Description

Initial => Discovered
The MExE executable is discovered (4.9.1).

Discovered
The MExE executable is discovered and can be installed or executed without installation. (Only executables useable on the device should enter this state.)

Discovered => Resident
The discovered executable is selected to be installed and the executable is transferred (4.9.2) to the MExE device for installation.

Discovered => Uninstalled Execution
The discovered executable is selected to be executed without installation.

Discovered => final state
The executable is undiscovered.

Resident
The executable is stored in the MExE device. It has been transferred or is pre-loaded.

Verification
This is the initial sub-state of the Resident state. This is a composite state. There is a description of the Verification state in Z.4.

Verification => Configuration
The result of the verification indicates that the executable can be installed in one of the Domains.

Configuration
This is a sub-state of the Resident state. The executable can be configured, manually or automatically (4.9.2).

Configuration => Released
The service is released for execution.

Released
This is a sub-state of the Resident state. The executable is resident, configured and released for execution. This is a composite state and there is a description of it in Z.2.

Released => Configuration
The executable is blocked for execution or an executable has changes security domain (The user shall have the possibility to review the configuration before the executable is released for execution with different privileges.).

Resident => final state
The Resident state is left when the service is deleted (4.9.6). From the MExE device point of view the executable does not exist any more. (The Integrity and Certification Validation (8.6) can also force a deletion)

Uninstalled Execution
The executable is executed without installation. This is a composite state. There is a description of the Uninstalled Execution state in Z.3.

Uninstalled Execution => final state
The Uninstalled Execution state is left when the executable terminates by itself or when the user terminates the executable (4.9.5). From the MExE device point of view the executable does not exist any more.

Uninstalled Execution => Resident
This is a possible but unusual transition. A MExE executable that has been used for uninstalled execution is installed without retransferring.

Z.2 Released state

A MExE executable in the Released state is resident, configured and released for execution.
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State or Transition (=>)
Description

Passive
This is the initial state. The executable can be invoked.

Passive => Verification
The MExE executable is invoked.

Verification (or Optimised Verification)
The verification can either be done according to the Verification state described in Z.4 or as an Optimised Verification described in (8.6.1).

Verification => Executing
The result of the verification indicates that the executable may be executed. The Activated state and its sub-state Executing are entered.

Verification => final state
The MExE executable has changed its security state and it must not be executed.

Activated
The MExE executable is activated.

Executing
This is a sub-state of Activated. The executable executes (if it is not waiting for user permission).

Executing => final state
The Executing state is left when the executable terminates by itself. The Activated state is left and the Passive state is entered.

Waiting for user permission
This is a sub-state to Executing. (If there is support for multi-threaded applications, this state can be a state concurrent to the Executing state.) The MExE executable is waiting for permission to perform some action (8.2.1).

Suspended
This is a sub-state of Activated. The execution is suspended (4.9).

Activated => Passive
The Activated state is left when the executable terminates by itself or when the user terminates the executable (4.9.5).

Z.3 Uninstalled Execution state

In the Uninstalled Execution state a MExE executable is executed without installation.
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State or Transition (=>)
Description

Transferring
This is the initial state of Uninstalled Execution. The MExE executable is transferred to the MExE device.

Transferring => Verification
If the executable is signed the Verification state is entered after the transferring is finished.

Transferring => Executing
If the executable is not signed the Executing state is entered. (To allow streaming, this can be done before the transfer is finished.)

Verification
This is a composite state. There is a description of the Verification state in Z.4. 

Verification=> Executing
The result of verification indicates that the executable may be executed.

Verification=> final state
The result of verification indicates that the executable must not be executed and the Uninstalled Execution state is ended.

Executing
The MExE executable is executing. 

Executing=> final state
The Executing state is left when the execution terminates by itself (The Uninstalled Execution state is left.)

Waiting for user permission
This is a sub-state to Executing. (If there is support for multi-threaded applications, this state can be a state concurrent to the Executing state.) The MExE executable is waiting for permission to perform some action (8.2.1).

Suspended
The execution is suspended (4.9)

Z.4 Verification

The integrity and certification validation (8.6) is done in the Verification state. The result of validation determines the change of state.
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State
Description

Validation
This is the initial state. The integrity and certification validation (8.6) is done.

Untrusted
The executable is untrusted (8.1)

Trusted in Operator Domain
The executable is verified to belong to the Operator Domain (8.1).

Trusted in Manufacturer Domain
The executable is verified to belong to the Manufacturer Domain (8.1).

Trusted in Third Party Domain
The executable is verified to belong to the Third Party Domain (8.1).

Domainless
The executable is not permitted in any Domain and may not run at all.
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