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7.3.1
Transportation of an APDU using T=0

This subclause describes the mapping of C‑APDUs and R‑APDUs for T=0 protocol, the APDU exchange and the use of the GET RESPONSE command for case 2 and case 4.

7.3.1.1
Mapping of APDUs to TPDUs

The mapping of the C‑APDU onto the T=0 command header is dependent upon the case of the command.  The mapping of the data (if present) and status returned by the UICC onto the R‑APDU is dependent upon the length of the data returned.

Procedure bytes '61XX' and '6CXX' are returned by the UICC to control exchanges between the Transport Layer of the Terminal and the UICC, and should never be returned to the Application Layer of the Terminal. Command processing in the UICC is not complete if it has returned procedure bytes '61XX' or '6CXX'.

Normal status on completion of processing a command is indicated if the UICC returns status words '9000' to the Transport Layer of the Terminal. The Transport Layer of the Terminal shall discontinue processing of a command (i.e. pass the R-APDU to the Application Layer and wait for a further C-APDU from the Application Layer)on receipt of any status words (but not on receipt of procedure bytes '61XX' and '6CXX') from the UICC For case 4 commands only, immediately following successful transmission of command data to the UICC, the Transport Layer of the Terminal shall continue processing the command if warning status bytes (‘62xx’ or ‘63xx’) or application related status bytes (‘9xxx’ except ‘9000’) are received.
The following descriptions of the mapping of data and status returned by the UICC onto the R‑APDU are for information, and apply only after the UICC has completed processing of the command, successfully or otherwise, and all data (if present) has been returned by the UICC under the control of '61XX' and '6CXX' procedure bytes. Detailed use of the INS, 
[image: image2.wmf]INS

, and '60' procedure bytes is not described.
The status returned by the UICC shall relate to the most recently received command; where a GET RESPONSE command is used to complete the processing of a case 2 or case 4 command, any status returned by the UICC after receipt of the GET RESPONSE command shall relate to GET RESPONSE command, not to the case 2 or case 4 command which it completes.
7.3.1.1.1
Case 1

The C-APDU is mapped onto the C-TPDU by assigning the value ´00´ to the body part (P3 = '00').


Terminal

UICC

Application Layer (C-APDU)
CLA INS P1 P2



Transport Layer (C-TPDU)
CLA INS P1 P2 P3 = '00'
(
Command Processing






Transport Layer (R-TPDU)
SW1||SW2
(
SW1||SW2

Application Layer (R-APDU)
SW1||SW2



Figure 7.6

The flow of the exchange is as follows:

1. The Transport Layer of the Terminal shall send the T=0 command header to the UICC.

2. On receipt of the command header the UICC, under normal or abnormal processing, shall return status to the Transport Layer of the Terminal.

(The UICC shall analyse the T=0 command header to determine whether it is processing a case 1 command or a case 2 command requesting all data up to the maximum length available.)

3. On receipt of status from the UICC, the Transport Layer of the Terminal shall discontinue processing of the command.
See Annex C for details of the exchanges between the Transport Layer of the Terminal and the UICC.

The status words returned to the Transport Layer of the Terminal from the UICC after completion of processing of the command are mapped onto the mandatory trailer of the R‑APDU without change.


7.3.1.1.2
Case 2

The C-APDU is mapped onto the C-TPDU without any change.


Terminal

UICC

Application Layer (C-APDU)
CLA INS P1 P2 Le



Transport Layer (C-TPDU)
CLA INS P1 P2 P3=Le
(
Command Processing






Transport Layer (R-TPDU)
Le bytes of DATA||SW1||SW2
(
Le bytes of DATA||SW1||SW2

Application Layer (R-APDU)
Le bytes of DATA||SW1||SW2



Figure 7.7

The flow of the exchange is as follows:

1. The Transport Layer of the Terminal shall send the T=0 command header to the UICC.

2. On receipt of the command header the UICC:

(a) under normal processing shall return data and status to the Transport Layer of the Terminal. The UICC shall use procedure bytes ‘6Cxx’ (and if required, procedure bytes ‘61xx’) to control the return of data (see below)

OR

(b) under abnormal processing shall return status only to the Transport Layer of the Terminal.
3. On receipt of the data (if present) and status from the UICC, the Transport Layer of the Terminal shall discontinue processing the command.
See Annex C for details of the exchanges between the Transport Layer of the Terminal and the UICC, including use of the '61XX' and '6CXX' procedure bytes.

The R-TPDU is mapped onto the R-APDU without any change.

The data (if present) and status returned to the Transport Layer of the Terminal from the UICC after completion of processing of the command are mapped onto the R‑APDU as follows:

The data returned (if present) is mapped onto the conditional body of the R-APDU. If no data is returned, the conditional body of R-APDU is left empty.

The status returned is mapped onto the mandatory trailer of the R-APDU without change.

7.3.1.1.3
Case 3

The C-APDU is mapped onto the C-TPDU without any change. Lc is a value between 1 and 255.


Terminal

UICC

Application Layer (C-APDU)
CLA INS P1 P2 Lc [Lc bytes of DATA]



Transport Layer (C-TPDU)
CLA INS P1 P2 P3=Lc [Lc bytes of DATA]
(
Command Processing






Transport Layer (R-TPDU)
SW1||SW2
(
SW1||SW2

Application Layer (R-APDU)
SW1||SW2



Figure 7.8

The flow of the exchange is as follows:

1. The Transport Layer of the Terminal shall send the T=0 command header to the UICC.

2. On receipt of the command header, if the UICC:

(a) returns a procedure byte, the Transport Layer of the Terminal shall send the data portion of the conditional body of the C-APDU to the UICC under the control of procedure bytes returned by the UICC
OR

(b) returns status, the Transport Layer of the Terminal shall discontinue processing of the command.

3. If processing was not discontinued in step 2(b), the UICC shall return status following receipt of the conditional body of the C-APDU and completion of processing the command.

4. On receipt of status from the UICC, the Transport Layer of the Terminal shall discontinue processing the command.
See Annex C for details of the exchanges between the Transport Layer of the Terminal and the UICC.

The status words returned to the Transport Layer of the Terminal from the UICC after completion of processing of the command, or the status words returned by the UICC that caused the Transport Layer of the Terminal to discontinue processing of the command, are mapped onto the R‑APDU without change.

7.3.1.1.4
Case 4

The C-APDU is mapped onto the C-TPDU by cutting off the last byte (Le) of the body.
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UICC

Application Layer (C-APDU)
CLA INS P1 P2 Lc [Lc bytes of DATA] Le



Transport Layer (C-TPDU)
CLA INS P1 P2 P3=Lc [Lc bytes of DATA]
(
Command Processing







SW1||SW2 (61XX, XX=Luicc)
(
SW1||SW2 (61XX)


Get Response, P3 = Luicc
(
Supply of Response Data






Transport Layer (R-TPDU)
Luicc byte of DATA||SW1||SW2
(
Luicc byte of DATA||SW1||SW2

Application Layer (R-APDU)
Luicc byte of DATA||SW1||SW2



Figure 7.9

The flow of the exchange is as follows:

1. The Transport Layer of the Terminal shall send the T=0 command header to the UICC.

2. On receipt of the command header, if the UICC:

(a) returns a procedure byte, the Transport Layer of the Terminal shall send the data portion of the conditional body of the C-APDU to the UICC under the control of procedure bytes returned by the UICC
OR

(b) returns status, the Transport Layer of the Terminal shall discontinue processing of the command.

3. If processing was not discontinued in step 2(b), following receipt of the conditional body of the C-APDU, the UICC:

(a) under normal processing, shall return procedure bytes ‘61xx’ to the Transport Layer of the Terminal requesting the Transport Layer of the Terminal to issue a GET RESPONSE command to retrieve the data from the UICC
OR

(b) under abnormal processing, shall return status only to the Transport Layer of the Terminal.

4. On receipt of the procedure bytes or status returned in step 3, if the UICC:

(a) returned ‘61xx’ procedure bytes as in step 3(a), the Transport Layer of the Terminal shall send a GET RESPONSE command header to the UICC with P3 set to a value less than or equal to the value contained in the ‘xx’ byte of ‘61xx’ procedure bytes

OR

(b) returned status as in step 3(b) that indicates a warning (‘62xx’ or ‘63xx’), or which is application related (‘9xxx’ but not ‘9000’), the Transport Layer of the Terminal shall send a GET RESPONSE command with Le=‘00’

OR

(c) returned status as in step 3(b) other than that described in step 4(b), the Transport Layer of the Terminal shall discontinue processing of the command.

5. If processing was not discontinued in step 4(c), the GET RESPONSE command shall be processed according to the rules for case 2 commands
The first R-TPDU from the UICC indicates that the UICC performed the command correct and that the UICC has more data of length Luicc bytes to transfer. The first R-TPDU is mapped without any changes onto the R-APDU.

See Annex C for details of the exchanges between the Transport Layer of the Terminal and the UICC, including use of the '61XX' and '6CXX' procedure bytes.
7.3.1.1.5 Use of Procedure Bytes ‘61xx’ and ‘6Cxx’

The UICC returns procedure bytes ‘61xx ‘and ‘6Cxx’ to the Transport Layer of the Terminal to indicate to it the manner in which it should retrieve the data requested by the command currently being processed. These procedure bytes are only used when processing case 2 and 4 commands using T=0.

Procedure bytes ‘61xx’ instruct the Transport Layer of the Terminal to issue a GET RESPONSE command to the UICC. P3 of the GET RESPONSE command header is set to ‘xx’.

Procedure bytes ‘6Cxx’ instruct the Transport Layer of the Terminal to immediately resend the previous command header setting P3 = ‘xx’.

Usage of these procedure bytes during error free processing with case 2 and 4 commands is as follows. In the case of an error, the UICC may return status indicating error or warning conditions instead of the ‘61xx’ or ‘6Cxx’ response.

7.3.1.1.5.1 Case 2 Commands

1. If the UICC receives a case 2 command header and Le = ‘00’ or Le >  Luicc, it shall return :
(a) procedure bytes ‘6C  Luicc’ instructing the Transport Layer of the Terminal to immediately resend the command header with P3 =  Luicc
OR

(b) status indicating a warning or error condition (but not SW1 SW2 = ‘90 00’)

1. If the UICC receives a case 2 command header and Le =  Luicc, it shall return:
(a) data of length Le (=  Luicc) under the control of the INS, INS , or ‘60’ procedure bytes followed by the associated status

OR

(b) procedure bytes ‘61xx’ instructing the Transport Layer of the Terminal to issue a GET RESPONSE command with a maximum length of ‘xx’, 'xx' being less than  Luicc (this could happen if the card buffer size is smaller that  Luicc)
OR

(c) status indicating a warning or error condition (but not SW1 SW2 = ‘90 00’)

2. If the UICC receives a case 2 command header and Le <  Luicc it shall return:
(a) data of length Le under the control of the INS, INS , or ‘60’ procedure bytes followed by procedure bytes ‘61xx’ instructing the Transport Layer of the Terminal to issue a GET RESPONSE command with a maximum length of ‘xx’

OR

(b) status indicating a warning or error condition (but not SW1 SW2 = ‘90 00’)

7.3.1.1.5.2 Case 4 Commands

1. If the UICC receives a case 4 command, after processing the data sent with the C-APDU, it shall return :
(a) procedure bytes ‘61 xx’ instructing the Transport Layer of the Terminal to issue a GET RESPONSE command with a maximum length of ‘xx’

OR

(b) status indicating a warning or error condition (but not SW1 SW2 = ’90 00’)

The GET RESPONSE command so issued is then treated as described for case 2 commands.
Annex C (informative):
APDU Protocol Transmission Examples

C.1
Exchanges Using T=0

The following examples illustrate exchanges of data and procedure bytes between the terminal and the UICC.

Note the following:

-
The use of procedure bytes '60' and 
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 is not illustrated.

-
[Data(X)] means X bytes of data.

-
Case 2 and 4 commands may have Le = '00' requesting the return of all data from the UICC up to the maximum available.

The examples in clauses C.1.1.1 to C.1.1.4 illustrate typical exchanges using case 1 to 4 commands. The examples in the subclauses C.1.1.5 and C.1.1.6 illustrate the more extensive use of procedure bytes '61 XX' when used with case 2 and 4 commands. The example in subclause C.1.1.7 illustrates a warning condition with a case 4 command.

C.1.1
Case 1 Command

A C-APDU of {CLA INS P1 P2} is passed from the Terminal to the UICC (note that P3 of the C-TPDU is set to '00').


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=00]








90 00

An R-APDU of {90 00} is returned from the UICC to the Terminal.

C.1.2
Case 2 Command

In this example, a C-APDU of {CLA INS P1 P2 Le=00} is passed from the Terminal to the UICC.


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=00]








6C Luicc

C-TPDU
[CLA INS P1 P2 Luicc]








INS [Data(Luicc)] 90 00

An R-APDU of {[Data(Luicc)] 90 00} is returned from the UICC to the Terminal.
(i) 
(ii) 



















































C.1.3
Case 3 Command

A C-APDU of {CLA INS P1 P2 Lc [Data(Lc)]} is passed from the Terminal to the UICC.


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=Lc]








[INS]


[Data(Lc)]








90 00

An R-APDU of {90 00} is returned from the UICC to the Terminal.

C.1.4
Case 4 Command

A C-APDU of {CLA INS P1 P2 Lc [Data (Lc)] Le=00} is passed from the Terminal to the UICC.


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=Lc]








[INS]


[Data(Lc)]








61 Luicc

GET RESPONSE
[00 C0 00 00 Luicc]








C0 [Data(Luicc)] 90 00

An R-APDU of {[Data(Luicc)] 90 00} is returned from the UICC to the Terminal.

C.1.5
Case 2 Commands Using the '61' and '6C' Procedure Bytes

A C-APDU of {CLA INS P1 P2 Le=00} is passed from the Terminal to the UICC.


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=00]








6C Luicc


[CLA INS P1 P2 Luicc]








61 XX

GET RESPONSE
[00 C0 00 00 YY]








C0 [Data(YY)] 61 ZZ


[00 C0 00 00 ZZ]








C0 [Data(ZZ)] 90 00

Where YY  XX.

An R-APDU of {[Data(YY + ZZ)] 90 00} is returned from the UICC to the Terminal.

C.1.6
Case 4 Command Using the '61' Procedure Byte

A C-APDU of {CLA INS P1 P2 Lc [Data Lc] Le=00} is passed from the Terminal to the UICC.


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=Lc]








[INS]




[Data(Lc)]








61 XX

GET RESPONSE
[00 C0 00 00 XX]








C0 [Data(XX)] 61 YY


[00 C0 00 00 YY]








C0 [Data(YY)] 90 00

An R-APDU of {[Data(XX + YY)] 90 00} is returned from the UICC to the Terminal.

C.1.7
Case 4 Command with Warning Condition

A C-APDU of {CLA INS P1 P2 Lc [Data Lc] Le=00} is passed from the Terminal to the UICC.


Terminal


UICC







C-TPDU
[CLA INS P1 P2 P3=Lc]








[INS]




[Data(Lc)]








62 XX

GET RESPONSE
[00 C0 00 00 00]








6C Luicc


[00 C0 00 00 Luicc]








C0 [Data(Luicc)] 90 00

An R-APDU of {[Data(Luicc)] 62 XX} is returned from the Terminal to the UICC containing the data returned together with the warning status bytes.
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