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4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and thg AD¥DFys v shall be selected
using the AID and information in Elr.

MF
'3FO0'
| | | | |
DFcsm DFreLecom EFoir EFRccp EFpL
7F20° 7F10° 2FO0’ 2FE2 2F0g
| | | | | |
EFapn EFron EFsms EFccp EFvsison
see GSM '6F3A' '6F3B' '6F3C' '6F3D’ '6F40'
11.11 [18]
| | | | |
EFsmsp EFswmss EFnD EFsmsr EFspn
'6F42' '6F43' '‘6F44' 6FAT '6fF49'
| | | | |
EFexm1 EFext2 EFexts EFspn EFext4
'6F4A' '6F4B' '6F4C' '6F4D' 'OF4E'
|
EFsume
'6F54'
DFcrapPHICS
'5F50'
EFme
'4F20'
DFpHoNEBOOK
'5F3A
| | | |
EFper EFap EFapn EFexm1 EFpec
'4F30' '"4FXX' "NEXX' "4FEXX' NEXX'
| | | | |
EFGrp EFaas EFcas EFanr EFsne
'"4FXX' '4FXX' 4FXX' '4FXX' 4FKX'
]
EFccp1
'4F3D’
| | | |
EFup EFpsc EFcc EFpuip
'4F21' '4F22' '4F23' 4Fp4’

Figure 4.1: File identifiers and directory structures of UICC



DFRusim

|
DFpHonEBOOK EFust
SF3A '6F38'
| | | | |
EFper EFap EFapn EFexm1 EFpec
'4F30' '"4FXX' "NEXX' '"4FEXX' NEXX'
| | | | |
EFGrp EFaas EFcas EFanr EFsne
'"4FXX' '4FXX' 4FXX' 'AFXX' 4FKX'
]
EFccp1
'4F3D'
| | | |
EFup EFpsc EFcc EFpup
'4F21' '4F22' '4F23' 4Fp4’
|
DFsoLsa
'5F70'
|
| |
EF5A| EFSLL
'4F30' '4F31'
| | | | | |
EF, EFwmsi EFusison EFacc EFkeys EFkeysps
'6F05' '6F07' '6F40' 6F[78' '6F0g' '6F0Q'
| | | | | |
EFacm EFacmmax EFpuct EFcip1 EFcip2 EFspn
'6F39' '6F37' '‘6F41' 6FBE' '6F 3K '6F46'
| | | | | |
EFpLmnsel EFvpLVN EFrpLMN EFap EFarp EFcmsi
'6F30' '6F31' '6F7B' '6HAD' BEAE— '6FC2'
| | | | | |
EFecc EFccp EFspn EFron EFexT2 EFexts
'6FB7' '4F3D' '6F49' '6F3B' 'qF4B' '6FUC]
| | | | |
EFcami EFcemip EFcemir EFexts EF+iddenkey
'6F45' '6F48' '6F50' '6FAE’ '6FC3'
| | | | | |
EFLoc EFLocips EFc EFoci EFcr EFoct
'6F7E' '6F53' '6F80' '6H31' '6F82' '6F83'
| | | | | |
EFemLrp EFasem EFLocize EFkc EFkcrrs EFLocicrrs
'6FB5’ '6FB6' 'BF7F' '6F20' 'gF52" '6F53'
| | | | |
EFsms EFsmsp EFswmss EFsmsr EFsccH
'6F3C' '6F42' '6F43' '6H47' '6F74'

Figure 4.2: File identifiers and directory structures of USIM

[...]
51 ¢ : I . fila indi .



3GPP TSG-T3 (USIM) #12 Document T3-000030
Rome, Italy, 18 — 21 January 2000 O Tor SMG, wow the format P0G

CHANGE REQUEST  page for mesctions on how o il n e form cortecty.
SG 31 102 CR 002 Current Version: V 3.0.0

GSM (AA.BB) or 3G (AA.BBB) specification number 1 t CR number as allocated by MCC support team
For submission to: TSG-T#7 for approval | X strategic (for SMG
list approval meeting # here 1 for information non-strateg ic use only)

Form: CR cover sheet, version 1.1 for 3GPP and SMG The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CRF-11.rtf

Proposed change affects: (U)sim ME UTRAN /radio [ | Core Network [ ]

(at least one should be marked with an X)

Source: TSG-T WG3 (USIM) Date: 19.01.2000
Subject: Clarification of the status of the files required for GSM access
Work item: TEI
Cateqgory: F Correction X | Release: Phase 2
A Corresponds to a correction in an earlier release Release 96
(only one category B Addlition of feature Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 X
(releases phase2, 96, 97 and 98
apply only to GSM specifications)
Reason for The EFs used in 3G to access GSM networks shall be mandatory when "2G access"
change: (service n° 27 in the UST) is available in the USIM.
In addition, some related editorial corrections are made :
- "2G" is renamed "GSM" (which is less ambiguous)
- Byte numbering correction in the LOCIGPRS file.
- TMSI-TIME (GSM ph1) field in EF(LOCI2G) is replaced by a reserved byte
Clauses affected: 4.2.8,4.243, 42431, 4.2.43.2, 4.2.43.3, 4.2.434
Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other
comments:
help.doc

<o double-click here for help and instructions on how to create a CR.



3G TS 31.102 version 3.0.0 17 3G TS 31.102 V3.0.0 (2000-01)

4.2.8 EFyust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 0] 1 byte
4 Services n° 25 to n°® 32 (0] 1 byte
etc.
X Services n° (4X-3) to n® (4X) (0] 1 byte
-Services
Contents:  Service n°1 : Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN): FFS
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN): FFS
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICI and ICT)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15;
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25;
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:;

Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message ldentifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

PLMN selector

MSISDN

Image (IMG)

SoLSA (Support of Local Service Area)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for Emlpp

EUIC (Enhanced User Identity Confidentiality)
2GGSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

Packet Switched Domain

coded on further bytes in the EF. The coding falls under the responsibility of 3G.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available
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4.2.43 Files required for 26GSM Access

The EFs described in this chapter are required for the USIM application to be able to access service through a GSM
network.

The presence of these files and thus the suppor2@fz5M access is indicated in the 'USIM Service Table' as service
no. '27' being availabléf the GSM access service is available on the USIM, then all these files are mandatory.

4.2.43.1 EFk. (GSM Ciphering key Kc)

This EF contains the ciphering key Kc and the ciphering key sequence number n for enciphering in a GSM access
network.If the GSM access service is available on the USIM, then this file is mandatory.

Identifier: '6F20' | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t08 Ciphering key Kc M 8 bytes
9 Ciphering key sequence number n M 1 byte

- Ciphering key Kc
Coding:
the least significant bit of Kc is the least significant bit of the eighth byte. The most significant bit of Kc is the
most significant bit of the first byte.

- Ciphering key sequence number n
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

n
bits b4 to b8 are coded 0

NOTE: 3G TS 24.008 [9] defines the value of n=111 as "key not available". Therefore the value '07' and not 'FF'
should be present following the administrative phase.

4.2.43.2 EFkceprrs (GPRS Ciphering key KcGPRS)

This EF contains the ciphering key KcGPRS and the ciphering key sequence number n for GPRS (see 3G TS 23.060
[7]).1f the GSM access service is available on the USIM, then this file is mandatory.

Identifier: '6F52" | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-8 Ciphering key KcGPRS M 8 bytes
9 Ciphering key sequence number n for GPRS M 1 byte

- Ciphering key KcGPRS
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Coding:
the least significant bit of KcCGPRS is the least significant bit of the eighth byte. The most significant bit of
KcGPRS is the most significant bit of the first byte.

- Ciphering key sequence number n for GPRS
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

n
bits b4 to b8 are coded 0

NOTE: TS 24.008 [9] defines the value of n=111 as "key not available". Therefore the value '07' and not 'FF'
should be present following the administrative phase.
4.2.43.3 EF_ocicprs (GPRS location information)
This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RAI);

- ~—Routing Area update status.

If the GSM access service is available on the USIM, then this file is mandatory.

Identifier: '6F53' | Structure: transparent | Optional
File size: 14 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-4 P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
8-13 RAI M 6 bytes
14 Routing Area update status M 1 byte
- P-TMSI
Contents:
Packet Temporary Mobile Subscriber Identity.
Coding:

according to TS 24.008 [9].

Byte 1: first byte of P-TMSI

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
MSB I I I I I

- P-TMSI signature value
Contents:
Packet Temporary Mobile Subscriber Identity signature value.
Coding:
according to TS 24.008 [9].

Byte 15: first byte of P-TMSI signature value

b8 | b7 | b6 [ b5 |[b4 [b3 [b2 [bl
Rl R Ll N

I
MSB
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- RAI
Contents:
Routing Area Information.
Coding:
according to TS 24.008 [9].

Byte 58: first byte of RAI

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 69: second byte of RAI (MCC continued)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1

Byte 710: third byte of RAI (MNC)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 811: fourth byte of RAI (LAC)
Byte 912: fifth byte of RAI (LAC continued)
Byte 1013: sixth byte of RAI (RAC)

- RoutingAreaupdate status

Contents:
status of location update according to TS 24.008 [9].
Coding:
Byte 1214:
Bits: b3 b2 bl
0O 0 O :updated
0O 0 1 :notupdated
0O 1 O :PLMN notallowed
0 1 1 : Routing Area not allowed
1 1 1 :reserved

Bits b4 to b8 are RFU.

4.2.43.4 EF ocizcesm (GSM Location Information-fer2G-aceess)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);
| —FMSHFIME;
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- Location update status.

See clause 5.2.5 for special requirements when updatingEdwm.
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If the GSM access service is available on the USIM, then this file is mandatory.

Identifier: '6F7F' Structure: transparent
Optional
File size: 11 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PIN
Bytes Description M/O Length
1-4 TMSI M 4 bytes
5-9 LAI M 5 bytes
10 TMSHFHIMEReserved for GSM phase 1 M 1 byte
11 Location update status M 1 byte
- TMSI
Contents:

Temporary Mobile Subscriber Identity.

Coding:

according to TS 24.008 [9].

Byte 1: first byte of TMSI

|b|8|b|7 |b(|3 |b? |b4I |b3 |b2 |b1 |

MSB

- LAl
Contents:

Location Area Information.

Coding:

according to TS 24.008 [9].

Byte 5: first byte of LAl (MCC)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of LAl (MCC continued)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1
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Byte 7: third byte of LAI (MNC)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[___LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of LAI (LAC)
Byte 9: fifth byte of LAl (LAC continued)

- TMSITIME
oponis:
current-value of Periodic Location Updating Timer (T3212).
This-byte-is-used-by-Phase 1 MEs;-butit shallnot be-used-by-Phase 2 MEs.

- Location update status

Contents:
status of location update according to TS 24.008 [9].
Coding:
byte 11:
Bits: b3 b2 bl
0 0 0 : updated
0 0 1 : notupdated
0 1 0 : PLMN notallowed
0 1 1 : Location Area not allowed
1 1 1 : reserved

Bits b4 to b8 are RFU (see GSM 11.11 [18]).

4.2.43.5 EFgcch (Broadcast Control Channels)
This EF contains information concerning tBEM BCCH according to TS 24.008 [9].

BCCH storage may reduce the extent of a User Equipment's se@&8MIBCCH carriers when selecting a cell. The
BCCH carrier lists in an UE shall be in accordance with the procedures specified in TS 24.008 [9]. The UE shall only
store BCCH information from the System Information 2 message and not the 2bis extension message.

If the GSM access service is available on the USIM, then this file is mandatory.

Identifier: '6F74' | Structure: transparent | Optional
File size: 16 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-16 BCCH information M 16 bytes

- BCCH information
Coding:
the information is coded as octets 2-17 of the "neighbour cells description information element" in
TS 24.008 [9].
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes; X>=2 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 (0] 1 byte
4 Services n° 25 to n° 32 (0] 1 byte
etc.
X Services n° (4%-38X-7) to n° (4X8X) (0] 1 byte
-Services
Contents:  Service n°1: Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN): FFS
Service n°3: Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5: Extension3
Service n°6 : Barred Dialling Numbers (BDN)
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9: Incoming Call Information (ICl and ICT)
Service n°10: Short Message Storage (SMS)
Service n°11: Short Message Status Reports (SMSR)
Service n°12: Short Message Service Parameters (SMSP)
Service n°13: Advice of Charge (AoC)
Service n°14: Capability Configuration Parameters (CCP)
Service n°15: Cell Broadcast Message |dentifier
Service n°16: Cell Broadcast Message Identifier Ranges
Service n°17: Group ldentifier Level 1
Service n°18: Group ldentifier Level 2
Service n°19: Service Provider Name
Service n°20: PLMN selector
Service n°21: MSISDN
Service n°22: Image (IMG)
Service n°23: SOLSA (Support of Local Service Area)
Service n°24: Enhanced Multi-Level Precedence and Pre-emption Service
Service n°25: Automatic Answer for Emipp
Service n°26: EUIC (Enhanced User Identity Confidentiality)
Service n°27: 2G Access
Service n°28: Data download via SMS-PP
Service n°29: Data download via SMS-CB
Service n°30: Call Control by USIM
Service n°31: MO-SMS Control by USIM
Service n°32: RUN AT COMMAND command
Service n°33: Packet Switched Domain
Service n°34: Enabled Services Table

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibitity IGPP.

3GPP
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Coding:
1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIihless the service is identified as "disabled” infeF

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

| b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |
Service n°1
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

Second byte:

| b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |

Serv@ce n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

3GPP
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4.2.24 EFgpy (Fixed Dialling Numbers)

| This EF contains Fixed Dialling Numbers (FDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM ADF
level. It may also contain an associated alpha-tagtfitiis file is present in the USIM, the Enabled Services Table
(EFcs7) shall also be present.

Identifier: '6F3B' Structure: linear fixed Optional
Record length: X+14 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension2 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items gisthésEbclause 4.4.3.3), with the
exception that extension records are stored in theEF

By default, destination addresses which are not gEshall not beallowed on any CS bearer service/teleservice or
SMS when FDN is enabled.

For the FDN procedures related to SMS see TS 22.101 [xx]and TS 31.111 [12].

NOTE: The value of X (the number of bytes in the alpha-identifier) may be different to the length denoted X in

4.2.xx__EF.; (Enabled Services Table)

This EF indicates which services are enabled. If a service is not indicated as enabled in this table, the ME shall not select
the service.

Identifier: '6FXX’ | Structure: transparent | Optional

| File size: X bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length

| 1 Services n°1ton°8 M 1 byte
| 2 Services n°9 to n° 16 [e) 1 byte
I etc.
| X Services n° (8X-7) to n° (8X) 0 1 byte
|
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-Services
Contents:  Service n°1 : Fixed Dialling Numbers (FDN)
Service n°2 . Barred Dialling Numbers (BDN)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then the
EF shall also contain all bytes before that byte. Other services are possible in the future. The coding falls under the
responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service activated;
bit = 0: service deactivated.
unused bits shall be set to '0'

A service which is listed in this table is enabled if it is indicated as available in the USIM Service Table (UST) and
indicated as activated in the Enabled Services Tables (EST) otherwise this service is, either not available or disabled.

First byte:
L e L L

| Service n°1
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

etc.
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511 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selects a USIM application. Ifgefi€-is found or no
USIM applications are listed in the gk file, the ME then tries to select the GSM application as specified in GSM
11.11 [18].

The ME optionally attempts to selectdzk If EFcccis available, the ME requests the emergency call codes.

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of EFp, (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- ER, is not available;
- ER, does not contain an entry corresponding to a language specified G3809];
- the ME does not support any of thadaages in Ef.

If none of the languages in the EFs ipported then the ME selects a defautigiaage.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.

The ME performs the administrative information request.

The ME performs the USIM Service Table request.

For a USIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

In case FDN is enabled, an ME which does not support FDN shall allow emergency calls but shall not allow MO-CS
calls and MO-SMS.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.

Afterwards, the ME runs the following procedures:

- IMSI request;

- Access control information request;

- HPLMN search period request;

- PLMN selector request;

- Location Information request;

- Cipher key and integrity key request;

- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- depending on the further services that are supported by both the ME and the USIM the corresponding EFs
have to be read.

5.3.2 Dialling numbers

The following procedures may not only be applied tadgFand its associated extension filessgFand Elexr; as

described in the procedures below, but also tekERysison: ERnp, EFspny @and Elpyand their associated extension

files. If these files are not allocated and activated, as denoted in the USIM service table, the current procedure shall be
aborted and the appropriate EFs shall remain unchanged.

As an example, the following procedures are described as applied to ADN.
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Requirement: Service 89 "allecated-and-activatasailablé
(Service n3-2 for FDN,
Service ng-21 for MSISDN,
Service n384 for SDN),
Service n816 for BDN).

Update: The ME analyses and assembles the information to be stored as follows (the byte identifiers used
below correspond to those in the definition of the relevant EFs in the present document):

i) The ME identifies the Alpha-tagging, Capability/Configuration Identifier and Extension1 Record Identifier.
i) The dialling number/SSC string shall be analysed and allocated to the bytes of the EF as follows:

- ifa"+"is found, the TON identifier is set to "International”;

- if 20 or less "digits" remain, they shall form the dialling number/SSC string;

- if more than 20 "digits" remain, the procedure shall be as follows:

Requirement:
Service n103 "allecated-and-activatasailablé
(Service n30xx applies also for MSISDN and LND;
Service n34-3 for FDN;
Service n395 for SDN;
Service n827 for BDN.)

The ME seeks for a free record indgh. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

The first 20 "digits" are stored in the dialling number/SSC string. The value of the length of BCD
number/SSC contents is set to the maximum value, which is 11. The Extensionl record identifier is coded
with the associated record number in the &E The remaining digits are stored in the selected Extensionl
record where the type of the record is set to "additional data". The first byte of the Extensionl record is set
with the number of bytes of the remaining additional data. The number of bytes containing digit information
is the sum of the length of BCD number/SSC contents gfE&nd byte 2 of all associated chained

Extensionl records containing additional data.

iii) If a called party subaddress is associated to the ADN/SSC the procedure shall proceed as follows:

Requirement:
Service n°3 "available”
(Service n°xx applies also for MSISDN and LND;
Service n°3 for FDN;
Service n°5 for SDN;
Service n°7 for BDN.)

— Service-n°10-"allocated-and-activated"
_— (Service-n*10-apples-alsofor MSISDN-and LND;
; 011 f N:

— Service-n®19-for SDN;
— Service-n°32forBDN.)

If the length of the called party subaddress is less than or equal to 11 bytes [5&248G08 [9] for
coding):

The ME seeks for a free record indgh. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

The ME stores the called party subaddress in the Extensionl record, and sets the Extensionl record type to
"called party subaddress".

If the length of the called party subaddress is greater than 11 bytes (3&23@08 [9] for coding):
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The ME seeks for two free records indgfr. If no such two records are found, the ME runs the Purge
procedure. If two Extensionl records are still unavailable, the procedure is aborted.

The ME stores the called party subaddress in the two Extensionl records. The identifier field in the
Extensionl record containing the first part of the subaddress data is coded with the assogiateddsFd
number containing the second part of the subaddress data. Both Extensionl record types are set to "called
party subaddress".

Once i), ii), and iii) have been considered the ME performs the updating procedure with IEfhe USIM has no
available empty space to store the received ADN/SSC, or if the procedure has been aborted, the ME advises the user.

For reasons of memory efficiency, the ME may analyse all Extensionl records tozedbta additional or

subaddress data to be stored is already existingdyprEM this case, the ME may use the existing chain or the last part
of the existing chain from more than one ADN (LND, MSISDN). The ME is only allowed to store extension data in
unused records. If existing records are used for multiple access, the ME shall not change any data in those records to
prevent corruption of existing chains.

Erasure: The ME sends the identification of the information to be erased. The content of the identified
record in ERpy is marked as "free".

Request: The ME sends the identification of the information to be read. The ME shall analyse the data of
EF.pon to ascertain, whether additional data is associateddgrE6r ER-cr If necessary, then the
ME performs the reading procedure on these EFs to assemble the complete ADN/SSC.

Purge: The ME shall access each EF which referencggHEF:x1») for storage and shall identify
records in these files using extension data (additional data or called party subaddress). Note that
existing chains have to be followed to the end. All referred Extensionl (Extension2) records are
noted by the ME. All Extensionl (Extension2) records not noted are then marked by the ME as
"free" by setting the whole record to 'FF'.

NOTE 2: Dependent upon the implementation of the ME, and in particular the possibility of erasure of ADN/SSC
records by Phase 1 MEs, which have no knowledge of thgrE R is possible for Extensionl records to
be marked as "used space" (nhot equal to 'FF'), although in fact they are no longer associated with an
ADN/SSC record.

The following three procedures are only applicable to servig@ (EDN).

FDN capability request. The ME shall check the state of service n°2, i.e. if FDN is "enabled" or "disabled". If FDNis
enabled, the ME shall only allow outgoing calls as defined in the fixed number dialling description in TS 22.101. To
ascertain the state of FDN, the ME shall check ipdzfand Efegyif FDN is enabled (service activated and available).

In all other cases service n°2 is disabled.

FDN enabling is done by activating the FDN service iajF

FDN disabling is done by deactivating the FDN service ie;ﬁ_F

capabilityreguest. , as-to e state o y e BENEetapability
request. The ME has to check the state of serviég n&. if BDN is "available ".
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4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 (0] 1 byte
4 Services n° 25 to n° 32 (0] 1 byte
etc.
X Services n° (8X-7) to n° (8X) (0] 1 byte
-Services
Contents:  Service n°1: Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN)
Service n°3: Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5: Extension3
Service n°6 : Barred Dialling Numbers (BDN): FFS
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9: Incoming Call Information (ICl and ICT)

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14;
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32;
Service n°33:
Service n°34:

Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message |dentifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

PLMN selector

MSISDN

Image (IMG)

SoLSA (Support of Local Service Area)

Enhanced Multi-Level Precedence and Pre-emption Service

Automatic Answer for Emipp

EUIC (Enhanced User Identity Confidentiality)

2G Access

Data download via SMS-PP
Data download via SMS-CB
Call Control by USIM

MO-SMS Control by USIM
RUN AT COMMAND command
Packet Switched Domain
Enabled Services Table

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of 3G.
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Coding:
1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM.

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

| b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |
Serv@ce n°l
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

Second byte:

| b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |

Service n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15

Service n°16
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4.2.xy EFg,, (Barred Dialling Numbers)

This EF contains Barred Dialling Numbers (BDN) and/or Supplementary Service Control strings (SSC). In addition
it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also contain
an associated alpha-tagging. As the BDN service relies on the Call Control feature, BDN shall only be available if Call
Control is available. If this file is present in the USIM, the Enabled Services Taklg)(Effrall also be present.

Identifier: '6FXX' | Structure: linear fixed | Optional
Record length: X+15 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha |dentifier (] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension4 Record Identifier M 1 byte
X+15 Comparison Method Pointer M 1 byte

For contents and coding of all data items, except for the Comparison Method Pointer, see the respective data items of
EF,pn. With the exception that extension recoros stored in the Ekr,. The Comparison Method Pointer refers to a

record number in Efs.

NOTE: The value of X (the number of bytes in the alpha-identifier) may be different to the length denoted X in
EM:

4.2.xz EFg,, (Extension4)

This EF contains extension data of a BDN/SSC .

Identifier: '6EXX' | Structure: linear fixed Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATION ADM
ACTIVATION ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t012 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see subclause 4.4.2:4EF
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4.2.nn EFcw, (Comparison Method Information)

This EF contains the list of Comparison Method Identifiers and alpha-tagging associated with BDN entries,(3ee EF
This EF shall be present if Efy iS present.

Identifier: '6FEXX' | Structure: linear fixed | Optional
Record length: X+1 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Comparison Method Identifier M 1 byte
21to X+1 Alpha |dentifier M X bytes

- Alpha Identifier
Contents:
Alpha-tagging of the associated Comparison Method ldentifier

Coding:
Same as the alpha identifier in f5R.

- Comparison Method Identifier
Contents:
this byte describes the comparison method which is associated with a BDN record. Its interpretation is not
specified but it shall be defined by the card issuers implementing the BDN feature on their USIMs.
Coding:
binary; values from 0 to 255 are allowed.
The default coding 255 is reserved for empty field.

4.2.xx EFgs; (Enabled Services Table)

This EF indicates which services are enabled. If a service is not indicated as enabled in the USIM, the ME shall not
select this service.

Identifier: '6FXX' | Structure: transparent | Optional
File size: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
etc.
X Services n° (8X-7) to n° (8X) (0] 1 byte
-Services
Contents:  Service n°1: Fixed Dialling Numbers (FDN)
Service n°2 : Barred Dialling Numbers (BDN)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then the
EF shall also contain all bytes before that byte. Other services are possible in the future and will be coded on further
bytes in the EF. The coding falls under the responsibility of the 3GPP.
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Coding:

1 bit is used to code each service:
bit = 1: service activated,
bit = 0: service deactivated.
unused bits shall be set to '0'

A service which is listed in this table is enabled if it is indicated as available in the USIM Service Table (UST) and
indicated as activated in the Enabled Services Tables (EST) otherwise this service is, either not available or disabled.

First byte:

|b8 |b7 |b6 |85 |b4 |b3 |b2 |b1 |
Service n°1
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

etc.

51.1 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selects a USIM application. Ifgefi#-is found or no
USIM applications are listed in the gk file, the ME then tries to select the GSM application as specified in GSM
11.11 [18].

The ME optionally attempts to selectdk If EFeccis available, the ME requests the emergency call codes.

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of ERp (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- ER, is not available;
- ER, does not contain an entry corresponding to a language specified G3851®];
- the ME does not support any of thadaiages in EF.

If none of the languages in the EFs ipsorted then the ME selects a defautigaage.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.

The ME performs the administrative information request.
The ME performs the USIM Service Table request.

For a USIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

If the FDN service is available the ME shall perform the following procedure. The procedure is thd.

If BDN is enabled, an ME which does not support Call Control shall allow emergency calls but shall not allow MO-CS
calls.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.
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Afterwards, the ME runs the following procedures:

- IMSI request;

- Access control information request;

- HPLMN search period request;

- PLMN selector request;

- Location Information request;

- Cipher key and integrity key request;

- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- depending on the further services that are supported by both the ME and the USIM the corresponding EFs
have to be read.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and indicates this to the
USIM be sending a particular STATUS command.

5.3.2 Dialling numbers

The following procedures may not only be applied tadgFand its associated extension filessgFand Elexr; as

described in the procedures below, but also te&ERysison: ERnp, EFspy @nd Elpyand their associated extension

files. If these files are not allocated and activated, as denoted in the USIM service table, the current procedure shall be
aborted and the appropriate EFs shall remain unchanged.

As an example, the following procedures are described as applied to ADN.

Requirement: Service n°1 "available"
(Service n°2 for FDN,
Service n°21 for MSISDN,

Service n°4 for SDN),
Service n°6 for BDN).

Update: The ME analyses and assembles the information to be stored as follows (the byte identifiers used
below correspond to those in the definition of the relevant EFs in the present document):

i) The ME identifies the Alpha-tagging, Capability/Configuration Identifier and Extensionl Record Identifier.
if) The dialling number/SSC string shall be analysed and allocated to the bytes of the EF as follows:

- ifa"+"is found, the TON identifier is set to "International”;

- if 20 or less "digits" remain, they shall form the dialling number/SSC string;

- if more than 20 "digits" remain, the procedure shall be as follows:

Requirement:
Service n°3 "available"
(Service n°xx applies also for MSISDN and LND;
Service n°3 for FDN;
Service n°5 for SDN;
Service n°7 for BDN.)

The ME seeks for a free record indgh. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

The first 20 "digits" are stored in the dialling number/SSC string. The value of the length of BCD
number/SSC contents is set to the maximum value, which is 11. The Extensionl record identifier is coded
with the associated record number in the EE The remaining digits are stored in the selected Extensionl
record where the type of the record is set to "additional data". The first byte of the Extensionl record is set
with the number of bytes of the remaining additional data. The number of bytes containing digit information
is the sum of the length of BCD number/SSC contents gfE&nd byte 2 of all associated chained

Extensionl records containing additional data.
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iii) If a called party subaddress is associated to the ADN/SSC the procedure shall proceed as follows:

Requirement:
Service n°3 "available"
(Service n°xx applies also for MSISDN and LND;
Service n°3 for FDN;
Service n°5 for SDN;
Service n°7 for BDN.)

If the length of the called party subaddress is less than or equal to 11 bytes [E8248G08 [9] for
coding):

The ME seeks for a free record indgh. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

The ME stores the called party subaddress in the Extensionl record, and sets the Extensionl record type to
"called party subaddress".

If the length of the called party subaddress is greater than 11 bytes (3&23@08 [9] for coding):

The ME seeks for two free records indgfr. If no such two records are found, the ME runs the Purge
procedure. If two Extensionl records are still unavailable, the procedure is aborted.

The ME stores the called party subaddress in the two Extensionl records. The identifier field in the
Extensionl record containing the first part of the subaddress data is coded with the assogiateddsFd
number containing the second part of the subaddress data. Both Extensionl record types are set to "called
party subaddress".

Once i), ii), and iii) have been considered the ME performs the updating procedure with IEfhe USIM has no
available empty space to store the received ADN/SSC, or if the procedure has been aborted, the ME advises the user.

For reasons of memory efficiency, the ME may analyse all Extensionl records to recognize if the additional or
subaddress data to be stored is already existingdyprEM this case, the ME may use the existing chain or the last part
of the existing chain from more than one ADN (LND, MSISDN). The ME is only allowed to store extension data in
unused records. If existing records are used for multiple access, the ME shall not change any data in those records to
prevent corruption of existing chains.

Erasure: The ME sends the identification of the information to be erased. The content of the identified
record in ERpy is marked as "free".

Request: The ME sends the identification of the information to be read. The ME shall analyse the data of
EF.pn to ascertain, whether additional data is associateddgrE6r ER-cr If necessary, then the
ME performs the reading procedure on these EFs to assemble the complete ADN/SSC.

Purge: The ME shall access each EF which referencggHEF:x1») for storage and shall identify
records in these files using extension data (additional data or called party subaddress). Note that
existing chains have to be followed to the end. All referred Extensionl (Extension2) records are
noted by the ME. All Extensionl (Extension2) records not noted are then marked by the ME as
"free" by setting the whole record to 'FF'.

NOTE : Dependent upon the implementation of the ME, and in particular the possibility of erasure of ADN/SSC
records by Phase 1 MEs, which have no knowledge of thgrE R is possible for Extensionl records to
be marked as "used space" (nhot equal to 'FF'"), although in fact they are no longer associated with an
ADN/SSC record.

The following three procedures are only applicable to service n°2 (FDN).

FDN capability request. The ME has to check the state of service n°2, i.e. if FDN is "enabled" or "disabled". In case of
enabled FDN, the ME has to switch to a restrictive terminal mode (see TS 22.101). To ascertain the state of FDN, the
ME checks in Eggtand ERrg7if FDN is enabled (service activated and available). In all other cases service n°2 is

disabled.

FDN enabling is done by activating the FDN service ig&F
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FDN disabling is done by deactivating the FDN service ipd&F

The following three procedures are only applicable to service n°6 (BDN).

BDN capability request. The ME shall check the state of service n°6, i.e. if BDN is "enabled" or "disabled". To
ascertain the state of BDN, the ME shall check i@nd EFE_STif BDN is "enabled" (service available and

activated). In all other cases, the BDN service is "disabled".

BDN enabling is done by activating the BDN service i &F

BDN disabling is done by deactivating the BDN service ing

3GPP
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.

File Identification Description Value
'2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF
'6F 07" IMSI operator dependant
'6F 20’ Ciphering key Kc 'FF...FFO7
'6F 30' PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'6F 37" ACM maximum value ‘000000’ (see note 1)

'6F 38' USIM service table operator dependant

'6F 39 Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41' PUCT 'FFFFFF0000'

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78' Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7TE Location information 'FFFFFFFF xxFxxx 0000 FF 01"
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX' Abbreviated dialling numbers 'FF...FF'

'6F 3B’ Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D Capability configuration parameters 'FF...FF'

'6F 40 MSISDN storage 'FF...FF'

'6F 42 SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47 Short message status reports '00FF...FF'

'4F XX Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F XX' Barred Dialling Numbers 'FF...FF'

'6F XX' Extension 4 'FE...FF'

'6F 52 GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20' Image data '00FF...FF'

'4F 30' SoLSA Access Indicator) '00FF...FF'

'4F 31' SOLSA LSA List 'FF...FF'

‘6F XX’ Comparison Method Information 'FE..FF'

‘6F XX’ Enabled Services Table '00...00'

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updatgifthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].
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[22] ITU-T Recommendation E.164: "Numbering plan for the ISDN era".
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4.2.21 EFgcc (Emergency Call Codes)

‘ This EF containsip-te-5emergency call codes.

Identifier: '6FB7" Structure: transparent Optional
Mandatory
| File size: 3n (n<=5> 1) bytes Update activity: low
Access Conditions:

READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1-3 Emergency Call Code 1 oM 3 bytes

4-6 Emergency Call Code 2 (0] 3 bytes

(3n-2) - 3n Emergency Call Code n (0] 3 bytes

- Emergency Call Code

Contents:
Emergency Call Code

Coding:
the emergency call code is of a variable length with a maximum length of 6 digits. Each emergency call code
is coded on three bytes, with each digit within the code being coded on four bits as shown below. If a code of
less than 6 digits is chosen, then the unused nibbles shall be sdf t6FF:c does not contain any valid
number, the UE shall use the emergency numbers it stores for use in setting up an emergency call without a

USIM.
Byte 1:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
L L.SB of Digit 1
I\:/ISB of Digit 1
L.SB of Digit 2
I\:/ISB of Digit 2
Byte 2:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
L L.SB of Digit 3
I\:/ISB of Digit 3
L.SB of Digit 4

MSB of Digit 4
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511 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selects a USIM application. Ifgefi€-is found or no
USIM applications are listed in the gk file, the ME then tries to select the GSM application as specified in GSM
11.11 [18].

The MEoptionally-attempts-to-select Bl EFccis-availablethédErequests the emergency call codesr:.
service requirements, see 3G TS 22.101 [24].

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of EFp, (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- ER, is not available;
- ER, does not contain an entry corresponding to a language specified G3809];
- the ME does not support any of thadaages in Ef.

If none of the languages in the EFs ipported then the ME selects a defautigiaage.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.

The ME performs the administrative information request.
The ME performs the USIM Service Table request.

For a USIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

If the FDN service is available the ME shall perform the following procedure. The procedure is thd.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.

Afterwards, the ME runs the following procedures:

- IMSI request;

- Access control information request;

- HPLMN search period request;

- PLMN selector request;

- Location Information request;

- Cipher key and integrity key request;

- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- depending on the further services that are supported by both the ME and the USIM the corresponding EFs
have to be read.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and indicates this to the
USIM be sending a particular STATUS command.
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4.2.4 EFkeysps (Ciphering and Integrity Keys for Packet Switched domain)

This EF contains the ciphering key CKPS, the integrity key IKPS and the key set identifier KSIPS for the packet
switched (PS) domain.

Identifier: '6F09' Structure: transparent
Mandatory
SFI: '09'
File size: 33 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Key set identifier KSIPS M 1 byte
2to17 Ciphering key CKPS M 16 bytes
18t033 Integrity key IKPS M 16 bytes

- Key Set Identifier KSIPS
Coding:

|b8 |b7 |b6 |85 |b4 |b3 |b2 |b1
[ KSIPS
bits b5 to b8 are coded 0

- Ciphering key CKPS
Coding:
the least significant bit of CKPS is the least significant bit of tiehife. The most significant bit of CKPS
is the most significant bit of thé%byte.

- Integrity key IKPS
Coding:
the least significant bit of IKPS is the least significant bit of tH&{88e. The most significant bit of IKPS is
the most significant bit of the Téyte.
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6 Security features

The security aspects of 3G are specified in 3G TS 33.102 [13] and 3G TS 33.103 [14]. This clause gives information
related to security features supported by the USIM to enable the following:

- authentication of the USIM to the network;

- authentication of the network to the USIM;

- authentication of the user to the USIM,;

- data confidentiality over the radio interface;

- file access conditions;

- conversion functions to derive GSM parameters

6.1 Authentication and key agreement procedure

This subclause describes the authentication mechanism and cipher and integrity key generation which are invoked by the
network. For the specification of the corresponding procedures across the USIM/ME interface see clause 5.

The mechanism achieves mutual authentication by the user and the network showing knowledge of a secret key K which
is shared between and available only to the USIM and the AuC in the user’'s HE. In addition, the USIM and the HE keep
track of counters SE@ and SEQg respectively to support network authentication.

When the SN/VLR initiates an authentication and key agreement, it selects the next authenticatitienegtorarray

and sends the parameters RAND and AUTN (authentication token) to the user. Each authentication token consists of the
following components: a sequence number SQN, an Authentication Management Field (AMF) and a message
authentication code MAC over the RAND, SQN and AMF.

The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the
SN/VLR. The SN/VLR compares the received RES with XRES. If they match the SN/VLR considers the authentication
and key agreement exchange to be successfully completed. The USIM also computes CK and IK. The established keys
CK and IK will be used by the ME to perform ciphering and integrity functions.

A permanent secret key K is used in this procedure. This key K has a length of 128 bits and is stored within the USIM
for use in the algorithms described below. Also more than one secret key K can be stored in the USIM. The active key to
be used by the algorithms is signalled within the AMF field in the AUTN.
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5.2 USIM security related procedures

5.2.1  Authentication algorithms computation

The ME selects a USIM application and usesB#EERNAL-AUTHENTICATE command (see 7.1.1). The response is
sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

5.2.2 IMSI request

The ME performs the reading procedure withygF

5.2.3  Access control information request

The ME performs the reading procedure with&F

5.2.4 HPLMN search period request

The ME performs the reading procedure withgf-

5.25 Location information

Request: The ME performs the reading procedure with&F
Update: The ME performs the updating procedure wittpEF

In the case when updating Bk, with data containing the TMSI value and the card reports the error '92 40" (Memory
Problem), the ME shall terminate 3G operation.

5.2.6 Cipher and Integrity key

Request: The ME performs the reading procedure with&F
Update: The ME performs the updating procedure with.sF

52.7 Forbidden PLMN

Request: The ME performs the reading procedure with Kk
Update: The ME performs the updating procedure witg-Eix.

5.2.8 LSA information

Request: The ME performs the reading procedure withFEFRs,, and its associated LSA Descriptor files.
Update: The ME performs the updating procedure witg EF
5.2.9 User ldentity Request

The ME selects a USIM and checks service no. 26 (Enhanced user identity confidentiality). If service no. 26 is not
available then the ME performs the reading procedure withsEF

Otherwise the ME uses the Encipher IMSI function (see 7.2.1). The response is received by the ME (in case of the T=0
protocol when requested by a subsequent GET RESPONSE command). Then the ME reads the group identity out of
EFcus. The ME concatenates the HE-id, the group identity GMSI and the enciphered IMSI and sends that to the
network.

5.2.10 GSM Cipher key

Request: The ME performs the reading procedure with.EF
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Update: The ME performs the updating procedure wit. EF

5.2.11 GPRS Cipher key

Request: The ME performs the reading procedure withoRe&
Update: The ME performs the updating procedure withdsE
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP & Generation Partnership Project

AC Access Condition

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

CCP Capability Configuration Parameter
CK Cipher key

CNL Co-operative Network List

CSs Circuit switched

DCK Depersonalisation Control Keys

DF Dedicated File

DO Data Object

EF Elementary File

EMUI Encrypted Mobile User Identity

EUIC Enhanced User Identity Confidentiality
FCI File Control Information

FFS For Further Study

GK User group key

GMSI Group Identity

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

KSI Key Set Identifier

Kc Cryptographic key used by the cipher A5
LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

OFM Operational Feature Monitor

PIN Personal Identification Number

PS Packet switched

RAND Random challenge

RANDys Random challenge stored in the USIM
RES User response

RFU Reserved for Future Use

RST Reset

SDN Service dialling number
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SE
SFI
SQN
SRES
SW
TLV
USAT
USIM
XRES

Security Environment
Short EF Identifier
Sequence number
Signed RESponse calculated by a USIM
Status Word
Tag Length Value
USIM Application Toolkit
Universal Subscriber Identity Module
Expected user RESponse
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4.2.8 EFyust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 0] 1 byte
4 Services n° 25 to n°® 32 (0] 1 byte
etc.
X Services n° (4X-3) to n® (4X) (0] 1 byte
-Services
Contents:  Service n°1 : Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN): FFS
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN): FFS
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICI and ICT)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15;
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25;
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:;
Service n°34:

Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message ldentifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

PLMN selector

MSISDN

Image (IMG)

SoLSA (Support of Local Service Area)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for Emlpp

EUIC (Enhanced User Identity Confidentiality)
2G Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

Packet Switched Domain

Depersonalisation Control Keys

Service n°35:

Co-operative Network List

coded on further bytes in the EF. The coding falls under the responsibility of 3G.

Coding:

1 bit is used to code each service:
bit = 1: service available;
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bit = 0: service not available.

Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM.

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

| b8 |b7 |b6 |85 |b4 |b3 |b2 |b1 |
Service n°1
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

Second byte:

| b8 |b7 |b6 |85 |b4 |b3 |b2 |b1 |

Serv@ce n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

If the USIM supports the BDN feature (BDN available) and the ME does not support the BDN feature it shall stop
operation immediately.
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4.2. XX __EFpck (Depersonalisation Control Keys)

This EF provides storage for the de-personalization control keys associated with the OTA de-personalization cycle of
TS 22.022.

Identifier: '6F2C' | Structure: transparent | Optional
File Size: 16 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 4 8 digits of network de-personalization control M 4 bytes
key
5t08 8 digits of network subset de-personalization M 4 bytes
control key
9to0 12 8 digits of service provider de-personalization M 4 bytes
control key
13to 16 8 digits of corporate de-personalization control M 4 bytes
key

Empty control key bytes shall be coded 'FFFFFFFF'.

4.2.YY EFcn (Co-operative Network List)

This EF contains the Co-operative Network List for the multiple network personalization services defined in TS 22.022.

Identifier: '6F32' | Structure: transparent | Optional
File size: 6n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1t0 6 Element 1 of co-operative net list M 6 bytes
6n-5to 6n | Element n of co-operative net list | o | 6 bytes
- Co-operative Network List
Contents:
MCC, MNC, network subset, service provider ID and corporate ID of co-operative networks.
Coding:
For each 6 byte list element
Byte 1:

|b_8|b_7|b_6|b_5|b_4|b_3|b_2|b_1
[__LSbitof MCC digit 1

MS bit of MCC digit 1
LS bit of MCC digit 2

MS bit of MCC digit 2
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Byte 2:
e
LS bt of MCC digit 3
MS bit of MCC digit 3
LS bit of MNC digit 3
MS bit of MNC digit 3
Byte 3:

|b_8|b_7|b_6|b_5|b_4|b_3|b_2|b_1
[__LS bitof MNC digit 1

MS bit of MNC digit 1
LS bit of MNC digit 2

MS bit of MNC digit 2

Byte 4:
|b_8|b_7|b_6|b_5|b_4|b_3|b_2|b_1
|_L.S bit of network subset digit 1

M_S bit of network subset digit 1
LS bit of network subset digit 2

MS bit of network subset digit 2

NOTE: Digit 3 of the MNC is placed directly after the MCC fields for compatibility between GSM and PCS 1900
PLMN structures.
Byte 5:
|b_8|b_7|b_6|b_5|b_4|b_3|b_2|b_1
LS bit of service provider digit 1

MS bit of service provider digit 1
LS bit of service provider digit 2

M_S: bit of service provider digit 2

Byte 6:
|b_8|b_7|b_6|b_5|b_4|b_3|b_2|b_1
|_L.S bit of corporate digit 1

MS bit of corporate digit 1
LS bit of corporate digit 2

M_S: bit of corporate digit 2

For 2 digit MNCs digit 3 of this field shall be 'F'.

For 1 digit network subsets digit 2 of this field shall be 0.

Empty fields shall be coded with 'FF'.

The end of the list is delimited by the first MCC field coded 'FFF'.
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4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and thgAD¥DFysv shall be selected
using the AID and information in Elr.

MF
'3F00'
| | | |
DFesm DFreLecom EFoir EFccip EFpL
'"TF20' '"7TF10' '2F00' 2FE2' '2F05'
| | | | | |
| EFapn EFrpn EFsus EFccp EFwmsispon
see GSM '6F3A' '6F3B' '6F3C' '6F3D’ '6F40'
11.11 [18]
| | | | |
EFsmsp EFswmss EFnD EFsmsr EFspn
'6F42' '6F43' '6F44' 6FaAT '6F49'
| | | | |
EFexm1 EFext2 EFexts EFspn EFexT4
'6F4A' '6F4B' '6F4C' ‘64D’ '6F4E’
|
EFsume
'6F54'
DFcrapHICS
'5F50'
EFme
'4F20'
DFeHoNEBOOK
'5F3A'
| | | |
EFpBr EFRap EFapn EFexm1 EFpsc
'4F30' "4FXX' "NEXX' "4EXX' AFEXX'
| | | | |
EFcrp EFaas EFcas EFanr EFsne
'4FXX' '4FXX' 4FXX' '4FXX 4FKX'
]
EFccp1
'4F3D'
| | | |
EFup EFpsc EFcc EFpup
'4F21' '‘4F22' '4F23' 4Fp4’

Figure 4.1: File identifiers and directory structures of UICC
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DFRusim

|
DFpHonEBOOK EFust
SF3A '6F38'
| | | | |
EFper EFap EFapn EFexm1 EFpec
'4F30' '"4FXX' "NEXX' "4FEXX' NEXX'
| | | | |
EFGrp EFaas EFcas EFanr EFsne
'"4FXX' '4FXX' 4FXX' '4FXX' 4FKX'
]
EFccp1
'4F3D’
| | | |
EFup EFpsc EFcc EFpup
'4F21' '4F22' '4F23' 4Fp4’
|
DFsoLsa
'5F70'
|
| |
EF5A| EFSLL
'4F30' '4F31'
| | | | | |
EF, EFwmsi EFusison EFacc EFkeys EFkeysps
'6F05' '6F07' '6F40' 6F[78' '6F0g' '6F0Q'
| | | | | |
EFacm EFacmmax EFpuct EFcip1 EFcip2 EFspn
'6F39' '6F37' '‘6F41' 6FBE' '6F 3K '6F46'
| | | | | |
EFpLmnsel EFvpLVN EFrpLMN EFap EFappi EFcmsi
'6F30' '6F31' '6F7B' '6HAD' 'qFAE' '6HC2
| | | | | |
EFecc EFccp EFspn EFron EFexT2 EFexts
'6FB7' '4F3D' '6F49' '6F3B' 'qF4B' '6FUC]
| | | | | |
EFcemi EFcemip EFcemir EFpck EFexts EFniddenkey
'6F45' '6F48' '6F50' '6F2C' '6F4E' '6FC3'
| | | | | |
EFLoc EFLocips EFc EFoci EFcr EFoct
'6F7E' '6F53' '6F80' '6H31' '6F82' '6F83'
| | | | | |
EFemLrp EFasem EFLocize EFkc EFkcrrs EFLocicrrs
'6FB5’ '6FB6' 'BF7F' '6F20' 'gF52" '6F53'
| | | | | |
EFsus EFsusp EFsuss EFsmsr EFcne EFsccH
'6F3C' '6F42' '6F43' '6H47' '6F32' '6F74'

Figure 4.2: File identifiers and directory structures of USIM
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5.3.XX Depersonalisation Control Keys

Requirement: Service n°34 "available".
Request: The ME performs the reading procedure wjth.EF

5.3.YY Co-operative Network List

Requirement: Service n°35 "available".
Request: The ME performs the reading procedure witl.EF
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.

File Identification Description Value
'2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07" IMSI operator dependant

'6F 20' Ciphering key Kc 'FF...FFO7'

'‘6F 2C' Depersonalisation Control Keys 'FE...FF'

'6F 30' PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'‘6F 32' Co-operative Network List 'FE...FF'

'6F 37 ACM maximum value '000000' (see note 1)

'6F 38' USIM service table operator dependant

'6F 39' Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41 PUCT 'FFFFFF0000'

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78’ Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7E Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX Abbreviated dialling numbers 'FF...FF'

'6F 3B’ Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D Capability configuration parameters 'FF...FF'

'6F 40' MSISDN storage 'FF...FF'

'6F 42' SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47’ Short message status reports '00FF...FF'

'4F XX' Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F 52' GPRS Ciphering key KcGPRS 'FF...FFO7

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20' Image data '00FF...FF'

'4F 30 SoLSA Access Indicator) '00FF...FF'

'4F 31 SoLSA LSA List 'FF...FF'

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updatgitthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].

3GPP



3GPP TS 31.102 V3.0.0 (2000-01) 103

Annex H (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs "over the air" such as E&uld result in unpredictable behaviour
of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should

"over the air" changes of these EFs be considered.

File identification Description hange advised
'2F 05' Extended Language preference Yes
'2F E2' ICC identification No
'4F 20 Image data Yes
'4F xx' Image Instance data Files Yes
'6F 05' Language preference Yes
'6F 07 IMSI Caution (Note 1)
'6F 20 Ciphering key Kc No
'6F 2C' De-personalization Control Keys Caution
'6F 30 PLMN selector Caution
'6F 31' HPLMN search period Caution
'6F 32' Co-operative network Caution
'6F 37" ACM maximum value Yes
'6F 38' SIM service table Caution
'6F 39' Accumulated call meter Yes
'6F 3A' Abbreviated dialling numbers Yes
'6F 3B' Fixed dialling numbers Yes
'6F 3C' Short messages Yes
'6F 3D’ Capability configuration parameters Yes
'6F 3E' Group identifier level 1 Yes
'6F 3F' Group identifier level 2 Yes
'6F 40' MSISDN storage Yes
'6F 41' PUCT Yes
'6F 42' SMS parameters Yes
'6F 43' SMS status Yes
'6F 44' Last number dialled Yes
'6F 45' CBMI Caution
'6F 46' Service provider name Yes
'6F 47 Short message status reports Yes
'6F 48' CBMID Yes
'6F 49' Service Dialling Numbers Yes
'6F 4A' Extension 1 Yes
'6F 4B' Extension 2 Yes
'6F 4C' Extension 3 Yes
'6F 4D’ Barred dialling numbers Yes
'6F 4E' Extension 4 Yes
'6F 50' CBMIR Yes
'6F 51 Network's indication of alerting Caution
'6F 52' GPRS Ciphering key KcGPRS No
'6F 53' GPRS Location Information Caution
'6F 54' SetUpMenu Elements Yes
'6F 74' BCCH No
'6F 78' Access control class Caution
'6F 7B’ Forbidden PLMNs Caution
'6F 7E' Location information No (Note 1)
'6F AD' Administrative data Caution
'6F AE' Phase identification Caution
'6F B1' Voice Group Call Service Yes
'6F B2' Voice Group Call Service Status Yes
'6F B3' Voice Broadcast Service Yes
'6F B4' Voice Broadcast Service Status Yes
'6F B5' Enhanced Multi Level Pre-emption and Priority Yes
'6F B6' Automatic Answer for eMLPP Service Yes
'6F B7' Emergency Call Codes Caution

NOTE1: If EFyyg) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
EFoc) accordingly.
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4.2.8 EFyust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the
ME shall not select this service.

|dentifier: '6F38" | Structure: transparent |  Mandatory
File size: X bytes, X >= 2 | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°91to n° 16 0] 1 byte
3 Services n°17 ton° 24 (0] 1 byte
4 Services n° 25 to n° 32 (0] 1 byte
etc.
X Services n° (8X-3) to n° (8X) (0] 1 byte




-Services

Contents:  Service n°1: Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN): FFS
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN): FFS
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICI and ICT)

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:

Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message Identifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

PLMN selector

MSISDN

Image (IMG)

See note
Enhanced Multi-Level Precedence and Pre-emption Service

Automatic Answer for Emlpp

EUIC (Enhanced User Identity Confidentiality)
GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

Packet Switched Domain

Note: Service n°23 is reserved for SoLSA

4.3 DFs at the USIM ADF (Application DF) Level

DFs may be present as child directories of UBIBF. The following DFs are defined:
~—DFRoisn ‘5RO
- DI:PHONEBOOK '5F3A'

(DF for application specific phonebook. This DF has the same structure asgthgdabokunder
DFTELECOM)

'5F70' is reserved for R spand is expected to be defined in release 2000.

4.4 Contents of DFs at the USIM ADF (Application DF) level
4.4.1 Contents of files at the DF SoLSA level

This subclause is expected to be defined in release 2000

i Hi i j ilg, DEItonly appliesif the SoLSA feature is
Shosoroeenn D0 T 00 070 (5,
The-EFscontain-information-about the-users-subscribed-local service areas.



44.1.1  EFgsp (SOLSA Access Indicator)

This EF is expected to be defined in release 2000

| 210 X+1 LSA-only-access-indication-text M Xbytes
- LSA only access-indicator
copionis:
indicates whether thdE is restricted to-use LSA cells-only-or not.

F = P[]
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LRoAtE 2p!
DiEhc i = Al

Bytes Description MO Length
It X LSA-name o X-bytes
B Cenigmten-nn oS M Ll
X+2 REY 4 Lk
S B 4 Lk
X+4 Priority M 1-byte
X+5-to-X+7 PLMN-code M 3 hytes
X+8-to-X+9 LSA Descriptor File-Identifier M 2 hytes
R Loi-Docorinlar Bocopd dloniioy M 1-byte




4.4.1.3 LSA Descriptor files

This EF is expected to be defined in release 2000

ain-containing D ming-the LSAsLSAs-can de ur-different ways.
j . ' - j i : ic-elements
C nes of i areof differen A-F ixed
d d d mples of
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4.4.2 Contents of files at the DF PHONEBOOK level

The UICC may contain a global phonebook, or application specific phonebooks, or both in parallel. When
both phonebook types co-exist, they are independent and no data is shared. In this case, it shall be possible
for the user to select which phonebook the user would like to access.

The global phonebook is located in gbnesook under Dig ecom- Each specific USIM application
phonebook is located in BRonesook Of its respective Application Rim. DFeponesook Under Diggyy and

under DFe ecom have the same structure. Yetddbnesook under Diggiy may contain a different set of

files than Dyonesook Under DRg ecom All phonebook related EFs are located under their respective
DFprHonesook

USIM specific phonebooks are dedicated to application specific entries. Each application specific
phonebook is protected by the application PIN

If a GSM application resides on the UICC, the EFs ADN and EXT1 from opgdideoox(defined at

GSM application installation) are mapped to;BEcow Their file IDs are specified in GSM 11.11 [18],

i.e. ERpy = '6F3A" and EExr; = '6F4A', respectively.

The EF structure related to the public phone book is located undgpleEookin DFreLecom- A USIM

specific phone book may exist for application specific entries. The application specific phone book is
protected by the application PIN. The application specific phone book is a copy of the file structure of the
one specified for the public phone book underdiom The application specific phonebook may contain

a different set of files than the one in the public area undef, Bfow.

4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and thg AD¥DFygv shall
be selected using the AID and information inplrF



MF

'3F00'
| | | |
DFGSM DFTELECOM EFDIR EFPL
"7F20' '7F10' '2F00'
i | | | |
| EFADN EFFDN EFSMS EFMSISDN
see GSM '6F3A' '6F3B' '6F3C'
11.11[18]
| | | |
EFSMSP EFSMSS EFLND EI:SDN
'6F42" '6F43' '$F44"
| | | |
EFEXTl EFEXTZ E FEXTS E FEXT4
'6FAA' '6F4B' 'BF4AC'
|
EFSUME
'6F54'
DFGRAPHICS
'5F50"
EFIMG
'4F20'
DFPHONEBOOK
'5E3A'
| | |
EFPBR EFIAP EFADN EFPBC
'4F30' AFXX HEXX'
| | | |
EFGRP EFAAS EFGAS EFSNE
"AEXX "AEXX! AFXX' XX
EFCCPl
'4F3D'
| | |
EFUID EFPSC EFCC
'4F21" "4F22" '4F23'

Figure 4.1: File identifiers and directory structures of UICC




DFUSIM

DFeronEBOOK
'5F3A'
| | | |
EFper EFap EFapn EFpsc
'4F30' '4FXX' UEXX'
| | | |
EFcre EFaas EFcas EFsne
'4FXX' '4FXX' 4FXX'
EFccp1
'"4F3D'
| | |
EFup EFpsc EFcc
'4F21' '4F22' '4F23'
|
BFsosa
‘5E7Q"
|
|
EFsa
4E30"
| | | | |
ERy EFms) EFvsison EFacc EFkeysps
'6F05' '6F07' 4 ' 6F
| | | | |
EFacm EFacmmax EFpucr EFcip1 EFsen
'6F39' '6F37' '‘6F41' 6F
| | | | |
EFpLvnsel EFnpLvn EFrpLvn EFap EFcusi
'6F30' '6F31' '‘6F7B' '6H
| | | | |
EFecc EFcer EFspn EFron EFexts
'6FB7' '‘4F3D' '‘BF49' '6H
| | | |
EFcam EFcamip EFcamir EFniadenkey
'6F45' '6F48' '6F50'
| | | | |
EFoci EFLocips EFci EFoci EFocr
'6F7E' '6F73' '6F80' '6H
| | | | |
EFemirr EFazem EFLocicesm EFc EFLocicrrs
'6FB5' '6FB6' '‘BF7F' '6H




EFswvs EFsvse EFswvss EFsmsr EFscch
'6F3C' '6F42' '6F43' '6R47 '6F74'

Figure 4.2: File identifiers and directory structures of USIM

Note: DF 5F70 is reserved for SOLSA
EF 4F30 (Efs) and EF 4F31(Ef, ) are reserved under DFE 5F70 (SoLSA)

52 USIM security related procedures

5.2.1 Authentication algorithms computation

The ME selects a USIM application and uses the AUTHENTICATE command (see 7.1.1). The response is
sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

5.2.2 IMSI request

The ME performs the reading procedure with\gF

5.2.3 Access control information request
The ME performs the reading procedure with&F

5.2.4 HPLMN search period request

The ME performs the reading procedure withygRn.

5.2.5 Location information

Request: The ME performs the reading procedure withh&F
Update: The ME performs the updating procedure withhgF

In the case when updating gk, with data containing the TMSI value and the card reports the error '92 40'
(Memory Problem), the ME shall terminate 3G operation.

5.2.6 Cipher and Integrity key

Request: The ME performs the reading procedure with, EF
Update: The ME performs the updating procedure witk.sF

5.2.7 Forbidden PLMN

Request: The ME performs the reading procedure with Kk
Update: The ME performs the updating procedure witbpEix.

5.2.8 LSA information

This subclause is expected to be defined in release 2000




5.2.9 User Identity Request

The ME selects a USIM and checks service n°26 (Enhanced user identity confidentiality). If service n°26 is
not available then the ME performs the reading procedure witlEF

Otherwise the ME uses the Encipher IMSI function (see 7.2.1). The response is received by the ME (in case
of the T=0 protocol when requested by a subsequent GET RESPONSE command). Then the ME reads the
group identity out of Efys.. The ME concatenates the HE-id, the group identity GMSI and the enciphered
IMSI and sends that to the network.

5.2.10 GSM Cipher key

Request: The ME performs the reading procedure with.EF
Update: The ME performs the updating procedure with. EF

5.2.11 GPRS Cipher key

Request: The ME performs the reading procedure withdsks
Update: The ME performs the updating procedure with.&rs



Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This
annex suggests values in these cases.

File Identification Description Value
'2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07" IMSI operator dependant

'6F 20’ Ciphering key Kc 'FF...FFO7'

'6F 30 PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'6F 37" ACM maximum value ‘000000’ (see note 1)

'6F 38' USIM service table operator dependant

'6F 39' Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41' PUCT 'FFFFFF0000

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78’ Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7TE Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX' Abbreviated dialling numbers 'FF...FF'

'6F 3B’ Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D Capability configuration parameters 'FF...FF'

'6F 40' MSISDN storage 'FF...FF'

'6F 42' SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47 Short message status reports '00FF...FF'

'4F XX' Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F 52 GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20' Image data '00FF...FF'

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM.
When assigning a value to ACMmax, care should be taken not to use values too close to the
maximum possible value 'FFFFFF', because the INCREASE command does not update
EFacwm if the units to be added would exceed 'FFFFFF'. This could affect the call termination
procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].



Annex F (informative):
Examples of coding of LSA Descriptor files for SoOLSA

This Annex is expected to be defined in release 2000

wo Cell Ids,
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4.2.8 EFyust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 0] 1 byte
4 Services n° 25 to n°® 32 (0] 1 byte
etc.
X Services n° (4X-3) to n® (4X) (0] 1 byte
-Services
Contents:  Service n°1 : Local Phone Book
Service n°2 : Fixed Dialling Numbers (FDN): FFS
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN): FFS
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICI and ICT)
Service n°10: Short Message Storage (SMS)
Service n°11: Short Message Status Reports (SMSR)
Service n°12: Short Message Service Parameters (SMSP)
Service n°13: Advice of Charge (AoC)
Service n°14: Capability Configuration Parameters (CCP)
Service n°15: Cell Broadcast Message ldentifier
Service n°16: Cell Broadcast Message Identifier Ranges
Service n°17: Group ldentifier Level 1
Service n°18: Group ldentifier Level 2
Service n°19: Service Provider Name
Service n°20: PLMN selector
Service n°21: MSISDN
Service n°22: Image (IMG)
Service n°23: SoLSA (Support of Local Service Area)
Service n°24: Enhanced Multi-Level Precedence and Pre-emption Service
Service n°25: Automatic Answer for Emlpp
Service n°26: EUIC (Enhanced User Identity Confidentiality)
Service n°27: 2G Access
Service n°28: Data download via SMS-PP
Service n°29: Data download via SMS-CB
Service n°30: Call Control by USIM
Service n°31: MO-SMS Control by USIM
Service n°32: RUN AT COMMAND command
Service n°33: Packet Switched Domain
Service n°34: GSM security context

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of 3G.

Coding:
1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.
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Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM.

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

| b8 |b7 |b6 |85 |b4 |b3 |b2 |b1 |
Service n°1
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

Second byte:

| b8 |b7 |b6 |85 |b4 |b3 |b2 |b1 |

Serv@ce n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

If the USIM supports the BDN feature (BDN available) and the ME does not support the BDN feature it shall stop
operation immediately.
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7 USIM Commands

7.1 AUTHENTICATE

7.1.1 Command description

The function is used during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key
and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key
K, which is stored in the USIM.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-tliasdiegn
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

The function can be used in two different contexts:

- a UMTS security context, when UMTS authentication vectors (RAND, CK, IK, AUTN) are available (i.e. the UE
is located in the UMTS radio access network, or in a GSM radio access network which is connected to a UMTS
or UMTS capable MSC/VLR or SGSN), or

- a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM
radio access network which is connected to a non-UMTS capable MSC/VLR or SGSN).

7.1.1.1  UMTS security context

The USIM first computes the anonymity key AK % f8RAND) and retrieves the sequence number SQN = (8QN
AK) O AK.

Then the USIM computes XMAC =§1(SQN || RAND || AMF) and compares this with the MAC which is included in
AUTN. If they are different, the USIM abandons the function.

Next the USIM verifies that the received sequence number SQN is in the correct range. This is described in annex C.If
the USIM detects the sequence numbers to be not in the correct range, this is considered as a synchronisation failure and
the USIM abandons the function. In this case the command response is AUTS, where:

AUTS = Conc(SEf) ||[MACS;

Conc(SEQs) = SEQys [T f5«(MACS)is the concealed value of the cours&Q,sin the USIM;and.

MACS = f1*%(SEQus || RAND || AMF)where:

RAND:is the random value received in the current user authentication request;

the AMF assumes a dummy value of all zeroes so that it does not need to be transmitted in clear in the resynchronisation
message.

If the sequence number is considered in the correct range, the USIM computes REBAND), the cipher key CK =
f3x (RAND) and the integrity key IK = {4(RAND) and includes these in the command response. Note that if this is
more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HE specific and while processing the command, the content of the AMF has to be interpreted in the
appropriate manner. The AMF m_y_nge used for support of muIt|pIe aIgonthms or kg;gsfor changing the size of
s e ists, see

Nextlf Service n°27 is "availablethe USIM calculates the GSM response param&RES-anic, using the
conversion functiondefined in 3G TS 33.102 [13].

Input:

- RAND, AUTN (AUTN := SQNO AK || AMF || MAC).
Output:

- —RES, CK, IK-SRESHKif Service n°27 is "not available".
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- RES, CK, IK, Kif Service n°27 is "available".

- or

AUTS.

7.1.1.2  GSM security context

USIM operation in an GSM security contexbistionasupported if Service n°34 is "available".

The USIM computes RES =¢ZRAND), the cipher key CK = {3(RAND) and the integrity key IK = {4(RAND).

Next the USIM calculates the GSM response parameters SRESansifg the conversion functions defined in
3G TS 33.102 [13].

Input:

- RAND.
Output:

- SRES; k.

7.1.2 Command parameters and data

Code Value
CLA As specified in 3G TS 31.101
INS '88'

P1 '00'
P2 See table below
Lc See below

Data See below

Le See below

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding Meaning
b8-b1

1o ' Specific reference data (e.g. DF
specific/application dependant key)

- XXXXXX-' '000000

- X Authentication context:
0 GSM context
1 UMTS context

All other codings are RFU.

Command parameters/data:

Byte(s) Description Length
1 Length of RAND (L1) 1
2 to (L1+1) RAND L1
(L1+2) Length of AUTN (L2) (see note) 1
(L1+3) to AUTN (see note) L2
(L1+L2+2)
Note: Parameter present if and only if in UMTS security context.

The coding of AUTN is described in 3G TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2.
The most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, UMTS security context, command successful:
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Byte(s) Description Length

1 "Successful UMTS authentication" tag = 'DB" 1

2 Length of RES (L3) 1

3to (L3+2) RES L3

(L3+3) Length of CK (L4) 1

(L3+4) to CK L4

(L3+L4+3)

(L3+L4+4) Length of IK (L5) 1

(L3+L4+5) to IK L5
(L3+L4+L5+4)

ezl | Lepoh el o= /- [oon noin

(L3+L4+L5+6)t0 | SRES—— (seenote)
A2l el Eatn
(L3+L4+L5+511) | Length of K¢ (= 8) (see note) 1

(L3+L4+L5+613 | Kc (see note) 8
to
(L3+L4+L5+13
12)te
{£3+L 4+ 5+10)

Note: Parameter present if and only if Service n°2734 is "available".

The most significant bit of RES is coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte
(L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, UMTS security context, synchronisation failure:

Byte(s) Description Length

1 "Synchronisation failure" tag = 'DC' 1

2 Length of AUTS (L1) 1

3to (L1+2) | AUTS L1

The coding of AUTS is described in 3G TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful:

Byte(s) Description Length
1 Length of SRES (= 4) 1
2t05 SRES 4
6 Length of K¢ (= 8) 1
71014 Kc 8

The most significant bit of SRES is coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.

7.2 Encipher IMSI

7.2.1 Command description

The function is used during the procedure for identification of the user via the radio access path by means of the
enciphered permanent user identity (IMSI).
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For the execution of the command the USIM uses the group key GK and the sequence numbge 8B@Qh are
stored internally in the USIM.

The USIM increments the internal sequence number gig@that holds the value from the last execution of 'Encipher
IMSI".

Next the USIM computes the enciphered IMSI agk 8EQ)ic/ue || IMSI) which is then returned in the command
response.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-tliasdiesn
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

Input:

- none

Output:

- enciphered IMSI.

7.2.2 Command parameters and data

Code Value
CLA | As defined in 3G TS 31.101
INS "2A'

P1 ‘00’
P2 ‘00’
Lc not present
Data [ not present
Le Length of EMSI (L1)

Parameter Le specifies the expected length of the response. This is depending on the further specification of function f6.
Command parameters/data:
none

Response parameters/data:

Byte(s) Description Length
1 Length of encrypted IMSI (L1) 1
2to (L1+1) Encrypted IMSI L1

The most significant bit of the encrypted IMSI is coded on bit 8 of byte 2.

7.3 Status Conditions Returned by the UICC

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies
coding of the status bytes in the following tables.

7.3.1 Security management

SW1 | SW2 | Error description
'98' '62' - Authentication error, incorrect MAC

'98' '64 - _Authentication error, GSM security context not supported
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7.3.2 Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status
conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Commands and status words

> m
S &
=l T
Z| I
5 m
K
ml @

90 00

91 XX

x| * 9F XX

61XX#

93 00

92 0X

* | * 65 81

94 00

94 02

94 04

* 94 08

98 02

* | * 69 82

98 08

98 10

98 40

98 50

* 98 62

* 98 64

R 67 XX

x| * 6B XX

6D XX

x| * 6E XX

* 6F XX

62 81

62 83

62 82

62 84

62 00

63 CX

69 81

* 69 84

* 69 85

69 86

6A 81

6A 82

6A 83

6A 84

6A 85

* 1 * | BA86

6A 87

* | * | BA88

6C XX

3GPP



3GPP TSG-T3 #13 Document T3-000129
TOkyO, Japan, 21_24 2 2000 (a revised version of T3-000056)

CHANGE REQUEST  page for masctions on how o il n e form cortecty.
31 102 CR 013 Current Version: 3.0.0

(was marked 009)

GSM (AA.BB) or 3G (AA.BBB) specification number 1 t CR number as allocated by MCC support team
For submission to: TSG-T #7 for approval | X strategic (for SMG
list expected approval meeting # here 1 for information non-strateg ic use only)

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc

Proposed change affects: (U)sim ME UTRAN/Radio [ | Core Network [ ]

(at least one should be marked with an X)

Source: T3 Date: 24.02.00
Subject: Enhanced User Identity Confidentiality
Work item:
Category: F Correction Release: Phase 2

A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature X Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 X

Release 00

Reason for Alignment of Enhanced User Identity Confidentiality feature with S3 requirements
change:

Clauses affected:

Other specs Other 3G core specifications X | - Listof CRs: TS 33.102, S3-000197 (CR45r3)
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other
comments:
help.doc

Semmmmme double-click here for help and instructions on how to create a CR.



3G TS 31.102 vV3.0.0 8
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processing - ISO 7-bits coded characters set for information interchange".)
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3

3.1

Definitions, symbols and abbreviations

Definitions

For the purposes of the present document, the following terms and definitions apply:

ADM : Access condition to an EF which is under the control of the authority which creates this file

3.2

Symbols

For the purposes of the present document, the following symbols apply:

I
O
f1
f1*

f2
f3
f4
f5
6
f10

Concatenation
Exclusive or
Message authentication function used to compute MAC
A message authentication code (MAC) function with the property that no valuable information can
be inferred from the function values of f1* about those of f1, ... , f5 and vice versa.
Message authentication function used to compute RES and XRES
Key generating function used to compute CK
Key generating function used to compute 1K
Key generating function used to compute AK
Encryption function to encipher thiglSIMSIN
Encryption function used to compute TEMSI

3.3

Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
AC
ADF
AID
AK
ALW
AMF
AoC
AuC
AUTN
BDN
CCP
CK
CSs
DF
DO
EF
EMUI
EUIC
FCI
FFS
GK
GMSI
GSM
HE
ICC

& Generation Partnership Project
Access Condition

Application Dedicated File
Application IDentifier
Anonymity key
ALWays
Authentication Management Field
Advice of Charge

Authentication Centre
Authentication token

Barred Dialling Number

Capability Configuration Parameter
Cipher key

Circuit switched

Dedicated File

Data Object

Elementary File
Encrypted Mobile User Identity
Enhanced User Identity Confidentiality
File Control Information

For Further Study

User group key

Group Identity

Global System for Mobile communications
Home Environment

Integrated Circuit Card

3GPP



3G TS 31.102 vV3.0.0 10

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity

K USIM Individual key

KSI Key Set Identifier

K¢ Cryptographic key used by the cipher A5

LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

MSIN Mobile Subscriber identification number (part of the IMSI)
NEV NEVer

NPI Numbering Plan Identifier

OFM Operational Feature Monitor

PIN Personal Identification Number

PS Packet switched

RAND Random challenge

RANDys Random challenge stored in the USIM

RES User response

RFU Reserved for Future Use

RST Reset

SDN Service dialling number

SE Security Environment

SFI Short EF Identifier

SON Sequence number

SRES Signed RESponse calculated by a USIM

SW Status Word

TEMSI Temporary encrypted user identity (IMSI)

TLV Tag Length Value

USAT USIM Application Toolkit

USIM Universal Subscriber Identity Module

XRES Expected user RESponse

XEMSI Extended encrypted user identity (MSIN)
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4.2.41 EFgus (Group ldentity)

This EF contains the group identity of the mobile subscriber. This group identity references a group key GK, stored in
the USIM, which is used for enhanced user identity confidentiality (enciphering of the IMSI).

Identifier: '6FC2' | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Group Identity M 4 bytes

- Group Identity GMSI

Coding:
the least significant bit of GMSI is the least significant bit of th@yte. The most significant bit of GMSI is

the most significant bit of the first byte.
4.2.42 EFupnapr_ (User Identity Decryption Node Address)

This EF contains the User Identity Decryption Node Address UIDN ADR used to locate the node for decryption of user
identities. This file is required if service n°26 (EUIC) is available.

Identifier: '6FC4’ | Structure: transparent | Optional
| File size: 8 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to8 User Identity Decryption Node Address M 8 bytes

- User Identity Decryption Node Address

Coding:
According to ITU-T E.164 [22]. The 15 digit User Identity Decryption Node Address is coded using BCD

coding, left justified and padded with 'F'. The most significant bit of UIDN_ADR is the most significant bit of
the first byte.

4.2.43 EFeus (Temporary encrypted user identity)

This EF contains the Temporary encrypted user identity used by the serving network to page a particular user.. This file
is required if service n°26 (EUIC) is available.

Identifier: '6FC5' | Structure: transparent | Optional

| File size: 16 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length

| 1t0 16 TEMSI M 16 bytes
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- TEMSI

Coding:
The most significant bit of the TEMSI is the most significant bit of the first byte.

4.2.442 EFuiqdenkey (Key for hidden phone book entries)

This EF contains the hidden key that has to be verified by the ME in order to display the phone book entries that are
marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier: '6FC3' | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

lto4 Hidden Key M 4 bytes

- Hidden Key
Coding:

the hidden key is coded on 4 bytes using BCD coding. The minimum number of digits is 4. Unused digits are
padded with 'FF'.

NOTE: The phone book entries marked as hidden are not scrambled by means of the hidden key. The are stored in
plain text in the phone book.

4.2.453 Files required for 2G Access

4.2.453.1 EFk. (Ciphering key Kc)

4.2.453.2 EFkceprs (GPRS Ciphering key KcGPRS)

4.2.453.3 EF_ocicprs (GPRS location information)

4.2.4453.4 EF_ocizc (Location Information for 2G access)

4.2.4453.5 EFgccy (Broadcast Control Channels)
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5.2.1  Authentication algorithms computation

The ME selects a USIM application and uses the INTERNAL AUTHENTICATE command (see 7.1.1). The response is
sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

5.2.2 IMSI request

The ME performs the reading procedure withgF

This procedure is not used in case of a user identity request. In that case, the procedure in clause 5.2.9 shall be followed
by the ME.

5.2.3 Access control information request

The ME performs the reading procedure with&F

5.2.4 HPLMN search period request

The ME performs the reading procedure with&f-

525 Location information

Request: The ME performs the reading procedure with&F
Update: The ME performs the updating procedure wittpEF

In the case when updating Bk, with data containing the TMSI value and the card reports the error '92 40" (Memory
Problem), the ME shall terminate 3G operation.
5.2.6 Cipher and Integrity key

Request: The ME performs the reading procedure with,&F
Update: The ME performs the updating procedure with.5F

5.2.7 Forbidden PLMN

Request: The ME performs the reading procedure with Kk
Update: The ME performs the updating procedure witg-Eix.

52.8 LSA information

Request: The ME performs the reading procedure withFEFRs,, and its associated LSA Descriptor files.
Update: The ME performs the updating procedure witg EF

5.2.9 User ldentity Request

The ME selects a USIM and checks servit26 ro—26(Enhanced user identity confidentiality). If servit@6 ne-—26
is not available then the ME performs the reading procedure wijtl, EF

Otherwise the ME uses the EncipliSl-User Identityfunctionto encipher the MSIN with cryptographic function
f6(see 7.2.1)Then the ME uses the EncgghUser Identity function to encipher the IMSI with cryptographic function
f10(see 7.2.1) to obtain the TEMSI. In both cati response is received by the ME (in case of the T=0 protocol
when requested by a subsequent GET RESPONSE comriiéiedyIE performs the updating procedure withdgfs:.

NOTE: The TEMSI is used by the serving network to page a particular user.
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Then the MEperforms theeadng procedurewith EFsus, to obtainthe group identityput-ef-Efgus:, andwith
EFRuipnapr to obtain thdJser Identity Decryption Node Address UIDN _ADFRhe ME concatenatéslDN_ADR the

HE-id; the group identity=MStand the encipheréd/SIN to obtain XEMSIand sends that to the network.
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7 USIM Commands

7.2 Encipher BMStUser Identity

7.2.1 Command description

The function is used during the procedure for identification of the user via the radio acceopatiates in two
modes:

- encipher the MSIN which is a part of the IMSI (see TS 23.003 [15a]).

- by-means-of-thencipheed thepermanent user identity (IMSI).

For the execution of the command the USIM uses the group key GK and the sequence numbgk 8B@Qh are
stored internally in the USIM.

Each time the command is invoked in the first mode (to encipher the MBH¢) USIM increments the internal
sequence number SEye that holds the value from the last execution of 'Enci Identit "

Depending on the chosen mo#&xt the USIMthencomputes the encipher@dSHMSIN as &k (SEQyiciue ||
tMSIN), or theenciphered IMSI (the TEMSI) as f80(SEQyiciue |[IMSI), -whichis-arethen returned in the command
response.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-tliasdiesn
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

Input:

- none

Output:

- encipheredMSIN or IMSI.

7.2.2 Command parameters and data

Code Value
CLA | As defined in 3G TS 31.101
INS "2A'
P1 See below68*
P2 '00'
Lc not present
Data not present
Le Length of Encrypted User Identity EMSH(L1)

Parameter P1 specifies the command mode as follows:

Coding of the reference control P1

Coding Meaning
b8-bl

XXXXXXXO' Encipher MSIN with f6
XXXXXXXL Encipher IMSI with f10

Parameter Le specifies the expected length of the response. This is depending on the further specificationsdBfunction
and f10
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Command parameters/data:
none

Response parameters/data:

Byte(s) Description Length
| 1 Length of encrypted IMSiUser Identity (L1) 1
| 2to (L1+1) Encrypted User IdentityMS} L1

The most significant bit of the encryptelder IdentitWMSHis coded on bit 8 of byte 2.
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7.3.2 Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status
conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Commands and status words

TUTTOOP

J1VOILNIHLINY
19SNtSit 43HJIONS

90 00
91 XX
9F XX
61XX#
93 00
92 0X
o 65 81
94 00
94 02
94 04
* 94 08
98 02
o 69 82
98 08
98 10
98 40
98 50
98 62
* 1 67 XX
* | 6B XX
6D XX
* | 6E XX
* | 6F XX
62 81
62 83
62 82
62 84
62 00
63 CX
69 81
* 69 84
* 69 85
69 86
6A 81
6A 82
6A 83
6A 84
6A 85
*1 * | 6A86
6A 87
*1 * | 6A88
6C XX

*
*
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.

File Identification Description Value
'2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07" IMSI operator dependant

'6F 20’ Ciphering key Kc 'FF...FFO7'

'6F 30' PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'6F 37" ACM maximum value ‘000000’ (see note 1)

'6F 38' USIM service table operator dependant

'6F 39 Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41' PUCT 'FFFFFF0000'

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78' Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7TE Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX' Abbreviated dialling numbers 'FF...FF'

'6F 3B’ Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D Capability configuration parameters 'FF...FF'

'6F 40 MSISDN storage 'FF...FF'

'6F 42 SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47 Short message status reports '00FF...FF'

'4F XX Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F 52 GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20' Image data '00FF...FF'

'4F 30' SoLSA Access Indicator) '00FF...FF'

'4F 31' SOLSA LSA List 'FF...FF'

'6FC2' Group Identity Operator dependant

'‘6FC4' User Identity Decryption Node Address Operator dependant

'6FC5' Temporary encrypted user identity 'FE ... FF'

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmayx, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updateiftfhe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].
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4421 EFpsr (Phone Book Reference file)

This file describes the structure of the phonebook. The reference file is a file that contains information how the
information in the different files is to be combined together to form a phone book entry. The reference file contains
records. Each record specifies the structure of up to 254 entries in the phone book. Each phone book entry consists of
data stored in files indicated in the reference file record. The entry structure shall be the same over all the records in the

EF pgr. If more than 254 entries are to be stored, a second record is needed in the reference file. The structure of a
phone book entry is defined by different TLV objects that are stored in a reference file record. The reference file record
structure describes the way a record in a file that is part of the phonebook is used to create a complete entry. Three
different types of file linking exist.

- Type 1 files: Files that contain as many records as the reference/masterfite Efzpn:) and are linked on
record number bases (Recl -> Recl). The master file record number is the reference

- Type 2 files: Files that contain less entries than the master file and are linked via pointers in the index
administration file (Efzp)

- Type 3 files are files that are linked by a TLV object in a record (Grouping informatiorg ) EF

Table 4.1: Phone Book Reference file Constructed Tags

Tag Value Constructed TAG Description
‘D8 Indicating files where the amount of records equal to
master EF, type 1
‘DY’ Indicating files that are linked using the index

administration file, type 2. Order of pointer
appearance in index administration EF is the same as
the order of file IDs following this tag

‘DA Indicating files that are addressed inside a TLV
object, type 3. (The file pointed to is defined by the
TLV object.)

The first file ID indicated using constructed Tag 'D8' is called the master EF. Access conditions for all other files in the
index structure is set to the same as for the master EF unless otherwise specified.

File IDs indicated using constructed Tag 'D8' is a type 1 file and contains the same number of records as the first file
that is indicated in the data part of this TLV object. All files following this Tag are mapped one to one using the record
numbers/IDs of the first file indicated in this TLV object.

File IDs indicated using constructed Tag 'D9' are mapped to the master EF (the file ID indicated as the first data object
in the TLV object using Tag 'D8'") using the pointers in the index administration file. The order of the pointers in the
index administration file is the same as the order of the file IDs presented after Tag 'D9'. If this Tag is not present in the
reference file record the index administration file is not present in the structure. In case the index administration file is
not present in the structure it is not indicated in the data following tag 'D8'.

File IDs indicated using constructed Tag 'DA' indicate files that are part of the reference structure but they are addressed
using TLV objects in one or more of the files that are part of the reference structure. The length of the tag indicates
whether the file to be addressed resides in the same directory or if a path to the file is provided in the TLV object.

Each constructed Tag contains a list of primitive Tags indicating the order and the type of data (e.g. ADN, IAP,...) of
the reference structure. The primitive tag identifies clearly the type of data, its value field indicates the file identifier.
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Table 4.2: Tag definitions for the phone book type of file

Tag Value TAG Description
'CO' EFapn data object
'Cl EFiap data object
'c2' EFexT1 data object
'C3' EFsne data object
'C4' EFanr data object
'C5' EFpsc data object
'C6' EFcrp data object
'C7' EFaas data object
'c8' EFcas data object
'Co’ EFuip data object
'CA' EFevaiL data object

Phone Book Reference file EF pgg Structure

Identifier: '4F30' Structure: linear fixed Optional
SFI: Optional
Record Length: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X TLV object(s) for indicating EFs that are part of M X bytes
the phone book structure

4.4.13 EFepman (e-mail address)

This EF contains the e-mail addresses that may be linked to a phone book entry.

Several e-mail addresses can be attached to ogenEECcord, using one or several Kiai . Thenumber of email

addresses may be equal to or less than the amount of recordsHig. Each record contains an e-mail address. The
first part indicates the e-mail addreas.extensionreceord-identifiand the reference to the associated record in the

EFapn file.

Identifier: '"4FXX' | Structure: linear fixed | Optional
SFI: Mandatory
Record length: X + 342+ Y Bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X E-mail Address M X bytes
X+1 Extension6 file SEI M L byte
X+21 Extension6-Record ldentifier M L byte
X+132 ADN file SFI M/O 1 byte
X+243 ADN file Record Identifier M/O 1 byte

Note: Y =2 if items "ADN file SFI" and "ADN file Record Identifier exist", otherwise Y=0.
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- E-mail Address
Content:
string defining the e-mail address
Coding:
the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha identifier
shall be left justified. Unused bytes shall be set to 'FF'.

all be set to

- ADN file SFI
Content:
Short File identifier of the associated fskfile.

Coding:
as defined in 3G TS 31.10the UICC-specification

- ADN file Record ldentifier
Content:
record identifier of the associated phone book entry.
Coding:
binary

In case of a one-to-one mapping, i.e. there is one E-mail address for each ADN entry, the ADN file SFI and the ADN
file Record ldentifieshouldshall not be present. In all other cases these two bytes shall be present.

Bytes Deseription MO Length
1toX Extension-data M Xbytes
X+1 Extension6-Record-ldentifier M I
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4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and thgAD¥DFysv shall be selected
using the AID and information in Elr.

MF
'3F00'
| | | |
DFesm DFreLecom EFoir EFccip EFpL
7F20° 7F10 '3F00" 2FE2 2F04'
| | | | | |
| EFapn EFrpn EFsus EFccp EFwmsispon
see GSM '6F3A' '6F3B' '6F3C' '6F3D’ '6F40'
11.11 [18]
| | | | |
EFsmsp EFswmss EFnD EFsmsr EFspn
'6F42' '6F43' '6F44' 6FaAT '6F49'
| | | | |
EFexm1 EFext2 EFexts EFspn EFexT4
'6F4A' '6F4B' '6F4C' ‘64D’ '6F4E’
|
EFsume
'6F54'
DFcrapHICS
'5F50'
EFme
'4F20'
DFeHoNEBOOK
'5F3A'
| | | |
EFpBr EFRap EFapn EFexm1 EFpsc
'4F30' "4FXX' "NEXX' "4EXX' AFEXX'
| | | | |
EFcrp EFaas EFcas EFanr EFsne
'4FXX' '4FXX' 4FXX' '4FXX 4FKX'
| | |
EFccr1 EFemaiL EFexts
'4F3D' '4FXX' YQE-3EXX-
| | | |
EFup EFpsc EFcc EFpup
'4F21' '‘4F22' '4F23' 4Fp4’

Figure 4.1: File identifiers and directory structures of UICC
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DFRusim

|
DFpHonEBOOK EFust
SF3A '6F38'
| | | | |
EFper EFap EFapn EFexm1 EFpec
'4F30' '"4FXX' "NEXX' "4FEXX' NEXX'
| | | | |
EFGrp EFaas EFcas EFanr EFsne
'"4FXX' '4FXX' 4FXX' '4FXX' 4FKX'
| | |
EFccp1 EFemai EFexts
'4F3D’ '4FXX' QE 3EXX-
| | | |
EFup EFpsc EFcc EFpuip
'4F21' '4F22' '4F23' 4Fp4’
|
DFsoLsa
'5F70'
|
| |
EF5A| EFSLL
'4F30' '4F31'
| | | | | |
EF, EFwmsi EFusison EFacc EFkeys EFkeysps
'6F05' '6F07' '6F40' 6F[78' '6F0g' '6F0Q'
| | | | | |
EFacm EFacmmax EFpuct EFcip1 EFcip2 EFspn
'6F39' '6F37' '‘6F41' 6FBE' '6F 3K '6F46'
| | | | | |
EFpLmnsel EFvpLVN EFrpLMN EFap EFappi EFcmsi
'6F30' '6F31' '6F7B' '6HAD' 'qFAE' '6HC2
| | | | | |
EFecc EFccp EFspn EFron EFexT2 EFexts
'6FB7' '4F3D' '6F49' '6F3B' 'qF4B' '6FUC]
| | | | |
EFcami EFcemip EFcemir EFexts EF+iddenkey
'6F45' '6F48' '6F50' '6FAE’ '6FC3'
| | | | | |
EFLoc EFLocips EFc EFoci EFcr EFoct
'6F7E' '6F53' '6F80' '6H31' '6F82' '6F83'
| | | | | |
EFemLrp EFasem EFLocize EFkc EFkcrrs EFLocicrrs
'6FB5’ '6FB6' 'BF7F' '6F20' 'gF52" '6F53'
| | | | |
EFsms EFsmsp EFswmss EFsmsr EFsccH
'6F3C' '6F42' '6F43' '6H47' '6F74'

Figure 4.2: File identifiers and directory structures of USIM
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5.3.1 Phone book procedures

53.1.1 Initialisation

The ME first reads the content of gk to determine the configuration phonebook. If thesEfile is indicated in Epgr
following tag 'D8' the ME reads the content of &=k order to establish the relation ship between the content in the
files indicated using tag 'D9' and files indicated by tag 'D8'. The ME may read the contents of the phone book related
files in any order.

5.3.1.2 Creation/Deletion of information

In order to avoid unlinked data to introduce fragmentation of the files containing phone book data the following
procedures shall be followed when creating a new entry in the phone book. The data relatgd i fiEst stored in

the relevant record. As the record number is used as a pointer the reference pointer is now defined for the entry. The rule
for storing additional information for an entry is that the reference pointer shall be created before the actual data is
written to the location.

In case of deletion of a complete or part of an entry the data shall be deleted first followed by the reference pointer for
that data element. In case of deletion of a complete entry the contenig,efigthe last to be deleted.

5.3.1.3  Hidden phone book entries

If a phone book entry is marked as hidden by means gf-BRe ME first prompts the user to enter the 'Hidden Key'.

The key presented by the user is compared against the value that is stored in the correspanging. EPnly if the
presented and stored hidden key are identical the ME displays the data stored in this phone book entry. Otherwise the
content of this phone book entry is nagpdiayed by the ME.

Request: The ME performs the reading procedure withyfehey
Update: The ME performs the updating procedure withdgfkey
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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For a specific reference, subsequent revisions do not apply.

» For a non-specific reference, the latest version applies.

[1] 3G TS 21.111: "USIM and IC Card Requirements".

[2] 3G TS 22.011: "Service accessibility".

[3] 3G TS 22.024: "Description of Charge Advice Information (CAl)".

[4] 3G TS 22.030: "Man-Machine Interface (MMI) of the Mobile Station (MS)".

[5] 3G TS 23.038: "Alphabets andniguage".

[6] 3G TS 23.040: "Technical realization of the Short Message Service (SMS) Point-to-Point (PP)".

[7] 3G TS 23.060 : "General Packet Radio Service (GPRS); Service description; Stage 2".

[8] 3G TS 23.073: "Support of Localised Service Area (SoLSA)".

[9] 3G TS 24.008: "Mobile Radio Interface Layer 3 specification”.

[10] 3G TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on mobile radio
interface”.

[11] 3G TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".

[12] 3G TS 31.111: "USIM Application Toolkit (USAT)".

[13] 3G TS 33.102: "3G Security Architecture".

[14] 3G TS 33.103: "3G Security; Integration Guidelines".

[15] 3G TS 22.086: "Advice of charge (AoC) Supplementary Services - Stage 1".

[16] 3G TS 23.041: "Technical realization of Short Message Service Cell Broadcast (SMSCB)".

[17] GSM 02.07: "Mobile Stations (MS) features".

[18] GSM 11.11: "Specification of the Subscriber Identity Module — Mobile Equipment (SIM — ME)
interface”.

[19] ISO 639 (1988): "Code for the representation of namesgtieges".

[20] ISO/IEC 7816-4 (1995): "Identification cards - Integrated circuit(s) cards with contacts, Part 4:
Interindustry commands for interchange”.

[21] ISO/IEC 7816-5 (1994): "Identification cards - Integrated circuit(s) cards with contacts, Part 5:
Numbering system and registration procedure for application identifiers ".

[22] ITU-T Recommendation E.164: "Numbering plan for the ISDN era".

[23] ITU-T Recommendation T.50: "International Alphabet No. 5". (ISO 646: 1983, "Information

processing - ISO 7-bits coded characters set for information interchange".)

[24] 3G TS 23.003: "Numbering, Addressing and ldentification".
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP & Generation Partnership Project

AC Access Condition

ACL APN Control List

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

APN Access Point Name

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

CCP Capability Configuration Parameter
CK Cipher key

CS Circuit switched

DF Dedicated File

DO Data Object

EF Elementary File

EMUI Encrypted Mobile User Identity

EUIC Enhanced User Identity Confidentiality
FCI File Control Information

FFS For Further Study

GK User group key

GMSI Group Identity

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

KSI Key Set Identifier

K¢ Cryptographic key used by the cipher A5
LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

OFM Operational Feature Monitor

PIN Personal Identification Number

PS Packet switched

RAND Random challenge

RANDys Random challenge stored in the USIM
RES User response

3GPP
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RFU Reserved for Future Use

RST Reset

SDN Service dialling number

SE Security Environment

SFI Short EF Identifier

SON Sequence number

SRES Signed RESponse calculated by a USIM
SW Status Word

TLV Tag Length Value

USAT USIM Application Toolkit

USIM Universal Subscriber Identity Module
XRES Expected user RESponse

4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

|dentifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 (0] 1 byte
4 Services n° 25 to n° 32 (0] 1 byte
etc.
X Services n° (4X-3) to n° (4X) (0] 1 byte

3GPP
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-Services
Contents:  Service n°1: Local Phone Book

Service n°2 : Fixed Dialling Numbers (FDN)
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN)
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICl and ICT)
Service n°10: Short Message Storage (SMS)
Service n°11: Short Message Status Reports (SMSR)
Service n°12: Short Message Service Parameters (SMSP)
Service n°13: Advice of Charge (AoC)
Service n°14: Capability Configuration Parameters (CCP)
Service n°15: Cell Broadcast Message Identifier
Service n°16: Cell Broadcast Message ldentifier Ranges
Service n°17: Group Identifier Level 1
Service n°18: Group Ildentifier Level 2
Service n°19: Service Provider Name
Service n°20: PLMN selector
Service n°21: MSISDN
Service n°22: Image (IMG)
Service n°23: SOoLSA (Support of Local Service Area)
Service n°24: Enhanced Multi-Level Precedence and Pre-emption Service
Service n°25: Automatic Answer for Emlpp
Service n°26: EUIC (Enhanced User Identity Confidentiality)
Service n°27: 2G Access
Service n°28: Data download via SMS-PP
Service n°29: Data download via SMS-CB
Service n°30: Call Control by USIM
Service n°31: MO-SMS Control by USIM
Service n°32: RUN AT COMMAND command
Service n°33: Packet Switched Domain
Service n°34: Enable Services Table
Service n°35: APN Control List (ACL)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of 3G.

Coding:
1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM.

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

| b8 |b7 |b6 |B5 |b4 |b3 |b2 |bl |
Serv@ce n°l
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

3GPP
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Second byte:

|b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |

Service n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

3GPP
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4.2.xx EF.s; (Enabled Services Table)

This EF indicates which services are enabled. If a service is not indicated as enabled in the USIM, the ME shall not
select this service.

Identifier: '6FXX' | Structure: transparent | Optional
File size: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
etc.
X Services n° (8X-7) to n° (8X) (0] 1 byte
-Services
Contents:  Service n°1: Fixed Dialling Numbers (FDN)
Service n°2 : Barred Dialling Numbers (BDN)
Service n°3 : APN Control List (ACL)

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then the
EF shall also contain all bytes before that byte. Other services are possible in the future and will be coded on further
bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service activated;
bit = 0: service deactivated.
unused bits shall be set to '0'

A service which is listed in this table is enabled if it is indicated as available in the USIM Service Table (UST) and
indicated as activated in the Enabled Services Tables (EST) otherwise this service is, either not available or disabled.

First byte:

| b8 |b7 |b6 |BS |b4 |BS |BZ |b1 |

[ servicen’l
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8

etc.

3GPP
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4.2.xy EF, (Access Point Name Control List)

This EF contains the list of allowed APNs (Access Point Names). If this file is present in the USIM, the Enabled
Services Table (Efsy) shall also be present.

Identifier: '6Fxx' | Structure: transparent Optional
Record length: X bytes (X>1) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Number of APNs M 1 byte
2to X APN TLVs M X-1 byte

For contents and coding of APN-TLVs see TS 23.003 [24].

511 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selects a USIM application. Ifge fi€-is found or no
USIM applications are listed in the gk file, the ME then tries to select the GSM application as specified in GSM

11.11[18].
The ME optionally attempts to selectdzk If EFzccis available, the ME requests the emergency call codes.

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of ERp. (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- ER, is not available;
- ER, does not contain an entry corresponding to a language specified G3819];
- the ME does not support any of thadaiages in EF.

If none of the languages in the EFs ipmarted then the ME selects a defautiglaage.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.

The ME performs the administrative information request.
The ME performs the USIM Service Table request.

For a USIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

If ACL is enabled, an ME which does not support ACL shall not send any APN to the network.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.

Afterwards, the ME runs the following procedures:

- IMSI request;

- Access control information request;
- HPLMN search period request;

- PLMN selector request;

- Location Information request;

- Cipher key and integrity key request;

3GPP
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- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- depending on the further services that are supported by both the ME and the USIM the corresponding EFs
have to be read.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and indicates this to the
USIM be sending a particular STATUS command.

5.3.x APN Control List

Requirement: Service n°35 "available”.

Request: The ME performs the reading procedure wigh.EF
Update: The ME performs the updating procedure with.EF
Enabling: The ME activates service n°3 igsEbit n°3 set to "1").
Disabling: The ME deactivates service n°3 g Hbit n°3 set to "0").

3GPP
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.

File Identification Description Value
'2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07' IMSI operator dependant

'6F 20' Ciphering key Kc 'FF...FFO7'

'6F 30' PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'6F 37' ACM maximum value ‘000000’ (see note 1)

'6F 38' USIM service table operator dependant

'6F 39' Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41' PUCT 'FFFFFF0000

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78' Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7E Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX Abbreviated dialling numbers 'FF...FF'

'6F 3B’ Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D' Capability configuration parameters 'FF...FF'

'6F 40' MSISDN storage 'FF...FF'

'6F 42' SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47' Short message status reports '00FF...FF'

'4F XX' Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F 52' GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20' Image data '00FF...FF'

'4F 30 SoLSA Access Indicator) '00FF...FF'

'4F 31' SOLSA LSA List 'FF...FF'

'‘6F xx' APN control list '‘00FF...FF'

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmayx, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updateifthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].

3GPP
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Annex G (informative):
Phonebook Example

Thise examplephonebook has more than 254 entries. Additional number (3 additional numbers) infarexdtion
second namand e-maiinformation can be added to each ADN entry. In addition each entry has a 2 byte Unique 1D
(UID) attached to it. The phonebook also contaisthreefiles that are shared Efri-, EFaas and Efgas. These files
are addressed from inside a file.dkh is addressed via By, EFapni, EFaas is addressed via BRiri EFang; and

EFrcas is addressed via ERmsc, EFrscsrei- The phonebook supports two levels of grouping and hidden entries in
EFpsc.

Two records are needed in thieonebookeference file PBR '4F30' for supporting more than 254 entriescdiitent
of the phonebookeference file PBR '4F30' recarskructureis as shown in tabléxG.2. The structure of the
DFphonerook fer-Case-lis shown in tabléyG. 1

The content of phonebook entries in the range from 1-508 is described in the tables G.3 and G.4.

Table G.1: Structure of EFs inside DF  pponeBoOK

|
DFpHonEBOOK
'5F3A'
| | | | |
EFpBr EFapn EFpsc EFanra EFanrs
'4F30' '4F3A '‘4F09' ‘AHL1' '4F13'
| | | | |
EFexm1 EFapn1 EFpBc1 EFanrAL EFanrB1
4F4A '4F3B' "NFOA' '‘4f12' 4F14'
| | | | |
EFpans EFsne EFup EFcrp EFanrc
'‘4F4B' '4F19' '4F21" '4H23' '4F1%'
| | | | |
EFcas EFsnex EFuip1 EFcrp1 EFanrc1
'‘4FAC' 4F1A '"4F22' '4F24' '4H16'
| | |
EFemaL EFemaiL1 EFexu
'‘4F50' '‘4F51' ‘4F25’

Table G.2: Contents of EF pgr

Rec 1 fagroc|L="4612Fag>x0 | L='02' | 'AF3A' HragX6*| L='02' | '4F09' frag>X4-| L="02' | 'AF11' fag>x4 | L='02' | '4F13'
Tag'D8' ' Tag'CO' Tag'C5' Tag'C4' Tag'C4'

Hagx4'| L="02' | '4F15' fragX3'| L="02' | '4F19' fragX9:| L='02" | '4F21' |Tag'CA'| L='02' | '4F50' frag>XZ'|L="0C8'
Tag'C4' Tag'C3! Tag'C9' Tag'DA'

Hagx8'| L='02' | '4F4A' [Tag'C7'| L="02' | '4F4B' |Tag'C8'| L=[02] | '4F4C' | 'FF'
Tag'C2'
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Rec 2 Hag X |L="4612Hag>x0" | L='02' | '4F3B' Hag%6'| L="02' | '4F0A' frag><4-| L='02' | '4F12' HragX4'| L="02' | '4F14'
[Tag'D8' ' Tag'Co' Tag'CS' Tag'C4' Tag'C4'
HagxX4'| L='02' | '4F16' fag><3'| L="02' | 'AF1A' HFag>%9'| L='02' | '4F22' [Tag'CA'| L='02' | '4F51' HragxZ|L="0C8'
Tag'C4' Tag'C3' Tag'Cc9' Tag'DA'
TagXl'| L='02' | '4F25' Fagx8'| L='02' | '4F4B' |Tag'C8'| L='02' |[4F4C]| 'FF'
[Tag'C2' Tag'C7'
Table G.3: Structure of the 254 first entries in the phonebook
Phone AND PBC GRP ANRA | ANRB | ANRC SNE uiD EXT1 PAAS GAS EMAIL
book 4F3A '4F09' '4F23' '4F11' '4F13' '4F15' '4F19' '4F21 '"4F4A '4F4B' '4F4AC '‘4F50"
entry
Rec#| ADN EXT1 | Hidden | Rec n°1| ANR1 ANR2 ANR3 Second uiD Rec '02'| Record Record | email
1 Content | Ident. |(AID rec | Rec n°3 | Rec n°1 | Rec n°2 | Recn°3| Name numbers | no.'s as | address
Bytes (Byte N° 3) ‘00" Alpha as defined
(2- X+14): String defined in | in GRP
(X+13)) | Rec '02' the -PBC/
ANRs
Rec#| ADN EXT1 Not Recn°2| ANR1 | ANR2 | ANR3 Second uib Rec Record | Record | email
2 Content | Ident. | Hidden | Rec n°l1 | Rec n°1 | Rec n°2 | Rec n°3 Name 2A% numbers | no.'s as | address
Bytes (Byte Rec n°3 Alpha as defined
(2- X+14): String defined in | in GRP
(X+13)) | Rec 2A' the PBC/
ANRs
Roc#
3
Roc#
254
Table G.4: Structure of phone book entries 255-508 (Rec 1-254)
Phone AND PBC1 | GRP1 | ANRAL | ANRB1 | ANRC1 | SNE1 uiDl | EXT1 PAAS GAS |EMAIL1
book '4F3B' '4FOA' '4F24' '4F12' '4F14 '4F16' '4F1A '4F22' 'AF4AA '4F4B' '4F4AC 4F51'
entry
Ree ADN EXT1 | Hidden | Recn°l1| ANR1 ANR2 ANR3 Second uiD Rec '02'| Record | Record | email
14255 | Content | Ident. (AID | Recn®°3|Recn®2|Recn°2|Recn®°3| Name numbers | no.'s as | address
— | Bytes (Byte | Recn° ‘00’ Alpha as defined
(2- X+14): 3) String defined in in
(X+13)) | Rec '02' the PBC/ | GRP1
ANRs
Reec ADN EXT1 Not Rec n°2| ANR1 ANR2 ANR3 Second uiD Rec Record Record | email
o#256 | Content | Ident. | Hidden | Rec n°l | Rec n°2 | Rec n°2 | Recn®°3| Name '2A’* | numbers | no.'s as | address
— | Bytes (Byte Rec n°3 Alpha as defined
(2- X+14): String defined in in
(X+13)) | Rec 2A' the PBG/ | GRP1
ANRs
2ee
3#257
2ee
254#5
08

Table G5, G6 and G7 show examples of what files may appear after the three main tags ‘D8’,'D9’,'DA’

Table G5: Tag D8
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Description Section
EFanD 4.4.2.3
EFap 4.4.2.2
EFexT1 4.4.2.4
EFpsc 4.4.2.5
EFcrp 4.4.2.6
EFpas 4.4.2.7
EFanr 4.4.2.8
EEema oy
EEexrs oy
EFup 4.4.2.12.1

3G TS 31.102 V3.0.0 (2000-01)

Note: If present in the phone book record EF,py should be the first file ID specified after Tag D8, thus

becoming the master file.

Table G5: Tag D9

Description Section
EFexm1 4.4.2.4
EFpas 4.4.2.7
EFanr 4.4.2.8
EE-mall Forkk
Ew *kkk
EFsne 4.4.2.9
Table G6: Tag DA
Description Section
EFexT1 4.4.2.4
EFpas 4427
EE-mail Forkk
Ew *kkk
EFanr 4.4.2.8
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Figure G.1: Structure and Relations of the Example Phone Book
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2 References
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP & Generation Partnership Project

AC Access Condition

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

CCP Capability Configuration Parameter
CK Cipher key

CS Circuit switched

DF Dedicated File

DO Data Object

EF Elementary File

EMUI Encrypted Mobile User Identity

EUIC Enhanced User Identity Confidentiality
FCI File Control Information

FFS For Further Study

GK User group key

GMSI Group Identity

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

KSI Key Set Identifier

Kc Cryptographic key used by the cipher A5
LI Language Indication

LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

OFM Operational Feature Monitor

PIN Personal Identification Number

PL Preferred Languages

PS Packet switched

RAND Random challenge

RANDys Random challenge stored in the USIM
RES User response

RFU Reserved for Future Use

RST Reset

SDN Service dialling number

SE Security Environment



SFI
SQN
SRES
SW
TLV
USAT
USIM
XRES

CR page4

Short EF Identifier
Sequence number
Signed RESponse calculated by a USIM
Status Word
Tag Length Value
USIM Application Toolkit
Universal Subscriber Identity Module
Expected user RESponse

3G TS 31.102 Version 3.0.0 (2000-01)
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4.1.3 EFps. (Preferred Languages)

This EF contains the codes for up to n languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority. This information may be used by the ME for MMI purposes.

This information may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.

When the CB Message |dentifier capability is available, the ME selects only those CB messages the language of whic
corresponds to an entry in this EF or in Bihichever of these EFs is used (see subclause 5Thd)CB message

language is defined by the Data Coding Scheme (see 3G 0$48]) received with the CB message. The ME shall

be responsible for translating the language coding indicated in the Data Coding Scheme for the Cell Broadcast Servic
(as defined in 3G TS 23.038 [6]) to the language coding as defined B3A$(20] if it is necessary to check the

language coding in BF

Contents:

according to 3Gr'S 31.101 {12].
Coding:

according to 3Gr'S 31.101 |12].
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4.2 Contents of files at the USIM ADF (Application DF) level

The EFs in the USIM ADF contain service and network related information.

4.2.1 EF., (Language Indication)

This EF contains the codes for one or more languages. This information, determined by the user/operator, defines the
preferred Ianguages of the user in order of prlor|ty Thls mformatlon may be used by the ME for MMI purpeses. and fc
: MS-CB).

This information may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.

When the CB Message |dentifier capability is available, the ME selects only those CB messages the language of whic
corresponds to an entry in this EF or inpE®hichever of these EFs is used (see subclause .5Thé&)CB message

language is defined by the Data Coding Scheme (DCS: see 3G0O3B 28)]) received with the CB message. The ME

shall be responsible for translating the language coding indicated in the Data Coding Scheme for the Cell Broadcast
Service (as defined in 3G TS 23.038 [6]) to theglaage coding as defined in 18939 [20] if it is necessary to check

the language coding in {FE

Identifier: '6F 05' Structure: transparent Optional
File size: 2n bytes Update activity: low
Access Conditions:
READ ALW
UPDATE PIN
DEACTIVATEDEACTHNVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 17 language code (highest prior.) M 2 bytes
3to4 2™ language code 0 2 bytes
2n-1to 2n Nth language code (lowest prior.) (@) 2 bytes

Coding:
each language code is a pair of alpha-numeric characters, defined6893820]. Each alpha-numeric
character shall be coded on one byte using the SMS default 7-bit coded alphabet as defined in 3G TS 23.0:
[56] with bit 8 set to 0.

Unused language entries shall be set to 'FF FF'.
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4.2.39 EFeupe (enhanced Multi Level Precedence and Pre-emption)

This EF contains information about priority levels and fast call set-up conditions for the enhanced Multi Level
Precedence and Pre-emption service that can be used by the subscriber.

Identifier: '6FB5' | Structure: transparent | Optional
File size: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Priority levels M 1 byte
2 Fast call set-up conditions M 1 byte

- Priority levels
Contents:
the eMLPP priority levels subscribed to.
Coding:
each eMLPP priority level is coded on one bit. Priority levels subscribed to have their corresponding bits set
to 1. Priority levels not subscribed to have their corresponding bits set to 0. Bit b8 is reserved and set to 0.

Byte 1:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

priority level A
priority level B
priority level O
priority level 1
priority level 2
priority level 3
priority level 4
0

NOTE: Priority levels A and B can not be subscribed to (see 3G TS 22.067 [5] for details).

Example 1: If priority levelsB, 1 and 2 are subscribed to, fgf-r shall be coded '1Z0

- Fast call set-up conditions
Contents:
for each eMLPP priority level, the capability to use a fast call set-up procedure.
Coding:
each eMLPP priority level is coded on one bit. Priority levels for which fast call set-up is allowed have their
corresponding bits set to 1. Priority levels for which fast call set-up is not allowed have their corresponding
bits set to 0. Bit b8 is reserved and set to 0.

Byte 2: fast call set-up condition for:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

fast call set-up condition for priority level A

fast call set-up condition for priority level B
fast call set-up condition for priority level O
fast call set-up condition for priority level 1
fast call set-up condition for priority level 2
fast call set-up condition for priority level 3
fast call set-up condition for priority level 4
0

Example2: If fast call set-up is allowed for priority levells @nd10-and-2 then byte 2 of Efy ppis
coded '0Cs6'.
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4.2.42 EFuiqdenkey (Key for hidden phone book entries)

This EF contains the hidden key that has to be verified by the ME in order to display the phone book entries that are
marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier: '6FC3' | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Hidden Key M 4 bytes
- Hidden Key

Coding:
the hidden key is coded on 4 bytes using BCD coding. The minimum number of digits is 4. Unused digits are

padded with 'FF'".

NOTE: The phone book entries marked as hidden are not scrambled by means of the hidden key. The are stored in
plain text in the phone book.

4.2.43  EFcount (Hyperframe number)

This EF contains the highest value of the hyperframe number of the bearers that were protected by thedggy®in EF
EFReyspsduring the last connection. This value is used to control the lifetime of the keys (see 3G TS 33.102 [13]).

Identifier: '6Fxx' | Structure: transparent | Mandatory
SFI: 'xx'
File size: 4 bytes Update activity: low

Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1to4 Hyperframe number M 4 bytes

- Hyperframe number
Coding: The LSB of the hyperframe number is stored in bit 1 of byte 4.

3GPP
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4.2.44  EFcountvax (Maximum value of Hyperframe number)

This EF contains the maximum value of the hyperframe. This value is used to control the lifetime of the keys (see 3G TS

33.102 [13]).

Identifier: '6Fxx’ | Structure: transparent |  Mandatory
| File size: 4 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to4 Maximum value of Hyperframe number M 4 bytes

- Maximum value of Hyperframe number
Coding:: The LSB of the maximum hyperframe number is stored in bit 1 of byte 4.

4.2.43 Files required for 2G Access

The EFs described in this chapter are required for the USIM application to be able to access service through a GSM
network.

The presence of these files and thus the support of a 2G access is indicated in the 'USIM Service Table' as service
no. '27' being available.

3GPP
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5.2 USIM security related procedures
5.2.10 GSM Cipher key

Request: The ME performs the reading procedure with.EF
Update: The ME performs the updating procedure witk. EF
5.2.11 Hyperframe number

Request: The ME performs the reading procedure with&F
Update: The ME performs the updating procedure with,f&E
5.2.12 Maximum Hyperframe number

Request: The ME performs the reading procedure wWithfax -

3GPP
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.

File Identification Description Value
'2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07" IMSI operator dependant

'6F 20’ Ciphering key Kc 'FF...FFO7'

'6F 30' PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'6F 37" ACM maximum value ‘000000’ (see note 1)

'6F 38' USIM service table operator dependant

'6F 39 Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41' PUCT 'FFFFFF0000'

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78' Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7TE Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX' Abbreviated dialling numbers 'FF...FF'

'6F 3B’ Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D Capability configuration parameters 'FF...FF'

'6F 40 MSISDN storage 'FF...FF'

'6F 42 SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47 Short message status reports '00FF...FF'

'4F XX Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F 52 GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20' Image data '00FF...FF'

'4F 30' SoLSA Access Indicator) '00FF...FF'

'4F 31' SOLSA LSA List 'FF...FF'

'‘6FExxX Hyperframe number ‘00 ...00°

'‘BFxx' Maximum Hyperframe number operator dependant

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmayx, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updateifthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].

3GPP
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4.2.5 EFupemnsel (UPLMN selector)

Error! No text of specified style in document.

This EF contains the coding for n PLMN&here n is at least eight. This informatismletermined by the useperator
anddefines the preferred PLMNSs of the user in priority ordée first record indiates the highest priority and th& n

record indicates the lowest.

Identifier: '6F30' | Structure: transparent | Optional
SFI: Mandatory
File size: 5n (where n >=8 bytes) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-3 15 PLMN (highest priority) M 3 bytes
4-5 1> PLMN Access Technology Identifier M 2 bytes
6-8 2" PLMN M 3 bytes
9-10 2™ PLMN Access Technology Identifier M 2 bytes
36 to 38 8" PLMN M 3 bytes
39 - 40 8" PLMN Access Technology Identifier M 2 bytes
41 - 43 9" PLMN [e) 3 bytes
44 - 45 9" PLMN Access Technology Identifier [e) 2 bytes
(5n-4) - (5n- | N™ PLMN (lowest priority) [e) 3 bytes
2
(5n-1_)) -5n | N™ PLMN Access Technology Identifier [e) 2 bytes

- PLMN
Contents:

Mobile Country Code (MCC) followed by the Mobile Network Code (MNC)

Coding:

according to 3GI'S 24.008 [9];

- Access Technology ldentifier:

Coding:

2 bytes are used to select the access technology where the meaning of each bit is as follows:

bit = 1: access technology selected;

bit = 0: access technology not selected.

Byte 4:
BRI

RFU
RFU
RFU
RFU
RFU
RFU
RFU
UTRAN

3GPP
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Byte 5:
T = e =]

‘RFU
‘RFU
‘RFU
‘RFU
‘RFU
‘RFU
:GSM

4.2.X EForLmnsel (OPLMN selector)

This EF contains the coding for n PLMNs where n is determined by the operator. This information is determined by the
operator and defines the preferred PLMNSs in priority order. The first record indicates the highest priority Ynd the n
record indicates the lowest.

Identifier: '6F30' | Structure: transparent | Optional
SFI: Mandatory
File size: 5n (where n >=8 bytes) Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-3 1% PLMN (highest priority) M 3 bytes
4 -5 1% PLMN Access Technology Identifier M 2 bytes
6-8 2" PLMN [e} 3 bytes
9-10 2" PLMN Access Technology Identifier (0] 2 bytes
(5n-4) - (5n- | N PLMN (lowest priority) [e} 3 bytes
2)
(5n-1) -5n | N" PLMN Access Technology Identifier [e} 2 bytes

- PLMN
Contents:
Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:
according to 3GS 24.008 [9];

- Access Technology Identifier:

Coding:

3GPP
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See Elgpvn_for coding.

4.2.Y EFpupivnat (Preferred HPLMN Access Technology)

This EF contains the user preferred access technologies for the HPLMN.

Identifier: ‘XY | Structure: Transparent | Optional
SFI: Mandatory
File size: 2 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-2 Access Technology Identifier M 2 bytes

- Access Technology Identifier:

Coding:

See Elgpvn_for coding.

3GPP
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DFRusim

|
DFpHonEBOOK EFust
SF3A '6F38'
| | | | |
EFper EFap EFapn EFexm1 EFpec
'4F30' '"4FXX' "NEXX' "4FEXX' NEXX'
| | | | |
EFGrp EFaas EFcas EFanr EFsne
'"4FXX' '4FXX' 4FXX' '4FXX' 4FKX'
]
EFccp1
'4F3D’
| | | |
EFup EFpsc EFcc EFpuip
'4F21' '4F22' '4F23' 4Fp4’
|
DFsoLsa
'5F70'
|
| |
EF5A| EFSLL
'4F30' '4F31'
| | | | | |
EF, EFwmsi EFusison EFacc EFkeys EFkeysps
'6F05' '6F07' '6F40' 6F[78' '6F0g' '6F0Q'
| | | | | |
EFacm EFacmmax EFpuct EFcip1 EFcip2 EFspn
'6F39' '6F37' '‘6F41' 6FBE' '6F 3K '6F46'
| | | | | |
EFuprLMNsel EFpLMN EFrpLMN EFap EFappI EFcwmsi
'6F30' '6F31' '6F7B' '6HAD' 'qFAE' '6HC2
| | | | | |
EFecc EFccp EFspn EFron EFexT2 EFexts
'6FB7' '4F3D' '6F49' '6F3B' 'qF4B' '6FUC]
| | | | | |
EFcami EFcamip EFcemir EFpHpLMNAT EFexts EFniddenkey
'6F45' '6F48' '6F50' XY' '6F4E' '6FC3'
| | | | | |
EFLoc EFLocips EFc EFoci EFcr EFoct
'6F7E' '6F53' '6F80' '6H31' '6F82' '6F83'
| | | | | |
EFemLrp EFasem EFLocize EFkc EFkcrrs EFLocicrrs
'6FB5’ '6FB6' 'BF7F' '6F20' 'gF52" '6F53'
| | | | | |
EFsms EFsmsp EFswmss EFsmsr EFopLmnsel EFsccH
'6F3C' '6F42' '6F43' '6H47' XX '6F74'

Figure 4.2: File identifiers and directory structures of USIM

3GPP
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5.1 USIM management procedures

51.1 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selects a USIM application. Ifgefi€-is found or no
USIM applications are listed in the gk file, the ME then tries to select the GSM application as specified in GSM
11.11 [18].

The ME optionally attempts to selectdzk If EFzccis available, the ME requests the emergency call codes.

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of EFp (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- ER, is not available;
- ER, does not contain an entry corresponding to a language specified G381®];
- the ME does not support any of thadaages in Ef.

If none of the languages in the EFs ipported then the ME selects a defautigiaage.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.

The ME performs the administrative information request.
The ME performs the USIM Service Table request.

For a USIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

If the FDN service is available the ME shall perform the following procedure. The procedure is thd.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.

Afterwards, the ME runs the following procedures:

- IMSI request;
- Access control information request;
- —HPLMN search period request;

HPLMN preferred access technology request;

- PLMN selector request;

- Location Information request;

- Cipher key and integrity key request;

- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- depending on the further services that are supported by both the ME and the USIM the corresponding EFs
have to be read.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and indicates this to the
USIM be sending a particular STATUS command.

5.2.x HPLMN preferred access technology request

The ME performs the reading procedure withypRanat.

5.3.6 PLMN selector

| Requirement: Service n°20 "available".

| Request: The ME performs the reading procedure withdensel._followed byEFop mnset-

3GPP
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Update: The ME performs the updating procedure with fke:

Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.

File Identification Description Value
"2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07' IMSI operator dependant
'6F 20' Ciphering key Kc 'FF...FFO7
'6F 30' UPLMN selector 'FF...FF'
'6F 31' HPLMN search period 'FF'
'6F 37' ACM maximum value ‘000000’ (see note 1)
'6F 38' USIM service table operator dependant
'6F 39' Accumulated call meter ‘000000
'6F 3E' Group identifier level 1 operator dependant
'6F 3F' Group identifier level 2 operator dependant
'6F 41 PUCT 'FFFFFF0000'
'6F 45' CBMI 'FF...FF'
'6F 46' Service provider name 'FF...FF'
'6F 48' CBMID 'FF...FF'
'6F 49' Service Dialling Numbers 'FF...FF'
'6F 74' BCCH 'FF...FF'
'6F 78' Access control class operator dependant
'6F 7B’ Forbidden PLMNs 'FF...FF'
'6F 7E Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)
'6F AD' Administrative data operator dependant
'6F AE' Application profile identification see 10.3.16
'4F XX Abbreviated dialling numbers 'FF...FF'
'6F 3B' Fixed dialling numbers 'FF...FF'
'6F 3C' Short messages '00FF...FF'
'6F 3D Capability configuration parameters 'FF...FF'
'6F 40' MSISDN storage 'FF...FF'
'6F 42' SMS parameters 'FF...FF'
'6F 43' SMS status 'FF...FF'
'6F 47" Short message status reports '00FF...FF'
'4F XX Extension 1 'FF...FF'
'6F 4B’ Extension 2 'FF...FF'
'6F 4C' Extension 3 'FF...FF'
'6F 52' GPRS Ciphering key KcGPRS 'FF...FFQ7'
'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'
‘6F 54’ SetUpMenu Elements operator dependent
'4F 20’ Image data '00FF...FF'
'4F 30’ SoLSA Access Indicator) '00FF...FF'
'4F 31 SoLSA LSA List 'FF...FF'
XX OPLMN Selector Operator dependent
XY' Preferred HPLMN Access Technology Operator dependent

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updatgifthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].

3GPP
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Annex H (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs "over the air" such ag E6uld result in unpredictable behaviour

of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

3GPP
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File identification Description Change advised
'2F 05' Extended Language preference Yes
'2F E2' ICC identification No
‘4F 20' Image data Yes
'4F xx' Image Instance data Files Yes
'6F 05' Language preference Yes
'6F 07" IMSI Caution (Note 1)
'6F 20' Ciphering key Kc No
'6F 2C' De-personalization Control Keys Caution
'6F 30' UPLMN selector NoCaution
'6F 31' HPLMN search period Caution
'6F 32' Co-operative network Caution
'6F 37" ACM maximum value Yes
'6F 38' SIM service table Caution
'6F 39' Accumulated call meter Yes
'6F 3A' Abbreviated dialling numbers Yes
'6F 3B' Fixed dialling numbers Yes
'6F 3C' Short messages Yes
'6F 3D' Capability configuration parameters Yes
'6F 3E' Group identifier level 1 Yes
'6F 3F' Group identifier level 2 Yes
'6F 40' MSISDN storage Yes
'6F 41' PUCT Yes
'6F 42' SMS parameters Yes
'6F 43' SMS status Yes
'6F 44' Last number dialled Yes
'6F 45' CBMI Caution
'6F 46' Service provider name Yes
'6F 47" Short message status reports Yes
'6F 48' CBMID Yes
'6F 49' Service Dialling Numbers Yes
'6F 4A' Extension 1 Yes
'6F 4B' Extension 2 Yes
'6F 4C' Extension 3 Yes
'6F 4D’ Barred dialling numbers Yes
'6F 4E' Extension 4 Yes
'6F 50' CBMIR Yes
'6F 51' Network's indication of alerting Caution
'6F 52' GPRS Ciphering key KcGPRS No
'6F 53' GPRS Location Information Caution
'6F 54' SetUpMenu Elements Yes
'6F 74' BCCH No
'6F 78' Access control class Caution
'6F 7B’ Forbidden PLMNs Caution
'6F 7E' Location information No (Note 1)
'6F AD' Administrative data Caution
'6F AE' Phase identification Caution
'6F B1' Voice Group Call Service Yes
'6F B2' Voice Group Call Service Status Yes
'6F B3' Voice Broadcast Service Yes
'6F B4' Voice Broadcast Service Status Yes
'6F B5' Enhanced Multi Level Pre-emption and Priority Yes
'6F B6' Automatic Answer for eMLPP Service Yes
'6F B7' Emergency Call Codes Caution

XX OPLMN selector Caution
XY! Preferred HPLMN Access Technology Caution
NOTE1L: If EFvs) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
EFoc) accordingly.

3GPP
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3.3

For the purposes of the present document, the following abbreviations apply:

Abbreviations

3GPP & Generation Partnership Project

AC Access Condition

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

CCP Capability Configuration Parameter
CK Cipher key

CLI Calling Line Identifier

CSs Circuit switched

DF Dedicated File

DO Data Object

EF Elementary File

EMUI Encrypted Mobile User Identity

EUIC Enhanced User Identity Confidentiality
FCI File Control Information

FFS For Further Study

GK User group key

GMSI Group Identity

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ICI Incoming Call Information

ICT Incoming Call Timer

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

KSI Key Set Identifier

Kc Cryptographic key used by the cipher A5
LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

ocClI QOutgoing Call Information

OCT Qutgoing Call Timer

OFM Operational Feature Monitor

PIN Personal Identification Number

PS Packet switched

RAND Random challenge

RANDys Random challenge stored in the USIM
RES User response

3G TS 31.102 V3.0.0 (2000-01)
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RFU Reserved for Future Use

RST Reset

SDN Service dialling number

SE Security Environment

SFI Short EF Identifier

SQN Sequence number

SRES Signed RESponse calculated by a USIM
SW Status Word

TLV Tag Length Value

USAT USIM Application Toolkit

USIM Universal Subscriber Identity Module
XRES Expected user RESponse

4.2.8 EFyust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
SFI: Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n°17 to n° 24 0] 1 byte
4 Services n° 25 to n°® 32 (0] 1 byte
etc.

X Services n° (4X-3) to n° (4X) (0] 1 byte
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-Services
Contents:

Service n°1:
Service n°2 :
Service n°3:
Service n°4 :
Service n°5 :
Service n°6 :
Service n°7 :
Service n°8 :
Service n°9 :

Service n°10:
Service n°11:;
Service n°12:
Service n°13;
Service n°14:
Service n°15;
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25;
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:;

45 3G TS 31.102 V3.0.0 (2000-01)

Local Phone Book

Fixed Dialling Numbers (FDN): FFS
Extension 2

Service Dialling Numbers (SDN)
Extension3

Barred Dialling Numbers (BDN): FFS
Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICl and ICT)
Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message ldentifier

Cell Broadcast Message ldentifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

PLMN selector

MSISDN

Image (IMG)

SoLSA (Support of Local Service Area)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for Emlpp

EUIC (Enhanced User Identity Confidentiality)
2G-GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

Packet Switched Domain

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of 3G.

Coding:

1 bit is used to code each service:

bit = 1: service available;
bit = 0: service not available.

Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM.

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

|b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |

Service n°1

Service n°2
Service n°3
Service n°4

Service n°5

Service n°6

Service n°7

Service n°8
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Second byte:

| b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |

Serv@ce n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

If the USIM supports the BDN feature (BDN available) and the ME does not support the BDN feature it shall stop
operation immediately.

4.2.17 EF_oc (Location Information)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);
- Location update status.

See clause 5.2.5 for special requirements when updatirg,EF

Identifier: '6F7E' | Structure: transparent |  Mandatory
SFI: MandatorySFL-36
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PIN
Bytes Description M/O Length
1-4 TMSI M 4 bytes
5-9 LAI M 5 bytes
10 RFU M 1 byte
11 Location update status M 1 byte
- TMSI
Contents:
Temporary Mobile Subscriber Identity.
Coding:

according to 3GI'S 24.008 [9].

|b8|b7|b6|b5|b4 |b3 |b2 |bl |
M5B | I I | I

- LAl
Contents:
Location Area Information.
Coding:
according to 3GI'S 24.008 [9].

Byte 5: first byte of LAI (MCC digits 1 and 2)
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|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of LAl (MCE€entinueddigit 3, MNC digit 3

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
LSB of MNC Digit 3

MSB of MNC Digit 3
[ [ [ bitsb5to-b8are 1 —

Byte 7: third byte of LAl (MNCdigits 1 and P
| b8 | b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of LAI (LAC)
Byte 9: fifth byte of LAl (LAC continued)

- Location update status

Contents:
status of location update according to 3624.008 [9].
Coding:
Byte 11:
Bits: b3 b2 bl
0O 0 O :updated
0O 0 1 :notupdated
0O 1 O :PLMN notallowed
0 1 1 : Location Area notallowed
1 1 1 :reserved

Bits b4 to b8 are RFU (see 35 31.101 [11]).

4.2.23 EFpsoc (Packet Switched location information)

This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RAI);

- Routing Area update status.
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Identifier: '6F753' | Structure: transparent | Optional
SFI: Recommended Mandatory
File size: 14 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 P-TMSI M 4 bytes
5to7 P-TMSI signature value M 3 bytes
8 t013 RAI M 6 bytes
14 Routing Area update status M 1 byte
- P-TMSI
Contents:

Packet Temporary Mobile Subscriber Identity.

Coding:

according to 3GI'S 24.008 [9].

Byte 1: first byte of P-TMSI

b8 | b7 | B6 [ B5 | B4 | b3 [ b2 | bl
(o [ [ [ [o [ [ [ ]

MSB

- P-TMSI signature value

Contents:

Packet Temporary Mobile Subscriber Identity signature value.

Coding:

according to 3GI'S 24.008 [9].

Byte 5: first byte of P-TMSI signature value

b8 | b7 | B6 [ B5 | B4 | b3 [ b2 | bl
(o [ o [ (o [ [ [ ]

MSB

- RAI
Contents:

Routing Area Information.

Coding:

according to 3GI'S 24.008 [9].

Byte 8: first byte of RAKMCC digits 1 and 2)

|b8 |B7|b6 |b5 |B4 |b3 |b2 |bl

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2
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Byte 9: second byte of RAI (MC&antinueddigit 3, MNC digit 3

|b8 |b7 |b6 |b5 |B4 |b3 |b2 |b1 |
[___LSB of MCC Digit 3

MSB of MCC Digit 3
LSB of MNC Digit 3

MSB of MNC Digit 3
[ [ [ bits- b5-to-b8-are 1 ——

Byte 10: third byte of RAI (MNQigits 1 and P

[8 7 [b6 [B5 [B4 [B3 [b2 [bI
[___LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 11: fourth byte of RAI (LAC)
Byte 12: fifth byte of RAI (LAC continued)
Byte 13: sixth byte of RAI (RAC)

- RoutingAreaupdate status

Contents:
status ofecatiorrouting areaupdate according to 3GS 24.008 [9].
Coding:
byte 14:
Bits: b3 b2 bl
0O 0 O :updated
0O 0 1 :notupdated
0O 1 O :PLMN notallowed
0 1 1 : Routing Area not allowed
1 1 1 :reserved

Bits b4 to b8 are RFU (see 35 31.101 [11]).

4.2.33 EF (Incoming Call Information)

This EF is located within the USIM application. The incoming call information can be linked to the phone book stored
under DRg ecomOr to the local phone book within the USIM. ThedgEontains the information related to incoming
calls.

The time of the call and duration of the call are stored in this EF. This EF can also contain associated alpha identifier

that may be supplied with the incoming call. In addition it contains identifiers of associated network/bearer capabilities
and identifiers of extension records at the USIM ADF level. The structure of this EF is cyclic, so the contents shall be

updated only after a call is disconnected.

If CLI is supported and the incoming phone number matches a number stored in the phone book the incoming call
information is linked to the corresponding information in the phone book. If the incoming call matches an entry but is
indicated as hidden in the phone book the link is established but the information is not displayed by the ME if the code
for the secret entry has not been verified. The ME shall not ask for the secret code to be entered at this point.

Optionally the ME may store the link to phone book entry in the file, so that it does not need to look again for a match in
the phone book when it reuses the entry. But the ME will have to check that the incoming call number still exits in the
linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the phone
book has been found, this field shall be set to 'FFFFFF'.
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The first byte of this link is used to identify clearly the phone book location either global (i.e. ungdgscbip or local
(i.e. USIM specific). To allow the reuse of the referring mechanism in further implementation of the phonebook under
discussion, this byte can be used to indicate those.

For the current version of the phone book, the phone book entry is identified as follows:
- the record number in the Edg which indicates the Efy containing the entry;
- the record number inside the indicategy&F

The structure of Ef is shown below. Coding scheme is according teolkF

Structure of EF ¢

Identifier: '6F80" | Structure: Cyclic | Optional
SFIl: Mandatory
Record length: X+28 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
INCREASE NEVER
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 Incoming Call Number M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15to X+21 | Incoming call date and time (see detail 1) M 7 bytes
X+22 to X+24 | Incoming call duration (see detail 2) M 3 bytes
X+25 Incoming call status (see detail 3) M 1 byte
X+26 to X+28 | Link to phone book entry (see detail 4) M 3 bytes

NOTE: When the contents except incoming call status are invalid, they are filled with 'FF".

Detail 1 Coding of date and time

Content:
the date and time are defined by the ME.

Coding:
it is according to the extended BCD coding from Bytel to Byte 7. The first 3 bytes show year, month and
day (yy.mm.dd). The next 3 bytes show hour, minute and second (hh.mm.ss). The last Byte 7 is Time
Zone. The Time Zone indicates the difference, expressed in quarters of an hour, between the local time
and GMT. Bit 4 in Byte 7 represents the algebraic sign of this difference (0: positive, 1: negative). If the
terminal does not support the Time Zone, Byte 8 shall be "FF“. Byte X+15: Year

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit year

MSB of first digit year
LSB of second digit year

MSB of second digit year

Byte X+16: Month
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|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit month

MSB of first digit month

LSB of second digit month

MSB of second digit month

Byte X+17: Day

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit day

MSB of first digit day

LSB of second digit day

MSB of second digit day

Byte X+18: Hour

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit hour

MSB of first digit hour

LSB of second digit hour

MSB of second digit hour

Byte X+19: Minute

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit minute

MSB of first digit minute

LSB of second digit minute

MSB of second digit minute

Byte X+20: Second

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit second

MSB of first digit second

LSB of second digit second

MSB of second digit second

Byte X+21: Time Zone

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit indicates by quarters an hour

MSB of first digit indicates by quarters an hour
the algebraic sign (0: positive, 1: negative)

LSB of second digit indicates by quarters an hour

MSB of second digit indicates by quarters an hour
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Detail 2 Coding of call duration
Call duration is indicated by second

Byte X+22:

|b8|b7|b6|b5|b4|b3|b2|b1|
I I | | I I |
223 922 521 920 19 518 L1716

Byte X+23:

|b8|b7|b6|b5|b4|b3|b2|b1|
I I | | I I | |
215 514 513 512,11 510 59 58

Byte X+24:

|b8|b7|b6|b5|b4|b3|b2|b1|
| | | | | | | |
27 260 25 24 23 2 ol 50

For instance, '00' '00' '30' represerfis2.
Detail 3 Coding of Call status

Byte X+25:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
Answered='0"/ Not Answered="1"'
RFU

Detail 4Link to phone book entry
For the current implementation of the phone book the following coding applies:
- Phone book reference.

Byte X+26:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

0 Global Phone Book (DF TELECOM
1 Local Phone Book (USIM Specific)
RFU

- ERpgr record number :
Byte X+27: Hexadecimal value
- EFApN record number :

Byte X+28: Hexadecimal value

4.2.34 EFoc (Outgoing Call Information)

This EF isapplicationlocated within the USIM application. The outgoing call information can be linked to the phone
book stored under B ecomOr to the local phone book within the USIM. Thedgfeontains the information related to

outgoing calls.

The time of the call and duration of the call are stored in this EF. It may also contain assgtratdphaidentifier. In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM
ADF level. The structure of this file is cyclic, so the contents shall be updated only after a call is disconnected.
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If the dialled phone number matches a number stored in the phone book the outgoing call information might be linked to
the corresponding information in the phone book. The dialled number may match with a hidden entry in the phone book.
If the dialled number matches a hidden entry in the phone book the link is established but the information related to the

phone book entry is not displayed by the ME, if the hidden code has not been verified. The ME shall not perform hidden

45

code verification at this point.

Optionally, the ME may store the link to phone book entry in the file, so that it does not need to look again for a match
in the phone book when it reuses the entry. But the ME will have to check that the outgoing call number still exists in the
linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the phone

book has been found, this field shall be set to 'FFFFFF'.

Coding scheme is according to §F

NOTE:

Structure of EF o¢
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Identifier:

'6F81' |

Structure: Cyclic

Optional

SFI: Mandatory

Record length: X+26 bytes

Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
INCREASE NEVER
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3to X+12 | Outgoing Call Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15 to X+21 | Outgoing call date and time M 7 bytes
X+22 to X+24 | Outgoing call duration M 3 bytes
X+25 to X+27 | Link to Phone Book Entry M 3 bytes

When the contents are invalid, they are filled Wik
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4.2.43 Files required for 26-GSM Access

The EFs described in this chapter are required for the USIM application to be able to access service through a GSM
network.

The presence of these files and thus the suppor2&f@SM access is indicated in the 'USIM Service Table' as service
no.‘27- being available.

4.2.43.3 EF_ocicprs (GPRS location information)

This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RAI);

- Routing Area update status.

Identifier: '6F53' | Structure: transparent | Optional
SFI: Mandatory
File size: 14 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-4 P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
8-13 RAI M 6 bytes
14 Routing Area update status M 1 byte
- P-TMSI
Contents:
Packet Temporary Mobile Subscriber Identity.
Coding:

according to TS 24.008 [9].
Byte 1: first byte of P-TMSI

b8 | b7 | b6 [ b5 | b4 | b3 (b2 |bl
Rl G L

I
MSB

- P-TMSI signature value
Contents:
Packet Temporary Mobile Subscriber Identity signature value.
Coding:
according to TS 24.008 [9].

Byte 15: first byte of P-TMSI signature value

|b8|b7|b6|b5|b4 |b3 |b2 |b1 |
MISB | I I | I

- RAI
Contents:
Routing Area Information.
Coding:
according to TS 24.008 [9].
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Byte 58: first byte of RAI(MCC digits 1 and 2)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[___LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 69: second byte of RAI (MCE€entinueddigit 3, MNC digit 3

[8 7 [b6 [B5 [B4 [B3 [b2 [bI
[___LSB of MCC Digit 3

MSB of MCC Digit 3
LSB of MNC Digit 3

MSB of MNC Digit 3
[ [ [ bitsb5to-b8are 1 —

Byte 710: third byte of RAI (MNCdigits 1 and P

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[___LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 811: fourth byte of RAI (LAC)
Byte 912: fifth byte of RAI (LAC continued)
Byte 1013: sixth byte of RAI (RAC)

- __RoutingAreaupdate status

Contents:
status ofecatienrouting areaipdate according to TS 24.008 [9].
Coding:
Byte 12 14
Bits: b3 b2 bl
0O 0 O :updated
0O 0 1 :notupdated
0O 1 O :PLMN notallowed
0 1 1 :Routing Area not allowed
1 1 1 :reserved

Bits b4 to b8 are RFU.

4.2.43.4 EF_ocicsmze (Location Information for 26-GSM access)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);

- TMSI TIME;

- Location update status.
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See clause 5.2.5 for special requirements when updatirg EF
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Identifier: '6F7F' | Structure: transparent Mandatory
SFI: Mandatory
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PIN
Bytes Description M/O Length
1-4 TMSI M 4 bytes
5-9 LAI M 5 bytes
10 TMSHHMEReserved (Used in GSM phase 1) M 1 byte
11 Location update status M 1 byte
- TMSI
Contents:

Temporary Mobile Subscriber Identity.

Coding:

according to TS 24.008 [9].

Byte 1: first byte of TMSI

|b8|b7 |b6 |b5 |b4 |b3 |b2 |b1 |

MSB

- LAl
Contents:

Location Area Information.

Coding:

according to TS 24.008 [9].

Byte 5: first byte of LAl (MCCdigits 1 and P

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of LAl (MCE€entinueddigit 3, MNC digit 3

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
LSB of MNC Digit 3

MSB of MNC Digit 3

[ bitsb5tob8are 1l
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Byte 7: third byte of LAl (MNCdigits 1 and P

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[___LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of LAI (LAC)
Byte 9: fifth byte of LAl (LAC continued)

- TMSITIME
oponis:
: - . : . 2).
This-byte-is-used-by-Phase 1 MEs;-butit shallnot be-used-by-Phase 2 MEs.

- Location update status

Contents:
status of location update according to TS 24.008 [9].
Coding:
byte 11:
Bits: b3 b2 bl
0 0O O updated
0 0 1 : notupdated
0 1 0 PLMN not allowed
0 1 1 Location Area not allowed
1 1 1 : reserved

Bits b4 to b8 are RFU (see GSM 11.11 [18]).

4424 EFexr1 (Extensionl)

| This EF contains extension data of an ADN/S&Gn MSISDN-an-tCleran-OCIThis EF shall always be present if
the DFphoneboodS present.

Extension data is caused by:

- an ADN/SSC (MSISDREH-OC]) which is greater than the 20 digit capacity of the ADN/SSC (MSISDN
1CH-OC)) Elementary File or where common digits are required to follow an ADN/SSC string of less than 20
digits. The remainder is stored in this EF as a record, which is identified by a specified identification byte

| inside the ADN/SSC (MSISDNCH-OCI) Elementary File. The EXT1 record in this case is specified as
additional data;

- an associated called party subaddress. The EXT1 record in this case is specified as subaddress data.
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Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Mandatory
Record length: 13 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t0 12 Extension data M 11 bytes
13 Identifier M 1 byte

- Record type
Contents:
type of the record.
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

Called Party Subaddress
Additional data
RFU

b3-b8 are reserved and set to 0;

a bit set to 1 identifies the type of record;
only one type can be set;

'00" indicates the type "unknown".

The following example of coding means that the type of extension data is "additional data":

58 [57 [56 [65 [64 [p3 [p2 1 |
0 0 0 0 0 0 1 o0

- Extension data
Contents:
additional data or Called Party Subaddress depending on record type.
Coding:
Case 1, Extensionl record is additional data:
The first byte of the extension data gives the number of bytes of the remainder of ADN/SSC (respectively
MSISDN-CSH-OC]). The coding of remaining bytes is BCD, according to the coding of ADN/SSC
(MSISDN~HSH-OC]). Unused nibbles at the end have to be set to 'F'. It is possible if the number of
additional digits exceeds the capacity of the additional record to chain another record inside the EXT1
Elementary File by the identifier in byte 13.
Case 2, Extensionl record is Called Party Subaddress:
The subaddress data contains information as defined for this purpos&® 24008 [9]. All
information defined in 3@'S 24.008, except the information element identifier, shall be stored in the
USIM. The length of this subaddress data can be up to 22 bytes. In those cases where two extension
records are needed, these records are chained by the identifier field. The extension record containing the
first part of the called party subaddress points to the record which contains the second part of the
subaddress.

- ldentifier
Contents:
identifier of the next extension record to enable storage of information longer than 11 bytes.

Coding:
record number of next record. 'FF' identifies the end of the chain.

Example of a chain of extension records being associated to an ADN/SSC. The extensionl record identifier (Byte
14+X) of ADN/SSC is setto 3.
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No of Record Type Extension Data Next Record
Record 3 ‘02’ XX o XX ‘06’ —
Record 4 XX’ XX wrvines XX xx’

Record 5 ‘0’ XX vueinnas XX ‘FF +—

Record 6 ‘01 XX venvennd XX ‘05’ 44—

In this example ADN/SSC is associated to additional data (record 3) and a called party subaddress whose length
is more than 11 bytes (records 6 and 5).

4.4.25 EFpsc (Phone Book Control)

This EF contains control information related to each entry in the phone book. This EF contains as many records as the
EF,pn associated with it (must be record to record). Each recorddg:Béints to a record in its Efy. This file
indicates the control information and the hidden information of each phone book entry.

The content of Efgcis linked to the associated gy record by means of the ADN record number/ID (there is a one to
one mapping of record number/identifiers betweepcE&nd ERpy).

Structure of control file EF  pgc

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: Mandatory
Record length: 2 bytes | Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Entry Control Information M 1 byte
2 Hidden Information M 1 byte

- Entry Control Information
Contents:
provides some characteristics about the phone book entry (eg modificati@&kg 3V mobile).
Coding:

|b8 |B7|b6 |BS |b4 |B3 |b2 |Bl |
Modified by 26-GSMphone '1', no change '0'
RFU (see 3G TS 31.101)

- Hidden Information

Contents:
indicates to which USIM/GSM application of the UICC this phone book entry belongs, so that the
corresponding secret code can be verified to display the phone book entry, other wise the phone book entry is
hidden.

Coding:
'00" — the phone book entry is not hidden;
'xx' — record number in Ejr of the associated USIM application.
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4.4.2.12 Phone Book Synchronisation

To support synchronisation of phone book data with other devices, the USIM may provide following identifiers to be
used by the synchronisation method: a phone book synchronisation counter (PSC), a unique identifier for each phone
book entry (UID) and change counter (CC) to indicate recent changes.

When the 3G UICC has been inserted in=sGSM terminal and a record in the phone book has been updated, a flag
in the entry control information in the Edeis set from 0 to 1 by the card. When/if the UICC later is inserted into a 3G
terminal again, the terminal shall check the flag ipgeBnd if this flag is set update the CC. A set flag ipdzFesults

in a full synchronisation of the phone book (if synchronisation is requested).

4.4.2.12.3 EFcc (Change Counter)
The change counter (CC) shall be used to detect changes made to the phone book.

Every update/deletion of an existing phone book entry or the addition of a new phone book entry causes the terminal to
increment the CC. The concept of having a CC makes it possible to update the phonebook in different terminals, which
still are able to detect the changes (e.g. changes between different handsef'aadéb82eneration of terminals).

Structure of EF ¢

Identifier: '4F23' Structure: transparent | Optional
SFI: Mandatory
File size: 2 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Change Counter (CC) of Phone Book M 2 bytes

- Change Counter of Phone Book
Content:
indicates recent change(s) to phone book entries for synchronisation purposes.
Coding:
hexadecimal. at initialisation, CC shall be personalisé@@) Hex (i.e. empty).

4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and thg AD¥DFys v shall be selected
using the AID and information in Elr.



3G TS 31.102 version 3.0.0 45 3G TS 31.102 V3.0.0 (2000-01)

MF
'3F00'
| | | | |
DFesm DFreLecom EFoir EFccip EFpL
7F20° 7F10 '3F00" 2FE2 2F04'
| | | | | |
| EFapn EFron EFsus EFccp EFvsispn
see GSM '6F3A' '6F3B' '6F3C' '6F3D’ '6F40'
11.11 [18]
| | | | |
EFsmsp EFswmss EFnD EFsmsr EFspn
'6F42' '6F43' '6F44' 6FaAT '6F49'
| | | | |
EFexm1 EFext2 EFexts EFspn EFexT4
'6F4A' '6F4B' '6F4C' ‘64D’ '6F4E’
|
EFsume
'6F54'
DFcrapHICS
'5F50'
EFme
'4F20'
[ DFeHonEBOOX
'5F3A'
| | | |
EFpBr EFRap EFapn EFexm1 EFpsc
'4F30' "4FXX' "NEXX' "4EXX' AFEXX'
| | | | |
EFcrp EFaas EFcas EFanr EFsne
'4FXX' '4FXX' 4FXX' '4FXX 4FKX'
]
EFccp1
'4F3D'
| | | |
EFup EFpsc EFcc EFpup
'4F21' '‘4F22' '4F23' 4Fp4’

Figure 4.1: File identifiers and directory structures of UICC
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DFRusim

|
DFpHonEBOOK EFust
'5F3A' '6F38'
| | | | |
EFper EFap EFapn EFexm1 EFpec
'4F30' '"4FXX' "NEXX' "4FEXX' NEXX'
| | | | |
EFGrp EFaas EFcas EFanr EFsne
'"4FXX' '4FXX' 4FXX' '4FXX' 4FKX'
]
EFccp1
'4F3D’
| | | |
EFup EFpsc EFcc EFpup
'4F21' '4F22' '4F23' 4Fp4’
|
DFsoLsa
'5F70'
|
| |
EF5A| EFSLL
'4F30' '4F31'
| | | | | |
EF, EFwmsi EFusison EFacc EFkeys EFkeysps
'6F05' '6F07' '6F40' 6F[78' '6F0g' '6F0Q'
| | | | | |
EFacm EFacmmax EFpuct EFcip1 EFcip2 EFspn
'6F39' '6F37' '‘6F41' 6FBE' '6F 3K '6F46'
| | | | | |
EFpLmnsel EFvpLVN EFrpLMN EFap EFappi EFcmsi
'6F30' '6F31' '6F7B' '6HAD' 'qFAE' '6HC2
| | | | | |
EFecc EFccp EFspn EFron EFexT2 EFexts
'6FB7' '4F3D' '6F49' '6F3B' 'qF4B' '6FUC]
| | | | |
EFcami EFcemip EFcemir EFexts EF+iddenkey
'6F45' '6F48' '6F50' '6FAE’ '6FC3'
| | | | | |
EFLoc EFLocips EFci EFoci EFcr EFoct
'6F7E' '6F 753 '6F80' '6F81' '6F82' 6FB3'
| | | | | |
EFemLpp EFaaem EFLocicsnc EFkc EFkcePrs EFLocicrrs
'6FB5’ '6FB6' 'BF7F' '6F20' 'gF52" '6F53'
| | | | |
EFsms EFsmsp EFswmss EFsmsr EFsccH
'6F3C' '6F42' '6F43' '6H47' '6F74'

Figure 4.2: File identifiers and directory structures of USIM
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Foreword

This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying
change of release date and an increase in version number as follows:

Version x.y.z
where:
x the first digit:
0 working draft under the control of the relevant TSG Working Group
1 presented to TSG for information;
2 presented to TSG for approval;
3 Indicates TSG approved document under change control.

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates,
etc.

z the third digit is incremented when editorial only changes have been incorporated in the specification;

Introduction

This specification defines the Universal Subscriber Identity Module (USIM) application. This application resides on the
UICC, an IC card specified in 3G TS 31.101 [11]. In particular, 3G TS 31.101 [11] specifies the application
independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure.
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1 Scope

The present document defines the USIM application for 3G telecom network operation.
The document specifies:

- specific command parameters;

- file structures;

- contents of EFs (Elementary Files);

- security functions;

- application protocol to be used on the interface between UICC (USIM) and ME.

This is to ensure interoperability between a USIM and an ME independently of the respective manufacturer, card issuer
or operator.

This specification does not define any aspects related to the administrative management phase of the USIM. Any
internal technical realisation of either the USIM or the ME is only specified where these are reflected over the interface.
This specification does not specify any of the security algorithms which may be used.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For a specific reference, subsequent revisions do not apply.

» For a non-specific reference, the latest version applies.

[1] 3G TS 21.111: "USIM and IC Card Requirements".

[2] 3G TS 22.011: "Service accessibility".

[3] 3G TS 22.024: "Description of Charge Advice Information (CAl)".

[4] 3G TS 22.030: "Man-Machine Interface (MMI) of the Mobile Station (MS)".

[5] 3G TS 23.038: "Alphabets and language".

[6] 3G TS 23.040: "Technical realization of the Short Message Service (SMS) Point-to-Point (PP)".

[7] 3G TS 23.060 : "General Packet Radio Service (GPRS); Service description; Stage 2".

[8] 3G TS 23.073: "Support of Localised Service Area (SoLSA)".

[9] 3G TS 24.008: "Mobile Radio Interface Layer 3 specification”.

[10] 3G TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on mobile radio
interface".

[11] 3G TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".

[12] 3G TS 31.111: "USIM Application Toolkit (USAT)".

[13] 3G TS 33.102: "3G Security Architecture”.

[14] 3G TS 33.103: "3G Security; Integration Guidelines".

[15] 3G TS 22.086: "Advice of charge (AoC) Supplementary Services - Stage 1".

3GPP



Error! No text of specified style in document. 8 Error! No text of specified style in document.

[16] 3G TS 23.041: "Technical realization of Short Message Service Cell Broadcast (SMSCB)".

[17] GSM 02.07: "Mobile Stations (MS) features".

[18] GSM 11.11: "Specification of the Subscriber Identity Module — Mobile Equipment (SIM — ME)
interface".

[19] ISO 639 (1988): "Code for the representation of namesgtieges".

[20] ISO/IEC 7816-4 (1995): "Identification cards - Integrated circuit(s) cards with contacts, Part 4:
Interindustry commands for interchange".

[21] ISO/IEC 7816-5 (1994): "Identification cards - Integrated circuit(s) cards with contacts, Part 5:
Numbering system and registration procedure for application identifiers ".

[22] ITU-T Recommendation E.164: "Numbering plan for the ISDN era".

[23] ITU-T Recommendation T.50: "International Alphabet No. 5". (ISO 646: 1983, "Information

processing - ISO 7-bits coded characters set for information interchange".)

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

ADM : Access condition to an EF which is under the control of the authority which creates this file

3.2 Symbols

For the purposes of the present document, the following symbols apply:

I Concatenation

O Exclusive or

fl Message authentication function used to compute MAC

f1* A message authentication code (MAC) function with the property that no valuable information can
be inferred from the function values of f1* about those of f1, ... , f5 and vice versa.

f2 Message authentication function used to compute RES and XRES

f3 Key generating function used to compute CK

f4 Key generating function used to compute 1K

5 Key generating function used to compute AK

f6 Encryption function to encipher the IMSI

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP & Generation Partnership Project
AC Access Condition

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field
AoC Advice of Charge

AuC Authentication Centre

AUTN Authentication token
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BDN Barred Dialling Number

CCP Capability Configuration Parameter

CK Cipher key

CS Circuit switched

DF Dedicated File

DO Data Object

EF Elementary File

EMUI Encrypted Mobile User Identity

EUIC Enhanced User Identity Confidentiality
FCI File Control Information

FFS For Further Study

GK User group key

GMSI Group Identity

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

KSI Key Set Identifier

Kc Cryptographic key used by the cipher A5
LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

OFM Operational Feature Monitor

PIN Personal Identification Number

PS Packet switched

RAND Random challenge

RANDys Random challenge stored in the USIM
RES User response

RFU Reserved for Future Use

RST Reset

SDN Service dialling number

SE Security Environment

SFI Short EF Identifier

SON Sequence number

SRES Signed RESponse calculated by a USIM
SW Status Word

TLV Tag Length Value

USAT USIM Application Toolkit

USIM Universal Subscriber Identity Module
XRES Expected user RESponse

4 Contents of the Elementary-Files (EF)

This clause specifies the EFs for the 3G session defining access conditions, data items and coding. A data item is a part
of an EF which represents a complete logical entity, e.g. the alpha tag inpanré&dord.
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EFs or data items having an unassigned value, or, which during the 3G session, are cleared by the ME, shall have their
bytes set to 'FF'. After the administrative phase all data items shall have a defined value or have their bytes set to 'FF'. If
a data item is 'deleted' during a 3G session by the allocation of a value specified in another 3G TS, then this value shall
be used, and the data item is not unassigeegl for a deleted LAl in Ebc, the last byte takes the value 'FE'

(3G TS 24.008 [9] refers).

EFs are mandatory (M) or optional (O). The file size of an optional EF may be zero. All implemented EFs with a file
size greater than zero shall contain all mandatory data items. Optional data items may either be filled with 'F', or, if
located at the end of an EF, need not exist.

When the coding is according to ITU-T Recommendation T.50 [23], bit 8 of every byte shall be set to 0.

For an overview containing all files see figures 4.1 and 4.2.

4.1 Contents of the EFs at the MF level

There are three EFs at the Master File (MF) level. These EFs are specified $1:3GL01 [11].

4.1.1 EFoir

This EF contains the Application Identifier (AID) and the Application Label as mandatory elements.

The USIM application can only be selected by means of the AID selection. FfrecBfy shall not contain a path
object for application selection.
It is recommended that the application label does not contain more than 32 bytes.

Contents:

according to 3Gr'sS 31.101 [11].
Coding:

according to 3Gr'sS 31.101 [11].

4.1.2 EFiccp (ICC Identity)
This EF provides a unique identification number for the ICC.

Contents:

according to 3Gr'sS 31.101 [11].
Coding:

according to 3Gr'sS 31.101 [11].

4.1.3 EFps. (Preferred Languages)

This EF contains the codes for up to n languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority.

Contents:

according to 3Gr'sS 31.101 [11].
Coding:

according to 3Gr'sS 31.101 [11].

4.2 Contents of files at the USIM ADF (Application DF) level

The EFs in the USIM ADF contain service and network related information.

4.2.1 EF., (Language Indication)
This EF contains the codes for one or more languages. This information, determined by the user/operator, defines the

preferred languages of the user in order of priority. This information may be used by the ME for MMI purposes and for
short message handling (e.g. screening of preferred languages in SMS-CB).
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Identifier: '6F 05' Structure: transparent Optional
File size: 2n bytes Update activity: low
Access Conditions:
READ ALW
UPDATE PIN
DEACTIVATEDEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 17 language code (highest prior.) M 2 bytes
3to4 2" language code 0 2 bytes
2n-1to 2n Nth language code (lowest prior.) 0 2 bytes

Coding:
each language code is a pair of alpha-numeric characters, defined6893%®]. Each alpha-numeric
character shall be coded on one byte using the SMS default 7-bit coded alphabet as defined in 3G TS 23.038

[5] with bit 8 set to 0.

Unused language entries shall be set to 'FF FF'.

422  EFs (IMSI)

This EF contains the International Mobile Subscriber Identity (IMSI).

Identifier: '6F07' | Structure: transparent | Mandatory
SFI: '07'
File size: 9 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of IMSI M 1 byte
2-9 IMSI M 8 bytes

- Length of IMSI
Contents:
the length indicator refers to the number of significant bytes, not including this length byte, required for the

IMSI.
Coding:
according to 3GI'S 24.008 [9].

- IMSI
Contents:
International Mobile Subscriber Identity.
Coding:
this information element is of variable length. If a network operator chooses an IMSI of less than 15 digits,
unused nibbles shall be set to 'F'.
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Byte 2:
|b8 |B?|b6 |BS |b4 |b3 |b2 |b1 |

[ 1
0
0
Parity
!_SB of Digit 1
:MSB of Digit 1

For the parity bit, see 3G TS 24.008 [9].

Byte 3:
| b8 |b7 |b6 |B5 |b4 |b3 |b2 |b1 |
[ !_SB of Digit 2
:MSB of Digit 2
!_SB of Digit 3
:MSB of Digit 3

etc.

4.2.3 EFkeys (Ciphering and Integrity Keys)

This EF contains the ciphering key CK, the integrity key IK and the key set identifier KSI.

Identifier: '6F08' | Structure: transparent | Mandatory
SFI: '08'
File size: 33 bytes Update activity: high
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length

1 Key set identifier KSI M 1 byte

2tol7 Ciphering key CK M 16 bytes
18to33 Integrity key IK M 16 bytes

- Key Set Identifier KSI
Coding:

|b8|b7|b6|85|b4 |b3 |b2 |b1 |
[ KSI
bits b5 to b8 are coded 0

- Ciphering key CK
Coding:
the least significant bit of CK is the least significant bit of th& iyte. The most significant bit of CK is the
most significant bit of the" byte.

- Integrity key IK
Coding:
the least significant bit of IK is the least significant bit of th& Bgte. The most significant bit of IK is the
most significant bit of the 1Boyte.
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4.2.4 EFkeysps (Ciphering and Integrity Keys for Packet Switched domain)

This EF contains the ciphering key CKPS, the integrity key IKPS and the key set identifier KSIPS for the packet
switched (PS) domain.

Identifier; '6F09" | Structure: transparent | Optional
SFI: '09'
File size: 33 bytes Update activity: high
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length

1 Key set identifier KSIPS M 1 byte

2tol7 Ciphering key CKPS M 16 bytes
18to33 Integrity key IKPS M 16 bytes

- Key Set Identifier KSIPS
Coding:

|b8 |b7 |b6 |BS |b4 |b3 |b2 |b1

[ KSIPS
bits b5 to b8 are coded 0

- Ciphering key CKPS
Coding:
the least significant bit of CKPS is the least significant bit of tfetife. The most significant bit of CKPS
is the most significant bit of thd%byte.

- Integrity key IKPS
Coding:
the least significant bit of IKPS is the least significant bit of tH&8&e. The most significant bit of IKPS is
the most significant bit of the f&yte.

425 EFpLvnsel (PLMN selector)

This EF contains the coding for n PLMNSs, where n is at least eight. This information determined by the user/operator
defines the preferred PLMNs of the user in priority order.

Identifier: '6F30" | Structure: transparent | Optional
File size: 3n (n >= 8) bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-3 15 PLMN (highest priority) M 3 bytes
221024 8" PLMN M 3 bytes
25 to 27 9" PLMN 0 3 bytes
(3n-2)-3n Nth PLMN (lowest priority) @) 3 bytes
- PLMN
Contents:

Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
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Coding:
according to 3GT'S 24.008 [9];
if storage for fewer than the maximum possible number n is required, the excess bytes shall be set to 'FF'.
for instance, using 246 for the MCC and 81 for the MNC and if this is the first and only PLMN, the contents
reads as follows:
Bytes 1-3: '42' 'F6' 18"
Bytes 4-6: 'FF' 'FF' 'FF'
etc.

4.2.6 EFueLvun (HPLMN search period)

This EF contains the interval of time between searches for the HPLMN (s€8 3&011 [2]).

Identifier: '6F31' | Structure: transparent |  Mandatory
File size: 1 byte | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Time interval M 1 byte
- Time interval
Contents:
the time interval between two searches.
Coding:

the time interval is coded in integer multiples of n minutes. The range is from n minutes to a maximum value.
The value '00' indicates that no attempts shall be made to search for the HPLMN. The encoding is:

- '00: No HPLMN search attempts;

- '01: nminutes;

- '02: 2n minutes;

- 'YZ" (16Y+Z)n minutes (maximum value).

All other values shall be interpreted by the ME as a default period.

For specification of the integer timer interval n, the maximum value and the default period reféeF$22®11 [2].

4.2.7 EFacvmax (ACM maximum value)

This EF contains the maximum value of the accumulated call meter. This EF shall always be allocaied iEEF
allocated.

Identifier; '6F37' | Structure: transparent | Optional
File size: 3 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-3 Maximum value M 3 bytes
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- Maximum value
Contents:
maximum value of the Accumulated Call Meter (ACM).
Coding:

First byte:

| b8 | b7 | b6 | b5 | b4 | b3 |b2 |b1 |
T T | | T |
223 922 521 520 19 518 ,17 516

Second byte:

[P8 [ 67 [B6 [B5 [b4 [B3 [bZ [BL |
|
215 14 513 512,11 510 59,8

Third byte:

| b8 | b7 |b6 |b5 |b4 |b3 |b2 |b1 |
| | T T | T
27 26 25 24 23 22 51 o0
For instance, '00' '00' '30' represers2,
All ACM data is stored in the USIM and transmitted over the USIM/ME interface as binary.
ACMmax is not valid, as defined in 3G TS 22.024 [3], if it is coded '000000'.

If a GSM application is present on the UICC and the ACMmax value is to be shared between the GSM and the USIM
application this file shall be shared between the two applications.

4.2.8 EFust (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not
select this service.

Identifier: '6F38' | Structure: transparent | Mandatory
File size: X bytes, X >= 2 Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°8 M 1 byte
2 Services n°9to n° 16 (0] 1 byte
3 Services n° 17 to n° 24 (0] 1 byte
4 Services n° 25 to n° 32 (0] 1 byte
etc.
X Services n° (84X-37) to n° (84X) (0] 1 byte
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-Services
Contents:  Service n°1: Local Phone Book

Service n°2 : Fixed Dialling Numbers (FDN): FFS
Service n°3 : Extension 2
Service n°4 : Service Dialling Numbers (SDN)
Service n°5 : Extension3
Service n°6 : Barred Dialling Numbers (BDN): FFS
Service n°7 : Extension4
Service n°8 : Outgoing Call Information (OCI and OCT)
Service n°9 : Incoming Call Information (ICl and ICT)
Service n°10: Short Message Storage (SMS)
Service n°11: Short Message Status Reports (SMSR)
Service n°12: Short Message Service Parameters (SMSP)
Service n°13: Advice of Charge (AoC)
Service n°14: Capability Configuration Parameters (CCP)
Service n°15: Cell Broadcast Message ldentifier
Service n°16: Cell Broadcast Message ldentifier Ranges
Service n°17: Group ldentifier Level 1
Service n°18: Group ldentifier Level 2
Service n°19: Service Provider Name
Service n°20: PLMN selector
Service n°21: MSISDN
Service n°22: Image (IMG)
Service n°23: SoLSA (Support of Local Service Area)
Service n°24: Enhanced Multi-Level Precedence and Pre-emption Service
Service n°25: Automatic Answer for Emlpp
Service n°26: EUIC (Enhanced User Identity Confidentiality)
Service n°27: 2G Access
Service n°28: Data download via SMS-PP
Service n°29: Data download via SMS-CB
Service n°30: Call Control by USIM
Service n°31: MO-SMS Control by USIM
Service n°32: RUN AT COMMAND command
Service n°33: Packet Switched Domain

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytes in the EF. The coding falls under the responsibility of 3G.

Coding:
1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

Service available means that the USIM has the capability to support the service and that the service is
available for the user of the USIM.

Service not available means that the service shall not be used by the USIM user, even if the USIM has the
capability to support the service.

First byte:

| b8 |b7 |b6 |B5 |b4 |b3 |b2 |bl |
Serv@ce n°l
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8
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Second byte:

| b8 |b7 |b6 |BS |b4 |b3 |b2 |b1 |

Service n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

If the USIM supports the BDN feature (BDN available) and the ME does not support the BDN feature it shall stop
operation immediately.

4.2.9 EFacm (Accumulated Call Meter)

This EF contains the total number of units for both the current call and the preceding calls.

NOTE: The information may be used to provide an indication to the user for advice or as a basis for the
calculation of the monetary cost of calls (see 3G TS 22.086 [15]).

Identifier; '6F39’ | Structure: cyclic | Optional
SFI: Recommended
Record length: 3 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)

INCREASE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1-3 Accumulated count of units M 3 bytes

- Accumulated count of units
Contents:
value of the ACM.
Coding:
see the coding of BEvmax

If a GSM application is present on the UICC and the ACM value is to be shared between the GSM and the USIM
application this file shall be shared between the two applications.

4.2.10 EFgp: (Group ldentifier Level 1)

This EF contains identifiers for particular USIM-ME associations. It can be used to identify a group of USIMs for a
particular application.

|dentifier: '6F3E' | Structure: transparent | Optional
File size: 1-n bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-n USIM group identifier(s) @] n bytes
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4.2.11 EFgp2 (Group ldentifier Level 2)

This EF contains identifiers for particular USIM-ME associations. It can be used to identify a group of USIMs for a
particular application.

Identifier: '6F3F' | Structure: transparent | Optional
File size: 1-n bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-n USIM group identifier(s) @) n bytes

NOTE: The structure of Efp; and Ekp, is identical. They are provided to allow the network operator to
enforce different levels of security dependant on an application.

4.2.12 EFspy (Service Provider Name)

This EF contains the service provider name and appropriate requirements for the display by the ME.

Identifier: '6F46' | Structure: transparent | Optional
File Size: 17 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Display Condition M 1 byte
2--17 Service Provider Name M 16 bytes
- Display Condition

Contents: display condition for the service provider name in respect to the registered PLMN (see
GSM 02.07 [17]).
Coding:

|b8|B7|b6 |b5 |b4 |b3 |b2 |b1 |

b1=0: display of registered PLMN not required
b1=1: display of registered PLMN required

RFU (see 3G TS 31.101)

- Service Provider Name

Contents:
service provider string to be displayed

Coding:
the string shall use
- either the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The string

shall be left justified. Unused bytes shall be set to 'FF'.

- or one of the UCS2 code options defined in the annex of 3G TS 31.101 [11].
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4.2.13 EFpyct (Price per Unit and Currency Table)

This EF contains the Price per Unit and Currency Table (PUCT). The PUCT is Advice of Charge related information
which may be used by the ME in conjunction withy&Jrto compute the cost of calls in the currency chosen by the
subscriber, as specified in 3G TS 22.024 [3]. This EF shall always be allocatedfiE&llocated.

Identifier; '6F41' | Structure: transparent | Optional
File size: 5 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1-3 Currency code M 3 bytes
4-5 Price per unit M 2 bytes

- Currency code
Contents:
the alpha-identifier of the currency code.
Coding:
bytes 1, 2 and 3 are the respective first, second and third character of the alpha identifier. This alpha-tagging
shall use the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0.

- Price per unit

Contents:
price per unit expressed in the currency coded by bytes 1-3.

Coding:
byte 4 and bits b1 to b4 of byte 5 represent the Elementary Price per Unit (EPPU) in the currency coded by
bytes 1-3. Bits b5 to b8 of byte 5 are the decimal logarithm of the multiplicative factor represented by the
absolute value of its decimal logarithm (EX) and the sign of EX, which is coded 0 for a positive sign and 1
for a negative sign.

Byte 4:

[B8 [B7 [B6 [B5 [b4 [BS [b2 [BI |
I | | I I | |
211 210 5,9 58 57 56 5 54 of EPPU

Byte 5:

b8 | b7 |b6 |[b5 [b4 [b3 [b2 [b1
[ o7 [ [ o 1 2 |

Sign of EX

29 of Abs(EX)
21 of Abs(EX)
22 of Abs(EX)

The computation of the price per unit value is made by the ME in compliance with 3G TS 22.024 [3] by the
following formula:

price per unit = EPPU * BX,
The price has to be understood as expressed in the coded currency.

If a GSM application is present on the UICC and the PUCT information is to be shared between the GSM and the USIM
application, then this file shall be shared between the two applications.
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4.2.14 EFcpm (Cell Broadcast Message identifier selection)

This EF contains the Message Identifier Parameters which specify the type of content of the cell broadcast messages that
the subscriber wishes the UE to accept.

Any number of CB Message Identifier Parameters may be stored in the USIM. No order of priority is applicable.

|dentifier: '6F45' | Structure: transparent | Optional
File size: 2 n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-2 CB Message ldentifier 1 (0] 2 bytes
3-4 CB Message ldentifier 2 (0] 2 bytes
2n-1-2n CB Message ldentifier n (0] 2 bytes

- Cell Broadcast Message ldentifier
Coding:
as in 3G TS 23.041 [16], "Message Format on BTS-MS Interface - Message Identifier";
values listed show the types of message which shall be accepted by the UE;
unused entries shall be set to 'FF FF'".

4.2.15 EFacc (Access Control Class)

This EF contains the assigned access control class(es). The access control class is a parameter to control the access
attempts. 15 classes are split into 10 classes randomly allocated to normal subscribers and 5 classes allocated to specific
high priority users. For more information see 83622.011 [2].

|dentifier: '6F78' | Structure: transparent |  Mandatory
File size: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-2 Access control classes M 2 bytes

- Access control classes
Coding:
each ACC is coded on one bit. An ACC is "allocated" if the corresponding bit is set to 1 and "not allocated"
if this bit is set to 0. Bit b3 of byte 1 is set to 0.

Byte 1:

|b8 | b7 |b6 |b5 |b4 |B3 |b2 |b1 |
1|5 1|4 1|3 12I 1]! 10I 09I 08I Number of the ACC (except for bit b3)

Byte 2:

|b8 | b7 |b6 |b5 |b4 |BS |b2 |b1 |
0|7 0!3 0|5 OJr 03I 02I 01I 00I Number of the ACC

3GPP



Error! No text of specified style in document. 21 Error! No text of specified style in document.

4.2.16 EFgp un (Forbidden PLMNS)

This EF contains the coding for n Forbidden PLMNs (FPLMN). It is read by the ME as part of the USIM initialization
procedure and indicates PLMNs which the UE shall not automatically attempt to access.

A PLMN is written to the EF if a network rejects a Location Update with the cause "PLMN not allowed". The ME shall
manage the list as follows.

When n FPLMNs are held in the EF, and rejection of a further PLMN is received by the ME from the network, the ME

shall modify the EF using the UPDATE command. This new PLMN shall be stored it fressition, and the existing
list "shifted" causing the previous contents of the first position to be lost.

When less than n FPLMNSs exist in the EF, storage of an additional FPLMN shall not cause any existing FPLMN to be
lost.

Dependent upon procedures used to manage storage and deletion of FPLMNSs in the EF, it is possible, when less than n
FPLMNSs exist in the EF, for 'FFFFFF' to occur in any position. The ME shall analyse all the EF for FPLMNs in any
position, and not regard 'FFFFFF' as a termination of valid data.

Identifier: '6F7B' | Structure: transparent | Mandatory
File size: n*3 bytes (n>3) | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-3 PLMN 1 M 3 bytes
4-6 PLMN 2 M 3 bytes
7-9 PLMN 3 M 3 bytes
10-12 PLMN 4 M 3 bytes
(3n-2)to 3n | PLMN n (@) 3 bytes
- PLMN
Contents:
Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:

according to 3GI'S 24.008 [9].
For instance, using 246 for the MCC and 81 for the MNC and if this is stored in PLMN 3 the contents is as

follows:
Bytes 7-9:'42' 'F6' '18'
If storage for fewer than n PLMNs is required, the unused bytes shall be set to 'FF'.
4.2.17 EF_oc (Location Information)

This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);
- Location update status.

See clause 5.2.5 for special requirements when updating,EF

3GPP



Error! No text of specified style in document. 22 Error! No text of specified style in document.

Identifier: '6F7E' Structure: transparent Mandatory
SFI: '30'
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PIN
Bytes Description M/O Length
1-4 TMSI M 4 bytes
5-9 LAI M 5 bytes
10 RFU M 1 byte
11 Location update status M 1 byte
TMSI
Contents:
Temporary Mobile Subscriber Identity.
Coding:

according to 3GT'S 24.008 [9].

|b8|b|7 |bt|3 |b5I |bLT |B'o|’ |b2 |b1I |

I
MSB

LAl
Contents:

Location Area Information.
Coding:

according to 3GT'S 24.008 [9].

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of LAl (MCC))

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1

Byte 7: third byte of LAl (MNC)
| B3 |b7 |b6 |b5 |b4 |b3 |b2 |bl
[__LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of LAl (LAC)
Byte 9: fifth byte of LAl (LAC continued)
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- Location update status

Contents:
status of location update according to 36 24.008 [9].
Coding:
Byte 11:
Bits: b3 b2 bl
0 0 O :updated
0 0 1 :notupdated
0O 1 0 :PLMN notallowed
0 1 1 : Location Area not allowed
1 1 1

. reserved
Bits b4 to b8 are RFU (see 35 31.101 [11]).

4.2.18 EFxp (Administrative Data)

This EF contains information concerning the mode of operation according to the type of USIM, such as normal (to be
used by PLMN subscribers for 3G operations), type approval (to allow specific use of the ME during type approval
procedures of e.g. the radio equipment), cell testing (to allow testing of a cell before commercial use of this cell),
manufacturer specific (to allow the ME manufacturer to perform specific proprietary auto-test in its ME during e.g.

maintenance phases).

It also provides an indication of whether some ME features should be activated during normal operation.

Identifier: '6FAD’ | Structure: transparent | Mandatory
File size: 3+X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 UE operation mode M 1 byte
2-3 Additional information M 2 bytes
4 -3+X RFU (0] X bytes

- UE operation mode
Contents:
mode of operation for the UE
Coding:
Initial value
- '00' normal operation
- '80' type approval operations
- '01' normal operation + specific facilities
- '81' type approval operations + specific facilities
- '02' maintenance (off line)
- '04' cell test operation

- Additional information
Coding:
- specific facilities (if b1=1 in byte 1);
Byte 2 (first byte of additional information):

(B8 57 56 [55 o2 [ 2 Pt |
[ T T T T T T T RFU(see3c TS31.101)
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Byte 3:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

b1=0: OFM to be deactivated by the ME
bl=1: OFM to be activated by the ME

RFU (see 3G TS 31.101)

The OFM bit is used to control the Ciphering Indicator as specified in GSM 02.07 [17]

- ME manufacturer specific information (if b2=1 in byte 1).

4.2.19 EFapp (Application Profile Indication)

This EF contains an indication concerning the application (USIM) profile.

Identifier: '6FAE' | Structure: transparent | Mandatory
File size: X byte | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 USIM Release M 2 bytes
3 USIM Version M 1 byte
4 Operator Indication M 1 byte
5toX RFU 0 X-4 bytes
All other codings are reserved for specification by 3GPP.
- USIM Release
Contents:
indicates the TSG-T approved release of the 3G TS 31.102 the USIM is based on.
Coding:
19 99" Release 99
All other codings are reserved for specification by 3GPP.
- USIM Version
Contents:
indicates the TSG-T approved version of the 31.102 within a Release the USIM is based on.
Coding:
according to the '31.102 Change Control Document'.
- Operator Indication
Contents:
for use by the operator to indicate different versions of operator-specific USIM applications.
Coding:

not within the scope of this specification.

4.2.20 EFceup (Cell Broadcast Message Identifier for Data Download)

This EF contains the message identifier parameters which specify the type of content of the cell broadcast messages
which are to be passed to the USIM.

Any number of CB message identifier parameters may be stored in the USIM. No order of priority is applicable.
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Identifier: '6F48' Structure: transparent Optional
File size: 2n bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-2 CB Message ldentifier 1 (0] 2 bytes
3-4 CB Message ldentifier 2 (0] 2 bytes
2n-1-2n CB Message ldentifier n (0] 2 bytes

- Cell Broadcast Message ldentifier

Coding:
as in 3G TS 23.041 [16]. Values listed show the identifiers of messages which shall be accepted by the UE to

be passed to the USIM.
Unused entries shall be set to 'FF FF'.

4.2.21 EFgcc (Emergency Call Codes)

This EF contains up to 5 emergency call codes.

Identifier: '6FB7' | Structure: transparent Optional
File size: 3n (n < 5) bytes Update activity: low
Access Conditions:

READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1-3 Emergency Call Code 1 (0] 3 bytes

4-6 Emergency Call Code 2 (0] 3 bytes

(3n-2) - 3n Emergency Call Code n 0] 3 bytes

- Emergency Call Code
Contents:
Emergency Call Code
Coding:
the emergency call code is of a variable length with a maximum length of 6 digits. Each emergency call code
is coded on three bytes, with each digit within the code being coded on four bits as shown below. If a code of

less than 6 digits is chosen, then the unused nibbles shall be set to 'F'.

Byte 1:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
[ L_SB of Digit 1
l\:/ISB of Digit 1
L_SB of Digit 2
l\:/ISB of Digit 2
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Byte 2:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
L I_.SB of Digit 3
l\:/ISB of Digit 3
I_.SB of Digit 4
l\:/ISB of Digit 4
Byte 3:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
L I_.SB of Digit 5
l\:/ISB of Digit 5
I_.SB of Digit 6
l\:/ISB of Digit 6

4.2.22 EFceur (Cell Broadcast Message Identifier Range selection)
This EF contains ranges of cell broadcast message identifiers that the subscriber wishes the UE to accept.

Any number of CB Message Identifier Parameter ranges may be stored in the USIM. No order of priority is applicable.

|dentifier: '6F50' | Structure: transparent | Optional
File size: 4n bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-4 CB Message ldentifier Range 1 (0] 4 bytes
5-8 CB Message ldentifier Range 2 (0] 4 bytes
(4n-3) - 4n CB Message ldentifier Range n (0] 4 bytes

- Cell Broadcast Message ldentifier Ranges

Contents:
CB Message Identifier ranges:

Coding:
bytes one and two of each range identifier equal the lower value of a cell broadcast range, bytes three and
four equal the upper value of a cell broadcast range, both values are coded as in 3G TS 23.041 [16]
"Message Format on BTS-MS Interface - Message ldentifier". Values listed show the ranges of messages
which shall be accepted by the UE.
Unused entries shall be set to 'FF FF FF FF'.

4.2.23 EFpsoci (Packet Switched location information)
This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RAI);

- Routing Area update status.
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Identifier: '6F53' Structure: transparent Optional
SFI: Recommended
File size: 14 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
81013 RAI M 6 bytes
14 Routing Area update status M 1 byte
- P-TMSI
Contents:
Packet Temporary Mobile Subscriber Identity.
Coding:

according to 3GT'S 24.008 [9].
Byte 1: first byte of P-TMSI

|b8|b7|BG|B5|B4|B3|b2|b1|
MISBI I I I I I I

- P-TMSI signature value
Contents:
Packet Temporary Mobile Subscriber Identity signature value.
Coding:
according to 3GT'S 24.008 [9].

Byte 5: first byte of P-TMSI signature value

b8 | b7 | B6 [ B5 [ B4 [ B3 [ b2 | bl
[ [ [ [ (= [ [ [ ]

I
MSB

- RAI
Contents:
Routing Area Information.
Coding:
according to 3GT'S 24.008 [9].

Byte 8: first byte of RAI

[8 [B7 [B6 [B5 [B4 b3 [b2 [bI |
[___LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2
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Byte 9: second byte of RAlI (MCC continued)

|b8 |b7 |b6 |b5 |B4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1

Byte 10: third byte of RAI (MNC)

|b8 |b7 |b6 |b5 |B4 |b3 |b2 |bl

LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 11: fourth byte of RAI (LAC)
Byte 12: fifth byte of RAI (LAC continued)
Byte 13: sixth byte of RAI (RAC)

- Routing update status

Contents:
status of location update according to 36 24.008 [9].
Coding:
byte 14:
Bits: b3 b2 bl
0 0 O :updated
0 0 1 :notupdated
0 1 0 :PLMN notallowed
0 1 1 :Routing Area not allowed
1 1 1 :reserved

Bits b4 to b8 are RFU (see 35 31.101 [11]).

4.2.24 EFgpy (Fixed Dialling Numbers)

This EF contains Fixed Dialling Numbers (FDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM ADF

level. It may also contain an associated alpha-tagging.

|dentifier: '6F3B' | Structure: linear fixed | Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:

READ PIN

UPDATE PIN2

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
ltoX Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension2 Record Identifier M 1 byte

| For contents and coding of all data items see the respective data items gfsthéstBclause 4.23.3), with the
exception that extension records are stored in thekF
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NOTE: The value of X (the number of bytes in the alpha-identifier) may be different to the length denoted X in

4.2.25 EFgys (Short messages)

This EF contains information in accordance with B&23.040 [6] comprising short messages (and associated
parameters) which have either been received by the UE from the network, or are to be used as an UE originated

message.

|dentifier: '6F3C' | Structure: linear fixed | Optional
Record length: 176 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Status M 1 byte
210176 Remainder M 175 bytes
- Status
Contents:

Status byte of the record which can be used as a pattern in the SEARCH RECORD command. For UE
originating messages sent to the network, the status shall be updated when the UE receives a status report, or

sends a successful SMS Command relating to the status report.

Coding:
| b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
X X 0 free space
X X 1 used space
0 0 1 message received by UE from network; message read
0 1 1 message received by UE from network; message to be
read
1 1 1 UE originating message; message to be sent
RFU (see 3G TS 31.101 [11])
| b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
)I( >'( I1 b I1 UE originating message; message sent to the network:
0 0 1 0 1  Status report not requested
0 1 1 0 1  Status report requested but not (yet) received,;
1 0 1 0 1  Status report requested, received but not stored
in EF-SMSR;
1 1 1 0 1  Status report requested, received and stored
in EF-SMSR;
RFU (see 3G TS 31.101 [11])
- Remainder
Contents:

This data item commences with the TS-Service-Centre-Address as specified $1213011 [10]. The bytes
immediately following the TS-Service-Centre-Address contain an appropriate short message TPDU as
specified in 3GTS 23.040 [6], with identical coding and ordering of parameters.
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Coding:
according to 3GT'S 23.040 [6] and 33'S 24.011 [10]. Any TP-message reference contained in an UE
originated message stored in the USIM, shall have a value as follows:

Value of the TP-message-reference:

message to be sent: 'FF

message sent to the network: the value of TP-Message-Reference used in the
message sent to the network.

Any bytes in the record following the TPDU shall be filled with 'FF'.

It is possible for a TS-Service-Centre-Address of maximum permitted length, e.g. containing more than 18
address digits, to be associated with a maximum length TPDU such that their combined length is 176 bytes.
In this case the ME shall store in the USIM the TS-Service-Centre-Address and the TPDU in bytes 2-176
without modification, except for the last byte of the TPDU, which shall not be stored.

4.2.26 EFysison (MSISDN)

This EF contains MSISDN(s) related to the subscriber. In addition it contains identifiers of associated network/bearer
capabilities and identifiers of extension records at the USIM ADF level. It may also contain an associated alpha-tagging.

Identifier: '6F40’ | Structure: linear fixed | Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN/ADM
(fixed during administrative management)

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
l1toX Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte

For contents and coding of all data items see the respective data itemg\of EF

If the USIM stores more than one MSISDN number and the ME displays the MSISDN number(s) within the
initialisation procedure then the one stored in the first record shall be displayed with priority.

NOTE: The value of X (the number of bytes in the alpha-identifier) may be different to the length denoted X in
4.2.27 EFsysp (Short message service parameters)

This EF contains values for Short Message Service header Parameters (SMSP), which can be used by the ME for user
assistance in preparation of mobile originated short messages. For example, a service centre address will often be
common to many short messages sent by the subscriber.

The EF consists of one or more records, with each record able to hold a set of SMS parameters. The first (or only)
record in the EF shall be used as a default set of parameters, if no other record is selected.

To distinguish between records, an alpha-identifier may be included within each record, coded on Y bytes.

The SMS parameters stored within a record may be present or absent independently. When a short message is to be sent
from the UE, the parameter in the USIM record, if present, shall be used when a value is not supplied by the user.
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Identifier: '6F42' | Structure: linear fixed Optional
Record length: 28+Y bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Alpha-ldentifier (0] Y bytes
Y+1 Parameter Indicators M 1 byte
Y+2 to Y+13 TP-Destination Address M 12 bytes
Y+14 to Y+25 TS-Service Centre Address M 12 bytes
Y+26 TP-Protocol Identifier M 1 byte
Y+27 TP-Data Coding Scheme M 1 byte
Y+28 TP-Validity Period M 1 byte

Storage is allocated for all of the possible SMS parameters, regardless of whether they are present or absent. Any bytes
unused, due to parameters not requiring all of the bytes, or due to absent parameters, shall be set to 'FF'.

- Alpha-ldentifier
Contents:
Alpha Tag of the associated SMS-parameter.
Coding:
see subclause 428.3 (EFxpn).

NOTE: The value of Y may be zero, i.e. the alpha-identifier facility is not used. By using the command GET

RESPONSE the ME can determine the value of Y.

- Parameter Indicators
Contents:
each of the default SMS parameters which can be stored in the remainder of the record are marked absent or
present by individual bits within this byte.

Coding:

allocation of bits:

bit number Parameter indicated
1 TP-Destination Address
2 TS-Service Centre Address
3 TP-Protocol Identifier
4 TP-Data Coding Scheme
5 TP-Validity Period
6 reserved, setto 1
7 reserved, setto 1
8 reserved, setto 1

Bit value Meaning
0 Parameter present
1 Parameter absent

- TP-Destination Address
Contents and Coding:
as defined for SM-TL address fields in 3 23.040 [6].

- TP-Service Centre Address
Contents and Coding:
as defined for RP-Destination address Centre Address in8%4.011 [10].

- TP-Protocol Identifier
Contents and Coding:
as defined in 3@'S 23.040 [6].

3GPP



Error! No text of specified style in document. 32 Error! No text of specified style in document.

TP-Data Coding Scheme
Contents and Coding:
as defined in 3G TS 23.038 [5].

TP-Validity Period
Contents and Coding:
as defined in 3@'S 23.040 [6] for the relative time format.

4.2.28 EFsyss (SMS status)

This EF contains status information relating to the short message service.

The provision of this EF is associated withsl& Both files shall be present together, or both absent from the USIM.

|dentifier: '6F43' | Structure: transparent | Optional
File size: 2+X bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Last Used TP-MR M 1 byte
2 SMS "Memory Cap. Exceeded" Not. Flag M 1 byte
3to 2+X RFU (0] X bytes

Last Used TP-MR.

Contents:
the value of the TP-Message-Reference parameter in the last mobile originated short message, as defined in
3G TS 23.040 [6].

Coding:
as defined in 3@'S 23.040 [6].

SMS "Memory Capacity Exceeded" Notification Flag.

Contents:
this flag is required to allow a process of flow control, so that as memory capacity in the UE becomes

available, the Network can be informed. The process for this is describedTi§ 3&040 [6].
Coding:

b1=1 means flag unset; memory capacity available;

b1=0 means flag set;

b2 to b8 are reserved and set to 1.

4.2.29 EFspy (Service Dialling Numbers)

This EF contains special service numbers (SDN) and/or the respective supplementary service control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM

ADF level. It may also contain associated alpha-tagging.
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Identifier: '6F49' Structure: linear fixed Optional
Record length: X+14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-X Alpha identifier 0] X bytes
X+1 Length of BCD number/SSC contents M 1 bytes
X+2 TON and NPI M 1 byte
X+3-X+12 Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension3 Record Identifier M 1 byte

| For contents and coding of all data items see the respective data items ofsthéstBclausd.4.2.31.5-1), with the
exception that extension records are stored in the&F

NOTE: The value of X (the number of bytes in the alpha-identifier) may be different to the length denoted X in

4.2.30 EFgxr, (Extension2)

This EF contains extension data of an FDN (see FDN in 4.2.24).

Identifier: '6F4B' | Structure: linear fixed Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t0 12 Extension data M 11 bytes
13 Identifier M 1 byte
For contents and coding see subclaugde4b-2 (EFzx11).
4.2.31 EFgxr3 (Extension3)
This EF contains extension data of an SDN (see SDN in 4.2.29).
Identifier: '6F4C' | Structure: linear fixed Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2t0 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see subclaude46-2 EF:x1;.

3GPP



Error! No text of specified style in document. 34 Error! No text of specified style in document.

4.2.32 EFsysr (Short message status reports)

This EF contains information in accordance with B&23.040 [6] comprising short message status reports which have
been received by the UE from the network.

Each record is used to store the status report of a short message in a recgyd. dftteHirst byte of each record is the
link between the status report and the corresponding short messaggdn EF

|dentifier: '6F47" | Structure: linear fixed | Optional
Record length: 30 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 SMS record identifier M 1
2-30 SMS status report M 29 bytes

- SMS record identifier
Contents:
this data item identifies the corresponding SMS record gy&E.g. if this byte is coded '05' then this status
report corresponds to the short message in record #5&EF
Coding:
'00' - empty record;
'01'-'FF' - record number of the corresponding SMS igyEF

- SMS status report
Contents:
this data item contains the SMS-STATUS-REPORT TPDU as specified rS323.040 [6], with identical
coding and ordering of parameters.
Coding:
according to 3GT'S 23.040 [6]. Any bytes in the record following the TPDU shall be filled with 'FF'.

4.2.33 EF (Incoming Call Information)

This EF is located within the USIM application. The incoming call information can be linked to the phone book stored
under DRg ecomOr to the local phone book within the USIM. ThedzEontains the information related to incoming
calls.

The time of the call and duration of the call are stored in this EF. This EF can also contain associated alpha identifier
that may be supplied with the incoming call. In addition it contains identifiers of associated network/bearer capabilities
and identifiers of extension records at the USIM ADF level. The structure of this EF is cyclic, so the contents shall be
updated only after a call is disconnected.

If CLI is supported and the incoming phone number matches a number stored in the phone book the incoming call
information is linked to the corresponding information in the phone book. If the incoming call matches an entry but is
indicated as hidden in the phone book the link is established but the information is not displayed by the ME if the code
for the secret entry has not been verified. The ME shall not ask for the secret code to be entered at this point.

Optionally the ME may store the link to phone book entry in the file, so that it does not need to look again for a match in
the phone book when it reuses the entry. But the ME will have to check that the incoming call number still exits in the
linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the phone
book has been found, this field shall be set to 'FFFFFF'.

The first byte of this link is used to identify clearly the phone book location either global (i.e. unggscBy) or local
(i.e. USIM specific). To allow the reuse of the referring mechanism in further implementation of the phonebook under
discussion, this byte can be used to indicate those.

For the current version of the phone book, the phone book entry is identified as follows:
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- the record number in the Edg which indicates the Efy containing the entry;

- the record number inside the indicatedy&F

The structure of Ef is shown below. Coding scheme is according tapkF

NOTE:

Structure of EF ¢

Identifier: '6F80" |

Structure: Cyclic

| Optional

Record length: X+28 bytes |

Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1toX Alpha Identifier (0] X bytes
X+1 Length of BCD number contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 Incoming Call Number M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15 to X+21 | Incoming call date and time (see detail 1) M 7 bytes
X+22 to X+24 | Incoming call duration (see detail 2) M 3 bytes
X+25 Incoming call status (see detail 3) M 1 byte
X+26 to X+28 | Link to phone book entry (see detail 4) M 3 bytes

When the contents except incoming call status are invalid, they are filled with 'FF'.

Detail 1 Coding of date and time

Content:
the date and time are defined by the ME.
Coding:

Byte X+16: Month

it is according to the extended BCD coding from Bytel to Byte 7. The first 3 bytes show year, month and
day (yy.mm.dd). The next 3 bytes show hour, minute and second (hh.mm.ss). The last Byte 7 is Time
Zone. The Time Zone indicates the difference, expressed in quarters of an hour, between the local time
and GMT. Bit 4 in Byte 7 represents the algebraic sign of this difference (0: positive, 1: negative). If the

terminal does not support the Time Zone, Byte 8 shall be "FF“. Byte X+15: Year

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

LSB of first digit year

MSB of first digit year
LSB of second digit year

MSB of second digit year
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|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit month

MSB of first digit month
LSB of second digit month

MSB of second digit month

Byte X+17: Day

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[ LSBoffirst digit day

MSB of first digit day
LSB of second digit day

MSB of second digit day

Byte X+18: Hour

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit hour

MSB of first digit hour
LSB of second digit hour

MSB of second digit hour

Byte X+19: Minute

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit minute

MSB of first digit minute
LSB of second digit minute

MSB of second digit minute

Byte X+20: Second

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[ LSB of first digit second

MSB of first digit second
LSB of second digit second

MSB of second digit second

Byte X+21: Time Zone

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of first digit indicates by quarters an hour

MSB of first digit indicates by quarters an hour
the algebraic sign (0: positive, 1: negative)
LSB of second digit indicates by quarters an hour

MSB of second digit indicates by quarters an hour
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Detail 2 Coding of call duration
Call duration is indicated by second

Byte X+22:

|b8|b7|b6|b5|b4|b3|b2|b1|
I I I I I I I I
223 922 521 520 19 518 L1716

Byte X+23:

|b8|b7|b6|b5|b4|b3|b2|b1|
I I I I I I I I
215 514 513 512,11 510 5,9 o8

Byte X+24:

|b8|b7|b6|b5|b4|b3|b2|b1|
T T T T T T T T
21 26 25 24 23 2 o1 0
For instance, '00' '00' '30' represers2.
Detail 3 Coding of Call status

Byte X+25:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
Answered="0"/ Not Answered="1"'
RFU

Detail 4Link to phone book entry
For the current implementation of the phone book the following coding applies:
- Phone book reference.

Byte X+26:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

0 Global Phone Book (DF TELECOM
1 Local Phone Book (USIM Specific)
RFU

- ERsgr record number :
Byte X+27: Hexadecimal value
- EF5pN record number :

Byte X+28: Hexadecimal value

4.2.34 EFqoc (Outgoing Call Information)

This EF is application located within the USIM application. The outgoing call information can be linked to the phone
book stored under B ecomOr to the local phone book within the USIM. Thedgfeontains the information related to

outgoing calls.

The time of the call and duration of the call are stored in this EF. It may also contain asstiaaedentifier. In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM
ADF level. The structure of this file is cyclic, so the contents shall be updated only after a call is disconnected.
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If the dialled phone number matches a number stored in the phone book the outgoing call information might be linked to
the corresponding information in the phone book. The dialled number may match with a hidden entry in the phone book.
If the dialled number matches a hidden entry in the phone book the link is established but the information related to the
phone book entry is not displayed by the ME, if the hidden code has not been verified. The ME shall not perform hidden
code verification at this point.

Optionally, the ME may store the link to phone book entry in the file, so that it does not need to look again for a match
in the phone book when it reuses the entry. But the ME will have to check that the outgoing call number still exists in
the linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the
phone book has been found, this field shall be set to 'FFFFFF".

Coding scheme is according to,§F

Structure of EF ¢

Identifier: '6F81' | Structure: Cyclic Optional
Record length: X+26 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoX Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3to X+12 | Outgoing Call Number/SSC String M 10 bytes
X+13 Capability/Configuration2 Identifier M 1 byte
X+14 Extension5 Record Identifier M 1 byte
X+15 to X+21 | Outgoing call date and time M 7 bytes
X+22 to X+24 | Outgoing call duration M 3 bytes
X+25 to X+27 | Link to Phone Book Entry M 3 bytes

NOTE: When the contents are invalid, they are filled Wit “.

4.2.35 EF,cr (Incoming Call Timer)

This EF contains the accumulated incoming call timer duration value for the current call and previous calls. The EF is
USIM specific and resides within the USIM application.

Structure of EF ¢t

Identifier; '6F82' | Structure: cyclic | Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)

INCREASE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1-3 Accumulated call timer value M 3 bytes

Coding:
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Accumulated call timer value is indicated by second.

Byte 1:

b8 b7 b6 b5 b4 b3 b2 bl
(5 [ [ [ [ [ [ o]

Byte 2:

b8 b7 b6 b5 b4 b3 b2 bl
(5 [ [ [ [ [ [ o]

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|bl|
| | I I | | I I
27 26 25 24 23 22 o1 50

For example, '00' '00' '30' represerits 2,

4.2.36 EFoct (Outgoing Call Timer)

This EF contains the accumulated outgoing call timer duration value for the current call and previous calls. The EF is
USIM specific and resides within the USIM application. The contents of this EF shall be updated only after a call is
disconnected. The coding of this EF is the same as.EF

Structure of EF ocr

Identifier: '6F83' | Structure: cyclic Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN/PIN2
(fixed during administrative management)
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-3 Accumulated call timer value M 3 bytes
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4.2.37 EFgxs (Extensionb)

This EF contains extension data of&FEFyc and Elysispy Of the USIM application.

Identifier; '6F4E' | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding seedgh.

4.2.38 EFccp, (Capability Configuration Parameters 2)

This EF contains parameters of required network and bearer capabilities and terminal configurations associated with a
call established using a fixed dialling number, an MSISDN, a service dialling number, an incoming call or an outgoing

call. 1t is referred by Efpn, ERusison: EFsons ERcr and Else at USIM ADF level.

Identifier: '6F4F' Structure: linear fixed | Optional
SFI: optional
Record length: 14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved - see below M 4 bytes

- Bearer capability information elements
Contents and Coding:

see 3G TS 24.008 [9]. The Information Element Identity (IEI) shall be excluded, i.e. the first byte of the
EFccporecord shall be Length of the bearer capability contents.

- Bytes 11-14 shall be set to 'FF' and shall not be interpreted by the terminal.

4.2.39 EFeupr (enhanced Multi Level Precedence and Pre-emption)

This EF contains information about priority levels and fast call set-up conditions for the enhanced Multi Level
Precedence and Pre-emption service that can be used by the subscriber.
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Identifier: '6FB5' Structure: transparent Optional
File size: 2 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Priority levels M 1 byte
2 Fast call set-up conditions M 1 byte

- Priority levels
Contents:
the eMLPP priority levels subscribed to.
Coding:
each eMLPP priority level is coded on one bit. Priority levels subscribed to have their corresponding bits set
to 1. Priority levels not subscribed to have their corresponding bits set to 0. Bit b8 is reserved and set to 0.

Byte 1:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

priority level A
priority level B
priority level O
priority level 1
priority level 2
priority level 3
priority level 4
0

Example: If priority levels B and 2 are subscribed to,\fghp shall be coded '12".

- Fast call set-up conditions
Contents:
for each eMLPP priority level, the capability to use a fast call set-up procedure.
Coding:
each eMLPP priority level is coded on one bit. Priority levels for which fast call set-up is allowed have their
corresponding bits set to 1. Priority levels for which fast call set-up is not allowed have their corresponding
bits set to 0. Bit b8 is reserved and set to 0.

Byte 2: fast call set-up condition for:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

fast call set-up condition for priority level A

fast call set-up condition for priority level B
fast call set-up condition for priority level O
fast call set-up condition for priority level 1
fast call set-up condition for priority level 2
fast call set-up condition for priority level 3
fast call set-up condition for priority level 4
0

Example: If fast call set-up is allowed for priority levels B, 0 and 2, then byte 2.gf&¥5 coded '16'.

4.2.40 EFasem (Automatic Answer for eMLPP Service)

This EF contains those priority levels (of the Multi Level Precedence and Pre-emption service) for which the ME shall
answer automatically to incoming calls.
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Identifier: '6FB6' Structure: transparent Optional
File size: 1 byte Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Automatic answer priority levels M 1 byte

- Automatic answer priority levels

Contents:
for each eMLPP priority level, the capability for the mobile station to answer automatically to incoming calls
(with the corresponding eMLPP priority level).

Coding:
each eMLPP priority level is coded on one bit. Priority levels allowing an automatic answer from the mobile
station have their corresponding bits set to 1. Priority levels not allowing an automatic answer from the
mobile station have their corresponding bits set to 0. Bit b8 is reserved and set to 0.

Byte 1:
| b8 | b7 | b6 |b5 |b4 |b3 |b2 |b1 |

Automatic answer priority for priority level A
Automatic answer priority for priority level B
Automatic answer priority for priority level O
Automatic answer priority for priority level 1
Automatic answer priority for priority level 2
Automatic answer priority for priority level 3

Automatic answer priority for priority level 4
0

Example: If automatic answer is allowed for incoming calls with priority levels A, 0 and 1, then,E-coded
'0D'.

4.2.41 EFgus (Group ldentity)

This EF contains the group identity of the mobile subscriber. This group identity references a group key GK, stored in
the USIM, which is used for enhanced user identity confidentiality (enciphering of the IMSI).

|dentifier: '6FC2’ | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Group ldentity M 4 bytes

- Group Identity GMSI
Coding:
the least significant bit of GMSI is the least significant bit of tAé@yte. The most significant bit of GMSI is
the most significant bit of the first byte.
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4.2.42  EFuiqdenkey (Key for hidden phone book entries)

This EF contains the hidden key that has to be verified by the ME in order to display the phone book entries that are
marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier: '6FC3' | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

lto4 Hidden Key M 4 bytes

- Hidden Key
Coding:

the hidden key is coded on 4 bytes using BCD coding. The minimum number of digits is 4. Unused digits are
padded with 'FF'.

NOTE: The phone book entries marked as hidden are not scrambled by means of the hidden key. The are stored in
plain text in the phone book.

4.2.43 Files required for 2G Access

The EFs described in this chapter are required for the USIM application to be able to access service through a GSM
network.

The presence of these files and thus the support of a 2G access is indicated in the 'USIM Service Table' as service no.
'27' being available.

4.2.43.1 EFk. (Ciphering key Kc)

This EF contains the ciphering key Kc and the ciphering key sequence number n for enciphering in a GSM access
network.

Identifier: '6F20" | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to8 Ciphering key Kc M 8 bytes
9 Ciphering key sequence number n M 1 byte

- Ciphering key Kc
Coding:
the least significant bit of Kc is the least significant bit of the eighth byte. The most significant bit of Kc is the
most significant bit of the first byte.

- Ciphering key sequence number n
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

bits b4 to b8 are coded 0
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NOTE: 3G TS 24.008 [9] defines the value of n=111 as "key not available". Therefore the value '07' and not 'FF'
should be present following the administrative phase.

4.2.43.2 EFkeeprs (GPRS Ciphering key KcGPRS)

This EF contains the ciphering key KcGPRS and the ciphering key sequence number n for GPRS (see 3G TS 23.060
[7D).

|dentifier: '6F52' | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-8 Ciphering key KcGPRS M 8 bytes
9 Ciphering key sequence number n for GPRS M 1 byte

- Ciphering key KcGPRS
Coding:
the least significant bit of KcCGPRS is the least significant bit of the eighth byte. The most significant bit of
KcGPRS is the most significant bit of the first byte.

- Ciphering key sequence number n for GPRS
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

n
bits b4 to b8 are coded 0

NOTE: TS 24.008 [9] defines the value of n=111 as "key not available". Therefore the value '07' and not 'FF'
should be present following the administrative phase.

4.2.43.3 EFLocierrs (GPRS location information)

This EF contains the following Location Information:

- Packet Temporary Mobile Subscriber Identity (P-TMSI);

- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Area Information (RAI);

- Routing Area update status.

|dentifier: '6F53' | Structure: transparent | Optional
File size: 14 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-4 P-TMSI M 4 bytes
5t07 P-TMSI signature value M 3 bytes
8-13 RAI M 6 bytes
14 Routing Area update status M 1 byte

- P-TMSI
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Contents:

Packet Temporary Mobile Subscriber Identity.
Coding:

according to TS 24.008 [9].

Byte 1: first byte of P-TMSI

|b8|b7 |b6 |b5 |b4 |b3 |b2 |b1 |
MSB I I I I I

- P-TMSI signature value
Contents:
Packet Temporary Mobile Subscriber Identity signature value.
Coding:
according to TS 24.008 [9].

Byte 1: first byte of P-TMSI signature value

B8 | b7 | b6 | b5 | b4 | b3 |[b2 |[bl
I R N

I
MSB

- RAI
Contents:
Routing Area Information.
Coding:
according to TS 24.008 [9].

Byte 5: first byte of RAI

[B8 [B7 [B6 [B5 b4 [B3 [b2 [p1
[___LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of RAlI (MCC continued)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[___LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1

Byte 7: third byte of RAI (MNC)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of RAI (LAC)
Byte 9: fifth byte of RAI (LAC continued)
Byte 10: sixth byte of RAI (RAC)- Routing update status
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Contents:
status of location update according to TS 24.008 [9].
Coding:
Byte 12:
Bits: b3 b2 bl
0 0 O :updated
0 0 1 :notupdated
0 1 O :PLMN notallowed
0 1 1 :Routing Area not allowed
1 1 1 :reserved

Bits b4 to b8 are RFU.

4.2.43.4 EF_ocizc (Location Information for 2G access)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);

- TMSI TIME;

- Location update status.

See clause 5.2.5 for special requirements when updatirg EF

Identifier: '6F7F' | Structure: transparent Mandatory
File size: 11 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PIN
Bytes Description M/O Length
1-4 TMSI M 4 bytes
5-9 LAI M 5 bytes
10 TMSI TIME M 1 byte
11 Location update status M 1 byte
- TMSI
Contents:
Temporary Mobile Subscriber Identity.
Coding:

according to TS 24.008 [9].

Byte 1: first byte of TMSI
b8 | b7 | b6 | b5 | b4 [b3 |b2 |bl
RALALE LA LR A

MSB
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- LAl
Contents:
Location Area Information.
Coding:
according to TS 24.008 [9].

Byte 5: first byte of LAl (MCC)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of LAl (MCC continued)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[___LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1

Byte 7: third byte of LAl (MNC)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MNC Digit 1

MSB of MNC Digit 1
LSB of MNC Digit 2

MSB of MNC Digit 2

Byte 8: fourth byte of LAl (LAC)
Byte 9: fifth byte of LAl (LAC continued)

- TMSITIME
Contents:
current value of Periodic Location Updating Timer (T3212).
This byte is used by Phase 1 MEs, but it shall not be used by Phase 2 MEs.
- Location update status

Contents:
status of location update according to TS 24.008 [9].
Coding:
byte 11:
Bits: b3 b2 bl
0 0 0 : updated
0 0 1 : notupdated
0 1 0 : PLMN notallowed
0 1 1 : Location Area not allowed
1 1 1 : reserved

Bits b4 to b8 are RFU (see GSM 11.11 [18]).

4.2.43.5 EFgccH (Broadcast Control Channels)

This EF contains information concerning the BCCH according to TS 24.008 [9].
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BCCH storage may reduce the extent of a User Equipment's search of BCCH carriers when selecting a cell. The BCCH
carrier lists in an UE shall be in accordance with the procedures specified in TS 24.008 [9]. The UE shall only store
BCCH information from the System Information 2 message and not the 2bis extension message.

Identifier: '6F74' | Structure: transparent | Optional
File size: 16 bytes | Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-16 BCCH information M 16 bytes

- BCCH information
Coding:
the information is coded as octets 2-17 of the "neighbour cells description information element” in
TS 24.008 [9].

4.3 DFs at the USIM ADF (Application DF) Level

DFs may be present as child directories of USIM-. The following DFs are defined:

- DFsoisa 'S5F70'
- DFpronesook  SF3A'

(DF for application specific phonebook. This DF has the same structure assthgdabokunder DRe ecom)

4.4 Contents of DFs at the USIM ADF (Application DF) level

4.4.1 Contents of files at the DF SoLSA level

This subclause specifies the EFs in the dedicated filg EFIt only applies if the SoLSA feature is supported (see
3G TS 23.073 [8]).

The EFs contain information about the users subscribed local service areas.

4.4.1.1 EFsa (SOLSA Access Indicator)
This EF contains the 'LSA only access indicator'. This EF shall always be allocateg, f,i3Fpresent.

If the indicator is set, the network will prevent terminated and/or originated calls when the UE is camped in cells that are
not included in the list of allowed LSAs in EF. Emergency calls are, however, always allowed.

The EF also contains a text string which may be displayed when the UE is out of the served area(s).

|dentifier: '4F30' | Structure: transparent | Optional
Record length: X+1 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 LSA only access indicator M 1 byte
2to X+1 LSA only access indication text M X bytes
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LSA only access indicator
Contents:
indicates whether the UE is restricted to use LSA cells only or not.

Coding:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

b1=0: LSA only access not activated
b1=1: LSA only access activated
RFU

LSA only access indication text

Contents:
text to be displayed by the ME when it's out of LSA area.

Coding: the string shall use either

- the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha identifier
shall be left justified. Unused bytes shall be set to 'FF',

or,

- one of the UCS2 coded options as defined in the annex of 3G TS 31.101 [11].

4412 EFs. (SOLSA LSA List)

This EF contains information describing the LSAs that the user is subscribed to. This EF shall always be allocated if
DFso saiS present.

Each LSA is described by one record that is linked to a LSA Descriptor file. Each record contains information of the
PLMN, priority of the LSA, information about the subscription and may also contain a text string and/or an icon that
identifies the LSA to the user. The text string can be edited by the user.

|dentifier: '4F31' | Structure: linear fixed | Optional
Record length: X+10 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1toX LSA name (0] X bytes
X+1 Configuration parameters M 1 byte
X+2 RFU M 1 byte
X+3 Icon Identifier M 1 byte
X+4 Priority M 1 byte
X+5 to X+7 PLMN code M 3 bytes
X+8 to X+9 LSA Descriptor File Identifier M 2 bytes
X+10 LSA Descriptor Record Identifier M 1 byte
LSA name

Contents:
LSA name string to be displayed when the ME is camped in the corresponding area, dependant on the
contents of the LSA indication for idle mode field.
Coding:
the string shall use either
- the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha
identifier shall be left justified. Unused bytes shall be set to 'FF/,
or
- one of the UCS2 coded options as defined in the annex of 3G TS 31.101 [11].

Configuration parameters
Contents:
icon qualifier, control of idle mode support and control of LSA indication for idle mode.
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Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

Icon qualifier

Idle mode support

LSA indication for idle mode
RFU (see 3G TS 31.101)

Icon qualifier
Contents:
the icon qualifier indicates to the ME how the icon to be used.

b1, b2: 00:iconis not to be used and may not be present.
01: icon is self-explanatory, i.e. if displayed, it replace the LSA name
10: icon is not self-explanatory, i.e. if displayed, it shall be displayed together with the LSA name
11: RFU

Idle mode support

Contents:
the idle mode support is used to indicate whether the ME shall favour camping on the LSA cells in idle mode.
b3 = 0: Idle mode support disabled;
b3 = 1: Idle mode support enabled.

LSA indication for idle mode

Contents:
the LSA indication for idle mode is used to indicate whether or not the ME shall display the LSA name when
the ME is camped on a cell within the LSA.

b4 = 0 : LSA indication for idle mode disabled
b4 = 1 : LSA indication for idle mode enabled
Bits b5 to b8 are RFU (see 3G TS 31.101 [11]).

Icon Identifier
Contents:

the icon identifier addresses a record ingF
Coding:

binary.

Priority
Contents:

priority of the LSA which gives the ME the preference of this LSA relative to the other LSAs.
Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[ Priority
RFU

'0" is lowest priority 'F' is highest.

PLMN code
Contents:
MCC + MNC for the LSA.
Coding:
according to 3G TS 24.008 [9] and BE.

LSA Descriptor File Identifier
Contents:

these bytes identity the EF which contains the LSA Descriptors forming the LSA.
Coding:

byte X+8: high byte of the LSA Descriptor file;

byte X+9: low byte of the LSA Descriptor file.

LSA Descriptor Record Identifier
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Contents:

this byte identifies the number of the first record in the LSA Descriptor file forming the LSA.
Coding:

binary.

4.4.1.3 LSA Descriptor files

Residing under D§;, sa there may be several LSA Descriptor files. These EFs contains one or more records again
containing LSA Descriptors forming the LSAs. LSAs can be described in four different ways. As a list of LSA IDs, as a
list of LAC + Cls, as a list of Cls or as a list of LACs. As the basic elements (LSA ID, LAC + ClI, Cl and LAC) of the
four types of lists are of different length, they can not be mixed within one record. Different records may contain
different kinds of lists within the EFs. Examples of coding of LSA Descriptor files can be found in Annex F.

Identifier: '4FXX' | Structure: linear fixed | Optional
Record length: n*X+2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 LSA descriptor type and number M 1 byte
2to X+1 1 LSA Descriptor M X bytes
X+2to 2X+1 | 2™ LSA Descriptor M X bytes
(n-1)*X+2 to nth LSA Descriptor M X bytes
n*X+1
n*X+2 Record Identifier M 1 byte

- LSA descriptor type and number
Contents:
the LSA descriptor type gives the format of the LSA descriptor and the number of valid LSA Descriptors
within the record.

Coding:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

LSA descriptor type

Number of LSA Descriptors

- LSA descriptor type
Contents: Gives the format of the LSA Descriptors.
b1, b2: 00:LSAID.
01: LAC + ClI
10: CI
11: LAC

- Number of LSA Descriptors
Contents:
the number of valid LSA Descriptors in the record.
Coding:
binary, with b8 as MSB and b3 as LSB leaving room for 64 LSA Descriptors per record.

- LSA Descriptor
Contents:
Dependant of the coding indicated in the LSA descriptor type:
- in case of LSA ID the field length 'X' is 3 bytes,
- in case of LAC + ClI the field length X' is 4 bytes,
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- in case of Cl the field length 'X' is 2 bytes,

- in case of LAC the field length X' is 2 bytes,
Coding:

according to 3G TS 24.008 [9].

- Record Identifier
Contents:
this byte identifies the number of the next record containing the LSA Descriptors forming the LSA.
Coding:
record number of next record. 'FF' identifies the end of the chain.

This file utilises the concept of chaining as forff.

The identifier '4FXX' shall be different from one LSA Descriptor file to the other and different from the
identifiers of Eky and Eky, . For the range of 'XX', see subclause thd.

4.42 Contents of files at the DF PHONEBOOK level

The UICC may contain a global phonebook, or application specific phonebooks, or both in parallel. When both
phonebook types co-exist, they are independent and no data is shared. In this case, it shall be possible for the user to
select which phonebook the user would like to access.

The global phonebook is located in fBnesook under DRg ecom. Each specific USIM application phonebook is
located in DExonesook Of its respective Application Rjgv. DFehonesook Under Digsy and under DRg ecom have the
same structure. Yet BRonesook Under Diggy may contain a different set of files thanddbnesook under DRg ecom-
All phonebook related EFs are located under their respectiveok¥eook -

USIM specific phonebooks are dedicated to application specific entries. Each application specific phonebook is
protected by the application PIN

If a GSM application resides on the UICC, the EFs ADN and EXT1 from oagoi¥eook(defined at GSM application
installation) are mapped to Bfecow. Their file IDs are specified in GSM 11.11 [18], i.e.A5fF= '6F3A" and EExr1 =
'6F4A', respectively.EF,pn_and Elpgr shall always be present if the PHonebooldS present. If any other phonebook
file, other than Efpn Or EFexr1_iS used then Efgcshall be present.

If the 3G UICC is inserted into a GSM terminal and a record in the phone book has been updated, a flag in the entry
control information in the Efgcis set from O to 1 by the caridthe UICC is later inserted into a 3G terminal again, the
terminal shall check the flag in Efzand if this flagshall set update the CC. A set flag inpEdfesults in a full
synchronisation of the phone book (if synchronisation is requested).

The EF structure related to the public phone book is located ungdgeiEookin DFre ecov- A USIM specific phone

book may exist for application specific entries. The application specific phone book is protected by the application PIN.
The application specific phone book is a copy of the file structure of the one specified for the public phone book under
DFeecom The application specific phonebook may contain a different set of files than the one in the public area under
DFreLecom

4421 EFpsr (Phone Book Reference file)

This file describes the structure of the phonebook. The reference file is a file that contains information how the
information in the different files is to be combined together to form a phone book entry. The reference file contains
records. Each record specifies the structure of up to 254 entries in the phone book. Each phone book entry consists of
data stored in files indicated in the reference file record. The entry structure shall be the same over all the records in the
EF pgr. If more than 254 entries are to be stored, a second record is needed in the reference file. The structure of a
phone book entry is defined by different TLV objects that are stored in a reference file record. The reference file record
structure describes the way a record in a file that is part of the phonebook is used to create a complete entry. Three
different types of file linking exist.

- Type 1 files: Files that contain as many records as the reference/master fil¢ E¥xpn1) and are linked on
record number bases (Recl -> Recl). The master file record number is the reference

- Type 2 files: Files that contain less entries than the master file and are linked via pointers in the index
administration file (Efzp)
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- Type 3 files are files that are linked by a TLV object in a record (Grouping informatiors i) EF

Table 4.1: Phone Book Reference file Constructed Tags

Tag Value Constructed TAG Description
'D8' Indicating files where the amount of records equal to
master EF, type 1
‘DY’ Indicating files that are linked using the index

administration file, type 2. Order of pointer
appearance in index administration EF is the same as
the order of file IDs following this tag

‘DA’ Indicating files that are addressed inside a TLV
object, type 3. (The file pointed to is defined by the
TLV object.)

The first file ID indicated using constructed Tag 'D8' is called the master EF. Access conditions for all other files in the
index structure is set to the same as for the master EF unless otherwise specified.

File IDs indicated using constructed Tag 'D8' is a type 1 file and contains the same number of records as the first file
that is indicated in the data part of this TLV object. All files following this Tag are mapped one to one using the record
numbers/IDs of the first file indicated in this TLV object.

File IDs indicated using constructed Tag 'D9' are mapped to the master EF (the file ID indicated as the first data object
in the TLV object using Tag 'D8') using the pointers in the index administration file. The order of the pointers in the
index administration file is the same as the order of the file IDs presented after Tag 'D9'. If this Tag is not present in the
reference file record the index administration file is not present in the structure. In case the index administration file is
not present in the structure it is not indicated in the data following tag 'D8'.

File IDs indicated using constructed Tag 'DA' indicate files that are part of the reference structure but they are addressed
using TLV objects in one or more of the files that are part of the reference structure. The length of the tag indicates
whether the file to be addressed resides in the same directory or if a path to the file is provided in the TLV object.

Each constructed Tag contains a list of primitive Tags indicating the order and the type of data (e.g. ADN, IAP,...) of
the reference structure. The primitive tag identifies clearly the type of data, its value field indicates the file identifier.

Table 4.2: Tag definitions for the phone book type of file

Tag Value TAG Description
'CO' EFapn data object
'Cl EFiap data object
'c2' EFexT1 data object
'C3' EFsne data object
'C4' EFanr data object
'C5' EFpsc data object
'C6' EFcrp data object
'C7' EFaas data object
'c8' EFcas data object
'Co’ EFuip data object
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Phone Book Reference file EF pgg Structure

Identifier: '4F30' Structure: linear fixed Optional
SFI: Optional
Record Length: X bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoX TLV object(s) for indicating EFs that are part of M X bytes
the phone book structure

4.4.2.2 EFap (Index Administration Phone book)
This file is present if Tag 'D9' is indicated in the reference file.

The EF contains pointers to the different records in the files that are part of the phone book. The index administration
file record number/ID is mapped one to one with the correspondigg, ERusshallbe record to record). The index
administration file contains the same amount of records asEFhe order of the pointers in an gfFshall be the same

as the order of file IDs that appear in the TLV object indicated by Tag 'D9' in the reference file record. The amount of
bytes in a record is equal to the number of files indicated thgz:Eflowing tag 'D9'.

The value 'FF'is an invalid record number/ID and is used in any location in to indicate that no corresponding record in
the indicated file is available.

The content of Efgp is set to 'FF' at the personalisation stage.

Index administration file EF 5p Structure

Identifier: '4FXX' Structure: linear fixed Optional
SFI: mandatory
Record Length: X bytes Update activity: high
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length

1 Record number of the first object indicated M 1 byte
after Tag 'D9'

2 Record number of the second object indicated M 1 byte
after Tag 'D9'

X Record number of the X" object indicated after M 1 byte
Tag 'D9'

4.4.2.3 EFapbn (Abbreviated dialling numbers)

This EF contains Abbreviated Dialling Numbers (ADN) and/or Supplementary Service Control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also
contain an associated alpha-tagging.

This EF shall always be present if thedRbnheboodS present.
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Identifier: '4F3A Structure: linear fixed Optional
SFI: mandatory
Record length: X+14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
l1toX Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte
X+3 to X+12 Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte
- Alpha Identifier
Contents:
Alpha-tagging of the associated dialling number.
Coding:
this alpha-tagging shall use
either

- the SMS default 7-bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha
identifier shall be left justified. Unused bytes shall be set to 'FF".

or

- one of the UCS2 coded options as defined in the annex of 3G TS 31.101 [11].

NOTE 1: The value of X may be from zero to 241. Using the command GET RESPONSE the ME can determine
the value of X.

- Length of BCD number/SSC contents

Contents:
this byte gives the number of bytes of the following two data items containing actual BCD number/SSC
information. This means that the maximum value is 11, even when the actual ADN/SSC information length is
greater than 11. When an ADN/SSC has extension, it is indicated by the extensionl identifier being unequal
to 'FF'. The remainder is stored in the-lzgrwith the remaining length of the additional data being coded in
the appropriate additional record itself (see subclausg344..

Coding:
according to 3GT'S 24.008 [9].

- TON and NPI
Contents:
Type of number (TON) and numbering plan identification (NPI).
Coding:
according to 3GI'S 24.008 [9]. If the Dialling Number/SSC String does not contain a dialling number, e.g. a
control string deactivating a service, the TON/NPI byte shall be set to 'FF' by the ME (see note 2).

NOTE 2: If a dialling number is absent, no TON/NPI byte is transmitted over the radio interface (see
3G TS 24.008 [9]). Accordingly, the ME should not interpret the value 'FF' and not send it over the radio
interface.

| B8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[ NPl

TON
1

- Dialling Number/SSC String
Contents:
up to 20 digits of the telephone number and/or SSC information.
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Coding:

according to 3GTI'S 24.008 [9], 3G TS 22.030 [4] and the extended BCD-coding (seeltzbi®. If the

telephone number or SSC is longer than 20 digits, the first 20 digits are stored in this data item and the
remainder is stored in an associated record in the/EH he record is identified by the Extension1 Record
Identifier. If ADN/SSC require less than 20 digits, excess nibbles at the end of the data item shall be set to 'F'.
Where individual dialled humbers, in one or more records, of less than 20 digits share a common appended
digit string the first digits are stored in this data item and the common digits stored in an associated record in
the ERxr1- The record is identified by the Extension 1 Record Identifier. Excess nibbles at the end of the data
item shall be set to 'F'.

Byte X+3
| B8| b7| B6 |b5 |b4 |b3 |b2 |b1
L___FSBofD@nl
&SBofD@nl
FSBOfD@hZ
&SBofD@nz
Byte X+4:
| B8| b7| B6 |b5 |b4 |b3 |b2 |b1
L___FSBofD@n3
&SBofD@n3
FSBofD@n4
&SBofD@n4

etc.

Capability/Configuration Identifier
Contents:

capability/configuration identification byte. This byte identifies the number of a record in ¢gae EF
containing associated capability/configuration parameters required for the call. The use of this byte is
optional. If it is not used it shall be set to 'FF".

Coding:

binary.

Extensionl Record Identifier
Contents:

extensionl record identification byte. This byte identifies the number of a record inghedeRtaining an
associated called party subaddress or additional data. The use of this byte is optional. If it is not used it shall
be set to 'FF'.

if the ADN/SSC requires both additional data and called party subaddress, this byte identifies the additional
record. A chaining mechanism insidedgzf; identifies the record of the appropriate called party subaddress
(see subclause 4.23.4).

Coding:

binary.

NOTE 3: H-EF,py ispart-ofin the public phone booik-under DFg ecomit-may be used by USIM, GSM and also

other applications in a multi-application card. If the non-GSM application does not recognise the use of
Type of Number (TON) and Number Plan Identification (NPI), then the information relating to the
national dialling plan shall be held within the data item dialling number/SSC and the TON and NPI fields
set to UNKNOWN. This format would be acceptable for 3G operation and also for the non-GSM
application where the TON and NPI fields shall be ignored.
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Example: SIM storage of an International Number using E.164 [22] numbering plan

TON NPl Digit field

USIM application 001 0001 abc...
Other application compatible with 3G 000 0000  xxx...abc...

where "abc..." denotes the subscriber number digits (including its country code), and "xxx..."
denotes escape digits or a national prefix replacing TON and NPI.

NOTE 4: When the ME acts upon the &skwith a SEARCH RECORD command in order to identify a character
string in the alpha-identifier, it is the responsibility of the ME to ensure that the number of characters used
as SEARCH RECORD parameters are less than or equal to the value of X if the MMI allows the user to
offer a greater number.

Table 4.3: Extended BCD coding

BCD Value Character/Meaning
0 "o
g o
X o
B’ o
'C' DTMF Control digit separator (GSM 02.07 [17])
‘D' "Wild" value. This will cause the MMI to prompt the user for a single digit (see GSM 02.07 [17]).
'E' RFU
' Endmark e.g. in case of an odd number of digits

BCD values 'C', 'D' and 'E' are never sent across the radio interface.

NOTE 5: A second or subsequent 'C' BCD value will be interpreted as a 3 second PAUSE (see GSM 02.07 [17]).

4.4.2.4 EFext1 (Extensionl)

| This EF contains extension data of an ADN/SSEMSISBN-anlCloran-OCIThis EF shall always be present if the
DFphonebookS present.

Extension data is caused by:

- an ADN/SSCIMSISDNHCH-OCh-which is greater than the 20 digit capacity of the ADN/$SISISDN,
1C-OClh Elementary File or where common digits are required to follow an ADN/SSC string of less than 20

digits. The remainder is stored in this EF as a record, which is identified by a specified identification byte
| inside the ADN/SSGMSISBN-CH-OCH-Elementary File. The EXT1 record in this case is specified as
additional data;

- an associated called party subaddress. The EXT1 record in this case is specified as subaddress data.
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Identifier: '4FXX' Structure: linear fixed Optional
SFI: Mandatory
Record length: 13 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to0 12 Extension data M 11 bytes
13 Identifier M 1 byte
Record type
Contents:
type of the record.
Coding:

| B8 | b7 | b6 |b5 |b4 |b3 |b2 |b1
[ Called Party Subaddress

Additional data
RFU

b3-b8 are reserved and set to O;

a bit set to 1 identifies the type of record;
only one type can be set;

'00" indicates the type "unknown".

The following example of coding means that the type of extension data is "additional data":

|B8|b7|b6|b5 |b4 |b3 |b2 |bl |
T3 333373

Extension data
Contents:
additional data or Called Party Subaddress depending on record type.
Coding:
Case 1, Extensionl record is additional data:
The first byte of the extension data gives the number of bytes of the remainder of ADMSSEtively
MSISBN-CH-OC). The coding of remaining bytes is BCD, according to the coding of ADN/SSC
MSISBN-HCH-OC)H. Unused nibbles at the end have to be set to 'F'. It is possible if the number of
additional digits exceeds the capacity of the additional record to chain another record inside the EXT1
Elementary File by the identifier in byte 13.
Case 2, Extensionl record is Called Party Subaddress:
The subaddress data contains information as defined for this purposd & 34008 [9]. All
information defined in 3@'S 24.008, except the information element identifier, shall be stored in the
USIM. The length of this subaddress data can be up to 22 bytes. In those cases where two extension
records are needed, these records are chained by the identifier field. The extension record containing the
first part of the called party subaddress points to the record which contains the second part of the
subaddress.

Identifier
Contents:

identifier of the next extension record to enable storage of information longer than 11 bytes.
Coding:

record number of next record. 'FF' identifies the end of the chain.

Example of a chain of extension records being associated to an ADN/SSC. The extensionl record identifier (Byte
14+X) of ADN/SSC is set to 3.
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No of Record

Record 3
Record 4
Record 5
Record 6

In this example ADN/SSC is associated to additional data (record 3) and a called party subaddress whose length

Type Extension Data
‘02’ XX venennd XX
XX’ XX e XX
‘01’ XX uevenns XX

‘01 XX venvennd XX

is more than 11 bytes (records 6 and 5).

4.4.2.5 EFpsc (Phone Book Control)

This EF contains control information related to each entry in the phone book. This EF contains as many records as the
| EF.pn associated with itusshallbe record to record). Each record insgdpoints to a record in its BFy. This file

Next

‘06’
o’
s
‘05’

Error! No text of specified style in document.

Record

indicates the control information and the hidden information of each phone book entry.

The content of Efgcis linked to the associated fgg record by means of the ADN record number/ID (there is a one to

one mapping of record number/identifiers betweepcg&nd Efzpy).

Structure of control file EF

PBC

Identifier: "4FXX'

Structure: linear fixed

Optional

SFI: Mandatory

Record length: 2 bytes

Update activity: low

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Entry Control Information M 1 byte
2 Hidden Information M 1 byte

- Entry Control Information

Contents:

provides some characteristics about the phone book entry (eg modification by a 2G mobile).

Coding:

|b8|B7|b6|BS|b4 |B3 |b2 |Bl|

- Hidden Information
Contents:

indicates to which USIM/GSM application of the UICC this phone book entry belongs, so that the
corresponding secret code can be verified to display the phone book entry, other wise the phone book entry is

hidden.
Coding:

'00" — the phone book entry is not hidden;
'xx' — record number in By of the associated USIM application.

4.4.2.6 EFcre (Grouping file)

This EF contains the grouping information for each phone book entry. This file contains as many records as the

Modified by 2G phone '1', no change ‘0’
RFU (see 3G TS 31.101)

associated Efpy. Each record contains a list of group identifiers to which the entry belongs.
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Structure of grouping file EF  ggp

Identifier: '4FXX' Structure: linear fixed Optional
SFI: Mandatory

Record Length: X bytes (1< X<10) | Update activity: high

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 Group Name Identifier 1 M 1 byte
2 Group Name ldentifier 2 (0] 1 byte
X Group Name ldentifier X (0] 1 byte

- Group Name ldentifier x

Content:
indicates if the associated entry is part of a group, in that case it contains the record number of the group

name in Egas.

One entry can be assigned to a maximum of 10 groups.
Coding:

'00" — the phone book entry is not part of a group;

'XX' —record number in Efas,

4.42.7 EFaas (Additional number Alpha String)

This file contains the alpha strings that are associated with the user defined naming tags for additional numbers
referenced in Efg.

Structure of EF aas

Identifier: '4FXX' Structure: linear fixed Optional

SFI: Recommended
Record length: X bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
1toX Alpha text string M X bytes

- Alpha text string
Content:
user defined text for additional number.
Coding:
same as the alpha identifier in &f.

4.4.2.8 EFcas (Grouping information Alpha String)

This file contains the alpha strings that are associated with the group name refereneggd in EF
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Structure of EF gas

Identifier: '4FXX' Structure: linear fixed Optional

SFI: Recommended
Record length: X bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
ltoX Alpha text string M X bytes

- Alpha text string
Content:
group names.
Coding:
same as the alpha identifier in &f.

4.4.2.9 EFanr (Additional Number)

Several phone numbers can be attached to opsyEEcord, using one or several fxk. The amount of additional

number entries may be less than or equal to the amount of recordgin Bfe EF structure is linear fixed. Each

record contains an additional phone number. The first byte indicates whether the record is free or the type of additional
number referring to the record number il containing the text to be displayed. The following part indicates the
additional number and the reference to the associated record inhefier

Structure of EF g

Identifier: '4FXX' Structure: linear fixed | Optional
SFI: mandatory
Record length: X+11 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Additional Number identifier M 1 byte
2tol1l Additional number M 10 bytes
12 ADN file SFI M/O 1 byte
13 ADN file Record Identifier M/O 1 byte

- Additional Number Identifier
Content:
describes the type of the additional number defined in the filgsEF
Coding:
'00' — no additional number description;
'xx' — record number in Efgs describing the type of number (e.g. "FAX");
'FF' — free record.

- Additional number
Content:
additional phone number linked to the phone book entry.
Coding:
same than the dialling number /SSC string indsgF

3GPP



Error! No text of specified style in document. 62 Error! No text of specified style in document.

- ADN file SFI
Content:
Short File identifier of the associated gk file.
Coding:
as defined in the UICC specification.

- ADN file Record Identifier
Content:
record identifier of the associated phone book entry.
Coding:
'xx' — record identifier of the corresponding ADN record

In case of a one-to-one mapping, i.e. there is one ANR entry for each ADN entry, the ADN file SFI and the ADN file
Record Identifier should not be present. In all other cases these two bytes shall be present.
4.4.2.10 EFsne (Second Name Entry)

The phone book also contains the option of a second name entry. The second name entry is associated with the ADN
record through the pointer in the index administration file. The amount of second name entries may be less than or equal
to the amount of records in .

Structure of EF gn\e

Identifier: '"4FXX' Structure: linear fixed | Optional
SFI: mandatory
Record length: X+2 bytes Update activity: low
Access Conditions:

READ PIN

UPDATE PIN

DEACTIVATE ADM

ACTIVATE ADM
Bytes Description M/O Length
l1to X Alpha Identifier of Second Name M X bytes
X+1 ADN file SFI M/O 1 byte
X+2 ADN file Record Identifier M/O 1 byte

- Alpha Identifier of Second Name
Content:
string defining the second name of the phone book entry.
Coding:
as the alpha identifier for &fy.

- ADN file SFI
Content:
Short File identifier of the associated sk file.
Coding:
as defined in the UICC specification.

- ADN file Record Identifier
Content:
record identifier of the associated phone book entry.
Coding:
'xx' — record identifier of the corresponding ADN record.

In case of a one-to-one mapping, i.e. there is one SNE entry for each ADN entry, the ADN file SFI and the ADN file
Record Identifier should not be present. In all other cases these two bytes shall be present.
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44211 EFccp1 (Capability Configuration Parameters 1)

This EF contains parameters of required network and bearer capabilities and ME configurations associated with a call
established using a phone book entry.

Identifier: '4F3D' Structure: linear fixed | Optional
SFI: optional
Record length: 14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved - see below M 4 bytes

- Bearer capability information element
Contents and Coding:
see 3GTS 24.008 [9]. The Information Element Identity (IEI) shall be excluded; i.e. the first byte of the
EFccq record shall be Length of the bearer capability contents.

- Bytes 11-14 shall be set to 'FF' and shall not be interpreted by the ME.

4.4.2.12 Phone Book Synchronisation

To support synchronisation of phone book data with other devices, the USIM may phefabwing identifiersfiles
to be used by the synchronisation method: a phone book synchronisation counter (PSC), a uniqueddesatifier
pheoneboek-enty(UID) and change counter (CC) to indicate recent changes.

442121 EFup (Unique Identifier)

The ERyp is used to uniquely identify a record and to be able to keep trackefcthelsentryin the phondook- The

terminal assigns the (UID) when a new entry is created. The value of the UID does not change as long as the value of the
PID remains the same. The UID shall remain on the UICC, i Elntil the PID is regenerated. This means that when
aphone bookecerdentryis deletedrem-the-pheneboglkthe content of the linked information (eg ADN, E-MAIL,..)
areshall beset to the personatation value 'FF...FF'. But the UID-value of the deleted record shall not be used when a
newrecordentryis added to the phonebook until the PID is regenerated, but it shall be set to a new value.

Iffwhen the PID is regenerated, all UIDs for teeordsentryin the phonéook shall be assigned new values starting
from 1. The new value of the UID for eakeordentryshall then be kept until the PID is regenerated again.

3GPP



Error! No text of specified style in document. 64 Error! No text of specified style in document.

Structure of EF ypp

Identifier: '4F21"' Structure: linear fixed Optional
SFI: optional
Record length: 2 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Unique Identifier (UID) of Phone Book Entry M 2 bytes

- Unique Identifier of Phone Book Entry
Content:
number to unambiguously identify the phone book entry for synchronisation purposes.
Coding:
hexadecimaValue: At initialisation all UIDs are personalised @0 00 Hex(e.g. empty).

442122 EFpsc (Phone book Synchronisation Counter)

The phone book synchronisation counter (PSC) is used by the ME to construct the phone book identifier and to
determine whether the accessed phone book is the same as the previously accessed phone book or ifrikisoavnew
phone book (might be the case that there is one phonebook under DF-telecom and oheghm@wding in a USIM-
application). If the PSC is unknown, a full synchronisation of the phoak will follow.

The PSC is also used to regenerate the UIDs and reset the CC to prevent them from running out of range. When the
UIDs or the CC has reached its maximum value, a new PSC is generated. This leads to a scenario where neither the CC
nor the UIDs will run out of range.

The PSC shall be regenerated by the terminal if one of the following situation applies:
- the values of the UIDs have run out of range;
- the whole phone book has been reset/deleted;
- the value of the CC has run out of range.

Structure of EF pgc

Identifier: '4F22' Structure: transparent | Optional
SFI: optional
File size: 4 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto4 Phone book synchronisation counter (PSC) M 4 bytes

- PSC: Unique synchronisation counter of Phone Book
Content:
number to unambiguously identify the status of the phone book for synchronisation purposes
Coding:
hexadecimavalue

The phone book identifier coding based on thesgls described hereafter :

- For a phone book residing in DF-telecom:
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- Phone book identifier = ICCid (10bytes) "fixed part" + 4 bytes (insgFvariable part"
- For a phone book residing in an USIM application:

- Phone book identifier = 10 last bytes of (ICCid XOR AID) "fixed part" + 4 bytes (sydFvariable
part"

To be able to detect if the PSC needs to be regenerated (i.e. the variable part) the followingstestbe
made by the terminal before for each update of either the CC or the assignment of a new UID:

- Each time the terminal has to increment the value of the UID the following test is needed:
If UID = ‘FFFF then
{IncrementPSC mod‘FFFFFFFF ;}
- Each time the terminal has to increment the value of CC the following test is needed:
If CC ='FFFF then

{IncrementPSC mod'FFFFFFFF ; CC=0001}

NOTE: If the phonebook is deleted then the terminal will changB $teaccording to:

Incrementing®SC modulus FFFFFFFF

4.4.2.12.3 EFcc (Change Counter)
The change counter (CC) shall be used to detect changes made to the phone book.

Every update/deletion of an existing phone book entry or the addition of a new phone book entry causes the terminal to
| increment th&eF-c. The concept of having a CC makes it possible to update the_pbokén different terminals,

which still are able to detect the changes (e.g. changes between different handset‘samtict’2jeneration of

terminals).

Structure of EF ¢

Identifier: '4F23' Structure: transparent Optional
SFI: Mandatory
File size: 2 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Change Counter (CC) of Phone Book M 2 bytes

- Change Counter of Phone Book
Content:
indicates recent change(s) to phone book entries for synchronisation purposes.
Coding:
’ hexadecimaValue 2At initialisation, CC shall be personalised to ‘00 (. empty).

442124 EFpup (Previous Unique Identifier)

The PUID is used to store the previously used unique identifier (UID). The purpose of this file is to allow the termicldlyto qu
| generate a new UID, which shalktim be stored in thEFPyp.
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Structure of EF pyp

Identifier: '4F24' Structure: transparent Optional
SFI: Mandatory
File size: 2 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to2 Previous Unique IdentifierChange-Counter M 2 bytes
(S€PUID) of Phone Book Entry

- Previousy unique ldentifier of Phone Book Entry
Content:
pPrevious number that was used to unambiguously identify the phone book entry for synchronisation
purposes.

4.5 Contents of files at the TELECOM level

The EFs in the Dedicated File Ri=com contain service related information.

45.1 EFaon (Abbreviated dialling numbers)

In case of a present GSM application on the UICC the firgt\Efe. reflected by the first record in gr) of the
DFpronesookiS mapped to Dfg ecom to ensure backwards compatibility.

A 3G ME shall not access this file. The information is accessible for a 3G ME undegpin iEfer Dbyonesook.

45.2 EFext1 (Extensionl)

In case of a present GSM application on the UICC the firsif&[.e. reflected by the first record in gr) of the
DFpronesookiS mapped to Dfg ecom to ensure backwards compatibility.

45.3 EFccp (Capability Configuration Parameter)

In case of a present GSM application on the UICC the firs¢HFe. reflected by the first record in igr ) of the
DFpronesookiS mapped to Dfg ecom to ensure backwards compatibility.

454 EFsumve (SetUpMenu Elements)

This EF contains Simple TLVs related to the menu title to be used by a UICC when issuing a SET UP MENU proactive
command.

|dentifier: '6F54' | Structure: transparent | Optional
File size: X+Y bytes Update activity: low
Access Conditions:

READ ADM
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

1-X Title Alpha Identifier M X bytes

1+X - X+Y Title Icon Identifier (0] Y bytes
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- Title Alpha Identifier
Contents:
this field contains the Alpha Identifier Simple TLV defining the menu title text.
Coding:
according to TS 31.111 [12].

- Title Icon Identifier
Contents:
this field contains the Icon Identifier Simple TLV defining the menu title icon.
Coding:
according to TS 31.111 [12]. If not present the field shall be set to 'FF'.

Unused bytes of this file shall be set to 'FF'.

4.6 Contents of BEsfiles at the TELECOM level

DFs may be present as child directories off¥fcon- The following DFs have been defined:
- DFgrapHics '5F50'
- DFphonesook 'SF3A'

(DF for public phone book. This DF has the same structure asoR¥sookunder ADF USIM)

46.1 Contents of files at the DFgrapnics level

The EFs in the Dedicated File Bapnicscontain graphical information.

46.1.1 EFuc (Image)

Each record of this EF identifies instances of one particular graphical image, which graphical image is identified by this
EF's record number.

Image instances may differ as to their size, having different resolutions, and the way they are coded, using one of several
image coding schemes.

As an example, image k may represent a company logo, of which there are i instances in the UICC, of various
resolutions and perhaps encoded in several image coding schemes. Then, the i instances of the company's logo are
described in record k of this EF.

|dentifier: '4F20' | Structure: linear fixed | Optional
Record length: 9n+2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Number of Actual Image Instances M 1 byte
21010 Descriptor of Image Instance 1 M 9 bytes
11to 19 Descriptor of Image Instance 2 (@) 9 bytes
9 (n-1) + 2to | Descriptor of Image Instance n (@) 9 bytes
9n+1
9n + 2 RFU (see 3G TS 31.101) (@) 1 byte

- Number of Actual Image Instances
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Contents:
this byte gives the number of actual image instances described in the following data items (i.e. unused
descriptors are not counted).

Coding:
binary.

- Image Instance Descriptor
Contents:
a description of an image instance.
Coding:
Byte 1: Image Instance Width
Contents:
this byte specifies the image instance width, expressed in raster image points.
Coding:
binary.

Byte 2: Image Instance Height
Contents:
this byte specifies the image instance height, expressed in raster image points.
Coding:
binary.

Byte 3: Image Coding Scheme
Contents:
this byte identifies the image coding scheme that has been used in encoding the image instance.
Coding:
'11' - basic image coding scheme as defined in annex B;
'21' - colour image coding scheme as defined in annex B;
other values are reserved for future use.

Bytes 4 and 5: Image Instance File Identifier
Contents:
these bytes identify an EF which is the image instance data file (see subclause 4.6.1.2), holding the
actual image data for this particular instance.
Coding:
byte 4: high byte of Image Instance File Identifier;
byte 5: low byte of Image Instance File Identifier.

Bytes 6 and 7: Offset into Image Instance File
Contents:
these bytes specify an offset into the transparent Image Instance File identified in bytes 4 and 5.
Coding:
byte 6: high byte of offset into Image Instance File;
byte 7: low byte of offset into Image Instance File

Bytes 8 and 9: Length of Image Instance Data
Contents:
these bytes yield the length of the image instance data, starting at the offset identified in bytes 6 and 7.
Coding:
byte 8: high byte of Image Instance Data length;
byte 9: low byte of Image Instance Data length.

NOTE: Transparent image instance data longer than 256 bytes may be read using successive READ BINARY
commands.

4.6.1.2 Image Instance Data Files

Residing under DErapnics there may be several image instance data files. These EFs containing image instance data
shall have the following attributes:
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Identifier: '4FXX' Structure: transparent Optional
Record length: Y bytes Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoY Image Instance Data M Y bytes

Contents and coding:

Image instance data are accessed using the image instance descriptors proviggs (sg&Bubclaus&6.1.].
The identifier '4FXX' shall be different from one image instance data file to the other. For the range of 'XX', see
subclausén 31.101 [11P2.The length Y may be different from one image instance data file to the other.

4.6.2 Contents of files at the DFpuoneEBOOK under the DFteLecom

This DF has the same structure as¥Resooxunder the Dhsm

4.6.3 EFccr (Capability Configuration Parameters)

This EF contains parameters of required GSM network and GSM bearer capabilities and terminal configurations
associated with a call established using an abbreviated dialling number, a fixed dialling number, an MSISDN, a last
number dialled, a service dialling number or a barred dialling number. This EF can be referred to by EFs at the

DFpnonesookunder DR ecom

Identifier: '4F3D' Structure: linear fixed | Optional
SFI: optional
Record length: 14 bytes Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved — see below M 4 bytes

- Bearer capability information element
Contents and Coding:
see 3G TS 24.008 and GSM 24.008 [9]. The Information Element Identity (IEI) shall be excluded. i.e. the
first byte of the EEcprecord shall be Length of the bearer capability contents.

- Bytes 11-14 shall be set to 'FF' and shall not be interpreted by the ME.

4.7 Files of USIM

This subclause contains a figure depicting the file structure of the UICC and thgAD¥DFgv shall be selected
using the AID and information in Blr.
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MF
'3F00'
| | | | |
DFcsm DFreLecom EFor EFiccip EFpL
'"TF20' '"TF10' '2F00' 2FE2' '2F05%'
| | | | |
| EFapn EFron EFsmws EFccp EFRuvsison
see GSM '6F3A' '6F3B' '6F3C' ‘63D’ '©F40'
11.11 [18]
| | | | |
EFsmsp EFsmss EFnD EFsmsr EFspn
'6F42' '6F43' 'oF44' 6FAT7 '6F49'
| | | | |
EFexT1 EFext2 EFexts EFspn EFext4
'6F4A' '6F4B' '6F4C' '6F4D' 'OF4E'
|
EFsume
'6F54'
DFcraPHICS
'5F50'
EFmve
'"4F20'
DFpHonEBOOK
'5F3A'
| | | |
EFper EFap EFapn EFexT1 EFpec
'4F30' '4FXX' NEXX' "4FEXX' UFEXX'
| | | | |
EFcrp EFaas EFcas EFanr EFsne
"4FXX' "4FXX' AFXX' "4FXX' 4FKX'
EFccp1
'4F3D'
| | | |
EFup EFpsc EFcc EFpuiD
'"4F21' '4F22' '4F23' 4Fp4’

Figure 4.1: File identifiers and directory structures of UICC
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DFusim
|
|
DFeHoNEBOOK EFyst
'5F3A' '6F38'
| | | | |
EFper EFap EFapn EFexT1 EFpsc
'4F30' '4FXX' NEXX' "4FEXX UFEXX'
| | | | |
EFcrp EFaas EFcas EFanr EFsne
"4FXX' "4FXX' AFXX' "4FXX' 4FKX'
]
EFccp1
'4F3D’
| | | |
EFup EFpsc EFcc EFpuiD
'‘4F21' '4F22' '4F23' 4Fp4'
|
DFsoLsa
'5F70'
|
| |
EFSA| EFSLL
'4F30' '4F31'
| | | | | |
EFR, EFmsi EFvsison EFacc EFkeys EFkeysps
'6F05 '6FO7" 'GF40 6FJ8’ '6F0g '6FOD
| | | | | |
EFacm EFacMmax EFpuct EFcip1 EFcip2 EFspn
'6F39 '6F37" 'GF41 6FBE’ '6F3F '6F46
| | | | | |
EFpLMNsel EFqpLMN EFrpLmn EFap EFappi EFcmsi
'6F30' '6F31’ 'GE7B' '6RAD' 4FAE’ '6HC2
| | | | | |
EFecc EFccr EFspn EFron EFext2 EFexts
'6FB7' '"4F3D’ 'BF49' '6H3B' 'gF4B' '6F§C
| | | | |
EFcemi EFcemip EFcemir EFexts EFHiddenkey
'6F45' '6F48' '6F50' '6FAE' '6FC3'
| | | | | |
EFLoc EFLocips EFici EFoci EFcr EFoct
'6F7E' '6F53' '6F80' '6H81' '6F82' '6F43'
| | | | | |
EFemLrp EFaaem EFocize EFxc EFkccPrs EFLocicrrs
'6FB5' '6FB6' BE7F ‘620’ 'GF5P’ 'BE53'
| | | | |
EFsms EFsmsp EFsmss EFsmsr EFsccH
'6F3C' '6F42' '6F43' '6R47' '6F74'

Figure 4.2: File identifiers and directory structures of USIM
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5 Application protocol

When involved in 3G administrative management operations, the USIM interfaces with appropriate equipment. These
operations are outside the scope of this standard.

When involved in 3G network operations the USIM interfaces with an ME with which messages are exchanged. A
message can be a command or a response.

- a USIM Application command/response pair is a sequence consisting of a command and the associated
response.

- a USIM Application procedure consists of one or more USIM Application command/response pairs which are
used to perform all or part of an application-oriented task. A procedure shall be considered as a whole, that is
to say that the corresponding task is achieved if and only if the procedure is completed. The ME shall ensure
that, when operated according to the manufacturer's manual, any unspecified interruption of the sequence of
command/response pairs which realise the procedure, leads to the abortion of the procedure itself.

- a 3G session of the USIM in the 3G application is the interval of time starting at the completion of the USIM
initialisation procedure and ending either with the start of the 3G session termination procedure, or at the first
instant the link between the UICC and the ME is interrupted.

During the 3G network operation phase, the ME plays the role of the master and the USIM plays the role of the slave.

The USIM shall execute all 3G and USIM Application Toolkit commands or procedures in such a way as not to
jeopardise, or cause suspension, of service provisioning to the user. This could occur if, for example, execution of the
AUTHENTICATE is delayed in such a way which would result in the network denying or suspending service to the
user.

The procedures listed in subclause "USIM management procedures” are required for execution of the procedures in the
subsequent subclauses "USIM security related procedures” and "Subscription related procedures". The procedures listed
in subclauses "USIM security related procedures” are mandatory. The procedures listed in "Subscription related
procedures" are only executable if the associated services, which are optional, are provided in the USIM. However, if

the procedures are implemented, it shall be in accordance with subclause "Subscription related procedures".

If a procedure is related to a specific service indicated in the USIM Service Table, it shall only be executed if the
corresponding bits denote this service as "service available" (see subclayis®) 'Hall other cases the procedure
shall not start.

5.1 USIM management procedures

51.1 USIM initialisation

After UICC activation (see 3G TS 31.101 [11]), the ME selects a USIM application. Ifgye fil#-is found or no
USIM applications are listed in the gk file, the ME then tries to select the GSM application as specified in GSM
11.11 [18].

The ME optionally attempts to selectdzk If EFzccis available, the ME requests the emergency call codes.

The ME requests the Language Indication. The ME keeps using the language selected during UICC activation by means
of ERp, (see 3G TS 31.101 [11]) if at least one of the following conditions holds:

- ER, is not available;
- ER, does not contain an entry corresponding to a language specified @8809];
- the ME does not support any of thadaages in Ef.

If none of the languages in the EFs ipported then the ME selects a defautiglaage.

The ME then runs the PIN verification procedure. If the PIN verification procedure is performed successfully, the ME
then runs the application profile indication request procedure.

The ME performs the administrative information request.
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The ME performs the USIM Service Table request.

For a USIM application requiring PROFILE DOWNLOAD, the ME shall perform the PROFILE DOWNLOAD
procedure in accordance with 3G TS 31.111 [12].

If the FDN service is available the ME shall perform the following procedure. The procedure is tbd.

If all these procedures have been performed successfully then 3G session shall start. In all other cases 3G session shall
not start.

Afterwards, the ME runs the following procedures:

- IMSI request;

- Access control information request;

- HPLMN search period request;

- PLMN selector request;

- Location Information request;

- Cipher key and integrity key request;

- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- depending on the further services that are supported by both the ME and the USIM the corresponding EFs
have to be read.

After the USIM initialisation has been completed successfully, the ME is ready for a 3G session and indicates this to the
USIM be sending a particular STATUS command.
5.1.2 3G session termination
NOTE 1: This procedure is not to be confused with the deactivation procedure in 3G TS 31.101 [11].
The 3G session is terminated by the ME as follows.

The ME runs all the procedures which are necessary to transfer the following subscriber related information to the
USIM:

- Location Information update;

- Cipher Key and Integrity Key update;
- Advice of Charge increase;

- Forbidden PLMN update.

As soon as the USIM indicates that these procedures are completed, the ME sends a particular STATUS command
indicating the termination of the 3G session.

Finally, the ME deletes all these subscriber related information elements from its memory.
NOTE 2: If the ME has already updated any of the subscriber related information during the 3G session, and the
value has not changed until 3G session termination, the ME may omit the respective update procedure.
5.1.3 USIM application closure
After termination of the 3G session as defined in 5.1.2 the USIM application may be closed by closing the logical
channels that are used to communicate with this particular USIM application.
5.1.4 Emergency call codes

Request: The ME performs the reading procedure witlkEF
Update: The ME performs the updating procedure witacEF

NOTE: The update procedure is only applicable when access conditions of ADM for update is set to ALW, PIN
or PIN2.
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515 Language indication

Request: The ME performs the reading procedure with EF
Update: The ME performs the updating procedure with.EF

5.1.6  Administrative information request

The ME performs the reading procedure withg&F

5.1.7 USIM service table request

The ME performs the reading procedure with,&F

5.1.8  Application profile indication request

The ME performs the reading procedure with&F

5.1.9 UICC presence detection

The ME checks for the presence of the UICC according to 3G TS 31.101 [11] .

5.2 USIM security related procedures

5.2.1  Authentication algorithms computation

The ME selects a USIM application and uses#E=ERNAL-AUTHENTICATE command (see 7.1.1). The response is
sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

5.2.2 IMSI request

The ME performs the reading procedure withgF

5.2.3  Access control information request

The ME performs the reading procedure with&F

5.2.4 HPLMN search period request

The ME performs the reading procedure withygfn.

525 Location information

Request: The ME performs the reading procedure withh&F
Update: The ME performs the updating procedure wittpEF

In the case when updating kk, with data containing the TMSI value and the card reports the error '92 40" (Memory
Problem), the ME shall terminate 3G operation.

5.2.6 Cipher and Integrity key

Request: The ME performs the reading procedure with EF
Update: The ME performs the updating procedure with.5F
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527 Forbidden PLMN

Request: The ME performs the reading procedure with Kk
Update: The ME performs the updating procedure witf-Eix.

5.2.8 LSA information

Request: The ME performs the reading procedure withFEFRs,, and its associated LSA Descriptor files.
Update: The ME performs the updating procedure witg EF

5.2.9 User Identity Request

The ME selects a USIM and checks servit26 ro—26(Enhanced user identity confidentiality). If servit®6 ne-—26
is not available then the ME performs the reading procedure wijtl, EF

Otherwise the ME uses the Encipher IMSI function (see 7.2.1). The response is received by the ME (in case of the T=0
protocol when requested by a subsequent GET RESPONSE command). Then the ME reads the group identity out of
EFcus. The ME concatenates the HE-id, the group identity GMSI and the enciphered IMSI and sends that to the
network.

5.2.10 GSM Cipher key

Request: The ME performs the reading procedure with.EF
Update: The ME performs the updating procedure witk EF

5.3 Subscription related procedures

5.3.1 Phone book procedures

5311 Initialisation

The ME first reads the content of igk to determine the configuration phonebook. If theyEffle is indicated in

EFsgrfollowing tag 'D8' the ME reads the content of &sfn order to establish the relation ship between the content in

the files indicated using tag 'D9' and files indicated by tag 'D8'. The ME may read the contents of the phone book related
files in any order.

5.3.1.2 Creation/Deletion of information

In order to avoid unlinked data to introduce fragmentation of the files containing phone book data the following
procedures shall be followed when creating a new entry in the phone book. The data relatgd i®fiEst stored in

the relevant record. As the record number is used as a pointer the reference pointer is now defined for the entry. The rule
for storing additional information for an entry is that the reference pointer shall be created before the actual data is
written to the location.

In case of deletion of a complete or part of an entry the data shall be deleted first followed by the reference pointer for
that data element. In case of deletion of a complete entry the contentg,efiEthe last to be deleted.

5.3.1.3  Hidden phone book entries

If a phone book entry is marked as hidden by means gf-ERe ME first prompts the user to enter the 'Hidden Key".

The key presented by the user is compared against the value that is stored in the correspaagding.EPnly if the
presented and stored hidden key are identical the ME displays the data stored in this phone book entry. Otherwise the
content of this phone book entry is not diplayed by the ME.

Request: The ME performs the reading procedure witfsfhey
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Update: The ME performs the updating procedure withdgfyey

5.3.2 Dialling numbers

The following procedures may not only be applied tadgRand its associated extension filessgfrand Efxr; as

described in the procedures below, but also teERusison, EFnp, ERspn-a7€ EFspny EFoa, ERci, EFoctandERcr

and their associated extension files. If these files are not allocated and activated, as denoted in the USIM service table,
the current procedure shall be aborted and the appropriate EFs shall remain unchanged.

As an example, the following procedures are described as applied to ADN.

Requirement: Service M2 "allocated and activated"
(Service n32 for FDN,
Servicen9-for MSISDN,
Service n813 for OCl and OCEND,
Service n318 for SDN),
Service n631 for BDN).

Update: The ME analyses and assembles the information to be stored as follows (the byte identifiers used
below correspond to those in the definition of the relevant EFs in the present document):

i) The ME identifies the Alpha-tagging, Capability/Configuration Identifier and Extension1 Record ldentifier.
i) The dialling number/SSC string shall be analysed and allocated to the bytes of the EF as follows:

- ifa"+"is found, the TON identifier is set to "International;

- if 20 or less "digits" remain, they shall form the dialling number/SSC string;

- if more than 20 "digits" remain, the procedure shall be as follows:

Requirement:
Service n°D "allocated and activated”
(Service-n°D-applies-also-for MSISDN-and-LND;
Service n241 for FDN;
Service n349 for SDN;
Service nB32 for BDN.)

The ME seeks for a free record indgh. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

The first 20 "digits" are stored in the dialling number/SSC string. The value of the length of BCD
number/SSC contents is set to the maximum value, which is 11. The Extensionl record identifier is coded
with the associated record number in the, gF The remaining digits are stored in the selected Extensionl
record where the type of the record is set to "additional data". The first byte of the Extensionl record is set
with the number of bytes of the remaining additional data. The number of bytes containing digit information
is the sum of the length of BCD number/SSC contents gfE&nd byte 2 of all associated chained

Extensionl records containing additional data.

i) If a called party subaddress is associated to the ADN/SSC the procedure shall proceed as follows:

Requirement:
Service n°D "allocated and activated”
Lopdeopibnoslins also o MEC DL and LLITY
Service n241 for FDN;
Service n349 for SDN;
Service nB32 for BDN.)

If the length of the called party subaddress is less than or equal to 11 bytes [5@2@48G08 [9] for
coding):

The ME seeks for a free record indgh. If an Extensionl record is not marked as "free", the ME runs the
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.
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The ME stores the called party subaddress in the Extensionl record, and sets the Extensionl record type to
"called party subaddress".

If the length of the called party subaddress is greater than 11 bytes (3&23308 [9] for coding):

The ME seeks for two free records ingdgf. If no such two records are found, the ME runs the Purge
procedure. If two Extensionl records are still unavailable, the procedure is aborted.

The ME stores the called party subaddress in the two Extensionl records. The identifier field in the
Extensionl record containing the first part of the subaddress data is coded with the assosiateddoFd
number containing the second part of the subaddress data. Both Extensionl record types are set to “called
party subaddress".

Once i), ii), and iii) have been considered the ME performs the updating procedure pith IEthe USIM has no
available empty space to store the received ADN/SSC, or if the procedure has been aborted, the ME advises the user.

For reasons of memory efficiency, the ME may analyse all Extensionl records to sedfotiyei additional or

subaddress data to be stored is already existingggrEM this case, the ME may use the existing chain or the last part
of the existing chain from more than one ABNNB,-MSISBN). The ME is only allowed to store extension data in

unused records. If existing records are used for multiple access, the ME shall not change any data in those records to
prevent corruption of existing chains.

Erasure: The ME sends the identification of the information to be erased. The content of the identified
record in Ekpy is marked as "free".

Request: The ME sends the identification of the information to be read. The ME shall analyse the data of
EFxpn to ascertain, whether additional data is associateddgrE6r ER-cp If necessary, then the
ME performs the reading procedure on these EFs to assemble the complete ADN/SSC.

Purge: The ME shall access each EF which referencgagHEF:«2) for storage and shall identify
records in these files using extension data (additional data or called party subaddress). Note that
existing chains have to be followed to the end. All referred Extension1 (Extension2) records are
noted by the ME. All Extensionl1 (Extension2) records not noted are then marked by the ME as
"free" by setting the whole record to 'FF".

NOTE 2: Dependent upon the implementation of the ME, and in particular the possibility of erasure of ADN/SSC
records by Phase 1 MEs, which have no knowledge of thg ER is possible for Extensionl records to
be marked as "used space" (not equal to 'FF"), although in fact they are no longer associated with an
ADN/SSC record.

The following three procedures are only applicable to servize (fFDN).

FDN capability request. The ME has to check the state of service n°2, i.e. if FDN is "available". BDN capability
request. The ME has to check the state of servigg n&. if BDN is "available ".

5.3.3 Short messages

Requirement: Service n°10 "available".

Request: The USIM seeks for the identified short message. If this message is found, the ME performs the
reading procedure with Efs.

If service n°10 is "available" and the status of the SMS is '1D' (status report requested, received
and stored in Efysg), the ME performs the reading procedure with the corresponding record in
EFsusr If the ME does not find a corresponding record igysk then the ME shall update the
status of the SMS with '19' (status report requested, received but not storegdr).EF

If the short message is not found within the USIM memory, the USIM indicates that to the ME.

Update: The ME looks for the next available area to store the short message. If such an area is available, it
performs the updating procedure withdgk

If there is no available empty space in the USIM to store the received short message, a specific
MMI will have to take place in order not to loose the message.
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Erasure: The ME will select in the USIM the message area to be erased. Depending on the MMI, the
message may be read before the area is marked as "free". After performing the updating procedure
with EFsys, the memory allocated to this short message in the USIM is made available for a new
incoming message. The memory of the USIM may still contain the old message until a new
message is stored in this area.

If service n°11 is "available" and the status of the SMS is '1D' (status report requested, received
and stored in Edysr), the ME performs the erasure procedure fogkkwith the corresponding
record in Ekysr

5.3.4  Advice of charge

Requirement: Service n°13 "available".

Accumulated Call Meter

Request: The ME performs the reading procedure witlzf=Frhe USIM returns the last updated value of
the ACM.

Initialisation: The ME performs the updating procedure withdgRusing the new initial value.

Increasing: The ME performs the increasing procedure wilia=fending the value which has to be added.

Accumulated Call Meter Maximum Value

Request: The ME performs the reading procedure witld B

Initialisation: The ME performs the updating procedure withdgkax Using the new initial maximum value.

Price per Unit and Currency Table (PUCT)
Request: The ME performs the reading procedure withy&F
Update: The ME performs the updating procedure with,Ef

5.35 Capability configuration parameters

Requirement: Service n°14 "available".

Request: The ME performs the reading procedure withtEF

Update: The ME performs the updating procedure withcEF

Erasure: The ME sends the identification of the requested information to be erased. The content of the

identified record in Ef-pis marked as "free".

5.3.6 PLMN selector

Requirement: Service n°20 "available".
Request: The ME performs the reading procedure with gk
Update: The ME performs the updating procedure with ke

5.3.7 Cell broadcast message identifier

Requirement: Service n°15 "available".
Request: The ME performs the reading procedure witkgfzF
Update: The ME performs the updating procedure withsRF

5.3.8 Group identifier level 1

Requirement: Service n°17 "available".
Request: The ME performs the reading procedure withpEF

5.3.9 Group identifier level 2

Requirement: Service n°18 "available".
Request: The ME performs the reading procedure withpEF
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5.3.10 Service provider name

Requirement: Service n°19 "available".
Request: The ME performs the reading procedure witlEF

5.3.11 Enhanced multi level precedence and pre-emption service
Requirement: Service n°24 "available".

Enhanced Multi Level Precedence and Pre-amption

Request: The ME performs the reading procedure withyER
Automatic Answer on eMLPP service

Request: The ME performs the reading procedure withdmF
Update: The ME performs the updating procedure witRn&F

5.3.12 Cell broadcast message identifier ranges

Requirement: Service n°16 "available".
Request: The ME performs the reading procedure witg gk
Update: The ME performs the updating procedure witksfk.

5.3.13 Short message status report
Requirement: Service n°11 "available".

Request: If the status of a stored short message indicates that there is a corresponding status report, the ME
performs the search record function withslgér to identify the record containing the appropriate
status report. The ME performs the reading procedure withdsF

Update: If a status report is received, the ME first seeks within the SMS record identifiekygf fBF
the same record number it used for the short messageyr. Huch a record identifier is found
in ERsysr it is used for storage. If such a record identifier is not found, then the ME seeks for a
free entry in Egysg for storage. If no free entry is found the ME runs the Purge procedure with
EFsusr If there is still no free entry, the status report is not stored.

If the ME found an appropriate record indgykr for storage, it updates the record with the status
report setting the record identifier in kg to the appropriate record number of the short message
in ERsus

The status in Efysis updated accordingly by performing the update procedure wihsEF

Erasure: The ME runs the update procedure witf,Efby at least storing '00" in the first byte of the
record. The ME may optionally update the following bytes with 'FF'.

Purge: The ME shall read the SMS record identifier (byte 1) of each recordpfxEWith each record
the ME checks the corresponding short messagessipsBFthe status (byte 1) of the
corresponding SMS is not equal '1D' (status report requested, received and stoeg@dn tBE
ME shall perform the erasure procedure with the appropriate recordirEF

54 USAT related procedures

54.1 Data Download via SMS-PP

Requirement: USIM Service n°28 "available".

The procedures and commands for Data Download via SMS-PP are defined in 3G TS 31.111 [12].
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5.4.2 Image Request

The terminal sends the identification of the information to be read. The terminal shall analyse the datatof EF
identify the files containing the instances of the image. If necessary, then the terminal performs READ BINARY
commands on these files to assemble the complete image instance data.

54.3 Data Download via SMS-CB

Requirement: USIM Service n°29 "available".

The ME shall perform the reading procedure witkgfp, and add the message identifiers to the Cell Broadcast search
list. On receiving a cell broadcast message the procedure defined in 3G TS 31.111 [12] applies.

5.4.4  Call Control by USIM

Requirement: USIM Service n°30 "available".

The procedures and commands for Call Control by USIM are defined in 3G TS 31.111 [12]. It is mandatory for the ME
to perform the procedures if it has indicated that it supports Call Control by USIM in the TERMINAL PROFILE
command.

545 MO-SMS control by USIM

Requirement: USIM Service n°31 "available".

The procedures and commands for MO-SMS control by USIM are defined in 3G TS 31.111 [12]. It is mandatory for the
ME to perform the procedures if it has indicated that it supports MO-SMS control by USIM in the TERMINAL
PROFILE command.

6 Security features

The security aspects of 3G are specified in 3G TS 33.102 [13] and 3G TS 33.103 [14]. This clause gives information
related to security features supported by the USIM to enable the following:

- authentication of the USIM to the network;

- authentication of the network to the USIM;

- authentication of the user to the USIM;

- data confidentiality over the radio interface;

- file access conditions;

- conversion functions to derive GSM parameters

6.1 Authentication and key agreement procedure

This subclausgives an overview @feseribeghe authentication mechanism and cipher and integrity key generation
which are invoked by the network. For the specification of the corresponding procedures across the USIM/ME interface
see clause 5.

The mechanism achieves mutual authentication by the user and the network showing knowledge of a secret key K which
is shared between and available only to the USIM and the AuC in the user’'s HE. In addition, the USIM and the HE keep
track of counters SE@ and SEQg respectively to support network authentication.

When the SN/VLR initiates an authentication and key agreement, it selects the next authenticatinemettorarray

and sends the parameters RAND and AUTN (authentication token) to the user. Each authentication token consists of the
following components: a sequence number SQN, an Authentication Management Field (AMF) and a message
authentication code MAC over the RAND, SQN and AMF.

The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the
SN/VLR. The SN/VLR compares the received RES with XRES. If they match the SN/VLR considers the authentication
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and key agreement exchange to be successfully completed. The USIM also computes CK and IK. The established keys
CK and IK will be used by the ME to perform ciphering and integrity functions.

A permanent secret key K is used in this procedure. This key K has a length of 128 bits and is stored within the USIM
for use in the algorithms described below. Also more than one secret key K can be stored in the USIM. The active key to
be used by the algorithms is signalled within the AMF field in the AUTN.

6.2 Cryptographic Functions

The names and parameters of the cryptographic functions supported by the USIM are defined in 3G TS 33.102 [13].
These are:

- f1: a message authentication function for network authentication used to compute XMAC,;

- f1* a message authentication function for support to re-synchronisation with the property that no valuable
information can be inferred from the function values of f1* about those of f1, ... , f5 and vice versa;

- f2: amessage authentication function for user authentication used to compute SRES;

- f3: a key generating function to compute the cipher key CK;

- f4: a key generating function to compute the integrity key IK;

- f5: a key generating function to compute the anonymity key AK (optional);

- f6: the user identity encryption function to encrypt the IMSI (optional).

These cryptographic functions may exist either discretely or combined within the USIM.

6.3 GSM Conversion Functions

To gain GSM access the USIM provides the conversion functions C1 and C2. These functions derive the required GSM
parameters (RANB, SRES, cipher key Kc) from available 3G parameters.

6.4 File access conditions

Every file has its own specific access condition for each command. The relevant access condition of the last selected file
shall be fulfilled before the requested action can take place.

For each file:

- the access conditions for the commands READ and SEARCH RECORD are identical;
- the access conditions for the commands SELECT and STATUS are ALWays.

TBD: No file access conditions are currently assigned by 3G to the MF and the DFs.

The access condition levels are defined in the following table:

Table 6.1: Access condition level coding

Level Access Condition
0 ALWays
1 PIN
2 PIN2
3 RFU
410 14 ADM
15 NEVer

The meaning of the file access conditions is as follows:

ALWAYS: The action can be performed without any restriction.
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PIN (Personal Identification Number): The action shall only be possible if one of the following three conditions
is fulfilled:

- acorrect PIN value has already been presented to the USIM during the current session;

- TBD: the PIN enabled/disabled indicator is set to "disabled";

- UNBLOCK PIN has been successfully performed during the current session.

PIN2: The action shall only be possible if one of the following two conditions is fulfilled:
- acorrect PIN2 value has already been presented to the USIM during the current session;
- UNBLOCK PINZ2 has been successfully performed during the current session.

ADM: Allocation of these levels and the respective requirements for their fulfilment are the responsibility of the
appropriate administrative authority.

The definition of access condition ADM does not preclude the administrative authority from using ALW, PIN,
PIN2 and NEV if required.

NEVER: The action cannot be performed over the USIM(UICC)/ME interface. The USIM may perform the
action internally.

Condition levels are not hierarchical. For instance, correct presentation of PIN2 does not allow actions to be performed
which require presentation of PIN. A condition level which has been satisfied remains valid until the end of the USIM
session as long as the corresponding secret code remains unblocked, i.e. after three consecutive wrong attempts, not
necessarily in the same application session, the access rights previously granted by this secret code are lost immediately.
A satisfied PIN condition level applies to both AlRf and DRe ecom

TBD if applicable: The ME shall determine whether PIN2 is available by using the response to the STATUS command.
If PIN2 is "not initialised" then PIN2 commands, e.g. VERIFY PIN2, shall not be executable.

7 USIM Commands

7.1 AUTHENTICATE

7.1.1 Command description

The function is used during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key
and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key
K, which is stored in the USIM.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-tliasdiesn
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

The function can be used in two different contexts:

- a UMTS security context, when UMTS authentication vectors (RAND, CK, IK, AUTN) are available (i.e. the
UE is located in the UMTS radio access network, or in a GSM radio access network which is connected to a
UMTS or UMTS capable MSC/VLR or SGSN), or

- a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM
radio access network which is connected to a non-UMTS capable MSC/VLR or SGSN).

7.1.1.1  UMTS security context

The USIM first computes the anonymity key AK % f8RAND) and retrieves the sequence number SQN = (8QN
AK) O AK.

Then the USIM computes XMAC =§1(SQN || RAND || AMF) and compares this with the MAC which is included in
AUTN. If they are different, the USIM abandons the function.
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Next the USIM verifies that the received sequence number SQN is in the correct range. This is described in annex C.If
the USIM detects the sequence numbers to be not in the correct range, this is considered as a synchronisation failure and
the USIM abandons the function. In this case the command response is AUTS, where:

AUTS = Conc(SEfy) ||[MACS;

Conc(SEQs) = SEQys [T f5«(MACS)is the concealed value of the cours&Q,sin the USIM;and.

MACS = f1*%(SEQus || RAND || AMF)where:

RANDis the random value received in the current user authentication request;

the AMF assumes a dummy value of all zeroes so that it does not need to be transmitted in clear in the resynchronisation
message.

If the sequence number is considered in the correct range, the USIM computes REBAND), the cipher key CK =
f3x (RAND) and the integrity key IK = {4(RAND) and includes these in the command response. Note that if this is
more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HE specific and while processing the command, the content of the AMF has to be interpreted in the
appropriate manner. The AMF may be used for support of multiple algorithms or keys, for changing the size of windows
or lists, or for discriminating authentication vectors from separate CS/PS domains, see 3G TS 33.102 [13].

Next the USIM calculates the GSM response parameters SRESansitg the conversion functions defined in
3G TS 33.102 [13].

Input:
- RAND, AUTN (AUTN := SQNO AK || AMF || MAC).
Output:
- RES, CK, IK, SRES, K
or
AUTS.

7.1.1.2 GSM security context

The USIM computes RES =¢ZRAND), the cipher key CK = {3(RAND) and the integrity key IK = {4(RAND).
Next the USIM calculates the GSM response parameters SRES:ansifg the conversion functions defined in
3G TS 33.102 [13].

Input:

- RAND.
Output:

- SRES; k.

7.1.2 Command parameters and data

Code Value
CLA As specified in 3G TS 31.101
INS '88'

P1 '00'
P2 See table below
Lc See below
Data See below
Le See below

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding Meaning
b8-b1

1o ' Specific reference data (e.g. DF
specific/application dependant key)

L XXXXXX-! '000000

omoeeee X Authentication context:
0 GSM context
1 UMTS context
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All other codings are RFU.
Command parameters/data:
Byte(s) Description Length
1 Length of RAND (L1) 1
2to (L1+1) | RAND L1
(L1+2) Length of AUTN (L2) (see note) 1
(L1+3) to AUTN (see note) L2
(L1+L2+2)
Note: Parameter present if and only if in UMTS security context.

The coding of AUTN is described in 3G TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2.

The most significant bit of

AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, UMTS security context, command successful:

Byte(s) Description Length
1 "Successful UMTS authentication" tag = 'DB" 1
2 Length of RES (L3) 1
3to (L3+2) RES L3
(L3+3) Length of CK (L4) 1
(L3+4) to CK L4
(L3+L4+3)
(L3+L4+4) Length of IK (L5) 1
(L3+L4+5) to IK L5

(L3+L4+L5+4)

(L3+L4+L5+5) Length of SRES (= 4) 1
(L3+L4+L5+6) to | SRES 4
(L3+L4+L5+10)

(L3+L4+L5+11) | Length of Kc (= 8) 1

(L3+L4+L5+12) | Kc 8
to

(L3+L4+L5+19)

The most significant bit of RES is coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte
(L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, UMTS security context, synchronisation failure:

Byte(s) Description Length

1 "Synchronisation failure" tag = 'DC' 1

2 Length of AUTS (L1) 1

3to (L1+2) | AUTS L1

The coding of AUTS is described in 3G TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful:
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Byte(s) Description Length
1 Length of SRES (= 4) 1
2to5 SRES 4
6 Length of K¢ (= 8) 1
71014 Kc 8

The most significant bit of SRES is coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.

7.2 Encipher IMSI

7.2.1 Command description

The function is used during the procedure for identification of the user via the radio access path by means of the
enciphered permanent user identity (IMSI).

For the execution of the command the USIM uses the group key GK and the sequence numbgk 86B@h are
stored internally in the USIM.

The USIM increments the internal sequence number gig@that holds the value from the last execution of 'Encipher
IMSI".

Next the USIM computes the enciphered IMSI agk 8EQ)ic/ue || IMSI) which is then returned in the command
response.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-tliasdiesn
selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

Input:

- none

Output:

- enciphered IMSI.

7.2.2 Command parameters and data

Code Value
CLA | As defined in 3G TS 31.101
INS 2A'

P1 ‘00’
P2 ‘00’
Lc not present
Data [ not present
Le Length of EMSI (L1)

Parameter Le specifies the expected length of the response. This is depending on the further specification of function f6.
Command parameters/data:
none

Response parameters/data:

Byte(s) Description Length
1 Length of encrypted IMSI (L1) 1
2to (L1+1) Encrypted IMSI L1
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The most significant bit of the encrypted IMSI is coded on bit 8 of byte 2.

7.3 Status Conditions Returned by the UICC

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies
coding of the status bytes in the following tables.

7.3.1 Security management

SW1 | SW2 | Error description
'98' '62' - Authentication error, incorrect MAC
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7.3.2 Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status
conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Commands and status words

> m

S| &

Il 3

b T

3 3

9 =

ml o
90 00
91 XX

* ] 0* 9F XX
61XX#
93 00
92 0X

* ] * 65 81
94 00
94 02
94 04

* 94 08
98 02

* 0 69 82
98 08
98 10
98 40
98 50
98 62

* 0 67 XX

* * 6B XX
6D XX

* * 6E XX

* ] 0* 6F XX
62 81
62 83
62 82
62 84
62 00
63 CX
69 81

* 0 69 84

o 69 85
69 86
6A 81
6A 82
6A 83
6A 84
6A 85

* ] * 6A 86
6A 87

* ] 0* 6A 88
6C XX
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Annex A (normative):
Coding of USIM Specific Data

A.1  SELECT Response Information

Table A.1 and A.2 of this annex describe how the response information of the SELECT command is coded in case of
MF, DF, ADF and EF selection, respectively.

Table A.1: SELECT Response Information in case of MF, ADF or DF

Byte(s) Description Length
1to2 Total amount of memory of the selected directory which is 2
not allocated to any of the DFs or EFs under the selected

directory
3to4 File ID 2
5 Type of file (see subclause C.2) 1
61to 10 RFU 5
11 Length of the following data (byte 12 to the end) 1
12to X USIM specific data — see table A.2 21

Table A.2: USIM Specific Data

Byte(s) Description Length
12 File characteristics (see detail 1) 1
13 Number of DFs which are a direct child of the current 1

directory
14 Number of EFs which are a direct child of the current 1
directory
15 Number of PINs, UNBLOCK PINs and administrative 1
codes
16 Application power consumption (see chapter C.2) 1
17 PIN status (see detail 2) 1
18 UNBLOCK PIN status (see detail 2) 1
19 PIN2 status (see detail 2) 1
20 UNBLOCK PIN2 status (see detail 2) 1
21 RFU 1
22-32 Reserved for the administrative management 0<lgth<11

Bytes 1 to 20 are mandatory and shall be returned by a GSM application. Bytes 21 and following are optional and may
not be returned by a GSM application.

NOTE 1: Byte 33 and following are RFU.

NOTE 2: The STATUS information of the MF, Ry, and DRg ecom provide some identical application specific
data, e.g. PIN status. On a multi-application card the MF should not contain any application specific data.
Such data is obtained by MEs from the specific application directories. ME manufacturers should take this
into account and therefore not use application specific data which may exist in the MF of a
mono-application UICC.

Similarly, the VERIFY PIN command should not be executed in the MF but in the relevant application
directory (e.g. DEsw).
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Detail 1: File characteristics

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

Clock stop (see below)

For running the authentication algorithm, or the

ENVELOPE command for USIM Data Download, a frequency
is required of at least 13/8 MHz if b2=0 and 13/4

MHz if b2=1

Clock stop (see below)

for coding (see 3G TS 31.101 [11])

RFU

b8=0: PIN enabled; b8=1: PIN disabled

The coding of the conditions for stopping the clock is as follows:

Bit b1 Bit b3 Bit b4

1 0 0 clock stop allowed, no preferred level

1 0 clock stop allowed, high level preferred

1 0 1 clock stop allowed, low level preferred

0 0 0 clock stop not allowed

0 1 0 clock stop not allowed, unless at high level
0 0 1 clock stop not allowed, unless at low level

If bit b1 (column 1) is coded 1, stopping the clock is allowed at high or low level. In this case columns 2 (bit b3)
and 3 (bit b4) give information about the preferred level (high or low, respectively) at which the clock may be
stopped.

If bit b1 is coded 0, the clock may be stopped only if the mandatory condition in column 2 (b3=1, i.e. stop at high
level) or column 3 (b4=1, i.e. stop at low level) is fulfilled. If all 3 bits are coded 0, then the clock shall not be
stopped.

Detail 2: Status byte of a secret code

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

Number of false presentations remaining
(‘0" means blocked)

RFU

b8=0: secret code not initialised,

b8=1: secret code initialised

Table A.3: SELECT Response Information in case of an EF

Byte(s) Description Length
lto2 File size 2
(for transparent EF: the length of the body part of the EF)
(for linear fixed or cyclic EF: record length multiplied by the
number of records of the EF)
3-4 File ID 2
5 Type of file (see C.2) 1
6 See detail 3 1
7t09 Access conditions (see C.2) 3
10 File status (see C.2) 1
11 Length of the following data (byte 14 to the end) 1
12 Structure of EF (see C.2) 1
13 Length of a record (see detail 4) 1
14 and RFU -
following

Bytes 1-12 are mandatory and shall be returned by a USIM application.

Byte 13 is mandatory in case of linear fixed or cyclic EFs and shall be returned by a USIM application.
Byte 13 is optional in case of transparent EFs and may not be returned by a USIM application.

Byte 14 and following (when defined) are optional and may not be returned by a USIM application.

Detail 3: Byte 6
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For transparent and linear fixed EFs this byte is RFU. For a cyclic EF all bits except bit 7 are RFU; b7=1
indicates that the INCREASE command is allowed on the selected cyclic file.

Detail 4: Byte 13

For cyclic and linear fixed EFs this byte denotes the length of a record. For a transparent EF, this byte shall be
coded '00', if this byte is sent by a USIM application. If the file is of type variable then the information returned is
the number of records.

A.2  Coding of telecom specific EF response data

The following response coding applies for telecom applications and are used in the response to SELECT command
when an EF has been selected.

File status:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
g}:ﬁ) deactivated; b1=1: not deactivated
b3=0: not readable or updatable when deactivated
b3=1: readable and updatable when deactivated
RFU

Bit b3 may be set to 1 in special circumstances when it is required that the EF can be read and updated even if the EF is
deactivated, e.g. reading and updating thesg&hen the FDN feature is enabled, or reading and updating #ig EF
when the BDN feature is deactivated.

Structure of file:

- '00' transparent;

- '01' linear fixed;

- '0O2'linear variable;
- '03'cyclic.

Type of File:
- '00'RFU;
- '01' MF;
- '02'DF;
- '04'EF.
Coding of PINs and UNBLOCK PINs

A PIN is coded on 8 bytes. Only (decimal) digits (0-9) shall be used, coded in CCITT T.50 [23] with bit 8 set
to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then
the ME shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal)
digits is always 8.

Coding of Access Conditions:

The access conditions for the commands are coded on bytes 9, 10 and 11 of the response data of the SELECT
command. Each condition is coded on 4 bits as shown in table A.4.
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Table A.4: Access conditions

ALW
PIN
Second PIN
RFU
ADM

* *| *

B|@IN|E(S

ADM E'
'F

Entries marked "*" in the table above, are also available for use as administrative codes in addition to the ADM access
levels '4' to 'E'refer to subclause 7.3 i# required by the appropriate administrative authority. If any of these access
conditions are used, the code returned in the Access Condition bytes in the response data shall be the code applicable to
that particular level.

Byte 9:
|b8 |b7 |b6 |b5 |b4 |b3 |BZ |b1 |
UPDATE
READ; SEEK
Byte 10:
|b8 |b7 |b6 |b5 |b4 |b3 |BZ |b1 |
l :T\I%JREASE
Byte 11:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
[ DEACTIVATE
ACTIVATE

A.3  Application Related Electrical Parameters

The power consumption of a UICC is depending upon the supply voltage class and the application it is running. The
power consumption of the UICC is restricted to the values specified in 3G TS 31.101 [11] until an application is
selected. An application is considered to be selected when the access condition is successfully verified. If no access
condition is required for the application, the application is considered to be selected when an application related
command is executed within the selected application. Selecting the application and performing a STATUS command is
not an execution of an application command.

The ME retrieves the application power consumption information by selecting the application and performing a
STATUS command. The power consumption parameters are returned by the card in the response to the STATUS
command at a DF level in the application. In case of a multiapplication UICC, where the application selection according
to ISO/IEC 7816-5 [21] is used, the application power consumption is to be indicated in the information elements of the
application identifier stored in Bl as defined in ISO/IEC 7816-4 [20].

If no power consumption indication is available in the card, the ME shall assume the application power consumption as
specified in 3G TS 31.101 [11].
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Table A.5: Power Consumption during the Application Session

Symbol Voltage Maximum Unit Remark
Class
Icc A 60 mA
Icc A 10 mA | GSM Application
Icc B 50 mA
Icc B 6 mA GSM Application
Icc C 20 mA
Icc C 4 mA GSM Application
Icc D RFU mA
Icc E RFU mA
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Annex B (normative):
Image Coding Schemes

The following image coding schemes are applicable to rectangular raster images. Raster image points are assumed to be
of square shape. They are numbered sequentially from 1 onwards, starting at the upper left corner, proceeding line by
line downwards, each line in turn proceeding from left to right, and ending at the image's lower right corner.

The following example illustrates the numbering scheme for raster image points by showing how the corner points are
numbered, assuming an image length of x points and an image height of y points.

1 X

x*(y-1) +1) x*y)

B.1  Basic Image Coding Scheme

This coding scheme applies to rectangular raster images made up of raster points that are either set or not set. This
coding scheme does not support any notion of colour. Image data are coded as follows:

Byte(s) Description Length
1 image width = X 1
2 image height=Y 1
3to K+2 |image body K

Coding of image body:
The status of each raster image point is coded in one bit, to indicate whether the point is set (status = 1) or not set
(status = 0).

Byte 1:

| B8 | b7 | b6 |b5 |b4 |b3 |b2 |b1 |
status of raster point 8
status of raster point 7
status of raster point 6
status of raster point 5
status of raster point 4
status of raster point 3
status of raster point 2
status of raster point 1

Byte 2:

|BS |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

status of raster point 16
status of raster point 15
status of raster point 14
status of raster point 13
status of raster point 12
status of raster point 11
status of raster point 10
status of raster point 9

etc.

Unused bits shall be setto 1
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B.2  Colour Image Coding Scheme

This coding scheme applies to coloured rectangular raster images. Raster image point colours are defined as references
into a colour look-up table (CLUT), which contains a subset of the red-green-blue colour space. The CLUT in turn is
located in the same transparent file as the image instance data themselves, at an offset defined within the image instance
data.

Image data are coded as follows:

Byte(s) Description Length
1 Image width = X 1

2 Image height =Y 1

3 Bits per raster image point = B 1

4 Number of CLUT entries = C 1
51t06 Location of CLUT (Colour Look-up Table) 2
7 to K+6 Image body K

- Bits per raster image point:
Contents:
the number B of bits used to encode references into the CLUT, thus defining a raster image point's colour. B
shall have a value between 1 and 8.
Coding:
binary.

- Number of entries in CLUT:
Contents:
the number C of entries in the CLUT which may be referenced from inside the image body. CLUT entries are
numbered from 0 to C-1. C shall have a value between 1 and 2**B.
Coding:
binary. The value 0 shall be interpreted as 256.

- Location of CLUT:
Contents:
this item specifies where the CLUT for this image instance may be found. The CLUT is always located in the
same transparent file as the image instance data themselves, at an offset determined by these two bytes.
Coding:
Byte 1: high byte of offset into Image Instance File.
Byte 2: low byte of offset into Image Instance File.

- Image body:
Coding:
each raster image point uses B bits to reference one of the C CLUT entries for this image instance. The
CLUT entry being thus referenced yields the raster image point's colour.The image body is arrayed as for the
Basic Colour Image Coding Scheme, that is, starting with the highest bit of the first raster image point's
colour information.

Byte 1:

|BS |b7 |b6 |b5 |b4 |b3 |b2 |b1 |

383888

Bit B-2 of raster point 1 CLUT reference
Bit B-1 of raster point 1 CLUT reference
Bit B (MSB) of raster point 1 CLUT reference

etc.
Unused bits shall be set to 1.
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The CLUT (Colour Look-up Table) for an image instance with C colours is defined as follows:
Contents:
C CLUT entries defining one colour each.

Coding:
the C CLUT entries are arranged sequentially:

Byte(s) of CLUT CLUT Entry
1-3 entry 0
3*(C-1) +1to 3*C Entry C-1

Each CLUT entry in turn comprises 3 bytes defining one colour in the red-green-blue colour space:

Byte(s) of CLUT enty Intensity of Colour
1 Red
2 Green
3 Blue

A value of 'FF' means maximum intensity, so the definition 'FF' '00' 00" stands for fully saturated red.

NOTE 1: Two or more image instances located in the same file can share a single CLUT.

NOTE 2: Most MEs capable of displaying colour images are likely to support at least a basic palette of red, green,
blue and white.
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Annex C (normative):
Management of Sequence Numbers

For efficiency reasons, it is taken into account that authentication vectors may be generated in batches (such that all
authentication vectors in one batch are sent to the same SN/VLR).

In its binary representation, the sequence number consists of two concatenat8@Nar&BEQ||IND. SEQIs the
batch number, antiND is an index numbering the authentication vectors within one b&ithrepresents the least
significant bits ofSQN If the concept of batches is not supported then the paraiiN&es not used an8QN= SEQ.

The USIM keeps track internally of an ordered list oftittéghest batch number values it has accepted. In addition, for
each batch numb&EQin the list, the USIM stores internally the highidD valueIND(SEQ)it has accepted

associated with that batch number. 5&Q ; denote the lowest arfEQ,s denote the highest batch number in the list.
C.1 Acceptance rule

When a user authentication request arrives, the USIM checks whether the sequence number is acceptable. The sequence
numberSQN = SEQ|IND is accepted by the USIM if and only if a) and either b) or c) hold:

a) SEQ-SEQus<A;

b) SEQis in the list andND > IND(SEQ) ;

¢) SEQis not in the list anGEQ> SEQo.

NOTE: The purpose of condition (i) is to protect against wrap around of the counter in the USIM.

The USIM shall also be able to put a libibn the difference betweSEQ sand an accepted batch numis&Q If
such a limit is applied then, in addition to the above conditions, the sequence number shall only be accepted by the
USIM if SEQys - SEQ<L.

NOTE: This allows for a memory-efficient storage of batch numbers: With the excep&&i(p§, the batch
numbers in the list need not be stored in full length, if those entries in the list which would cause the limit
L to be exceeded are removed from the list after a new sequence number has been accepted.

C.2 List update

After a sequence numb8QN = SEQ|IND received in a user authentication request has been accepted by the USIM,
the USIM proceeds as follows:

a) Case 1: the batch numIi#EQis not in the list.

Then the list entry corresponding3&Q o is deleted SEQis included in the listND(SEQ)is set tdND and
SEQoandSEQ,s are updated;

b) Case 2: the batch num®EQis in the list.

ThenIND(SEQ)is set tdND. If a sequence number received in a user authentication request is rejected the list
remains unaltered.

A USIM shall support a list size of at least xx entrieES).
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Annex D (informative):
Tags defined in 31.102

Tag Name of Data Element Usage
‘D8’ | Indicator for type 1 EFs (amount of records equal to master EF) Phone Book Reference File (EFpgR)
'D9’ Indicator for type 2 EFs (EFs linked via the index administration file) | phone Book Reference File (EFpgR)
‘DA’ | Indicator for type 3 EFs (EFs addressed inside a TLV object) Phone Book Reference File (EFpgR)
The following are encapsulated under 'XZ":

'CO" EFapndata object

'‘Cl'" EFapdata object

'C2"  EFecr:1 data object

'‘C3' EFsnedata object

'C4' EFanrdata object

'‘C5'  EFpsc data object

'C6' EFcre data object

'C7" EFaasdata object

'C8'  EFgasdata object

'C9'  EFup data object
'DC' | Synchronisation failure Response to AUTHENTICATE
'DB' | Successful UMTS authentication Response to AUTHENTICATE
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests

values in these cases.

File Identification Description Value
"2F E2' ICC identification operator dependant
'6F 05' Language indication 'FF'

'6F 07' IMSI operator dependant

'6F 20' Ciphering key Kc 'FF...FFO7"'

'6F 30 PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

'6F 37' ACM maximum value '000000' (see note 1)

'6F 38' USIM service table operator dependant

'6F 39' Accumulated call meter ‘000000

'6F 3E' Group identifier level 1 operator dependant

'6F 3F' Group identifier level 2 operator dependant

'6F 41 PUCT 'FFFFFF0000'

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name 'FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 74' BCCH 'FF...FF'

'6F 78' Access control class operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7E Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD' Administrative data operator dependant

'6F AE' Application profile identification see 10.3.16

'4F XX Abbreviated dialling nhumbers 'FF...FF'

'6F 3B' Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3D Capability configuration parameters 'FF...FF'

'6F 40' MSISDN storage 'FF...FF'

'6F 42' SMS parameters 'FF...FF'

'6F 43' SMS status 'FF...FF'

'6F 47" Short message status reports '00FF...FF'

'4F XX Extension 1 'FF...FF'

'6F 4B’ Extension 2 'FF...FF'

'6F 4C' Extension 3 'FF...FF'

'6F 52' GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’ SetUpMenu Elements operator dependent

'4F 20’ Image data '00FF...FF'

'4F 30’ SoLSA Access Indicator) '00FF...FF'

'4F 31 SoLSA LSA List 'FF...FF'

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmayx, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updateifthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].
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Annex F (informative):
Examples of coding of LSA Descriptor files for SOLSA

The length of all the records is determined by the LSA descriptor containing the largest number of bytes. Combinations
containing different numbers of LSA IDs, LAC+ Cl and CI or LAC can therefore be done. Various examples are show.
Due to the OTA management of the records it is recommended that the record length is maximum 100 bytes in order to
leave room for command descriptor and signature information in the SMS.

This first example contains two LSAs, one described by two LSA IDs and another described by three Cell IDs, giving a
record length of 8 bytes.

1% record: LSA descriptor LSA ID (3 bytes) LSA ID (3 bytes) Identifier (1 byte)
type = LSA ID
and number = 2
(1 byte)

2" record: LSA descriptor Cl (2 bytes) ClI (2 bytes) Cl (2 bytes) Identifier (1 byte)
type = Cl and
number = 3

(1 byte)

The second example contains two LSAs, one described by one LSA ID and one described by two Cell Ids, giving a
record length of 6 bytes.

1% record: LSA descriptor LSA ID (3 bytes) 'FF' Identifier (1 byte)
type = LSA ID
and number = 1
(1 byte)

2" record: LSA descriptor Cl (2 bytes) Cl (2 bytes) Identifier (1 byte)
type = Cl and
number = 2

(1 byte)
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Annex G (informative):
Phonebook Example

The phonebook has more than 254 entries. Additional number (3 additional numbers) information and second name
information can be added to each ADN entry. In addition each entry has a 2 byte Unique ID (UID) attached to it. The
phonebook also contains two files that are sharegEBnd Elpas These files are addressed from inside a filexgF

| is addressed via by, EFapn: and Ebas is addressed via Eciang EFrsc:: The phonebook supports two levels of
grouping and hidden entries in fgk.

Two records are needed in the reference file PBR '4F30' for supporting more than 254 entries. The reference file PBR
'4F30' record structure is as shown in table 1x. The structure of thgNkookfor Case 1 is shown in table 1y.

Table G.1: Structure of EFs inside DF

PHONEBOOK
DFpHonEBOOK
'5F3A'
| | | | |
EFper EFapn EFpec EFanra EFanrs
'4F30' '4F3A' '"4F09' '4H11' '4F13'
| | | | |
EFexT1 EFabn1 EFpec1 EFanra1 EFanrB1
'"4F4A' '4F3B' NFOA' 'AR12' 4F14
| | | | |
EFpas EFsne EFup EFcrp EFanrc
'4F4B' '4F19' '4F21' '4AH23' '4F158'
| | | |
EFsneL EFuib1 EFGrr1 EFanrc1
'"4F1A' '4F22' '4F24' '4H16'

The content of a phonebook entry in the range from 1-508 is described in table 1d and 1le.

Table G.2: Contents of EF pgg

Rec 1 [Tag'XX| L="12' [Tag'X0'| L='02' | '4F3A' [Tag'X6'| L='02' | '4F09' [Tag'X4'| L='02' | '4F11' [Tag'X4'| L='02' [ '4F13'|

[Tag'X4] L='02' [ '4F15' [Tag'X3'] L='02' | '4F19' [Tag'X9] L='02' | '4F21' [Tag'XZ| L='08' [Tag'X1'| L='02' | '4F4A"]

[Tag'X8'| L='02' [ '4F4B'[ 'FF' |

Rec 2 [Tag'XX| L="12' [Tag'X0'| L='02' | '4F3B' [Tag'X6'| L='02' | '4FO0A' [Tag'X4'| L='02' | '4F12' [Tag'X4'| L='02' | '4F14' ]

[Tag'X4'| L='02' | '4F16' [Tag'X3'| L='02' | '4F1A' [Tag'X9'| L='02' | '4F22' [Tag'XZ'| L='08' [Tag'X1'| L='02' [ '4F4A' |

[Tag'X8] L='02' [ '4F4B'[ 'FF' ]
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Table G.3: Structure of the 254 first entries in the phonebook

ADN PBC GRP ANR ANR ANR SNE uiD EXT1 PAS
'"4F3A' '4F09' '4F23' '4F11' '4F13' '4F15' '"4F19' '4F21' 'AFAA '4FAB'
Rec 1 ADN EXT1 Hidden Rec n°1 ANR1 ANR2 ANR3 Second uiD Rec '02' Record
Cont (1- | Rec'02' AID rec Recn®°3 | Recn°l | Recn°2 | Recn°3 Name numbers
(X+13)) N° 3 '00' Alpha as
String defined in
PBC/ANR
Rec 2 ADN EXT1 Not Rec n°2 ANR1 ANR2 ANR3 Second uiD Rec '2A* | Record
Cont (1- | Rec 2A Hidden Recn°l | Recn°l | Recn°2 | Recn°3 Name numbers
(X+13)) Rec n°3 Alpha as
String defined in
PBC/ANR
Rec 3
Rec 254
Table G.4: Structure of phone book entries 255-508 (Rec 1-254)
ADN PBC GRP ANR ANR ANR SNE uiD EXT1 PAS
'4F3B' '‘AFQA' '‘4F24' '4F12' '‘4F14' '4F16' '4F1A' '4F22' '4F4A '4F4B'
Rec 1 ADN EXT1 Hidden Rec n°1 ANR1 ANR2 ANR3 Second uiD Rec '02' Record
Cont (1- Rec '02' AID Rec n°3 Rec n°2 Rec n°2 Rec n°3 Name numbers
(X+13)) Recn° 3 ‘00 Alpha as
String defined in
PBC/ANR
Rec 2 ADN EXT1 Not Rec n°2 ANR1 ANR2 ANR3 Second uiD Rec '2A* Record
Cont (1- | Rec 2A Hidden Rec n°1 Rec n°2 Rec n°2 Rec n°3 Name numbers
(X+13)) Rec n°3 Alpha as
String defined in
PBC/ANR
Rec 3
Rec 254
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Annex H (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs "over the air" such ag EBuld result in unpredictable behaviour

of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description hange advised
'2F 05' Extended Language preference Yes
'2F E2' ICC identification No
‘4F 20' Image data Yes
'4F xx' Image Instance data Files Yes
'6F 05' Language preference Yes
'6F 07" IMSI Caution (Note 1)
'6F 20' Ciphering key Kc No
'6F 2C' De-personalization Control Keys Caution
'6F 30' PLMN selector Caution
'6F 31' HPLMN search period Caution
'6F 32' Co-operative network Caution
'6F 37" ACM maximum value Yes
'6F 38' SIM service table Caution
'6F 39' Accumulated call meter Yes
'6F 3A' Abbreviated dialling numbers Yes
'6F 3B' Fixed dialling numbers Yes
'6F 3C' Short messages Yes
'6F 3D' Capability configuration parameters Yes
'6F 3E' Group identifier level 1 Yes
'6F 3F' Group identifier level 2 Yes
'6F 40' MSISDN storage Yes
'6F 41' PUCT Yes
'6F 42' SMS parameters Yes
'6F 43' SMS status Yes
'6F 44' Last number dialled Yes
'6F 45' CBMI Caution
'6F 46' Service provider name Yes
'6F 47" Short message status reports Yes
'6F 48' CBMID Yes
'6F 49' Service Dialling Numbers Yes
'6F 4A' Extension 1 Yes
'6F 4B' Extension 2 Yes
'6F 4C' Extension 3 Yes
'6F 4D’ Barred dialling numbers Yes
'6F 4E' Extension 4 Yes
'6F 50' CBMIR Yes
'6F 51' Network's indication of alerting Caution
'6F 52' GPRS Ciphering key KcGPRS No
'6F 53' GPRS Location Information Caution
'6F 54' SetUpMenu Elements Yes
'6F 74' BCCH No
'6F 78' Access control class Caution
'6F 7B’ Forbidden PLMNs Caution
'6F 7E' Location information No (Note 1)
'6F AD' Administrative data Caution
'6F AE' Phase identification Caution
'6F B1' Voice Group Call Service Yes
'6F B2' Voice Group Call Service Status Yes
'6F B3' Voice Broadcast Service Yes
'6F B4' Voice Broadcast Service Status Yes
'6F B5' Enhanced Multi Level Pre-emption and Priority Yes
'6F B6' Automatic Answer for eMLPP Service Yes
'6F B7' Emergency Call Codes Caution

NOTE1L: If EFvs) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
EFoc) accordingly.
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
values in these cases.
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File Identification Description Value
‘2F 00’ Application directory Card issuer/operator dependant
‘2F 05’ Preferred languages ‘FE...FF’

‘2F 06’ Access rule reference Card issuer/operator dependant

'2F E2' ICC identification operator dependant

'4F 20' Image data '00FF...FF'

‘4F 21’ Unique identifier ‘0000’

‘AF 22 Phone book synchronisation counter ‘00000000’

‘4F 23’ Change counter ‘0000’

‘4F 24’ Previous unique identifier ‘0000’

‘4F 30’ Phone book reference file Operator dependant

‘4F 3D’ Capability configuration parameters 1 ‘FE...FF’

'4F XX' Abbreviated dialling numbers 'FF...FF'

'4F XX Extension 1 '00FF...FF'

'4F XX' Index administration phone book ‘FE...FF’

'4F XX Phone book control ‘0000’

'4F XX' Grouping file '00...00°

'4F XX Additional number alpha string ‘FE...FF’

'4F XX' Grouping information alpha string ‘FE...FF’

'4F XX Additional number ‘FE...FF’

'4F XX' Second name entry ‘FE...FF’

'4F XX E-mail addresses ‘FE...FF

‘4F XX Image instance data files ‘FE...FF’

'6F 05' Language indication 'FF...FF'

‘BF07 1MSH operatordependant

'6F 07" IMSI Operator dependant

‘6F 08’ Ciphering and integrity keys ‘OFFE...FF’

‘6F 09’ Ciphering and integrity keys for packet ‘OFFF...FF’

switched domain

'6F 20' Ciphering key Kc 'FF...FFO7

‘6F 2C’ De-personalization control keys ‘FE...FF’

'6F 30' User PLMN selector 'FF...FF'

'6F 31' HPLMN search period 'FF'

‘6F 32 Co-operative network list ‘FE...FF’

'6F 37' ACM maximum value ‘000000’ (see note 1)

'6F 38' USIM service table Operator dependant

'6F 39' Accumulated call meter ‘000000’

'6F 3B' Fixed dialling numbers 'FF...FF'

'6F 3C' Short messages '00FF...FF'

'6F 3E' Group identifier level 1 Operator dependant

'6F 3F' Group identifier level 2 Operator dependant

'6F 40' MSISDN storage 'FF...FF'

'6F 41' PUCT 'FFFFFF0000

'6F 42 SMS parameters 'FE...FF'

'6F 43' SMS status 'FE...FF'

'6F 45' CBMI 'FF...FF'

'6F 46' Service provider name Operator dependant

'6F 47' Short message status reports '00FF...FF'

'6F 48' CBMID 'FF...FF'

'6F 49' Service Dialling Numbers 'FF...FF'

'6F 4B’ Extension 2 '00FF...FF'

'6F 4C' Extension 3 '00FF...FF'

‘6F 4E’ Extension 5 ‘00FF...FF’

'6F 4F' Capability configuration parameters 2 'FE...FF'

‘6F 50’ CBMIR ‘FF...FF’

'6F 52' GPRS Ciphering key KcGPRS 'FFE...FFO7"

'6F 53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'
(see note 2)

‘6F 54’ SetUp Menu Elements Operator dependant
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‘6F 73’ Packet switched location information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F 74' BCCH 'FF...FF'

‘6E78' Access-controlclass coomierdonondont

'6F 78' Access control class Operator dependant

'6F 7B’ Forbidden PLMNs 'FF...FF'

'6F 7E Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

‘6F 7F’ GSM location information ‘FFFFFFFF xxFxxx 0000 FF 01’ (see note 2)

‘6F 80’ Incoming call information ‘FE...FF 000000 00 O1FFFF’

‘6F 81’ Outgoing call information ‘FF...FF 000000 O1FFFF’

‘6F 82 Incoming call timer ‘000000

‘6F 83’ Outgoing call timer ‘000000’

BFE40° MEE D seman EEEE

BFE43 SMS-status EEEE

YE XX Extension1 EEEE

BFE4C Extension3 EEEE

BEE3 GPRS Locationlnformation ‘EEEEEEEE EEEEEE )y 0000 EE 01

854 SetUpMenu Elements operator dependent

'6F AD' Administrative data Operator dependant

‘6F B5’ EMLPP Operator dependant

‘6F B6’ AaeM ‘00’

‘6F B7’ Emergency call codes Operator dependant

‘6F C2’ Group identity ‘FEFEFFFF

‘6F C3’ Key for hidden phone book entries ‘FE...FF’

‘6F XX User identity decryption node address Operator dependant

‘6F XX Temporary encrypted user identity ‘FE...FF’

‘6F XX Hyperframe number ’00...00°

‘6F XX Maximum value of hyperframe number Operator dependant

‘6F XX Comparison method information ‘FE...FF’

‘6F XX Enabled services table Operator dependant

‘6F XX’ Access point name control list ‘00FF...FF’

‘6F XX Operator PLMN selector ‘FE...FF’

‘6F XX’ Preferred HPLMN access technology ‘FE...FF

NOTE 1: The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not updatgitthe units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].
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Annex H (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs "over the air" such ag E6uld result in unpredictable behaviour

of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.
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File identification Description hange advised
‘2F 00’ Application directory
'2F 05' Extended-LanguagepreferencePreferred lanquages Yes
‘2F 06’ Access rule reference
'2F E2' ICC identification No
'4F 20' Image data Yes
‘4F 20' Image data Yes
‘4F 21’ Unigue identifier Yes
‘4F 22 Phone book synchronisation counter Yes
‘4F 23’ Change counter Yes
‘AF 24’ Previous unique identifier Yes
‘4F 30’ Phone book reference file Yes
‘4F 3D’ Capability configuration parameters 1 Yes
4F XX' Abbreviated dialling numbers Yes
'4F XX Extension 1 Yes
4F XX' Index administration phone book Yes
‘4F XX Phone book control Yes
4F XX' Grouping file Yes
4F XX Additional number alpha string Yes
4F XX' Grouping information alpha string Yes
'4F XX Additional number Yes
4F XX' Second name entry Yes
‘4F XX E-mail addresses Yes
'4F xx' Image Instance data Files Yes
'6F 05' Language indication preference Yes
'6F 07" IMSI Caution (Note 1)
‘6F 08’ Ciphering and integrity keys No
‘6F 09’ Ciphering and integrity keys for packet switched domain No
'6F 20 Ciphering key Kc No
'6F 2C' De-personalization Control Keys Caution
'6F 30' User PLMN selector Caution
'6F 31' HPLMN search period Caution
'6F 32 Co-operative network list Caution
'6F 37 ACM maximum value Yes
'6F 38' USIM service table Caution
'6F 39' Accumulated call meter Yes
'6F 3B' Fixed dialling numbers Yes
'6F 3C' Short messages Yes
'6F 3D' Capability configuration parameters Yes
'6F 3E' Group identifier level 1 Yes
'6F 3F' Group identifier level 2 Yes
'6F 40' MSISDN storage Yes
'6F 41' PUCT Yes
'6F 42' SMS parameters Yes
'6F 43' SMS status Yes
'6F 44' Last number dialled Yes
'6F 45' CBMI Caution
'6F 46' Service provider name Yes
'6F 47 Short message status reports Yes
'6F 48' CBMID Yes
'6F 49' Service Dialling Numbers Yes
'6F 4B' Extension 2 Yes
'6F AC' Extension 3 Yes
'6F 4D' Barred dialling numbers Yes
'6F 4E' Extension 54 Yes
‘6F 4F’ Capability configuration parameters 2 Yes
'6F 50' CBMIR Yes
'6F 52 GPRS Ciphering key KcGPRS No
'6F 53' GPRS Location Information Caution
'6F 54' SetUp Menu Elements Yes
‘6F 73’ Packet switched location information Caution
'6F 74' BCCH No
'6F 78' Access control class Caution
'6F 7B' Forbidden PLMNs Caution
'6F 7E' Location information No (Note 1)
‘6F 80’ Incoming call information Yes
‘6F 81’ Outgoing call information Yes
‘6F 82’ Incoming call timer Yes
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‘6F 83’ Qutgoing call timer Yes
'6F AD' Administrative data Caution
'6F B5' Enhanced Multi Level Pre-emption and Priority Yes
'6F B6' Automatic Answer for eMLPP Service Yes
'6F B7' Emergency Call Codes Caution
‘6F C2’ Group identity No
‘6F C3' Key for hidden phone book entries
‘6F XX’ User identity decryption node address
‘6F XX’ Temporary encrypted user identity
‘6F XX’ Hyperframe number
‘6F XX’ Maximum value of hyperframe number
‘6F XX’ Comparison method information
‘6F XX’ Enabled services table
‘6F XX’ Access point name control list
‘6F XX’ Operator PLMN selector
‘6F XX’ Preferred HPLMN access technology

NOTE1: If EFyyg) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update

EF| oc) accordingly.
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3

3.3

For the purposes of the present document, the following abbreviations apply:

Abbreviations

3GPP & Generation Partnership Project

AC Access Condition

ADF Application Dedicated File

AID Application IDentifier

AK Anonymity key

ALW ALWays

AMF Authentication Management Field

AoC Advice of Charge

AuC Authentication Centre

AUTN Authentication token

BDN Barred Dialling Number

CCP Capability Configuration Parameter
CK Cipher key

CS Circuit switched

DF Dedicated File

DO Data Object

EF Elementary File

EMUI Encrypted Mobile User Identity

EUIC Enhanced User Identity Confidentiality
FCPH File ControlParametetsformation

FFS For Further Study

GK User group key

GMSI Group Identity

GSM Global System for Mobile communications
HE Home Environment

ICC Integrated Circuit Card

ID IDentifier

IK Integrity key

IMSI International Mobile Subscriber Identity
K USIM Individual key

KSI Key Set Identifier

K¢ Cryptographic key used by the cipher A5
LSB Least Significant Bit

MAC Message authentication code

MAC-A MAC used for authentication and key agreement
MAC-I MAC used for data integrity of signalling messages
MCC Mobile Country Code

MF Master File

MMI Man Machine Interface

MNC Mobile Network Code

MODE Indication packet switched / circuit switched mode
MSB Most Significant Bit

NEV NEVer

NPI Numbering Plan Identifier

OFM Operational Feature Monitor

PIN Personal Identification Number

PS Packet switched

PS DO PIN Status Data Object

RAND Random challenge

RANDys Random challenge stored in the USIM
RES User response

RFU Reserved for Future Use

3GPP
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RST Reset

SDN Service dialling number

SE Security Environment

SFI Short EF Identifier

SQN Sequence number

SRES Signed RESponse calculated by a USIM
SW Status Word

TLV Tag Length Value

USAT USIM Application Toolkit

USIM Universal Subscriber Identity Module
XRES Expected user RESponse

4 Contents of the Elementary Files (EF)

4.1.4 EFarg (Access Rule Reference)

This EF contains the access rules for access to the EFs under the master file including this EF. This file is mandatory for
the USIM application.

Contents:
according to 3@S 31.101 [11].

Coding:
according to 3@S 31.101 [11].

4.2 Contents of files at the USIM ADF (Application DF) level

4.2 4A EFarr (Access Rule Reference)

This EF contains the access rules for files located under the USIM ADF in the UICC. If the security attribute tag '8B" is
indicated in the FCP it contains a reference to a record in this file.

Structure of EF _arr_at ADF-level

Identifier: '6FXX' | Structure: Linear fixed Mandatory
File size: X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-X Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format
as defined in ISO/IEC 7816-9 [24]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

3GPP
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4.5 Contents of files at the TELECOM level

4.5.5 EFarr (Access Rule Reference)

This EF contains the access rules for files located under the n the UICC. If the security attribute tag '8B' is
indicated in the FCP it contains a reference to a record in this file.

Structure of EF _arr_at DFqejecom -level

Identifier: '6EXX' | Structure: Linear fixed |  Mandatory
File size: X bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1-X Access Rule TLV data objects M X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format
as defined in ISO/IEC 7816-9 [24]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

6 Security features

6.4 User verification and fEile access conditions

The USIM application uses 2 PINs for user verification, PIN and PIN2. PINZ2 is used only in the ADF. The PIN and
PIN2 are mapped into key references as defined in 3G TS 31.101 [11]. Each key reference is associated with a usage
qualifier as defined in ISO/IEC7816-9 [24]. The PIN status is indicated in the PS DO, which is part of the FCP
response when an ADF/DF is selected. The coding of the PS_DO is defined in 3G TS 31.101 [11].

The PIN and PIN2 is coded on 8 bytes. Only (decimal) digits (0-9) shall be used, coded in CCITT T.50 [23] with bit 8
set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME
shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is
always 8.

The security architecture as defined in 3G TS 31.101 [11] applies to the USIM application with the following definitions
and additions.

- _The USIM application shall use key reference '01' as PIN and key reference '81' as PIN2. For access to
DFTelecom the PIN shall be verified. Access with PIN2 is limited to the USIM application.

- __The only valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in
ISO/IEC 7816-9 [24]. The terminal shall support the multi-application capabilities as defined in 31.101 [11].

- __Everyfile in the USIM application shall have a reference to an access rule storggkin EF

3GPP
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Every file under DFecomShall have a reference to an access rule storedajgk BRder DFejecom

- A multi-application capability UICC (from the security context point of view) shall support the referenced
format using SEID as defined in 3G TS 31.101 [11].

- A multi-application capability UICC (from the security context point of view) shall support the replacement
of a USIM application PIN with the Universal PIN, key reference '01', as defined in 3G TS 31.101 [11]. Only
the Universal PIN is allowed as a replacement.

- _Aterminal shall support the use of level 1 and level 2 user verification requirements as defined i 3G TS

31.101 [11].

- Aterminal shall support the replacement of a USIM application PIN with the Universal PIN, key reference
'01', as defined in 3G TS 31.101 [11].

- _Aterminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in 3G TS
31.101 [11]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in
3G TS 31.101 [11].

The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file AR} )o&udF
record number,or file ID (the file ID of Bkg), SEID and record number, pointer to the record igskhere the
access rule is stored. Each SEID refers to a record numbegdp. HFs having the same access rule use the same
record reference in Bkg. For a sample Elrg content se8G TS 31.101 [11]

A terminal conforming to the present document shall support the security attributes defined using tag's '8C', 'AB' and '8B'
as defined in 3G TS 31.101. In addition both the referencing methods indicated by tag '8B' shall be supported as defined
in3G TS 31.101 [11].

elected file

onditions

3GPP
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ent session;

7 USIM Commands

7.A VERIFY command

The VERIFY command is used to verify the user as defined in 3G TS 31.101 [11]. For the USIM application during a
3G session the parameter P2 is restricted to the following values

- '01" indicating verification of the PIN

- '81' indicating verification of PIN2

NOTE For administrative purposes any level 5 or level 6 value as specified in 3G TS 31.101 [11] may be used.

After 3 unsuccessful verification attempts, not necessarily in the same session the PINs blocked. The blocked status is
indicated in the response to the VERIFY command (O attempts left) see 3G TS 31.101 [11]

3GPP
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4.2.17 EF_oc (Location Information)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);
- Location Area Information (LAI);
- Location update status.

See clause 5.2.5 for special requirements when updatirg,EF

Identifier: '6F7E' | Structure: transparent Mandatory
SFI: '30°
File size: 11 bytes Update activity: high
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE PINADM
Bytes Description M/O Length
1-4 TMSI M 4 bytes
5-9 LAI M 5 bytes
10 RFU M 1 byte
11 Location update status M 1 byte
- TMSI
Contents:
Temporary Mobile Subscriber Identity.
Coding:

according to 3GI'S 24.008 [9].

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1 |
MISB I I I I I I

- LAl
Contents:
Location Area Information.
Coding:
according to 3GI'S 24.008 [9].

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 1

MSB of MCC Digit 1
LSB of MCC Digit 2

MSB of MCC Digit 2

Byte 6: second byte of LAl (MCC continued)

|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1

LSB of MCC Digit 3

MSB of MCC Digit 3
bits b5 to b8 are 1

3GPP
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