SA WG3 Temporary Document
Page 1
-

[bookmark: _GoBack]3GPP TSG-SA3LI, SA3#44LI	SA3LI12_026
17-19 January 2012, Barcelona, Spain

Source:	Sprint
Title:	In memory file or database system use case
Document for:	Discussion and decision
Agenda Item:	
Work Item / Release:	??
1. Introduction
[bookmark: _Toc227640903][bookmark: _Toc227641308]This contribution proposes a use case where the application file system and/or database is in memory for the cloud services living document.
2. Discussion
For performance reasons, file systems or databases can be defined in the main memory of a computer rather than operate on slower mass storage devices if the file system or database.  If the file system or database can’t fit in the physical main memory, virtual memory management services can be utilized to optimize access. The result of this is that the files which may be of interest to law enforcement are contained in the VMI resulting from possibly a checkpoint of a VM.
3. Proposal
***********************First addition******************************
1 Use cases
A. In memory file system or database
.
a. Overview
This use case describes basic VMI operation when the file system or database of interest is in the main memory of the VM as opposed to residing on a structured mass storage element.
b. Actors
The user is John. 
McCloud is the cloud service provider providing IaaS or PaaS on a variety of target hardware platforms but a single hypervisor (VMM).
c. Preconditions
John is a subscriber of the McCloud services and has installed an in memory file system and database system on the OS running in the selected VM.
d. Actions
i. John activates the VMI with the in memory file and database systems.
ii. John installs and initializes an application which manages his illegal activity.
iii. John’s cohorts are then able to logon to the new VM under the standard LINUX login services that John manages.
e. Results
i. All of the state (data) of the illegal activity are contained within the VM image or the active VM.
f. Challenges for interception
i. The VMI is hardware and VMM specific.  The target hardware platform may be cloud service provider specific.
ii. The identities of the users of the VM may not be known to the cloud service provider since the user identity management on the VM is by the system administrator of the hosted OS.
iii. Identifying the target OS may not be known by the cloud service provider, but require parsing the VMI.
iv. Identifying relevant data may require reverse engineering the application since the source code may not be available, parsing the file and database systems and then parsing the VMI.
v. The VMI created by the user or the latest VMI created for user triggered checkpointing may not contain the most current data of interest.  Rather that exists in the active VM.
***************************End of first addition**********************************
4. Recommendation
Discuss and adopt the proposed use case in a new use case section of the cloud services living document.
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