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1. Introduction
[bookmark: _Toc227640903][bookmark: _Toc227641308]This contribution proposes a VMI (Virtual Machine Image) use case for the cloud services living document.
2. Discussion
Virtual Machine Images are basic capabilities in most VM implementations allowing for a VM to start in a known or pre-configured state.  VMIs extend from the need to save state at specific events in order to restart a VM on possibly another physical processing platform.
VMIs can be created either explicitly by the user, by the application for creating application checkpoints, or by the VMM (virtual machine monitor) for scheduling purposes.
3. Proposal
***********************First addition******************************
1 Use cases
A. Virtual Machine Image (VMI) basic use case.
a. Overview
This use case describes basic VMI operation when the image is explicitly created by the user.
b. Actors
The user is John. 
McCloud is the cloud service provider providing IaaS on a variety of target hardware platforms but a single hypervisor (VMM).
c. Preconditions
John is a subscriber of the McCloud services and has VMI management privileges for private, shared and public images.
John begins with a public VMI with LINUX OS in initialized state.
d. Actions
i. John selects a public VMI which has LINUX and appropriate application libraries initialized to run on a specific target machine type.
ii. John installs and initializes an application which manages his illegal activity.
iii. John then initiates a VM snapshot to save the VM state as a new shared VMI.
iv. John’s cohorts are then able to logon to the new VM under the standard LINUX login services that John manages.
v. John also distributes the VMI name for other groups engaged in illegal activity to also use.
e. Results
i. There is a VM environment operating under John’s control supporting the purposes of the illegal activity.
ii. The VMI which is tailored for illegal activity is available for other groups to also support other illegal activity.
f. Challenges for interception
i. The VMI is hardware and VMM specific.  The target hardware platform may be cloud service provider specific.
ii. The identities of the users of the VM may not be known to the cloud service provider since the user identity management on the VM is by the system administrator of the hosted OS.
iii. The identities of the VMIs are cloud service provider, VMM specific.
iv. Identifying the target OS may not be known by the cloud service provider, but require parsing the VMI.
v. [bookmark: _GoBack]Identifying relevant data may require reverse engineering the application since the source code may not be available and then parsing the VMI.
***************************End of first addition**********************************
4. Recommendation
Discuss and adopt the proposed use case in a new use case section of the cloud services living document.
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