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1. Introduction
This contribution proposes discusses the scope of the work on LI solutions for Mobile Cloud Services.
2. Discussion

The cloud ecosystem is already taking shape and a number of players from IT, as well as OTT (Over-The-Top) players already offer agility and scalability through their service offerings. 

The fixed and mobile telecom operators deployed an extensive infrastructure (distributed data centres, etc) that are ripe for virtualization, as the operators look at better monetization of those resources. 

The telecom operators have some important advantages, especially through existing, strong, customer relationship, billing expertise and customer services, important for companies wanting to deploy cloud services. 

As such, the operators are in a unique position, especially the mobile operators, to offer a wide variety of bundling of cloud and network services for customers that practically maintain and expand their business with their existing service provider. 

The Mobile Cloud enables the cloud services to be ubiquitously available across multiple, separate mobile network operator domains.
The Mobile Cloud Providers (MCP) are the “intermediaries” facilitating the implementation of a Mobile Cloud through agreements with individual network operators (based upon wholesale models).
By using a MCP the Service Providers (SPs) can have a single interface and single business relationship, but interwork with multiple network operators.

From a service user's perspective, we can look at the cloud environment as an on-demand environment where various services controlled by other organizations can be leveraged and composed for the use of a service user, so that the services that are outside of an organization's own boundaries, operated and controlled by other organizations can become part of the aggregated portfolio of services of that organization
In regards to the cloud legal aspects, it is to be expected that many cloud computing scenarios will span the laws of multiple jurisdictions, i.e. the laws at the users’ location, at the location of the cloud provider, etc, may all potentially apply. 

The same data may be stored in multiple jurisdictions at the same time and the actual location of a user’s data may be difficult to determine.

The “combinatorial” character of the mobile cloud services, across multiple resource domains, infrastructure domains, security domains and jurisdictions domains, makes the task of developing LI solutions for cloud services particularly challenging.

The market opportunities of the mobile cloud services might be impeded, for the 3GPP mobile operators, by some conditions of their operating licenses, like the regulatory requirements for LI, that are an intrinsic part of any operational license.

Even if not specifically spelled out for cloud services cases, as the mobile operator domain is a “component” of the whole “combination” of domains contributing to the feasibility and delivery of the cloud services, the LI requirements are most likely to be implicitly extended by the regulators to cloud services.

We see, as a consequence of this, the mobile operators that are tightly regulated LI-wise, at an unfair disadvantage versus the OTT players, when it comes to the delivery of the cloud services.

With the above comments in mind, we consider the work on LI for the cloud services as an important factor in building a fair competition environment for the 3GPP mobile operators, in the area of cloud services offerings.

An additional challenge, as well as motivator for action, is the fact that even if the cloud architectures are not defined and standardized by 3GPP, in the de facto real world cloud scenarios the “components/segments” provided by the mobile operators are probably the most important/make-or-break factors, as the mobile broadband data services become widespread in the market.

The proposed work in SA3-LI on LI for mobile cloud services should take into account the specific characteristics of the mobile cloud services, as follows:

· The need to support mobile operators access in the service space to the emerging cloud service opportunities, by supporting solutions for LI as resulting from their operating licenses

· The wide diversity of mobile cloud services identified and becoming a de facto reality in the market place, easily deployable by many OTT players not impaired by tough operating licences

· The wide diversity of cloud architectures, loosely defined by other for a than 3GPP, but integrating segments of the 3GPP mobile communication system

As such, the work in SA3-LI on LI for Mobile Cloud Services should cover the following aspects:

· Identify all the use cases potentially resulting from the regionally-specific regulatory conditions of various 3GPP members

· ( create a wide list of use cases brought in by SA3-LI members, without initial conditions of pre-filtering them based upon some other regional criteria

· Identify the most common use cases

· Develop LI solutions for the identified use cases

· Specific LI aspects for clouds due to their cross-domain characteristics
· Cross-operational features of the clouds across multiple MNOs, SPs, etc

· Cross-jurisdictional features of the clouds

3. Proposal

Based upon the discussion in the previous section, we propose the following text for the scope of the work on the LI solutions for Mobile Cloud Services, to be included in the proposed living document on the LI solutions for Mobile Cloud Services:
1 Scope

This document studies the Lawful Intercept (LI) aspects of LI for Mobile Cloud Services, covering:
· Identify mobile operator applicable  use cases potentially resulting from the regionally-specific regulatory conditions of various SA3-LI participants. 

· Identify general requirements for LI solutions for the cloud environment and any impacts to the current 3GPP LI architecture or capabilities.
EDITOR’S NOTE:- The following two requirements are for further study and may require additional clarifications;
· Develop LI solutions for the identified cloud use cases relevant for mobile operators from various regional and regulatory environments

· Evaluation of proposed solutions for different LI approaches for Mobile Cloud Services 

