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1 Welcome

The Chairman welcomed delegates to San Francisco and Peter Musgrove welcomed them on behalf of North American Friends of 3GPP.
2 Apologies

There were none.
3 Approval of Agenda



SA3LI11_110r2
This was approved.

3.1 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Malta


SA3LI11_111r1
Final report Malta



Meeting Secretary

Approved.
4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#53
Fukuoka, Japan
At the plenary all CRs from the last meeting were approved resulting in the following latest versions of documents:

TS 33.106 

V11.1.0


TS 33.107



v 11.0.0
TS 33.108
v11.1.0

5.2 
SA WG3 #65 San Diego, USA
The Chairman reported the following from the above meeting in San Diego:

· There will be two more meeting cycles before REL-11 cut off which means the SA3 LI meeting in April will be the last chance for Change Requests

· The ZUC evaluation report is available on the GSMA World site but not the 3GPP site

· There has been discussion in SA3 concerning collocation of SA3 LI meetings with SA3.

· There was a contribution on Machine to Machine (M2M) regarding E164 allocations for M2M devices using IMSI rather than MSISDN identifiers which may have LI impact.
· Work on PUCI (Protection against Unsolicited Communication for IMS) may have LI impact depending on the final mechanisms used to filter or block communications. SA3-LI may need to work with SA3 in future on this issue. 
· Elections have taken place – Bengt Sahlin has been re-elected as Chairman and Anand Prasad of NEC and Magnus Alden of TeliaSonera have been elected as vice Chairmen

Bengt Sahlin was present and he said there had been a short discussion about collocation with SA3 or alternatives such as once a year but there was no consensus yet.  
5.3   ETSI TC LI

SA3LI11_112 Summary report from ETSI/TC LI to SA3-LI#43 

Peter van der Arend (Chairman ETSI/TC LI as LO ETSI/TC LI)

Peter van der Arend reported on the status of work in TC LI. 
He noted two issues where changes to TS 101 671 may impact on SA3  LI specifications. The first concerns a reference to the Service Area Identifier (SAI) which has been corrected in TS 101 671. The second is the addition of an IPv4 Sub Net Mask indication which can give partial location information.
There was discussion about the applicability and relevance to 33 108 and the Chairman gave the following action to Maurizio Iovieno and Gabor Ungvari:

	AP11-07
	Ericsson and NSN
	Consider SAI reference and sub net mask changes for 108
	New


Peter said he had just become aware of a restructuring of ETSI groups to replace TISPAN and that this might include TC LI. He and the rest of SA3 LI hoped TC LI would retain its independence but there was no certainty in the outcome. Ed asked when this might take effect to which Peter replied 1 March 2012.
Terry Jacobson asked about progress of the Dynamic Triggering WI. The Chairman said it was hoped to be completed by the TC LI meeting in Split, 25-27 September, but this depended on resource being made available for ASN.1 work.

The report was noted.
5.4 
TISPAN WG 7

No report.
5.5
WTSC-LI 

Peter Musgrove gave a verbal report. There have been three meetings since the Malta SA3 LI and work has centred on LAES for PoC. No date has been set for completion yet but he hopes for Q1 next year. 
Dynamic Triggering from TC LI is on the agenda. The document has been circulated and he asked how comments might be fed back if any arise at their next meeting on 10 January. Terry Jacobson also asked how the ATIS group could provide comments. To both, Peter van der Arend replied that comments could be made as company contributions which he encouraged. Additionally he noted that ATIS and ETSI have an MOU and he would welcome liaisons direct to TC LI. 
5.6
ATIS PTSC LAES 

SA3LI11_129 ATIS PTSC-LAES Status Report

ATIS PTSC-LAES Liaison
Terry Jacobson presented this report which was a summary of the recent meeting which had been chaired by Nagaraja Rao. Glen Myers has been elected Chairman. The report was noted. 
5.7
TR 45 / TR-45.8 Lawful Interception Group

SA3LI11_128 TIA TR-45.8 Lawful Intercept Group (LIG) Status Report 
Alcatel-Lucent

Terry Jacobson presented the report which was a record of two recent meetings. The report was noted.
5.8
WiMAX Forum

Jean Trakinat reported the following:

· WiMAX Forum held a member conference in Miami 31 Oct-4 Nov

· Discussed LEA needs relating to IPv4/v6 transition

· Continued LI work on WiMAX Voice Service (WVS) and agreed baselines for both Release X VoIP and broadband (NALI – North American LI) specifications

· V and V comment resolution on release 2 core (non LI) underway to complete by end year

5.9
Other bodies

Nag reported that PacketCable are working on solutions for IPv4/6 and NAT.
6 Incoming liaisons

There were none.
7 TS 33.106

7.1 Release 10
33.106 v 10.0.0

 No Contributions.

7.2 Release 11
33.106 v 11.1.0

No contributions.

8 TS 33.107

8.1 Release 10
33.107 v 10.4.0

 No Contributions

8.2 Release 11
33.107 v 10.4.0

No contributions.

9 TS 33.108

9.1 Release 10
33.108 v 10.4.0

 No Contributions

9.2 Release 11
33.108 v 11.1.0

SA3LI11_125 IP Addressing Discussion
TPS
Presented by Jean Trakinat this discussion paper was prompted by a review in TPS of IP addressing after inconsistencies of address encoding were seen in received traffic.
Gabor and Maurizio both noted it was a late contribution and they had not had time to consult colleagues. Jean accepted this and said she expected no decisions to be made at this meeting: it was merely for discussion at this stage. Maurizio supported the need for the clear specification and referencing of parameter coding for the LEAs but Gabor was unsure if there really was a problem.
The Chairman saw there may be issues to consider and suggested taking each question in the contribution in turn. These are extracted below with the response in italic:

Issue 1: Questions for discussion:  

a.  Should TS 23.003 be updated to reference RFC 4291?

This is an SA2 issue. NSN and Ericsson to raise with SA2 colleagues.
b. Should TS 33.108 include a reference to RFC 4291 and/or to RFC 2460?

No (reference should be to other 3GPP specifications which may in turn reference RFCs).
c. Should SA3-LI review the two identified obsoleted RFCs to ensure that the references are still valid for 33.108?

Yes – bring back proposals.
Issue 2: Questions for discussion:  

a. Should TS 33.108 be reviewed to ensure that all sections have clear and explicit encoding guidance for all parameters which may be an IP address?
Yes – all to check for next meeting.
b. With the current transition of IPv4 to IPv6, should TS 33.108 be reviewed to ensure that there is support to report all IPv4, IPv6, and any/all IPv4/v6 address transition plans?  Has 3GPP identified specific IPv4/v6 transition schemes that are supported?

Need for consistency – only TR for 3GPP specific schemes
c. Are there any additional formatting/representation references/guidance for Mobile IP or Dual Stack Mobile IP that need to be added?

Operator specific implementation. All consider and revert.
d. IPAddress is imported from various versions of ETSI 101 671.  Are there any alignment concerns with the current and proposed methods of representing and encoding IP addresses?

Gabor and Maurizio believe there is no issue.

Issue 3: Questions for discussion:  

a. Should reported IPv6 addresses explicitly report the prefix length?  Is this available for all IPv6 addresses or just for the IPv6 addresses assigned by the home network? 

Greg Schumacher said the prefix is only used for number administration. Chairman asked group to check specifications for definitions and availability and consider how to report.
b. Should the reporting of prefix length be added to the PS/IMS domain sections?  Is this also needed to support the reporting of shared IP addresses for PDP contexts in the case of dynamic IPv6 statement address autoconfiguration?  (see excerpted section 3.8 from TS 23.003 above)
Same consideration as 3(a) above.

The Chairman asked the meeting to bring contributions for the next meeting in Barcelona and the document was noted.
SA3LI11_130  SAI Reference Correction

PIDS
Koen Jaspers said this was originally raised by Swisscom at TC LI. NSN, Ericsson and ALU did not support the change as coding would remain the same. The Chairman asked Koen to bring the CR to the next meeting in Barcelona after a check for misaligned references. 
The document was noted.
10 Continued Discussion and New Business

10.1 Dynamic Triggering

No contributions (but see mention in 5.5).
10.2 IMS media plane security 

SA3LI11_123 Discussion paper for the living document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE

Alcatel-Lucent, Rogers Wireless

Terry Jacobson presented this discussion, the aim being to arrive at a way of capturing all the previous information brought up on MIKEY-IBAKE.
Eoin Buckley wondered what the point of a living document was given that it was agreed at the last meeting to choose only one LI solution. He was also concerned that too many options were being left open and was unclear about what conclusions would be made. Terry replied that it would help inform the choice of the best solution, the final decision being made by SA3 with input from SA3-LI.
Gabor asked if it was appropriate to create a living document in SA3-LI as MI is still a study area in SA3 and whether it would be a TR. Peter Musgrove supported the idea of the document and the Chairman said that as SA3-LI is a sub group it was appropriate. It would not be a TR as there is no WI. The consensus was to approve the concept and ALU agreed to be rapporteur. Peter van der Arend asked if the same process would be followed for the other two Media Security methods, KMS and SDES to which the Chairman said no as the LI work has been done.
Terry went on to present the following document:

SA3LI11_124 Proposed Table of Contents for the living document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE 

Alcatel-Lucent, Rogers Wireless
This was a skeleton table of contents. Koen suggested there should be a scope section and Sim requested some tutorial guidance on the technical aspects of the security scheme. Maurizio pointed out that the title of section 5 should be “Candidate LI Solutions”. Terry agreed to these suggestions and will bring a contribution to the next meeting reflecting this.
Nag asked what will happen to 33 106/7/8 now. The Chairman replied that when the LI approach is selected, the appropriate changes will feed into the three specifications.

The Chairman said that with the addition of some use cases to aid the analysis, the approach of creating a living document was agreed.

(On a related point, George Babut, who was not present at the meeting, suggested the approach could be appropriate to gather related information on other topics such as the Cloud).
10.3 IMS

SA3LI11_114 IMS VoIP

Nokia Siemens Networks
Presented by Gabor in response to the introduction of explicit IMS VoIP requirements in 33 106, it highlighted issues and difficulties in meeting the requirements. 
Complex call flow diagrams in the presentation for call forwarding and media optimisation scenarios showed that CC may not always be available in the home network. Ed said that this is already the case for 2G CDMA where the visited network controls the visiting user with only a link to the HLR for information. Nag said that ATIS have already defined a “CC not available” message.

Koen said that LEA view is that if CC is in the network it should be reported, no matter what node it may be in. Greg noted that media streams may be present but impossible to identify and correlate with IRI.

The Chairman asked Gabor if NSN had any proposals to make. There were none at this stage: the document was for information. The Chairman thanked Gabor for raising the issues. He said further work was required and encouraged all to consider the issues and bring in contributions.

The document was noted.

SA3LI11_120r1 Discussion on Transmission in HI2 of a message of any IMSI and information related to an UE 
MinEFI and Public Safety Canada
Pierre introduced the discussion noting that as UEs become more complex, knowledge of their configuration would be of value to LEAs. Greg noted that from an operator’s point of view, configurations are not standardised and LEAs would need to approach each in turn. Peter Musgrove said there was no way that operators could help LEAs at present and questioned the legality of stimulating UEs to obtain information. Greg pointed out that the ETSI SCP Technical Committee develops SIM standards and then 3GPP considers what to adopt.
The Chairman concluded that it would not be possible to standardise for LI the information required but it might in future if a third party held the database. He also wondered whether the information was needed in real time and if a non real time data disclosure request approach would suffice.

The document was noted.

SA3LI11_121 Discussion on IMEI triggered LI on IMS 

MinEFI

Pierre explained the desire to trigger on IMEI in the IMS domain as for CS. Greg said that obtaining IMEI is an optional procedure and not a basis for IMS service or signalling and would be against the access independent nature of the IMS. The Chairman said that the IMS was introduced in Release 5 and there had been no previous request for this. If provision was added for Release 12 there might be backward compatibility issues at older network elements. Koen said that in The Netherlands, legislation is unaware of technical details but covers triggering on an equipment identifier.
The Chairman accepted there was a consensus for IMEI triggering and gave Manufacturers and Operators the following action which would involve mapping from IMEI to IMSI:

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	New


If this is not possible for Release 12 and across legacy elements, there would then be a need to liaise with CT and SA3.
SA3LI11_122r1 Discussion of LI of IMS VoLTE or MMTEL or VMS services 
MinEFI
Pierre Courbon introduced the discussion paper which aims to consider how the SA3-LI range of specifications will handle the new voice services which are not based in the CS domain with particular reference to the LEMF.

Maurizio asked if LEMFs would have a SIP input capability which would mean a complete change to the way LI is delivered. Pierre said this is likely in the future. The Chairman asked if any other countries were looking to IP delivery mechanisms. The UK and The Netherlands are both moving towards mediated IP delivery for CC and IRI rather than direct interconnection from the media plane to LEMF mentioned in the document. There would be security issues and correlation difficulties with the latter which could be costly. Ed noted that CS has been predicted to end by 2017 so there will be a need for IP delivery before then.

The Chairman asked the group to bring back scenarios for further consideration at the next meeting.

The document was noted.

10.4 Location Reporting

No Contributions.

10.5 H(e)NB

SA3LI11_117 H(e)NB GW 

Nokia Siemens Networks

In this document, Gabor argued against the need for an interception function in the H(e)NB GW as it is an optional element in some scenarios (eg LTE/EPS) , and everything is available in the core network. However Nag showed that if the H(e)NB itself is the target (which may be the case), LI is not possible in the core which raises the question of what to do if the H(e)NB GW is absent. Greg pointed out an error in the EPS diagram where the S1 user plane should be shown as optionally going direct to the S-GW and not always via the H(e)NB GW which suggests the latter may not be a good place for User CC interception.
The Chairman said there are good reasons for the H(e)NB GW not to be an IAP but the point raised by Nag must be considered. Gabor undertook to check issues raised and report back on findings.
The document was noted.

10.6 MNO Cloud Services

SA3LI11_115 MNO Cloud Use Case 2 
Rogers Wireless
SA3LI11_116 MNO Cloud Use Case 3 
Rogers Wireless
SA3LI11_119 Discussion of how SA 3 LI should address Cloud Services 
Sprint
The above three documents were considered together. In the first two, Ed O’Leary described further use cases. Gabor asked in the first Cloud Server use case, how this would equate to a 3GPP network element. Ed said it could be an IMS Application Service.
Greg Schumacher asked Ed if he had considered the resource virtualization aspect of Cloud Services. He had not as the scope for the work had not been defined and he had brought in use cases to build up an understanding of the overall picture. Koen Jaspers supported this saying that the LEAs welcomed the information to consider the issues. The Chairman asked Ed to continue and then asked Greg to lead the discussion on how SA3-LI should address Cloud Services based on Tdoc 119.

Greg argued there was work for SA3-LI to do but that there needs to be a clear, bounded scope in order to control the effort. There are many fora developing standards and services and it was important to identify areas to include within the scope of 3GPP. Gabor was reluctant to create a living document and was keen to narrow the scope to ensure a positive outcome. He also felt there were still many open topics to work on in SA3-LI that should take priority. He was aware that TC LI was also doing work on the Cloud.
The Chairman asked Peter van der Arend to forward ETSI TC LI documents to Greg and anyone else not attending TC LI and wished to align with that work. Summarising, the Chairman said there was a desire to make controlled progress and he placed the following action point:
	AP11-09
	SPRINT, Rogers, LEAs
	Develop scope for Cloud LI
	New


The three documents were noted.
11 GSM LI documents

SA3LI11_113 Handling of 3GPP GSM LI specifications 
Ericsson
In this Maurizio considered ways of handling the old GSM LI documents in the future, an action which is part of the Release 11 WID. The first option, withdrawal, was ruled out and there was discussion about the other two possibilities. Terry Jacobson asked for time to discuss with colleagues before a decision is made. The Chairman offered to check options with MCC and hopefully for SA3-LI to make a final decision at #44 in Barcelona.
These documents under discussion are:
11.1 3GPP TR 41.033 V10.0.0 (2011-04) old 01.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 10)
11.2 3GPP TS 42.033 V10.0.0 (2011-04) old 02.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 10)
11.3 3GPP TS 43.033 V10.0.0 (2011-04) old 03.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 10)

12 Review meeting output / agreed

There were none.
13 Outgoing Liaisons

There were none.

14 Meeting dates and venues for next meetings

	Organization
	Date
	Venue
	Host
	Notes

	SA#54
	12-14 Dec
	Berlin
	
	

	SA3LI#44
	17-19th Jan 2012
	Barcelona
	EF
	

	TC LI#
	24 - 26th Jan
	Dun Laoghaire IE
	
	

	SA3#66
	06-12 Feb 2012
	Vancouver

Co-located SA2
	NF
	

	SA#55
	5-7 Mar
	Xiamen
	
	

	SA3 LI#45
	24th – 26th April
	Bratislava
	EF
	

	TC LI
	14-16 May
	Amsterdam
	
	

	SA3#67
	21-25 May
	Kyoto, Japan

Co-located CT Groups
	
	

	SA#56
	18-20 Jun 
	
	
	

	SA3#68
	09-13 Jul
	
	
	

	SA3 LI#46
	17th -19th July
	NA (Canada?)
	NF
	

	SA#57
	10-12 Sep
	USA
	
	

	SA3-LI#47
	16th-18th Oct
	USA 
	NF
	

	SA3#69
	05-09 Nov
	UK?
	EF
	

	SA#58
	10-12 Dec
	EU
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Annex B
List of Actions

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing

	AP11-07
	Ericsson and NSN
	Consider SAI reference and sub net mask changes for 108
	New

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	New

	AP11-09
	SPRINT, Rogers, LEAs
	Develop scope for Cloud LI
	New


18
1

