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This paper is presented for onward submission to the rapporteur of the WLAN work item.

The model below is common to a number of Interception domain specifications and is derived from advice contained in ES 201 158 and from ES 201 671. It is proposed that this model is adopted for the WLAN interception model. This paper indicates actions required to complete detail interception definitions for WLAN.

 AUTONUMLGL \e 
Generic LI architecture

The overall interception framework is extended from the model described in clause 5.2 of ES 201 158 [] and from the architecture identified in clause 5 of TS 101 671 [] (see figure 1).
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Figure 1: Functional block diagram showing Handover Interface HI (from TS 101 671 [])

The scope of this document is the NMW/AP/SvP's domain as shown in figure 1. This document describes the internal interfaces INI1, INI2 and INI3 as shown in figure 2.
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Figure 2: Reference Model for Lawful Interception

The administrative information is exchanged between the LIAF, the LI functions and the Lawful Interception Delivery Function (LIDF) via INI1.

Internal interface INI2 carries Intercept Related Information (IRI) from the Intercept Related Information Interception Function (IRIIF). Internal interface INI3 carries Content of Communication (CC) information. 

3
Description of functional elements

3
Intercept Related Information Interception Function (IRIIF)

The purpose of the IRIIF is to generate information related to calls or and other information involving interception targets identified by Law Enforcement Agency (LEA) sessions, i.e. IRI.

The IRI information is sent to the LIDF to be delivered to the Law Enforcement Monitoring Facility (LEMF) over interface HI2.

3
Content of Communication Interception Function (CCIF)

The CCIF shall cause the CC to be duplicated and passed to the LIDF. The content may be duplicated within the Media Layer or within the Transport Layer and this may be achieved by any means such that the sender and recipient(s) are unaware of the copying process and cannot take steps that will reveal the copying process is taking place. 

The CC is sent to the LIDF and it is formatted in accordance with later clauses for delivery to the LEMF over interface HI3.

3
Lawful Interception Delivery Function (LIDF)

Within each administrative domain there shall exist a functional entity - the LIDF. This entity receives information from the IRIIF(s) and CCIF(s) within the administrative domain and formats that received information to be passed on to the LEMF. If there is more than one IRIIF within an administrative domain the LIDF shall manage the reporting state of the call so that information is sent to the LEMF as if it were from a single IRIIF. In this case the LIDF shall ensure that the reported information elements represent a consistent and single view of the intercept.

The LIDF incorporates the mediation function defined in ES 201 158 [] as "A function which selects sequences and transforms information, including CC when necessary, between a number of IIFs and the HI. Sometimes the mediation function may be a null function, e.g. direct delivery of CC to the LEMF via HI3 with no changes."

3
Lawful Intercept Administration Function (LIAF)

In each administrative domain there shall exist an LIAF to manage requests for interception . This function ensures that the request from an LEA to send IRI and or CC information to an LEMF is acted upon. This function is not the subject of this specification and is described here only for completeness.

The information available at the LIAF includes:

NOTE:
This list is adapted from clause 7.1 of TS 101 671 [].

· Identification of the interception subject (Target Identity)

· The agreed lawful interception identifier (LIID)

· Start and end, or start and duration, of the interception

· Kind of interception information, i.e. IRI, CC or both

· Address of the LEMF to which IRI information should be sent i.e. the HI2 destination address (if applicable)

· Address of the LEMF to which CC information should be sent i.e. the HI3 destination address (if applicable)

· Other details related to the intercept such as the value of options

· A reference for authorisation of the interception

· Other information as required

This information is transported via INI1 to the relevant elements (the IRIIF, LIDF and CCIF as necessary).
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Figure 3: Simplified interception activity diagram

 AUTONUMLGL \e 
Interception of user signalling

Figure 16 illustrates the required inteception activities. This clause covers the interception of user signalling whereas the interception of CC is described in clause 7.
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Figure 4: Simplified interception activity diagram

3
Interception protocol at interface INI2

There are four kinds of record type used across INI2, which are:

· Begin-record

· Continue-record

· End-record

· Report-record

The first three of these record types form an IRI-transaction.
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NOTE:
The bordered area of the chart indicates an IRI-transaction

Figure 5: IRI protocol sequence chart

The use of each IRI record types is defined by table 1.

Table 1: Use of IRI Record Types

	Record Type
	When record type is used

	Begin
	First event of a communication attempt, opening the IRI transaction 

	Continue
	Any time during a communication or communication attempt within the IRI transaction 

	End
	The end of a communication or communication attempt, closing the IRI transaction 

	Report
	Used in general for non-communication related events 


3
Signal sets and interception

All signals in an IPcablecom environment can be classified using set theory as below (see also figure 6):
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The sets {BeginSignals}, {EndSignals} and {ContinueSignals} in general should have no intersections, i.e. anySignal should only be a member of one of these sets.

NOTE:
In some protocols, e.g. SIP, the set of message types is very small and the same message type may belong to more than one set. In such cases the content of the message determines to which set the message belongs. In other protocols, e.g. ISDN (DSS1), the message type itself determines to which set the message belongs.

The logical processing model of interception is shown below:
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THEN " prepare IRI-Report record"
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Figure 6: Ven diagram showing signal sets

Annex F of this document classifies common signalling protocols used in the IPCablecom environment using the above model.

3
Location of LI functions

NOTE:
The text here is extracted from TS 101 909-20-2 for information. It is proposed that a similar text is prepared for the WLAN document.

The IRIIF function can be located within more than one IPCablecom functional entity:

· The Application Manager, 

· Where the AM belongs to the cable operator domain, or outside the operator domain and accessible.

· Policy Server; 

· If the Application Manager does not belong to, or cannot be accessed by, the operator domain 

· Cable Modem Termination System; 

· If the Application Manager does not belong to, or cannot be accessed by, the operator domain 

The CCIF function is always located within the CMTS functional entity.

In the normal case interception the IRIIF is assumed to exist only in the Application manager (see figure 7).

The following three figures illustrate the different possible locations of the IRIIF functional entity.
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Figure 7: Normal interception model for message sequences
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Figure 8: Optional interception model showing PS offering only interpreted signalling (IRI)
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Figure 9: Optional interception model showing CMTS offering only interpreted signalling (IRI)

3
Interception of specific signalling

The generic information flow that describes INI2 intercepted packets is defined below in the "target activity monitor" information.

3
IRI protocol service model

The IRI protocol model offers a single Service Access Point (SAP) as shown in figure 10 with the following requirements placed on the transfer protocol:

· Integrity: The intercepted data should be protected against data manipulation whilst in transit

· Confidentiality: The intercepted data, if itself intercepted in transit, should not be able to reveal any information to the interceptor

· Reliability and transmission requirement: There shall be no retransmission contstraint placed on the IRI protocol itself

NOTE:
Where the network is physically reliable UDP may satisfy the latter requirement.


[image: image15.wmf] 

IRI

-

SAP

 

TARGET_ACTIVITY_MONITOR_ind

 

TARGET_ACTIVITY_MONITOR_req

 


Figure 10: IRI protocol service model

The transmission protocol should employ the security mechanism defined in TS 101 909-11 [] as pkt-s21 (and/or pkt-s23) as modified by clause 8 of this document. 

3
Target activity monitor

This information flow shall provide the activity of the target on the IPCablecom network to the LIDF. It has a header section indicating who, when and where, with a body section indicating the what of the target activity.

The IRI-Record shall by default be of type IRI-Report and the user-signal shall be sent as a bit exact copy of the signal, i.e. no interpretation shall be attempted.

TARGETACTIVITYMONITOR ::= SEQUENCE

{

    lIInstanceid                 LIIdType,                  -- header, who -

    timestamp                    UTCTime,                   -- header, when -

    targetLocation               LocationType,              -- header, where -

    direction                    DirectionType,

    iRITransaction               IRITransactionType DEFAULT iRIreport,

    userSignal                   UserSignalType,            -- Either copy or interpreted signalling

    cryptoCheckSum               BIT STRING  OPTIONAL

}

Protocol constraints:

Response to = None

Response expected = None

For a list of all parameter definitions refer to the ASN.1 module in Annex C.

 AUTONUMLGL \e 
Interception of content of communication 

3
Internal delivery of Content of Communication across interface INI3

NOTE:
The interception methods described here apply only when IP is used for streaming media.

3
General model

The general model employed for delivery of content of communication over INI3 is to encapsulate the target and co-target traffic using the data stuctures T-Traffic and CT-Traffic defined in this clause. In addition this clause specifies the rules to be followed for embedding the intercepted traffic packet into the "TrafficPacket" element of the T-Traffic and CT-Traffic data structures.

3
CC protocol service model

The CC protocol model offers a single Service Access Point (SAP) as shown in figure 11 with the following requirements placed on the transfer protocol:

· Integrity: The intercepted data should be protected against data manipulation whilst in transit

· Confidentiality: The intercepted data, if itself intercepted in transit, should not be able to reveal any information to the interceptor

· Reliability and transmission requirement: There shall be no retransmission contstraint placed on the CC protocol itself

NOTE:
Where the network is physically reliable UDP may satisfy the latter requirement.
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Figure 11: CC protocol service model

The transmission protocol should employ the security mechanism defined in TS 101 909-11 [] as pkt-s22 or as modified by clause 8 of this document. 

3
T_TRAFFIC_req_ind

This information flow carries a traffic packet of the target to the DF.

-- Messages exchanged on X3 --

TTRAFFIC ::= SEQUENCE

{

        lIInstanceid              LIIdType,

        trafficPacket             BIT STRING,

        cryptoChecksum            BIT STRING    OPTIONAL

}

Protocol constraints:

Response to = None

Response expected = None

3
CT_TRAFFIC_req_ind

This information flow carries a traffic packet of the co-target to the DF. Each successive correspondent shall be identified by incrementing the "correspondentCount" element of the information element.

CTTRAFFIC ::= SEQUENCE

{

        lIInstanceid              LIIdType,

        correspondentCount        INTEGER,

        trafficPacket             BIT STRING,

        cryptoChecksum            BIT STRING    OPTIONAL

}

Protocol constraints:

Response to = None

Response expected = None
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