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1. Introduction

Wi-Fi is a registered trademark of the Wi-Fi Alliance
, and is used to indicate equipment which conforms to an interworking profile for IEEE 802.11a, -b or -g. These standards are available from the IEEE web site
, though the interested or simply curious reader will need to download their individual copy due to licensing conditions. The profile is the bedrock for the widespread adoption of the radio technology, which is typically being used for home (computer) networks, business computer networks and public access to the Internet.

This paper is concerned principally with the application of Wi-Fi to public access to the Internet, and the issues of lawful interception (LI) which such connection raises. In spite of various criticisms of the various IEEE 802.11 standards, principally in relation to area spectral efficiency and security, IEEE 802.11b and IEEE 802.11g equipment is being fitted to a great deal of new personal computing equipment. Intel’s Centrino initiative
 packages IEEE 802.11a, b or g func​tionality together with a low power consumption mobile processor. This allows attractive portable computing equipment to be manufactured at an affordable price. Naturally, there are many other players in the market-place.

For the user, 802.11 technology brings freedom to connect to the Internet with no wires, and frequently with no need for prior arrangement. There is a downside for the user in the sense that frequently 802.11 access has to be paid for. The business model for offering 802.11 access is still being developed. One could say that it is a lot easier to manufacture 802.11 equipment than it is to make money offering Internet access using 802.11, and a number of business models are being tried.

No-one yet knows which business models will work in the long term, if any at all.

1.1 Hotspots and Access Points

The reader will find frequent reference to the terms “hotspots” and “access points”. A hotspot is a nominated area where a user can expect to receive Wireless LAN access. A hotspot might be a few metres across if it is serving a small room or perhaps 100 metres across if serving a large open space.

One hotspot will be served by one or more access points, typically using a single ESSID
. An access point is the technical equipment which offers IEEE 802.11 connectivity to a mobile terminal.

How a user terminal roams between hotspots is an open question, to which there is no standard answer. Possibilities include the use of Mobile IP
.

1.2 WiMax

WiMax is another interworking profile, but aimed principally at fixed access networks, based on IEEE 802.16 and ETSI HIPERMAN. WiMax will allow for mobile access, but this is unlikely to be an issue until the turn of the decade. It is thus mentioned only to note that it has been explicitly ignored from this paper.

2. Business models

We start by considering business models, since the impact of these drives the technical infrastructure, and infrastructure arrangements which do not support a viable business model will not survive for very long.

2.1 Free access

An access point owner, the service provider, provides free access to the Internet, typically as part of another service. So a hotel might offer Wi-Fi coverage to encourage its guests to return, or a coffee bar might offer Wi-Fi coverage to encourage its customers to stay longer and eat and drink more, and generally improve its popularity.

In these cases the cost of billing, and dealing with dissatisfied customers, and the potential for customers to be dissatisfied in the first place, is a very strong incentive for offering free service. Thus free Wi-Fi service equates to satisfied customers, who will, one way and another, then pay more for a business’s principal services.

This model might apply to a single location, or to a number of locations. Note that the free service might be provided by the business owner’s own assets, or by assets supplied by another party.

An example from the UK is the provision by The Cloud of Wi-Fi access using access points attached to ADSL lines already provided for downloading games to games machines situated in pubs or other entertainment venues
.

2.2 Paid access to own network

A service provider business establishes their own set of access points (locations), which their customers may use, for a fee of some sort. Some customers will be subscribers, some customers will be pay-as-you-go typically paying over the air for a few hours service using a credit card. The fee for using pay-as-you-go service might be a few Euro an hour. The charging method for subscribers might allow so many hours access or so much data transfer per time period.

Typically, the tariff is set by comparison to the cost of GPRS air-time and what the market will bear. The target customer, today, is a business person or a bright young thing with disposable income. Over time, the tariffs may be expected to reduce with competition.

Generally the equipment is provided and operated by the service provider. However, the service provider can not offer their branded access anywhere where they own no infrastructure, which is unattractive to, for instance, international travellers.

This monopoly model is being superseded by the following, federated, model.

2.3 Paid access and federated network

A customer, as above, may be a subscriber or a pay-as-you-go user. The service provider, who may or may not own their own network, contracts with other networks to provide Wi-Fi access to the service provider’s customers. This allows the service provider to retain their contact, and branding, with their own customer base, but to offer that customer service over a wide set of locations, with no need for capital investment on the part of the service provider.

The area over which their customer base can receive service, and the profitability of the business, depend on the commercial negotiating skills of the service provider.

Typically, when a service provider’s customer receives service at a location, that customer will be offered a choice of service providers and must select the one which they wish to use.

This is a rich model, and can be expected to evolve with time.

2.4 More on federation

A service provider A may negotiate with service provider B a contract for that service provider to extend the area over which A’s customers may receive service. The technical infrastructure which offers service may be provided directly by B, or by third party service providers with whom B has, in turn, a contractual relationship. A third party access provider could be a small domestic user or shopkeeper, for instance, who offers 802.11 access through a package. Equally, a third party access provider could be a multi-national business (who in their turn may federate, of course).

It is very noticeable that there are players, 802.11 service franchisers, whose business model is to offer other businesses, who already have locations, the opportunity to install 802.11 access points as a managed service. So a hotel, for instance, would install one or more access points but the technical details, customer support etc. would be dealt with by the service franchiser. Either party might have the customer relationship, and the franchisee is paid commission by the franchiser according to revenue.

2.5 International issues

The networks described have no fundamental regulatory limits as far as international frontiers are concerned. This is a consequence of telecommunications market liberalisation. In the EU, market regulation should be in accord with directive 2002/21/EC which makes clear that regulation is appropriate only when a player has significant market power, and for purposes of constraining that market power. Thus if an operator with a central location in Luxembourg proposes to serve access points in Germany, France, the UK and The Netherlands there are no prescriptive reasons why this arrangement should not be set in place. Should the hypothetical operator then wish to federate with networks in the USA and Australia there are few real barriers, always supposing that financial backing exists.

3. Technical issues

There are a number of technical issues which arise from the use of 802.11 technology.

3.1 [image: image1.bmp]Basic structure

Figure 1, below, identifies the elements involved in arranging an 802.11 Internet access service, and their interconnection. A mobile terminal uses a radio link to communicate with an access point, using 802.11 protocols and the Wi-Fi interworking profile. The access point links to AAA
 functions, which may be local or remote. The access point also offers Internet connectivity, which again may be local or remote.

Figure 1: The elements of an 802.11 Internet access arrangement

3.1.1 Link sharing

The 802.11 protocols are designed to permit the sharing of the radio link’s capacity between several mobile terminals. Thus one access point can simultaneously support a number of mobile terminals. The number of mobile terminals which can satisfactorily share an access point depends on the services which those mobile terminals are accessing.

3.1.2 Distance issues

The access range between a mobile terminal and an access point will be somewhere between 100m, if there are few obstructions, and 30m or less in an urban environment. Within a building the range may be 10m, or less, if there are walls between the mobile terminal and the access point.

As the distance between a mobile terminal and its current access point increases, so, typically, the data rate supported by the radio link will drop. The sequence of link speeds defined for 802.11b is 11 Mbs-1, 5.5 Mbs-1, 2 Mbs-1, 1 Mbs-1, 0.5 Mbs-1.

3.1.3 Regulatory issues

802.11b and 802.11g both use unprotected and unlicensed
, but regulated
, spectrum in the 2.4 GHz ISM
 band. However users of this allocation have no rights of protection against interference from other users, and must accept any interference which is received. Other users of this spectrum include microwave ovens and Bluetooth.

The 5 GHz spectrum used by 802.11a enjoys a similar licensing régime.

3.1.4 Channelisation

There are about a dozen channels defined for 802.11b, which also apply, in principle, to 802.11g. However, the sad truth is that the dozen channels only apply at very poor protection ratios. No more than half-a-dozen access networks can, realistically, simultaneously be active in the same geographic area at once.

The channelisation does, however, improve co-existence between adjacent networks.

As the link speed drops, the interference between adjacent networks also drops.

3.1.5 Registration

When a mobile terminal wishes to receive Wireless LAN service at a hotspot, it must first register with the service. The terminal communicates with the access point, which in turn communicates with the AAA functionality. Traditionally, this happens through a web page with encrypted access, although other methods could, in principle, be used.

After registration a terminal remains registered until a timeout expires.

3.1.6 Handover

There is no standardised handover procedure between one access point and another. If a mobile terminal wishes to maintain its Internet access as it leaves one access point and comes in to range of another, then it must generally manage the registration procedures itself.

(This will be an issue for the future commercial success of Wireless LANs.)

3.2 Central access control and backhaul to the Internet
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Figure 2 below shows the typical arrangement of a centrally controlled access service. A backhaul network connects a number of geographically dispersed access points to a central location. At that location the AAA functions and Internet connectivity are provided. So that control may be provided over subscriber access, the arrangements do not allow direct access to the Internet from an access point. Instead, traffic is sent through the backhaul via the backhaul network. Such a network typically uses L2TP tunnels established through the (public) Internet, one tunnel set up per active user.

Figure 2: The elements of a centrally controlled 802.11 access service.

The observant reader will realise that LI is, in principle, easy to achieve at the central location where account information, activity information and the associated traffic are all readily available.

This arrangement may support the free access and paid access business models. If paid access is offered from federated networks, then the arrangement described above could be used with some extra complication relating to AAA, but with all traffic being backhauled to the central location.

3.3 Central access control and federated access to the Internet

[image: image3.emf]Central location

Federated network

Internet

connectivity

AAA

functions

Access

point

Figure 3 below shows centralised access control and federated access to the Internet. The essence of the arrangement is that access control is managed centrally, but Internet connectivity is provided by the federated network.

Figure 3: The elements of federated access to the Internet.

The observant reader will realise that LI has become more problematic. Identity information is held at the central location, but traffic between a mobile terminal and the Internet is dealt with by the federated network. Such traffic is never seen at the central location. Traffic may be seen by the federated network, though.

The feature of this arrangement as compared with figure 2 is that there is no backhaul to the central location. This would generally be cheaper than using such backhaul. A service provider is always under economic pressure to reduce the costs of operation.

3.4 Central access control and local access to the Internet
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Figure 4 below shows an arrangement in which access control is the only function reserved to the central location. Access to the Internet is provided by each access point, individually.

Figure 4: Elements of local access to the Internet

The observant reader will realise that LI has become very difficult. Although the central location still knows that an account is active, Internet connectivity is associated with each access point.

The driver for the adoption of this access model is simplicity, and reduction in cost.

3.5 Distributed access
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Figure 5 below shows an arrangement in which the functions of the central location are limited to account administration. Access control is devolved to the access point.

Figure 5: Elements of distributed access control

The observant reader will observe that LI has become very difficult. The central function has no knowledge of when an account is active. Such arrangements could support a pre-pay service, or an account-based service using cryptographic tickets
.

3.6 Access protection

4. Other issues

4.1 Service areas

Typically, an access point will serve a large public area, such as a railway station concourse or a hotel lobby. Sometimes a number of physical access points will be connected and operated in such a way as to appear as, logically, a single access point.

A hotel might have an AP in the lobby, but also wish to offer serviced in-room to its clientele. Usually, this will require extra access points whose cost would be paid for from the increase in  revenue which extra coverage brings.

4.2 Coverage

Today, very few 802.11 networks offer broad coverage. Rather, the coverage is centred on a number of popular locations with gaps in between.

5. Lawful Interception

We start by reminding ourselves of the essence of LI arrangements. There are two general arrangements for LI of wireless LANs. These involve interception at a central location or at each access point.

5.1 Functional description of LI

The principal elements of LI arrangements are shown in figure 6 below. Two internal intercepting functions (IIF) are attached to the Internet access function (IIF (3)) and the AAA function (IIF (2)). A mediation function (MF), which includes handover functions, connects to each IIF. All of these elements are under the administrative control of a Lawful Interception Administration Function (LIAF).

The interface between an IIF and the activity it monitors may be active or passive. An active IIF might be implemented, uniquely in software, as otherwise extra functionality which makes and forwards copies of certain AAA activity to an MF. A passive IIF might be implemented using a classic sniffer. The comparison between these two approaches is not considered further in this document.

Within a wireless LAN there may be one or many instances of the MF. In general, there will only be one instance of the LIAF.
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Figure 6: Elements of LI functionality in a Wireless LAN

5.2 LI at a Central Location

Figure 7 shows the essentials of LI arrangements based around a central location. An internal intercepting function (IIF) intercepts AAA activity and en-clair traffic at the Internet access. The Lawful Interception Administration Function (LIAF) administers interception and controls the IIF in the traditional manner. In an alternative arrangement information relating to AAA activity may be sent directly to the IIF or LIAF rather than being intercepted in transit.
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Figure 7: Elements of LI at a central location

The reader will notice that this is a very traditional LI solution for data services.

5.2.1 Commentary

5.3 LI at each Access Point

Figure 8 shows the essentials of LI arrangements based on the provision and operation of an IIF at each access point. Note that the specific details will vary depending on the particular arrangements of access point and AAA functions and how these might be connected.

In general, there is an individual link between each IIF and the LIAF. There will usually be a link from the MF to central AAA functions, but the necessary information could also be retrieved from the access point.

The MF could be implemented with a single, centralised, instance or there may be as many MF instances as there are access points.
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Figure 8: Elements of LI at the Access Point

5.3.1 Commentary

6. Security

7. Conclusion
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� � HYPERLINK http://www.wi-fi.org/ ��http://www.wi-fi.org/�


� � HYPERLINK http://standards.ieee.org/getieee802/ ��http://standards.ieee.org/getieee802/�


� � HYPERLINK http://www.intel.com/products/mobiletechnology/ ��http://www.intel.com/products/mobiletechnology/�


� ESSID = Extended Service Set Identifier.


� See, for instance � HYPERLINK http://www.computer.org/internet/v2n1/perkins.htm ��http://www.computer.org/internet/v2n1/perkins.htm� 


� � HYPERLINK http://www.theregister.co.uk/2003/05/22/hey_you_get_onna/ ��http://www.theregister.co.uk/2003/05/22/hey_you_get_onna/�, for example.


� AAA = Authentication, Authorisation and Accounting.


� Unlicensed in the sense that an individual mobile terminal or access opint does not require a specific license to operate.


� Regulated in that national authorities may define permitted power levels and spectral restrictions.


� ISM = Industrial, Scientific and Medical.


� Perhaps using Kerberos or similar technology. (See � HYPERLINK http://web.mit.edu/kerberos/www/ ��http://web.mit.edu/kerberos/www/�, for example.)





