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Discussion:

On the last day of the ETSI TC LI meeting #2, 6 March 2003 at 12:40:37 my personal firewall gave me an alert, which I noticed only some time afterwards. When I checked the log file, I found the following record:

00000000 2003/03/06 10:06:31
---> Policy <Unsecure_Network>

00000001 2003/03/06 12:40:37
Deny  FTP probe(ID=20059)
10.10.10.40


00000002 2003/03/06 12:40:39
Deny Alarm  HTTP server probe(ID=50001)
10.10.10.40


00000003 2003/03/06 12:50:29
Deny  FTP probe(ID=20059)
10.10.10.40


00000004 2003/03/06 12:50:31
Deny  Telnet Server probe(ID=20060)
10.10.10.40


00000005 2003/03/06 12:50:34
Deny Alarm  HTTP server probe(ID=50001)
10.10.10.40


00000006 2003/03/06 12:50:35
Deny  POP probe(ID=20063)
10.10.10.40

I resolved the IP address 10.10.10.40 to the host name, showed to a delegate sitting by me the log file, and removed my WLAN card.

In about half an hour’s time the delegate operating the host 10.10.10.40 made a statement that he has identified security vulnerability in two of the laptops attached to the LAN. This explanation did not sound good enough, because in my understanding one must notify all colleagues well in advance about planned "experiment", before actually attempting intrusion to the other companies’ laptops.

After the close of the meeting I displayed to the ETSI technical officer my findings and asked him to notify the delegate operating the host 10.10.10.40 that this kind of behaviour is totally unacceptable.

Proposal:

It is proposed to advise delegates to 3GPP SA3 LI to install personal firewalls into their laptops.

It is proposed to draft a Code of Conduct in SA3 LI meetings that would also define adequate actions against possible violators of the Code.
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