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1. Decision/Action Requested

To adopt on the basis of the arguments given a new WI to address restructuring of the ASN.1 in ES 201 671 such that clear demarcation of responsibility of specific capabilities within the data and operations is made.

2. References and bibliography

The following documents are books should be referred to as background material:

ES 201 671

TR 101 331

ES 201 158

EN 301 040

3GPP 33.108

Dubission: “ASN.1; Communication between heterogeneous systems” (Available as PDF file for download)

Learmouth: “ASN.1 Complete” (Available as PDF file for download)

3. Introduction

The lawful interception model is in 3 layers that bind 3 functional groups as below. There are broadly speaking 2 functions: Interception within the target’s serving system; and, Handover to the LEMF. It has been suggested in the past that Handover is the core responsibility of SEC LI and interception is the core responsibility of the technology groups. Unfortunately the distinction is often blurred and what is in fact standardised is not cleanly compartmented.
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In terms of the data and protocols being developed it would be fairly easy to draw another model overlaying this one and doing so may lead to the following:
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It should be noted that the individual modules required by a designer when building a mediation function then become easy to identify. It may also be possible to consider a world beyond ASN.1 where the modules in the above diagram are replaced by objects using (say) SOAP and XML as design/implementation tools.

4. Structuring data definitions for standardisation

The pictures above suggest a first step towards structuring data in LI. HI2 for example as defined in ES 201 671 contains BEGIN, END, CONTINUE and REPORT records. The first three have a functional relation and therefore it is possible to draw up a protocol around this, however such a protocol is largely missing in ES 201 671 so it is difficult to infer how to react if a continue record is received before a begin record, or even if a continue record is received after an end record.

The essential content of the HI2 PDU is a header with an imported “Intercepted Activity Field”. I have suggested here to import data. This is a nice way to break up the activity of LI as considered abstractly the HI2 records refer primarily to the activity of handover rather that to the activity of the target.

It can be considered as a general rule that any activity starts and stops which of course sets the boundary conditions of the protocol (and lead to the concept of safe state).

Examples of the technology interception protocols are LIx defined for GSM/3G, and the internal specification defined in EN 301 040 for TETRA.

5. Discussion

There is a close relation, but not an exact bit mapping, between the internal interception function and the external handover function. It is not essential for the handover to know the means by which the internal interception is performed but it is essential to know that a mediation facility can correctly identify which handover protocol messages any data belongs to.

As services that are being intercepted become more diverse it may be necessary to extend the data transfer functions for handover but in many ways that update is dependent upon satisfactory identification of an intercept capability in the serving technology. For now (ES 201 671) the data transfer is by means of ROSE, alternatives using FTP have been proposed, although the use of XML may suggest that SOAP for example is used. The technology of handover should support evolution of technology in the service domain and not impede development. This may mean that for new services some parts of the handover interface may change.

6. Conclusion

A new WI is required to further examine and standardise the issues described in this paper. In order to adopt and make progress on such a work item the roles of interception and handover need to be understood and accepted by all the parties involved in LI standardisation.

7. Proposed Work Item
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