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1
Opening of the Meeting (9:00 on Monday)

2
Approval of Agenda and Meeting Objectives

3
IPR and Anti-Trust Law Reminder

4
Work Areas

4.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
4.1.1 Key hierarchy

4.1.1.1 Miscellaneous

4.1.1.2 Editorials

4.1.2 Key derivation

4.1.2.1 Key derivation mobility related

4.1.2.2 Key derivation NAS related

4.1.2.3 Key derivation AS related

4.1.2.4 Miscellaneous

4.1.2.5 Editorials

4.1.3 Mobility

4.1.3.1 Key derivations during handovers  

4.1.3.2 Security in AMF change between AMF sets 

4.1.3.3 Security in AMF change within an AMF set

4.1.3.4 Resolving Editor’s Notes in Section 8.3 (Access Stratum)

4.1.3.5 Parameter/Message Name alignment

4.1.3.6 Miscellaneous

4.1.3.7 Editorials
4.1.4 AS security

4.1.4.1 Userplane open issues (bring proposals here)

4.1.4.2 Userplane security (bring pCRs as per last agreements)

4.1.4.3 RRC security

4.1.4.4 Miscellaneous

4.1.4.5 Editorials

4.1.5 NAS security

4.1.5.1 Requirements

4.1.5.2 Protection of initial NAS message 

4.1.5.3 NAS algorithm selection

4.1.5.4 NAS integrity and confidentiality mechanisms 

4.1.5.5 NAS Security Mode Command 

4.1.5.6 NAS security handling during state-transitions

4.1.5.7 Multi-NAS security 

4.1.5.8 SMS over NAS

4.1.5.9 Miscellaneous

4.1.5.10 Editorials

4.1.6 Security context

4.1.6.1 Multiple registrations

4.1.6.2 KDF agility

4.1.6.3 Intra-serving network handling

4.1.6.4 UE handling

4.1.6.5 Emergency call

4.1.6.6 Miscellaneous

4.1.6.7 Editorials

4.1.7 Visibility and Configurability

4.1.7.1 Miscellaneous

4.1.4.1 Editorials

4.1.8 Primary authentication 
4.1.8.1 5G AKA over 3gpp/non3gpp access

4.1.8.2 EAP AKA’ over 3gpp/non3gpp access

4.1.8.3 Roaming/Multiple Authentication vectors

4.1.8.4 Authentication using EAP TLS

4.1.8.5 Enhancements to authentication (Diffie-Hellman proposals etc.)

4.1.8.6 Authentication in Network sharing/limited deployment scenarios.

4.1.8.7 Editorial corrections

4.1.9 Secondary authentication 

4.1.9.1 MitM 

4.1.9.2 Incomplete procedure             

4.1.9.3 Efficiency / security improvement

4.1.9.4 Miscellaneous

4.1.9.5 Editorial and clarification

4.1.10 Interworking

4.1.10.1 Idle mode 4G-5G

4.1.10.2 Idle mode 5G-4G

4.1.10.3 Handover 5GC-EPS

4.1.10.4 Handover EPS-5GC

4.1.10.5 Security context mapping

4.1.10.6 Miscellaneous

4.1.10.7 Editorials

4.1.11 non-3GPP access

4.1.11.1 Miscellaneous

4.1.11.2 Editorials

4.1.12 NDS

4.1.12.1 Miscellaneous

4.1.12.2 Editorials

4.1.13 Service based architecture

4.1.13.1 Interconnect (SEPP related)

4.1.13.2 Protection of Attributes

4.1.13.3 Transport security (intra and inter-PLMN)

4.1.13.4 NF-NRF Authentication & Authorization

4.1.13.4 NF-NF Authentication & Authorization

4.1.13.5 Miscellaneous

4.1.13.6 Editorials

4.1.14 Privacy

4.1.14.1 SUPI and LI

4.1.14.2 SUCI and Schemes 

4.1.14.3 SIDF

4.1.14.4 Miscellaneous

4.1.14.5 Editorials

4.1.15 Incoming and outgoing LSes
4.1.16 PLMN RAT selection

4.1.17 Others
4.2 Battery Efficient Security for very low Throughput Machine Type Communication Devices (BEST_MTC_Sec)
      (Rel-15)
4.3 Mission Critical Security Enhancements (eMCSec) (Rel-15)
4.4 Northbound APIs Security for SCEF - SCS/AS Interworking (NAPS_Sec) (Rel-15)
4.5 Security Aspects of Narrowband IOT (CIoT)
4.6 EPC enhancements to support 5G New Radio via Dual Connectivity (EDCE5) (Rel-15)
4.7 Security Architecture for the Mobile Communication System for Railways (MONASTERY_SEC) (Rel-15)
5
Studies

5.1 Study on Mission Critical Security Enhancements (FS_MC_Sec) (Rel-15)

5.2 Study on Long Term Key Update Procedures (FS_LTKUP) (Rel-15)

5.3 Study on Supporting 256-bit Algorithms for 5G (FS_256-Algorithms) (Rel-16)

6
Any Other Business

7
Close (Friday 16:00)

Meeting Objectives

1. Completion of 5GS_Ph1-SEC
2. Completion of other Rel-15 items
3. Progress agenda items not covered in SA3#90
Draft Schedule of the Meeting
Tuesday – Thursday
· Potential technical vote on 5GS_Ph1-SEC topics.

Monday

· Agenda items 1 – 3
· 4.6 EPC enhancements to support 5G New Radio via Dual Connectivity (EDCE5) (Rel-15)
· 4.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
Tuesday
· 4.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
· 4.2 Battery Efficient Security for very low Throughput Machine Type Communication Devices 
      (BEST_MTC_Sec) (Rel-15)
· 4.3 Mission Critical Security Enhancements (eMCSec) (Rel-15)
· 5.1 Study on Mission Critical Security Enhancements (FS_MC_Sec) (Rel-15)
· 4.7 Security Architecture for the Mobile Communication System for Railways (MONASTERY_SEC) (Rel-15)

· 4.4 Northbound APIs Security for SCEF - SCS/AS Interworking (NAPS_Sec) (Rel-15)
Wednesday
· Handling of revised and outgoing documents
· 4.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
· 4.5 Security Aspects of Narrowband IOT (CIoT)
· 5.2 Study on Long Term Key Update Procedures (FS_LTKUP) (Rel-15)
Thursday

· Handling of revised and outgoing documents
· 4.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
· 5.3 Study on Supporting 256-bit Algorithms for 5G (FS_256-Algorithms) (Rel-16)
Friday
· Handling of revised and outgoing documents
· 4.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)

· Agenda items 6 – 7
Additional break-out sessions may be arranged.
Release deadlines
· Rel-14:

· Stage 1: Freezing date March 2016

· Stage 2: Freezing date September 2016

· Stage 3: Freezing date March 2017

· ASN.1 freeze: Target date June 2017

· Rel-15 (aka "5G phase 1"):

· Stage 1 freeze: June 2017

· Stage 2 freeze: December 2017

· Stage 3 5G Non-Stand Alone (NSA) Radio  freeze: December 2017

· Stage 3 (other aspects) freeze: June 2018

· ASN-1 freeze: Sept 2018 (milestone: 5G NR NSA by Mar. 2018)

· Rel-16 (aka "5G phase 2") tentative:

· Stage 1 freeze: Dec 2018

· Stage 2 freeze: June 2019

· Stage 3 freeze: Dec 2019

· ASN-1 freeze: Mar 2020
