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1
Opening of the meeting

2
Approval of agenda and meeting objectives

S3-161300
Agenda





Source: WG Chairman

Discussion: 

Anand: conference call summaries, then incoming LSs, then 4.1, 4.2, 4.4, 4.3 then follow numbering in 

Günther: agenda now doesn't follow the areas completely, proposal: follow security areas

Anand: from next meeting on

Decision: 

The document was approved.



3
IPR reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

· to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

· to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters
4
Work Item: Study on the security aspects of the next generation system (FS_NSA)

4.1
Security architecture

S3-161306
Discussion on NextGen Security Architecture





33.899 v..





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This presentation aims to start a discussion about the need of target NextGen security architecture to be flexible, allowing on-demand association between Core Network (CN) and RAN, and replacing transfer of root key with key derivation.

Discussion: 

Alec presents

David (ZTE)?: welcomes contribution, good starting point, question to terminology EAP seems to be very specific

Alec: EAP is from IETF, AKA here used as EPS AKA

David: AKA could be any term?

Tim: passing of keys is also authorization, so lose coupling may lose the authorization

Alec: proven by key possession 

Farid. what is loose coupling, what does this mean for the trust relationship

Alec: not redefine trust relationship, but enable recovery in case of stolen keys

Tim: generally supporting, aging aspects still required

Alec: agree, revocation needed

Decision: 

The document was noted.



S3-161307
Key Issue 1.3 User plane integrity between UE and network





33.899 v0.4.1





Source: BlackBerry UK Limited

Abstract: 

This pCR proposes to allow the option for a UE to connect to a network without user plane integrity protection (encryption) operating at the radio interface. This option would only be invoked if all user data was encrypted at a higher layer.

Decision: 

The document was withdrawn.



S3-161308
Identity Management





33.899 v0.4.1





Source: ZTE Corporation

Abstract: 

This contribution raises the issue of identity management in the security framework of NextGen,, it proposes to take the issue into the study area of security  architecture in the  work program (33.899)  

Discussion: 

Suresh: doesn't fit into the current format: key issue is missing, etc.

David: new issue, this is missing

Tim: help with formatting, can't be agreed in current form

Heiko: what is layered service provisioning

David: slices, different owners, different constellations

Günther: main problem: what kind of security is being talked about: service layer security or access network security, more for 5G phase 2

David: not tied to specific application

noted

Decision: 

The document was noted.



S3-161309
Security Layer: Identity and Slice Management





33.899 v0.4.1





Source: ZTE Corporation

Discussion: 

Alec: not done in SA5, support the idea

Dragan: is all these names MANO, etc defined in 3GPP

David: not yet

Dragan: needs to be done in SA2

David: can this be recommended by this group by other groups?

Anand: needs to be discussed offline

Decision: 

The document was noted.



S3-161324
Adding security requirements of low latency





33.899 v0.4.1





Source: Huawei, HiSilicon

Abstract: 

This contribution presents security requirements of low latency

Discussion: 

Anja: include editor's note on NGMN MEC

Tim: needs English clarification

Vesa: needs parallel computation, but should be studied

Ahmad: ok

Jinpeng: meet requirements of massive computing

Dragan: not clear why where cipher is run should stay implementation specific, just keep run efficiently, remove on general CPU

Ahmad: if virtualized, then this is a specific requirement

Dragan: but still implementation issue

Klaus: support Dragan, why include virtualization here when this is about latency

Ahmad: virtualization may contribute to latency

run efficiently - rest goes away

Klaus: 2nd paragraph should just go away

Todor: is there a requirement for low latency for control plane

Tricci: same concern

Adrian: same comment

Ahmad: accessing the network makes a difference

Anja: supports requirement

Tim: understanding low latency only after channel setup, remove third paragraph
Fix last sentence "that"; 2nd paragraph end "relying" --> fix 2nd paragraph to fix language (Tim)

EN Reference to NGMN discussion on MEC security (Anja)

2nd paragraph Parallel computation to be studied (Vesa)

2nd paragraph Proposal run efficiently only rest remove (Dragan) (Claus)

Last requirement goes away

->1485

Decision: 

The document was revised to S3-161485.



S3-161485
Adding security requirements of low latency





33.899 v0.4.1





Source: Huawei, HiSilicon

(Replaces S3-161324)

Decision: 

The document was approved.



S3-161328
Integrity protection of UE supported algorithms and UE’s preferences





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

Suresh: what exactly is proposed, what is the additional protection

He: SMC is integrity protected

Tim: why is the existing solution updated

Alf: like in EPS

He: yes

Suresh: wrong, in EPS it is in attach accept

Vesa: different problem

Tim: reject pCRs if they change the original intent of existing solution

noted

Decision: 

The document was noted.



S3-161329
Add security threats and potential requirements for KI#1.11





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

Tim: some countries we can't do confidentiality protection, split into two requirements, encryption: "may"

Marcus: there is a blanket statement on local regulation

Alf: CN-CN control there is no requirement

Alex: export control issue that it becomes impractical, 

Marcus: Note: encryption is subject to national regulation

Separate confidentiality and integrity requirement

Should confidentiality be shall? Some countries will not allowed, there will be issue with algorithm export as well. Note: encryption is subject to regulation

->1486 approved

Decision: 

The document was revised to S3-161486.



S3-161486
Add security threats and potential requirements for KI#1.11





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161329)

Decision: 

The document was approved.



S3-161334
Clarification on relation between flexible UP-traffic protection and slicing/heterogeneous access network





33.899 v0.4.1





Source: Huawei, Hisilicon

Decision: 

The document was approved.



S3-161335
threats of control plane between UE and network





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

UE impersonation and false network should be added in key issues details also add LI aspect -- Tim

Decision: 

The document was revised to S3-161483.



S3-161483
threats of control plane between UE and network





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161335)

Decision: 

The document was approved.



S3-161348
pCR to TR 33.899: Update of a solution on key hierarchy for 5G security





33.899 v0.4.1





Source: NEC Corporation

Abstract: 

This pCR updates a solution of #1.4 Key hierarchy in the security area of architectural aspects of 5G security in TR 33.899.

Discussion: 

Wurong: new keys added to hierarchy, not necessary, session key can be derived directly from root key. Add editor's note or Kns_a_up_i_ses1 should be deleted

offline

Alec: editor's  note on isolation of slices is removed, why?

Ito: because it is solved

Alec: but the isolation is between U and C, not between slices

Huawei: editor's note should stay.

Klaus: second editor's note should also stay

EN on isolation should come back as it is about isolation between control plane of different slices. Also the related sentence goes away.

EN on isolation and related sentence discuss and come back (Claus, Rong, Ito)

revised to 1488

Decision: 

The document was revised to S3-161488.



S3-161488
pCR to TR 33.899: Update of a solution on key hierarchy for 5G security





33.899 v0.4.1





Source: NEC Corporation

(Replaces S3-161348)

Decision: 

The document was approved.



S3-161359
pCR to TR 33.899: Solution #1.z Key hierarchy for NextGen





33.899 v0.4.1





Source: NEC EUROPE LTD

Abstract: 

This pCR proposes a solution to Key Issues of “#1 Architectural aspects of NextGen security“ 

Discussion: 

Günther: refers only to SA2, outdated because SA2 is waiting for SA3, needs to take into account SA3 agreements, add editor's note; no need for key KSCM., editor's note it FFS whether all these layers of hierarchy are required

Siva: authentication can be held at secure location with 2 layers, SCM can derive keys, provide isolation

Günther: SCM has to be in secure location anyways, need to study need for this extra level, can be put in, but with editor's notes.

Tim: don't reference SA2, but TR23.799, reference [x], why version

Adrian: this is to tie to TR in specific version

Günther: version must stay

Todor: what happens if SA2 only changes the version

Anja: editor's of Günther will fix the problem

Alec: only one control plane, so needs to have editor's note different slices., use editor's note from previous contribution

Günther: SA2 is headed towards common control function

Alec: so against SA1 requirement

Tricci: because of time frame in SA2, so focus on group B first

Alec: still negates the SA1 requirement

Anand Pa: still isolate at UP and session management

Todor: SA1 req. was in TR, may not be in TS

IDCC: figure is still contradictory to SA1, key hierarchy still showing only for UPs

Todor: add editor's note to align figure 5.1.4.z.2.1-1 needs to be updated

editor's note on alignment with agreements

editor's note on isolation

remove SA2

figure should be editable

revised to 1489

Decision: 

The document was revised to S3-161489.



S3-161489
pCR to TR 33.899: Solution #1.z Key hierarchy for NextGen





33.899 v0.4.1





Source: NEC EUROPE LTD

(Replaces S3-161359)

Discussion: 

Alec: based on wrong assumption of single control plane

stays open for another round

Decision: 

The document was approved.



S3-161362
UP protection for PDU session (re)establishment triggered by handover





33.899 v0.4.1





Source: Huawei, HiSilicon

Discussion: 

Suresh: last figure, step 4: is this an alternative to SMC, editor's note: is this an alternative to SMC?

Suresh: is this a new procedure?

Work on the message sequence in box

Revised to S3-161508

Decision: 

The document was revised to S3-161508.



S3-161508
UP protection for PDU session (re)establishment triggered by handover





33.899 v0.4.1





Source: Huawei, HiSilicon

(Replaces S3-161362)

Decision: 

The document was approved.



S3-161363
Key hierarchy and the related procedure 





33.899 v0.4.1





Source: Huawei, HiSilicon, KPN

Discussion: 

Günther: same comments as before: terminology needs to be updated, editor's note: are extra layers required? why is this the right split between Kancp and Kup, editor's note: one entity terminates all NAS traffic, but not necessarily a separate entity

Wurong: agree with terminology, but based on new UP

Tricci: not decided in SA2

Tricci: how is the key coordinated

Ahmad: after authentication, the key is delivered

Tricci: when is the timer started on the gateway

Ahmad: the network makes sure the keys are delivered to UP gateway

Tricci: clarify when the key is coordinated

Ahmad: add note

Vesa: termination of user plane in access network is not clear, add ed. note, in case UP terminates at gNB

EN: Terminology update as per SA3 agreements

EN: Additional layer of key hierarchy needed? More studies on keys

EN: There is a separate entity that terminates all NAS - not agreed in SA2 (can be in MM function) - revise as per SA2 agreement 

How UP key coordinated with UE (Tricci) - add a note that delivery of key to up gateway is synced with bearer establishment

EN how UP is terminated in AN how it can be done as currently it only says that UP ends in CN.

revised to 1490

Decision: 

The document was revised to S3-161490.



S3-161490
Key hierarchy and the related procedure 





33.899 v0.4.1





Source: Huawei, HiSilicon, KPN

(Replaces S3-161363)

Decision: 

The document was approved.



S3-161373
Modification on Solution #1.5: User plane security policy and key derivation 





33.899 v0.4.1





Source: Huawei, HiSilicon 

Discussion: 

Tim: this is a new solution

Feng: not new solution

Tim: ok

Suresh: multiple sessions same key

Under call flow: EN how is encryption key per session ensured. Def of session is FFS. --> check this offline Suresh and Fei, he, Marcus

Heiko: Confidentiality, enc wording align

Decision: 

The document was revised to S3-161484.



S3-161484
Modification on Solution #1.5: User plane security policy and key derivation 





33.899 v0.4.1





Source: Huawei, HiSilicon 

(Replaces S3-161373)

Decision: 

The document was approved.



S3-161375
Clarify the KI #1.7 and modify the corresponding solution





33.899 v0.4.1





Source: Huawei, Hisilicon

Decision: 

The document was approved.



S3-161376
Security threats and potential requirements for KI#1.9 and KI#1.10





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

Tim: note

Alex: integrity protection shall be mandatory in 5.1.3.9.3

Tim: delete first 4 word in 5.1.3.9.2

Anja: requirements in relation to key issue

Todor: how does the network know that E2E security is used

Anand: same sentence for 5.1.3.10.3 as for .9.3

Todor: threats also speak about E2E, remove end of sentence

51393 integrity sentence same as confidentiality

51392 remove "it is obvious"

513103 requirement in context to key issue

Same sentence requirement as for confidentiality as in 51393

513102 first paragraph second sentence goes away

51392 remove first 4 words

revised in 1487

Decision: 

The document was revised to S3-161487.



S3-161487
Security threats and potential requirements for KI#1.9 and KI#1.10





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161376)

Decision: 

The document was approved.



S3-161377
Basic security call flow for UE initial attach





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

Günther: NAS termination point is under discussion in SA2, thus same editor's note as in previous document 1363

Vesa: ed note on terminology

EN endpoint of NAS signalling  / security is FFS -- as in 1363

EN on match to SA terminology as in NEC document

revised in 1492

Decision: 

The document was revised to S3-161492.



S3-161492
Basic security call flow for UE initial attach





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161377)

Decision: 

The document was approved.



S3-161414
pCR for adding a solution for key issue #1.13: Security Implications of Low Latency





33.899 v0.4.1





Source: THALES

Abstract: 

This pCR proposes a solution dealing with the key issues #1.13“Security Implications of Low Latency”.

Discussion: 

Günther: premise for solution: assumes authenticated radio link

Christiane: correct

Philip: what does artificial noise to capacity

Christiane: in order to increase radio advantage

Tricci: Doesn't RAN have to reserve these FEC codes?

Christiane: code and decoder defined by RAN, RAN should also agree, or nested codes

Ahmad: security group not familiar with RAN

Alf: against active attacker

C: doesn't have radio advantage

Günther: needs to describe the security properties, then request external expertise

Alf: ed note on security properties, then request external expertise

Tim: delete evaluation

David: works without mobility only

Philip: threat model should be detailed

Ahmad: does this provide lower latency than encryption?

EN: security properties need to be described and external expertise is required

EN: solution need to be detailed

Evaluation deleted

EN: threat model

Decision: 

The document was revised to S3-161493.



S3-161493
pCR for adding a solution for key issue #1.13: Security Implications of Low Latency





33.899 v0.4.1





Source: THALES

(Replaces S3-161414)

Decision: 

The document was approved.



S3-161420
Making UP security termination point a key issue of its own





33.899 v0.4.1





Source: Ericsson

Discussion: 

Stefan: why is the text deleted

Vesa: requirements should be in potential requirements section

Stefan: should be moved to req. Section

Vesa: can be done, but there may be overlap

Tim: same comment as Stefan

Heiko: overlapping changes

Tim: take 1334 into account in revised version

Check where the deleted requirement text went and come back. If it was lost then it might be added again depending on discussion.

Decision: 

The document was revised to S3-161462.



S3-161462
Making UP security termination point a key issue of its own





33.899 v0.4.1





Source: Ericsson

(Replaces S3-161420)

Decision: 

The document was approved.



S3-161421
Making UP protection granularity a key issue of its own





33.899 v0.4.1





Source: Ericsson

Discussion: 

Huawei: why remove session from requirements
Vesa: no definition of session, what is it compared to flow

Tim: don't delete, but add editor's note

Ahmad: ed note it is FFS what is a session

Günther: E// intention was to move around

Vesa: in this case actually deleted, because session undefined

Tricci: should definition align with SA2?

Vesa: put in another ed note

Tim: align with SA2 only when it is not security session

Vesa: agree

keep requirement, add editor's note of 5.1.3.y.1

Alf: keep security threats section empty?

Vesa: this is a systems requirement

5.1.3.y.3 requirement comes back

EN on session in 5.1.3.y.1 move to requirement

Decision: 

The document was revised to S3-161481.



S3-161481
Making UP protection granularity a key issue of its own





33.899 v0.4.1





Source: Ericsson

(Replaces S3-161421)

Decision: 

The document was approved.



S3-161425
Making On-demand security policy a key issue of its own





33.899 v0.4.1





Source: Ericsson

Discussion: 

Tim: why is first sentence deleted

Vesa: Introductory statement on following 3 requirements and heading states what it says

Tim: but lost between UE and GW

Tim: needs to be in key issues or requirement

Vesa: take first part of deleted text, should come back.

part of the sentence until the comma comes back

Adrian: editorial, following 3 should be following 2 when sentence comes back in 5.1.3.4.3

Tim: indentation should be different in 5.1.3.4.3

5.1.3.y.3 Bring back following: 

"In order to support UP security protection between UE and UP Gateway mechanism for the user plane in the next generation system"

5.1.3.4.3 following 2 requirements

Requirements indentation fix 5.1.3.4.3

Editorial changes so that text reads properly

Decision: 

The document was revised to S3-161482.



S3-161482
Making On-demand security policy a key issue of its own





33.899 v0.4.1





Source: Ericsson

(Replaces S3-161425)

Decision: 

The document was approved.



S3-161431
Update of solution #1.6 to include roaming architectural aspects





33.899 v0.4.1





Source: Qualcomm Incorporated

Discussion: 

Günther: Note 1 on page2: SCM doesn't terminate 

Adrian: SCMF could be unnecessary by now

Günther: remove note 1

Adrian: ok

Günther: interface between two SCEF functions?

Adrian: between home and visited SCF

Günther: not decided yet

Adrian: this solution proposes this as such

Günther: ed note need for home SEAF is FFS

Adrian: all solutions are FFS

Günther: show which parts are already based on SA3 agreements

Adrian: not possible without further agreements

Tricci: why is only v-seaf connected to V-MM

Adrian: V-SEAF goes to H-SEAF for keys.

Günther: ed note: justification for H-SEAF is needed

Adrian: ok

Rajvel: why have both SEAF

Adrian: key exists in H-SEAF, so can be used when UE goes to home

Tricci: selection function follows EPC, SM could be split between home and visited, how is network selection function work

Adrian: related to home packet gateway

Tricci: therefore, go MM should go straight to H-SEAF

Adrian: if UE wants security to visited network, then V-SEAF can work, reduce the number of cross operator interfaces

Todor: is collocation of UP and SM decided?

Adrian: no, therefore separate MM from SM.

Günther: Note regardless..._ future proof without example

Adrian: fewer changes in interfaces

Günther: give some examples, ed note: why would this help in future proofing

Vesa: already being used, so no need for note

Ahmad: UP termination not decided, key hierarchy by QC allows both. 

Adrian: show for key issues the possibilities, ed note is there already.

Todor: key issue 2.10, doesn't like secondary authentication with third party

Anand Pa: already in LTE

?: ed note: ffs to decide if v-seaf to h-seaf

Decision: 

The document was revised to S3-161491.



S3-161491
Update of solution #1.6 to include roaming architectural aspects





33.899 v0.4.1





Source: Qualcomm Incorporated

(Replaces S3-161431)

Decision: 

The document was approved.



S3-161433
Clarifying the scope of the confidentiality and integrity requirements for UE to network control plane message





33.899 v0.4.1





Source: Qualcomm Incorporated

Discussion: 

Günther: Note in 5.1.3.5.3 should be editor's note

Adrian: same applied to other Notes, rephrase to make it more like requirement

5.2.3.5.3 Note becomes EN - rephrase as requirement type (not integrity protection)

5.1.3.6.3 Notes to EN and rephrase as requirements
Decision: 

The document was merged.



4.2
Authentication

S3-161310
To KI#2.3: Use of Additional Credentials in AKA





33.899 v0.4.1





Source: ZTE Corporation

Discussion: 

Todor: is this a requirement?

David: yes

Todor: requirement/key issue is solution specific

David: generic

Todor: proposes public-private key pairs.

Anand: needs to follow structure

Todor: proposal: reuse 3GPP AKA, but then use public key based solution

noted

Decision: 

The document was noted.



S3-161311
To KI#2.3: Minimum Root Credential Set for Authentication and Authorization





33.899 v0.4.1





Source: ZTE Corporation

Discussion: 

Anand: format is wrong

Stefan: doesn't relate to specific use case or threat, we can have these credentials but do we want to have them

David: many use cases, but can work on showing relevance

Stefan: what is the concrete proposal

Mireille: what are issues and threats is missing

Anand: need to relate to use cases, discuss offline with others

noted

Decision: 

The document was noted.



S3-161312
To KI#2.3: Service Isolation by Credentials





33.899 v0.4.1





Source: ZTE Corporation

Discussion: 

Alf: don't understand the security protection power

David: protect different services

Decision: 

The document was noted.



S3-161320
Blocking the UE which repeat authentication in a short period





33.899 v0.4.1





Source: Huawei, Hisilicon

Abstract: 

This contribution proposes a solution of preventing massive number of UEs from repeatedly initiating the authentication process at a short time.

Discussion: 

Tricci: auth message shown is NAS message - how does access know that it is an attack

Ahmad: based on failure cause

Tim: evaluation is not evaluation

Ahmad: goes to solution as Note

Todor: how to ensure the identifier is not changed in attack

Ahmad: if UE malicious, then it can't work, but if there is malware, then it work

Todor: misbehaving UE, in evaluation section only misbehaving UE can be protected from, not malicious UE

Ahmad: malware could do the same

Vesa T: the attacker could send other UEs identifier to DoS state

Alf: Introduce DoS potential for other UEs

Ahmad: ok

Vesa: block RRC for back off time, but the auth server shouldn't block, it is handled by access node

Samsung: what ID is the block on?

Ahmad: change ed note to include which ID is used on air interface to block

Heiko: what do we do today:

Alf: ACB and SSAC

Dragan: what is the difference to LTE add ed note to this effect

Vesa: UE is not triggering authentication, it is attach requests add ed note: take into account 

Ahmad: not decided

Alf: extend editor's note to adapt solution to selected authentication method

Anja: how does the timer work with the privacy mechanism on temporary identifiers, when the identity is changing all the time?

Ahmad: goes back to which ID is being used, handled in Rajvel's ed note

Alf: ed note: interworking with selected privacy mechanism is ffs

Vesa: ed note on auth method: this solution is assuming UE triggered authentication ..., so needs to be revisited

1. Remove text in evaluation section text to solution as Note

2. Add En that evaluation needs to be done

3. EN evaluation section this solution protects only against misbehaving UE and not malicious Ues

4. Eval: Introduces DoS for other Ues

5. EN protection of ID will be changed further to which ID will be modified

6. EN this needs to be adapted to selected authentication method -- sol reconsider when UE triggered auth

7. Interworking with selected privacy mechanism is FFS

revised to 1501

Decision: 

The document was revised to S3-161501.



S3-161501
Blocking the UE which repeat authentication in a short period





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161320)

Discussion: 

Tim: editor's note: complete evaluation needs to be done

Decision: 

The document was approved.



S3-161323
Mutual Authentication and Security Agreement





33.899 v0.4.1





Source: Huawei, Hisilicon

Abstract: 

This contribution proposes a Next Generation Mutual Authentication and Security Agreement (NG-MASA) solution.

Decision: 

The document was revised to S3-161444.



S3-161326
 Mutual Authentication and Security Agreement






33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

Todor: where is the home network public key stored

Ahmad: in UICC or ME

Todor: different security, in device CA is required to sign the certificate, potential problems with certificate revocation, etc. 

Ahmad: problem in case of certificate expire is only going to drop to LTE security

Stefan: only problem in case of overwritten public key is DoS against that UE

Decision: 

The document was noted.



S3-161349
pCR to TR 33.899: Proposal of group security for 5G security





33.899 v0.4.1





Source: NEC Corporation

Discussion: 

Alf: how does this help

Ito: this helps

Suresh: details are missing, step 7, needs to be expanded, is step 7 single message, or concatenation of messages? SMC: is that individual or multiple messages

Vinod: agree with Sursh, but problem exists

Ito: details not mentioned here because not yet fixed, will provide details, revise document for next meeting, ed notes for now, details are FFS

Suresh: where will the ed note go? the top

Ito: yes

Marcus: step 4, could end up with lots of attach requests, needs to be taken into account, might not solve the problem, only shift it, add ed note: in step 4, you may still end up with large number of attach requests at same time

Alf: who manages gateway, network or owner of devices

Ito: gateway deployed in new radio, so operator managed

Suresh: definition of gateway is missing, ed note: on that

Todor: what is happening in step 5

Ito: list of IoT devices shared by network

Alf: come back for next meeting with more details

ok, noted

Decision: 

The document was noted.



S3-161351
Authentication and Key Agreement for non-3GPP access





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution describes a proposal for Authentication and Key Agreement procedure between the UE and the NextGen core network via for non-3GPP access.

Discussion: 

Alf: why not EAP-AKA'

Farid: EPS AKA

Alf: how to do SNID binding in EPS AKA

Günther: EPS AKA would not work with IKE

Farid: EPS AKA run between UE and CP function, 

Günther: IKE procedure require EAP, not specified for EPS AKA

Anand Pa: with EAP AKA method, it is like ePDG

DK: which message is used for delivery of NAS message

Günther: need to run EAP based authentication in the end; difference to ePDG: full attach message included in EAP message, stuff full attach request in EAP identity response

Anand Pa: need to understand why we are doing this

Marcus: it is more on evaluation

Tricci: support  Marcus

Günther: EN: 1. EPS AKA is proposed, but needs to clarified how to integrate with IKE procedures; 2. attach request in identity response how to; 3. how does new EAP method help with identity response

Anand Pa: EN: where does this requirement to carry NAS in EAP coming from

Tricci: allows minimum dependency of RAN and core

Vesa: is this the only proposal in SA2?

EN How EPS AKA with IKE

EN How Attach in EAP ID resp

EN How new method help

EN Modification of this approach is not clear and it needs to be compared -- req. just use case is required for carrying NAS over EAP

revised in 1530

Decision: 

The document was revised to S3-161530.



S3-161530
Authentication and Key Agreement for non-3GPP access





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

(Replaces S3-161351)

Decision: 

The document was approved.



S3-161352
Missing Bearer Management Definition for Non-3GPP Access





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution discusses bearer management aspect of NextGen for non-3GPP access

Decision: 

The document was revised to S3-161457.



S3-161457
Missing Bearer Management Definition for Non-3GPP Access





Source: Intel Corporation (UK) Ltd

(Replaces S3-161352)

Discussion: 

Suresh: not directly related to security

Anand Pa: SA2s issue

Farid: agree, it is missing, single Ipsec tunnel is related to SA3

noted

Decision: 

The document was noted.



S3-161361
An authentication solution for service provider connectivity





33.899 v0.4.1





Source: Huawei, HiSilicon

Discussion: 

Anja: every service customer will have the same Kser

Stefan: is this like the standard AKA; but the K comes from a different place?

Wurong: yes

Anja: can there be multiple services active?

Wurong: works for one service

Anja: Ed note: Kser provision is ffs

Wurong: exists as note

Anja: make ed note

Vinod: How is MAC1 verified, if UE is not provisioned

Wurong: it is an option

Günther: does the UE know the Kser?

Wurong: Ue knows Kser

Stefan: ed note of Anja, provisioning of Kser in both terminal and network

Vinod: now three places know Kser, network, service provider and UE

Anja: for several services, do you need to rerun the network authentication per service

Wurong: applicable to IoT, only one service

Anja: Note: this is optimized for one service only?

DK: is new USIM application necessary?

EN Kser provisioning is FFS -- network and terminal

Note becomes EN

EN: optimized solution for IOT accessing service and for multiple service FFS

EN Need new USIM app or not

revised to 1503

Decision: 

The document was revised to S3-161503.



S3-161503
An authentication solution for service provider connectivity





33.899 v0.4.1





Source: Huawei, HiSilicon

(Replaces S3-161361)

Decision: 

The document was approved.



S3-161365
Alternative 3GPP Credentials based on Identity-based Cryptography 





33.899 v0.4.1





Source: Huawei, HiSilicon,

Discussion: 

Todor: there is no solution, only titles

Haiguang: potential solutions

Todor: just a list 

Feng:  introduces ID.based credentials

Tim: editorial: references not put in

Vesa: why do need what alternative credentials will be, is this necessary for 3GPP

Haiguang: for some credentials we need authentication protocols , we might need to modify IETF protocols for ID-based credentials

Vesa: based on authentication method,

Haiguang: what does it mean to support alternative credentials

Decision: 

The document was noted.



S3-161368
Non-AKA Authentication Procedures for Alternative 3GPP Credentials





33.899 v0.4.1





Source: Huawei, HiSilicon

Discussion: 

Vesa T: do you need to make changes to EAP TLS?

Haiguang. Need to change cipher suite to support ID based crypto, plus another change

Farid: second proposal to use public keys, what is the criteria on the radio level impact: ed note: overhead of public private key pair on radio bandwidth needs to be ffs

Dragan: not only bandwidth, but also because it is for IoT, also for lost cost device, so overhead in general

Günther: 3GPP can't accept this without this going through IETF

Haiguang: starting work in IETF soon to standardize IBS

Günther: ed note on IETF standardization

Farid: previous comment for all private public key cipher based solutions

Martin: using certificates for authentication using ATT frequencies?

Haiguang: yes

Günther: what is the global public key?

Haiguang: id based crypto needs global public key for key distribution centre
Günther: which ID based scheme is this referring to?

Haiguang: not supporting roaming

Günther: not answer to question, add editor's note: for which ID based scheme this works is FFS

Farid: agree with Günther, does global public key mean group public key?

Haiguang: global public key used in ID based scheme

DK: reference particular ID based scheme

Heiko: quote should use the original requirement in beginning of intro

Farid: in RFC on ID based crypto, there is no reference to global key

EN overhead of public private key on radio ffs and also impact on non-human iot devices

EN this should be specified in IETF

EN clarify which ID based scheme proposal works

Keep original text and not SA1

Do not use smart quotes, bullets

revised to 1504

Decision: 

The document was revised to S3-161504.



S3-161504
Non-AKA Authentication Procedures for Alternative 3GPP Credentials





33.899 v0.4.1





Source: Huawei, HiSilicon

(Replaces S3-161368)

Decision: 

The document was approved.



S3-161371
Aggregate Authentication for massive IoT 





33.899 v0.4.1





Source: Huawei, Hisilicon,

Discussion: 

Alf: need to ensure that security properties are actually fulfilled

Günther: aggregation only provides advantage when all devices register 

simultaneously

Haiguang: that happens, e.g. after power outage

Günther: what happens normally

Haiguang: then SIM card would work normally

add sentence this is solution is valid when all devices switch on at the same time

Note: valid only when all devices switch on at the same time

revised to 1505

Decision: 

The document was revised to S3-161505.



S3-161505
Aggregate Authentication for massive IoT 





33.899 v0.4.1





Source: Huawei, Hisilicon,

(Replaces S3-161371)

Decision: 

The document was approved.



S3-161372
Mutual Authentication between Remote UE and Network over A Relay 





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

?? QC: how does the relay UE authenticate the remote UE

Haiguang: can use the signature, currently not shown in call flow

?? QC: ednote: it is ffs whether relay UE needs to be authenticated

Stefan: what is the relation of the relay UE other than passing them messages, why does it verify the message in step 3? ed note: clarify the role of relay UE, and relation of relay UE and remote UE

Vinod: what happens if the RUE indicator is different? What does it mean, what is the relationship

Suresh: how does the network recognise the remote UE after authentication, does it recognise the relay?

Haiguang: relay is part of the network

Suresh: ed note: clarify the first key issue is met

Farid: Are you assuming that remote and relay belong to same KMS? Make this assumption clear

Stefan: solution only for IBS credentials, needs to be made clear in headline

1. EN it is ffs whether really ue needs to be authenticated

2. EN role of relay UE and relation between relay and remote UE

3. EN How first KI is met of identifying the UE

4. Assumption remote UE … belong to same Kms

5. Heading should say … meant for ibs based...

revised to 1506

Decision: 

The document was revised to S3-161506.



S3-161506
Mutual Authentication between Remote UE and Network over A Relay 





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161372)

Decision: 

The document was approved.



S3-161381
Solution for Key issue #2.4: Device identifier authentication





33.899 v0.4.1





Source: China Mobile Com. Corporation

Discussion: 

Todor: use equipment identifier, to be consistent; 

Tim: evaluations need to be more detailed, ed note for both solutions

Stefan: first solution: why is the repository required

Jinpeng: to use as index, so IMEI is not published

Todor: authorized by whom

Jinpeng authorized by manufacturer

DK: why is device cert is provisioned to UE, when the UE is not sent in first message

Jinpeng: that's why there is solution 2

DK: why is the cert there at all?

Anand Pa: cert maybe useful for something else

Todor: operator shall be independent of external party for equipment verification, reject solution

Jinpeng: ed note to solve this: how to ensure that the operator is independent of third party platform is FFS

Todor: ed note copied from key issue

Alf: is independence only required for verification?

Anand Pa: independent of manufacturer after initial offline contact

Use equipment identifier

EN detailed evaluation is required (both solutions)

EN it is ffs how to modify this sol to that operator independent of 3rd party

Decision: 

The document was revised to S3-161507.



S3-161507
Solution for Key issue #2.4: Device identifier authentication





33.899 v0.4.1





Source: China Mobile Com. Corporation

(Replaces S3-161381)

Decision: 

The document was approved.



S3-161396
Update to key issue #2.3: Authentication identifiers and credentials





33.899 v0.4.1





Source: Ericsson LM

Discussion: 

Tim: too wide, should be limited to factory and industrial automation

Todor: same comment

Dragan: same comment

Anand Pa: in line with SA LS, says not restricted

Dragan: limited usage, to headless device

Adrian: LS says also large scale IoT

Tim: decisions based on TS, not based on LS

Anand: response to question in LS

Günther: contribution follows the LS

Dragan: change definition to without human intervention

Alf: doesn't work with req. 3

Günther: agree

Alf: change in definitions should go away, because it is a requirement

Dragan: copy text from SA1 LS to req 3

Tim: 1st req shall 

Alf: should be able to, because that means mandatory to specify, but optional to implement and deploy

Klaus: under fig. 5.2.3.3.1-1, first bullet: remove however, 2nd bullet:  add non human, 3rd bullet: ? note remove change

Tim: last requirement: home operator control

Adrian: home operator can do this

Tim: this is about design of spec, thus it is required

Vesa T: home operator could want to restrict roaming

Alec: req 2 covers this

Tim: uphold objection, need to talk to SA1 delegate

Stefan: this is not non-3GPP subscription, but non-routable: ed note: non-3GPP subscription needs a different term, because these subscriptions will be handled by 3GPP specifications

Todor: support

Adrian: term non-3GPP becomes confusing

Stefan: e.g. private subscription

Todor: reflect SA1 LS, need to reflect response of question 2 in contribution, in a)

Alf: last sentence of b) needs to be ed note, factory. com needs to be factory. example.com

Decision: 

The document was revised to S3-161496.



S3-161496
Update to key issue #2.3: Authentication identifiers and credentials





33.899 v0.4.1





Source: Ericsson LM

(Replaces S3-161396)

Decision: 

The document was approved.



S3-161397
Update to solution #2.9: agreed terminology





33.899 v0.4.1





Source: Ericsson LM

Decision: 

The document was approved.



S3-161398
Update to solution #2.9: termination of EAP method in the VPLMN





33.899 v0.4.1





Source: Ericsson LM

Discussion: 

Günther: performance benefit is obvious, ARPF/AUSF interface would become roaming interface (Swx). But not available to other EAP methods, where the interface is not standardized. Potential problems with IETF. Text added: this means interface AUSF ARPF needs to be a roaming interface

Vesa: today this is already possible with proxy

Günther: still is a split in the backend that is necessary

Vesa: is it not only a positioning problem

Günther: might end up in a situation where 3GPP defines which EAP methods can be used in 3GPP. proposed editor's note: information exchanged and EAP server and ARPF is currently not standardized ...

Vesa: should it be limited to roaming

Günther: propose second editor's note: efficiency advantages can also be obtained by EPS AKA

Alf: if EAP server is in VPLM then we are losing control over UE presence

Günther: agree

Tim: network event missing in home network after successful authentication

Günther: no difference to present LTE?

DK: in first call flow, the home knows the result, so add result to home network

Vesa T: how is home network informed of failed auth? add a note?

Günther: inventing a new protocol?

DK: then add editor's note

Tim: support this, his original problem

1. IF between AUSF and ARPF will become a roaming IF

2. EN Information exchanged between … ARPF will be EAP method specific message …

3. EN Efficiency advantage can be obtained by EPS AKA instead of EAP server in visited network

4. efficiency Security advantage of EAP AKA .... similar to EPS AKA ... 

5. user presence check and fresh authorization is lost (you do not know when AV is used)

6. Note saying that the HN does not know the result  (DK visited net sends msg to HN --> changes current protocol, it is not part of current proposal)

revised to 1499

Decision: 

The document was revised to S3-161499.



S3-161499
Update to solution #2.9: termination of EAP method in the VPLMN





33.899 v0.4.1





Source: Ericsson LM

(Replaces S3-161398)

Decision: 

The document was approved.



S3-161400
Authentication in Factory Deployment





33.899 v0.4.1





Source: LG Electronics France

Decision: 

The document was revised to S3-161456.



S3-161406
NG authentication functions





33.899 v0.4.1





Source: Nokia, Vodafone, Telecom Italia, Qualcomm Incorporated

Discussion: 

Jinpeng: doesn't consider third party authentication scenario and distributed authentication

Günther: 3rd party has been taken into account, what is distributed authentication

Jinpeng: PKI

Günther: works with EAP-TLS, so PKI is supported, cf first ed note

Dragan: all these functions reside in the core network, not UE?

Günther: yes

Alf: rules out distributed authentication function

Jinpeng: add ed note that request can terminate in AUSF

Günther, Heiko, Vesa: matter of definition, can be colocated

Jinpeng: who responsible for forwarding request to third party, SEAF?

Günther: already in text

Dragan: don't need to distinguish private operator, all operator are operators

Günther: ed note removed

Dragan: 3rd party system is in agreement with operator

Günther: use case discussion, so not necessary here

DK: AUSF can exist in operator and 3rd party system

Günther: like proxy AAA in home network, put as bullet under examples? 

Alec: what means reside in physical secure environment. improvable and no place in definition

Stefan: it is an assumption, no proof, assumption, thus no security control required

Alec: in virtualized environment, there is no boundary

Günther: need to have contract

Tim: support Günther, not everything needs to solved by technical means

Alf: make requirement, shall reside in ...

Tim (Moto): remove physical 

Huawei: do not need to store short term public key if that PKI is used

Günther: keep open until agenda item 4.2 is closed

Tricci: SA2 pretty much decided to colocate SEAF and MM, thus SEAF shall reside in visited network

Günther: Nokia agrees, but leave open the option to have second: "a SEAF resides... intermediate keys shall be specific...

Alec: what happens in case you don't need MM

Günther: Ed note on ARPF merging into SDM: inform SA2 that they can merge this function; 

Stefan: ed note on AUSF: can AUSF ever reside in visited network

Vesa T: definition of function could change based on which solution, that is the problem. Add sentence to example, what does RES comparison mean (ed note goes away)

Günther: In case EAP-AKA is chosen for 5G, the comparison of res and xres takes place in SEAF

Vesa: 2nd ed note of SEAF can be delete

Alf: agree

Günther: first sentence becomes note, rest goes away

Tricci: 1st ed note of SEAF: is confusing

 Günther: always resides -> cab only resides ... in addition ...

Alf: could delete ed note on SCMF SEAF

Adrian: need to decide before deletion

Tricci: not relevant for SA2

Günther: do we need to highlight ed note on ERP to SA2

Vinod: may have impact on AUSF

Günther: no impact on SA2

Alf: third ed note can go away

1. 5212 … for auth related func in the core network are defined.

2. EN on third party and private operator goes away

3. Example AUSF may assume role of AAA server

4. ... shall reside in secure environment

5. ...in roaming case SEAF resides in visited network....

6. ARPF 3rd EN is for SA2 and remove from this document

7. AUSF remove EN -- under example - in the case eps aka was adopted for 5g comparison of xres res in seaf

8. SEAF 2nd EN first sentence a note and delete the rest

9. SEAF 1st EN changed to only resides ... or whether in addition

10. SCMF last 2 EN goes away

AUSF storing credentials will stay open, rest is closed --> Huawei document

revise to 1494

Decision: 

The document was revised to S3-161494.



S3-161494
NG authentication functions





33.899 v0.4.1





Source: Nokia, Vodafone, Telecom Italia, Qualcomm Incorporated

(Replaces S3-161406)

Decision: 

The document was approved.



S3-161407
Draft LS to SA2 on NG authentication functions





33.899 v0.4.1





Source: Nokia 

Discussion: 

Alf: don't give carte blanche to SA2 on which interfaces not to standardize

Tricci: roaming interfaces involve GSMA?

Günther: no

Alf: SA3 may need to define further reference points.

Günther: remove last sentence

ok

Tricci: what does the LS imply for SA2

Günther: it is FFS which reference points need to be standardized

revised to 1509

Decision: 

The document was revised to S3-161509.



S3-161509
LS to SA2 on NG authentication functions





33.899 v0.4.1





Source: Nokia 

(Replaces S3-161407)

Decision: 

The document was approved.



S3-161409
Updating authentication terminology in solution 2.7





33.899 v0.4.1





Source: Nokia 

Decision: 

The document was approved.



S3-161411
Evaluating solution #2.6 against key issue 2.2





33.899 v0.4.1





Source: Nokia 

Discussion: 

Tim: is this an evaluation of 2.6 or of a combined solution of 2.6 with 10.z? if the latter, it should become a documented solution

Günther: add editor's note

EN the combination of 2.2 and 10.z should be described as separate solution

revised to 1498

Decision: 

The document was revised to S3-161498.



S3-161498
Evaluating solution #2.6 against key issue 2.2





33.899 v0.4.1





Source: Nokia 

(Replaces S3-161411)

Decision: 

The document was approved.



S3-161416
Updates for Solution #2.8 (Authentication Framework)





33.899 v0.4.1





Source: Samsung

Discussion: 

Günter: proxy AUSF -> proxy AAA, add ed note: which entity takes care of proxy functionality is ffs

Günther:would single NAS termination point be in conflict with architecture 1

Rajvel: authentication separate from NAS

Günther: check with SA2

Rajvel: check when we want to do this

Günther: ed note: needs to be checked if this is in line with SA2

DK: SA2 fully depend on SA3 expertise 

ed note disagreed

Günther: would proxy AAA also be needed for alt 2?

Rajvel: SEAF has routing capability in alt 2

Stefan: alt 2: NG1 interface, not shown in figure

Günther: MMF derives the keys, should be in SCMF

Rajvel: co-located

1. EN ffs where the proxy aaa role should be assigned

(Authentication is not over NAS in arch 1)

2. NG1 interface to be added in 2nd figure

revised to 1495

Decision: 

The document was revised to S3-161495.



S3-161495
Updates for Solution #2.8 (Authentication Framework)





33.899 v0.4.1





Source: Samsung

(Replaces S3-161416)

Decision: 

The document was approved.



S3-161432
Alternative EAP proposal for 3GPP access





33.899 v0.4.1





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-161510.



S3-161510
Alternative EAP proposal for 3GPP access





33.899 v0.4.1





Source: Qualcomm Incorporated

(Replaces S3-161432)

Discussion: 

Rapporteur will fix reference to solution x.y if not included in this meeting

Decision: 

The document was approved.



S3-161440
Moving equipment identifier and credentials related text in Key Issue 2.3 to 2.4





33.899 v0.4.1





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-161441
Updates to Solution 2.10 – Device Authentication using certificates





33.899 v0.4.1





Source: Qualcomm Incorporated

Discussion: 

Todor: for consistency: use equipment identifier authentication

Anand Pa: ok

Stefan: doesn't work, new certificate overwrites the old certificate, but we don't know which ID the service provider will put in there

Anand Pa: this needs to be worked on, profiles need to be defined

Stefan: what is the relationship of new to existing certificate, how are networks authorized?

Anand Pa: part of network selection procedure

Stefan: how will this work with IMEI blacklists, but then the certificate has been replaced

Anand Pa: work with Stefan on editor's note

Todor: remove when connecting to networks that are authorized .. in second para of new text

Anand Pa: ok

Stefan: would CMPv2 be viable as well?

Anand Pa: not evaluated

Günther: new ed note to explicitly include CMP

Heiko: when does enrolment take place?

Anand Pa: some kind of online enrolment, after UE is authenticated to network

Günther: last of 3 deleted ed notes shouldn't be deleted because there is still dependency on device manufacturer, if that is compromised, then enrolment will go wrong

Anand Pa: after first enrolment, no further trust is required, dependency for enrolment cannot be avoided

Günther: agree, make it a note 

Anand Pa: agree

Günther: would the new text fit into remote provisioning

Anand Pa: remote provisioning is for subscriptions

Tim: editorial

1. Use equipment identifier throughout the document

2. EN regarding IMEI and ID etc. in roaming case -- Anand and Stefan --- certificate, how selection is done

3. … use device certificate; 2nd para section 5241022

4. CMP should be studied -- revise existing EN 541022 or a separate one

5. Third deleted EN becomes note with some modification

6. 5241022 fix editorials

revise 1500

Decision: 

The document was revised to S3-161500.



S3-161500
Updates to Solution 2.10 – Device Authentication using certificates





33.899 v0.4.1





Source: Qualcomm Incorporated

(Replaces S3-161441)

Decision: 

The document was approved.



S3-161444
Huawei, Hisilicon, Deutsche Telekom AG





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161323)

Abstract: 

This contribution proposes a Next Generation Mutual Authentication and Security Agreement (NG-MASA) solution.

Discussion: 

Alec: HID sent in clear, this is part of ID, might be allow to track a UE in roaming situation

Stefan: true, but much better than taken today

Alec: note HID discloses home operator

Günther: does this protect the IMSI like other proposals in key area privacy

Ahmad: protect IMSI, also allow security capabilities to be negotiated in these messages, 

Günther: for every auth request

Ahmad: initial authentication request only, when serving network doesn't know UE

Alf: move to privacy area

Todor: how is auth data request matched to response

Ahmad: diameter has id

Todor: LI IMSI not available

Alex: not a problem, known in HSS

Sheila: review by cryptographer that the properties match claims

Tim: algorithms might be useful to be sent to ETSI SAGE

Günther: share concerns, need proper evaluation, there are no stated protocol goals for the time being 

Ahmad: is this the necessary when going to TS

Günther: SAGE is the wrong group

Adrian: saving round trip of NAS SMC, but can't save the procedure for other reasons, 1 NAS round trip saved

Günther: does the protocol work when the serving network sends a wrong a public key

Ahmad: not addressed

Günther: how is serving network authentication achieved?

Offline

Günther: why are the sec capabilities sent all the way to the home network?

Tim: where do you detect and prevent overload

Ahmad: in the text: rate limit per access point

1. Note: HID discloses the home operator of the subscription 

2. EN comparison with sols in sols area 7 is required (main advantage is protecting IMSI)

3. EN how auth achieved

4. EN authenticity of public key

5. EN how LI is done

6. EN why sending UE sec capabilities to home network

Overall EN to verify crypto properties / evaluation of such protocols

Revised to 1502

Decision: 

The document was revised to S3-161502.



S3-161502
Huawei, Hisilicon, Deutsche Telekom AG





33.899 v0.4.1





Source: Huawei, Hisilicon

(Replaces S3-161444)

Decision: 

The document was approved.



S3-161448
Nokia comments on Alternative EAP proposal for 3GPP access (S3-161432 by Qualcomm Incorporated)





33.899 v0.4.1





Source: Nokia 

Discussion: 

Günther presents the comments

Günther: EAP-AKA' already does this, so no need to use this

Adrian: works automatically with EAP-AKA'

Günther: ed note: if this method is applied to EAP AKA or EAP AKA' the UE needs to check that the AMF separation bit is set to 1

2nd comment

Adrian: delete the note in the text

3rd comment

Adrian: only for 3GPP access

Tricci: in SA2, non-3GPP access not even decided

Alf: change ed note: how -> whether

4th comment

Adrian: SEAF doesn't have to be the authenticator

Günther: we agreed on that

Adrian: just as example

Rajvel: why keep it in the architecture

Adrian: trying to make core network boxes simple

DK: then there is no role for SEAF

Adrian: receives keys and derive further keys, simplified role of SEAF in authentication procedure

Tricci: intention SEAF is colocated with anything that uses the keys, eg AN

Adrian: no, AN not physically secure

Alf: should we capture this?

Adrian: already given

Günther: find some text to clarify that SEAF is not EAP authenticator

5th comment

Adrian: easier to use a key that is guaranteed to never leave the HN

Günther: need text to discuss in next meeting

Adrian: put the full motivation into editor's note

Günther: would the method work with EAP server in visited network, add sentence: if the EAP server can be in the serving network, then this method doesn't provide serving network authentication

Zubon: EAP server is always in the home network

Günther: not defined in IETF

Todor: step 1attach request: which identity? replace by subscription identifier

Anand Pa: here it is using EAP terminology

Alf: Note: identity is subscription identifier

Todor: privacy is ffs

Anand Pa: there is a separate issue for privacy, otherwise it needs to be put in every solution

Todor: only this is contribution is being discussed here

Günther: support QC

Todor: attach requests triggers authentication

Adrian: same as today

Alf: we have a separate key issue

Todor: how do we evaluate the key issues

Alf: VF has a contribution on this

Todor: who will decide which authentication method to use

Adrian: AUSF 

Todor: so database is in two functions

Alf: maybe by policy, add editor's note AUSF also decides authentication method

Todor: problem with other solutions if definition is changed

EN If this method applied eap aka and eap aka' then in addition UE ensures AMF bit is set to 1 -- G fist EN without last sentence

Delete the Note "the use of EMSK…" and related text proposed in this commenting doc

EN: .. It is to be …"whether" the….

EN regarding SEAF usage in this solution goes offline: Alf, Guenther, Adrian -- potentially SEAF usage can be added in the document
Move last EN in solution together with the text

If the EAP server can be in the serving network then the present sol cannot provide SN auth anymore.

Note: identities here is subscription identifiers

EN choice of authentication method may need to be added in AUSF definition

Decision: 

The document was noted.



S3-161456
Authentication in Factory Deployment





33.899 v0.4.1





Source: LG Electronics France

(Replaces S3-161400)

Discussion: 

Stefan: authenticated by factory owner, not fundamentally different, use terminology of yesterday, replace NextGen system -> network

Anand Pa: generalize key issue to other use cases, private network deployment or whatever terminology, 

Vesa T: agree, 

Heiko: not agreeing, requirement doesn't say anything about roaming

Vesa T: LS state two scenarios

Mireille: only for use case factory deployment

Martin: agrees

Tim: factory assumes a deployment, may have authentication via public network Kim: from LS this is valid use case, regardless of roaming case

Todor: LS says other solutions have nothing to do with factory deployment

open for discussion for now

Stefan: Use one of the 4 terms decided instead of the authentication unit -- Authentication unit to something else from 4 decided yesterday

Stefan: Underline text change to something saying authenticated by NextGen system -- NextGen system change to network

Anand: Private network deployment e.g. factory automation

Document is open for discussion as none of the operators support that factory can do authentication without MNO considerations

Decision: 

The document was noted.



4.3
Security context and key management

S3-161313
KI#3.3.y: Data Structure of  Security Association





33.899 v0.4.1





Source: ZTE Corporation

Decision: 

The document was revised to S3-161470.



S3-161470
KI#3.3.y: Data Structure of  Security Association





33.899 v0.4.1





Source: ZTE Corporation

(Replaces S3-161313)

Decision: 

The document was noted.



S3-161322
Security Key Refresh Triggered by UE





33.899 v0.4.1





Source: Huawei, HiSilicon

Abstract: 

 This contribution presents a key refresh solution triggered by UE

Decision: 

The document was not treated.



S3-161330
Introduce D-H algorithm negotiation method in Solution #3.1





33.899 v0.4.1





Source: Huawei, Hisilicon

Decision: 

The document was not treated.



S3-161341
Untrusted non-3GPP access - key issue





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution adds a key issue on untrusted non-3GPP access

Discussion: 

Alf: ed note: reword security threats as threats; trust defined by home network

Günther: in LTE, ePDG can be in visited network, so insteadput  ed note: it is FFS whether home or visited or both networks need to trust

EN security threats

EN it is FFS whether this entity be trusted by serving home or both - 2nd requirement … by the home network

revised in 1531

Decision: 

The document was revised to S3-161531.



S3-161531
Untrusted non-3GPP access - key issue





33.899 v0.4.1





Source: Nokia

(Replaces S3-161341)

Decision: 

The document was approved.



S3-161342
Untrusted non 3GPP access - proposedsolution





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution proposes a solution for the untrusted non-3GPP access in the NG system.

Discussion: 

Tricci: C-plane and U-plane: is that NG-2 and NG3?

Günther: probably

Farid: is the key difference on initial attach

Günther: attach request arrives at core, but sent as identity response from UE; then NAS can be carried over IP when desired

Farid: no need to define new EAP attributes

tricci: how is IP address assigned

Günther: for SA2/CT1 - like in LTE

Adrian: EN on generic EAP method for network binidng; just above ed note for MSK

Anand Pa: is the AUSF part of CCF

Günther: SEAF is part of CCF, not in figure

Anand Pa: is IP termination in serving network, home network? 

Günther: for SA2 to decide

Anand Pa: there may be a binding necessary

Günther: ed note: FFS whether there are security implications of IP-address assignment

Tricci: replace CP and UP by NG2 and NG3; bootstrapping of IP address required

Günther: IP address assignment is in SA2/CT1 

Alf: it FFS whether NG-PDG is in home serving, or both networks

EN for eap methods eap aka' consider eMSK instead of MSK (?) -- goes under context … section

EN after procedural - security implications aspect of ip address assignment need to be studied but it might be in remit of sa2 and ct1

EN it is ffs whether ngpdg in serving or hn

revised to 1532

Decision: 

The document was revised to S3-161532.



S3-161532
Untrusted non 3GPP access - proposedsolution





33.899 v0.4.1





Source: Nokia

(Replaces S3-161342)

Decision: 

The document was approved.



S3-161343
Trusted non-3GPP access - key issue





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution adds a key issue on trusted non-3GPP access. 

Decision: 

The document was approved.



S3-161344
Trusted non 3GPP access - proposed solution





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution proposes a solution for the trusted non-3GPP access in the NG system.

Discussion: 

Tricci: no such entity trusted wireless LAN (TWAN)

Suresh: in 5G unified framework, 

Stefan: in figure NG TWAN looks like an element, when it is just a network

Anja: SA2 is lagging behind on this

Tricci: new element not in SA2

Anand: align with SA2

Tricci: why need trusted wlan access, with unified network

Alf: who needs trusted non-3GPP, include this, let SA2 work on it independently

approved

Decision: 

The document was approved.



S3-161392
5G key identification - key issue





33.899 v0.4.1





Source: Nokia

Decision: 

The document was not treated.



S3-161393
5G key identification - solution





33.899 v0.4.1





Source: Nokia

Decision: 

The document was not treated.



S3-161399
Solution for NSA Security Context Management





33.899 v0.4.1





Source: LG Electronics France

Decision: 

The document was not treated.



S3-161417
Evaluating solution #2.6 against key issue 3.1





33.899 v0.4.1





Source: Nokia 

Decision: 

The document was not treated.



S3-161434
pCR solution to Key Issue # 3.2 on refreshing keys





33.899 v0.4.1





Source: Qualcomm Incorporated

Decision: 

The document was not treated.



S3-161437
pCR solution to Key Issue # 3.1 Interception of radio interface keys sent between operator entities





33.899 v0.4.1





Source: Qualcomm Incorporated

Decision: 

The document was not treated.



S3-161449
Nokia comments on pCR solution to Key Issue # 3.1 Interception of radio interface keys sent between operator entities (S3-161437 by Qualcomm Incorporated)





33.899 v0.4.1





Source: Nokia 

Decision: 

The document was not treated.



4.4
Network slicing security

S3-161316
Security Architecture for Network Slicing





33.899 v0.4.1





Source: CATT

Abstract: 

This contribution proposes a solution for the Key Issue #8.3 Security on UEs’ access to slices of TR 33.899.

Discussion: 

Suresh: contribution about architecture, deviating from accepted SA2 architecture, then presented as solution

Alec: what are the changes from SA2, 

Suresh: there is no NS-supplicant in SA2, new definitions

WeiZhu: is possible to put in architecture part, paper can be easily understood by SA2

Tricci: proposal not related to any architecture in SA2, if this is SA3 specific architecture proposal, then it is up to SA3 how to proceed with this architecture

Alec: put editor's note to compare this with existing SA2 architectures

Decision: 

The document was noted.



S3-161317
Scenarios for key sharing between slices





33.899 v0.4.1





Source: ZTE Corporation

Abstract: 

Propose scenarios for key sharing between slices that authenticating UE’s access to slices needs to consider

Decision: 

The document was approved.



S3-161318
Solution for UE access network and slices





33.899 v0.4.1





Source: ZTE Corporation

Abstract: 

Propose a solution for UE access network and slices

Decision: 

The document was revised to S3-161460.



S3-161460
Solution for UE access network and slices





33.899 v0.4.1





Source: ZTE Corporation

(Replaces S3-161318)

Discussion: 

Stefan: how is this related to 347

Tricci: first part is identical, but assumes slice auth is required, second part of procedure is subsequent procedure

Todor: in this solution you can't have one auth for multiple slices, that is quite limited

Tricci: in case of multiple slices, do they belong to same provider

Todor: could be relationship, so make slice auth optional

Todor: ed note: it is FFS if slice auth is optional

Todor: alternative step 7a/b is optional

Zubon: CN master key from default CCNF, what is that master key

Tricci: Kauc key

Zubon: single anchor function?

Tricci: one per slice

Suresh: Nokia solution is simple default, basic scenario for this

7ab s ccnf optionally performs slice auth

Decision: 

The document was revised to S3-161529.



S3-161529
Solution for UE access network and slices





33.899 v0.4.1





Source: ZTE Corporation

(Replaces S3-161460)

Decision: 

The document was approved.



S3-161347
Network Slice initial attach and authentication





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution proposes network slice authentication scenario where the default CCNF itself hosts the network slice for the UE or the default CCNF selects and assigns a different network slice serving CCNF for serving the UE.

Discussion: 

Suresh: security context is instantiated only after slice is selected

Vesa: are 5 and 6a mutually exclusive SMCs?

Suresh: only one happens

Vesa: can slice change during selection process

Vesa: not yet agreed in SA2

Suresh: yes, can put ed note: 

Tricci: in step 4 there should be no NSI selection in some cases, update step 4 clarify NSI selection when no redirection is happening

Alec: CCNF not adopted by SA2, term is based on solution 6.1.2

Anja: clarification based on solution 6.1.2 of SA2

Suresh: no need for two solutions, on the same solution in SA2, so maybe can be merged

EN between step 7the NAS redirection from default serving CCNF and not of that to UE and Ran node is FFS

Update procedure step 4 - … selection only … default ccnf... Tricci - Suresh

Sentence saying this is based on 612 solution of SA2

revised in 1528

Decision: 

The document was revised to S3-161528.



S3-161528
Network Slice initial attach and authentication





33.899 v0.4.1





Source: Nokia

(Replaces S3-161347)

Decision: 

The document was approved.



S3-161350
Removal of Editor's Notes of Solution 8.1





33.899 v0.4.1





Source: NEC Corporation

Discussion: 

Zander: assumption or note: NG-UE has the slice ID

Suresh: step 4: CP function seems to be quite complex, don't accept these changes, add ed note: list all functions that this SP function does

Tricci: it is not clear why the ed notes are removed

Suresh: keep all editor's notes

Stefan: first change cannot go in, needs to be state that this needs to be addressed

Alec: why is the security isolation the same in roaming, problem with the added Note

Decision: 

The document was noted.



S3-161364
Solution for Security Mechanism Differentiation for Network Slices





33.899 v0.4.1





Source: Huawei, HiSilicon

Discussion: 

Todor: terminology needs to be adapted to agreed one - add ed note on this; where is AURF defined

Haiguang: defined here, AURF, authentication routing function, based on slice ID, AURF routes to right authentication server

Tricci: AN or CN function

H: core function

Tricci: add ed note to explain AURF better

Stefan: same applies to AU

Zubon: AUSF here is different is different from previous defined, so change name and define better

Anand Pa: revise for next meeting

H: better to add editor's note

Todor: where is ARPF in this solution

Suresh: agree with Anands comment

H: agree on this editors note

Anand Pa: current terminology not understandable, revise to current terminology

Todor: how is auth done before selection

noted

Decision: 

The document was noted.



S3-161374
pCR_amendment to security requirements and threats for key issue #8.3 





33.899 v0.4.1





Source: Huawei, HiSilicon

Decision: 

The document was approved.



4.5
RAN security

S3-161321
Potential security requirements on gNB





33.899 v0.4.1





Source: Huawei, HiSilicon

Abstract: 

This contribution proposes some security requirements on gNB in order to protect the integrity of setting and software and the confidentiality of sensitive data.

Decision: 

The document was not treated.



S3-161325
Automatic anti-Dos for user plane





33.899 v0.4.1





Source: Huawei, HiSilicon

Abstract: 

This contribution presents Automatic anti-Dos for user plane

Decision: 

The document was not treated.



S3-161345
Security aspects of dual connectivity





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution proposes additions to dual connectivity clause.

Decision: 

The document was not treated.



S3-161366
Prevent UP DoS Attack over Air Interface 





33.899 v0.4.1





Source: Huawei, HiSilicon

Decision: 

The document was not treated.



S3-161382
Introducing RAN terminology and correcting privacy terminology





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was not treated.



S3-161415
Details on key issue #4.4: Security aspects of intra-NR mobility





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was not treated.



S3-161418
Details on key issue #4.5: Security aspects of WLAN aggregation





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was not treated.



S3-161422
Resolving Editor’s Note on UE behaviour in reading the SIB





33.899 v0.4.1





Source: Samsung

Decision: 

The document was not treated.



S3-161424
Resolving Editor’s Note on provisioning of public keys to the UE





33.899 v0.4.1





Source: Samsung

Decision: 

The document was not treated.



S3-161435
pCR solution to Key Issue # 4.6 User plane DoS attacks





33.899 v0.4.1





Source: Qualcomm Incorporated

Decision: 

The document was not treated.



4.6
Security within NG-UE

S3-161305
Key issue #5.1: Secure storage and processing of credentials and identities





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-160940)

Abstract: 

This PCR provides changes for Key issue #5.1: Secure storage and processing of credentials and identities. Authors incorporated changes in terminology and comments from one of the SA3 NextGen calls received for the original contribution in S3-160940.

Discussion: 

Tim: what is the relation to previous contribution

Klaus. Better than previous contribution

Anand: environment rather entity

Alf: same requirement twice, why this and previous contribution

Klaus: hardware entity for consistency

Anand: disagree

Mireille: hardware for consistency

Vesa: contentious, so better not make it consistent

Alf: note document

Mireille: agree

Alec: merge

Klaus: stay with one, avoid pointless discussion

threat section: entity is replaced by environment

noted

Decision: 

The document was noted.



S3-161319
Additional Security Requirements on credential storage





33.899 v0.4.1





Source: ORANGE, Telecom Italia, Gemalto, Deutsche Telekom, Oberthur, Giesecke&Devrient

(Replaces S3-161160)

Discussion: 

Alf: at least equivalent gives comparison in terms of security

Todor: protection profile

Alec: not possible to compare outside of common criteria

Stefan: want at least one proposal 

Qualcomm: has alternative proposal to resolve editor's note

open two more contributions 413 and 438

Alf: 3rd added req: ok, but fix the wording

Anand: subscription credential shall only be set and managed by the credential issuer

Tim: issuer is a problem

Alf: problem with eUICC remote subscription management 

2nd req added req

Anand: what does it mean, how does it work in relation to relation to remote management

Tim: can be stored in some way there, asymmetric key agreement, never leave the "UICC"

Anand: can't agree

Farid: excludes secure environment realization, where the credential is stored in encrypted form in flash

Tim: if it fulfils the first requirement

Alf: problem with equivalent security to protection profile

Farid: change second requirement to long term secret to store credential must be stored in tamper resistant hw

Günther: this is done in HSS

Stefan: different environment between HSS and UE

Alf: this discussion is orthogonal to 5G discussion, as it is implementation security

Stefan: relevant to 5G, define alternatives to UICC

Alf: can't be enforced by visited operator

Tim: problem of home operator

Anand: problem with secured and tamper resistant hardware, only agrees to 3rd req

Klaus: secure hardware platform is being defined, people should look at

Only 3rd new requirement to be massaged and rest goes away "- The subscriber’s credentials and identities, used to access the NextGen 3GPP Networks, shall exclusively remain under the control of the subscription credentials owner.  management of this shall only be possible by the issuer."

revised to 1511

Decision: 

The document was revised to S3-161511.



S3-161511
Additional Security Requirements on credential storage





33.899 v0.4.1





Source: ORANGE, Telecom Italia, Gemalto, Deutsche Telekom, Oberthur, Giesecke&Devrient

(Replaces S3-161319)

Discussion: 

Vesa: move new requirement above editor's note

Anand Pa: why is the note there

Anand Pa: replace subscription credential owner with entity who issued them

Todor: not agreeing

noted

Decision: 

The document was noted.



S3-161413
Requirements for NG-UE





33.899 v0.4.1





Source: Ericsson

Discussion: 

Vesa presents together with 319

Klaus: not necessary to change credential to device credential

Tim: UICC is like a device

Mireille: not agreeing to modification of title

Todor: not agreeing to key issue detail changes: it is about preventing fraud

Vesa: if every device has a UICC, then there will business missed

Todor: security is not for free

Tim: want to be able to move away from UICC, USIMI can be on different things

only the spelling correction stays

Decision: 

The document was noted.



S3-161438
New key issue on storage of device credentials





33.899 v0.4.1





Source: Qualcomm Incorporated

Discussion: 

Tim: can never read IMEI from handset

Anand Pa: integrity, not confidentiality

Tim: what is sensitive device credential

Anand Pa: private key

Todor: key issue details: rewording: authenticate equipment identifier, offline

Mireille: disagree with previous contribution with title change, thus conflicting with other key issue

Tim: this is solution specific

Vesa: same level of discussion as in subscriber credential security, same wording

Tim: need to be assured reliably, that is the key issue, remove example

Todor: threats should be about what happens when the device ID is not protected

Tim: second paragraph is good, keys is a solution

Anand Pa: how can you identify without a key

Todor: problem talking about device credential from start

Heiko: first paragraph should go away

Vesa: what is the difference to subscription threats?

Todor: second para, last sentence is requirement, should go away

Tim: first requirement, end sentence after within NG-UE.

Alf: equipment identifier shall be integrity protected

Tim: and anything needed to protect it

Alf: hardware based root of trust can be removed

Tim: but solution can use root of trust

1. Title change

2. Key issues changes - equipment identifiers -- remove e.g.

3. threats: first para delete and last sentence delete

4. requirement: 

- equipment identifiers and anything needed to protect it in NG-UE

- 2nd requirement deleted

revised to 1512

Decision: 

The document was revised to S3-161512.



S3-161512
New key issue on storage of device credentials





33.899 v0.4.1





Source: Qualcomm Incorporated

(Replaces S3-161438)

Decision: 

The document was approved.



S3-161439
Adding requirements to the Key Issue # 5.1





33.899 v0.4.1





Source: Qualcomm Incorporated

Discussion: 

Anand Pa presents together with 319

Tim: confidentiality and integrity related to protocols not to storage

Alec: same as in protocols

Stefan: QC and E// are equivalent that they refer to hardware root of trust and hardware secure environment

Tim: hardware kit also secured in terms of software

Alf: protection profile referenced only does the eUICC functions

Dragan: not happy with root of trust - E// gives a good risk assessment - power consumption may be a problem

Alec: power consumption not a problem in other realizations

Mireille: can't do it in software

Farid: support QC and E//, PP 

Anand: not proposing to do in software

Mireille: doesn't say tamper resistant, hardware root of trust is not hardware tamper resistant

Anand: no definition of hardware tamper resistance in 3GPP

Heiko: tamper resistance is important point we shouldn't loose

Tim: PP is not predisposing a solution, but determines a level

Decision: 

The document was noted.



4.7
Authorization

S3-161304
Key issue #6.y: Authorization decoupled from Authentication





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-160951)

Abstract: 

This PCR provides content for the new Key issue #6.y: Authorization decoupled from Authentication. Authors incorporated comments SA3#84 and one of the SA3 NextGen calls received for the original contribution in S3-160951.

Discussion: 

Tim: will be dynamically provisioned -> may be in key issue details

Tim: Threats are badly worded, seems to be applying to all networks, not just dynamic

Alec: remove first threat

Tim: add requirement: it shall be possible to authenticate the authorization

Alec: verify authentication prior to authorization

Tim: no, make sure operator is being paid

Alec: It shall be possible for the serving network to verify authorization

1. key issue details: services in ng network may be dynamically provisioned
2. threats: remove first para

3. requirement new: it shall be possible for the network to verify authorization 

revised to 1514

Decision: 

The document was revised to S3-161514.



S3-161514
Key issue #6.y: Authorization decoupled from Authentication





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-161304)

Decision: 

The document was approved.



S3-161338
Potential requirements for Key Issue 6.2 Network authorization





33.899 v0.4.1





Source: Deutsche Telekom AG

Abstract: 

This pCR adds yet missing potential security requirements to Key Issue 6.2 on Network authorization, where the UE/user can decide to authorize the AN to be used.

Discussion: 

Günther: authorization information can be conveyed in any way, rephrase the requirement, rephrase, conveyed -> validated and end sentence

Tim: how does the user make the decision

Stefan: depends on the information being shown, e.g. a French network in UK would seem strange

Alec: UE or user receive a token of authentication by the serving network

Günther: with received information by with available information

Vinod: problem is authorisation information

Todor: remove "with ... authorization information" from second requirement

Tim: is the UE including an area that is managed by the operator

Tim: why is sentence on disallowed SNs an SA3 issue

Alf: some operators sell auth vectors

Tim: home network and user should predefine

Todor: home network

Adrian: second ed note authorization only

Adrian: NG-UE everywhere

1.1st requirement:  … so that authorisation information can be validated -- > HPLMN

2. 2nd requirement: the ue and or user should be able to decide if an available sn should be used or not….

3. 3rd requirement: there should be possibility for HPLMN ….

4. NG UE everywhere

revised to 1513

Decision: 

The document was revised to S3-161513.



S3-161513
Potential requirements for Key Issue 6.2 Network authorization





33.899 v0.4.1





Source: Deutsche Telekom AG

(Replaces S3-161338)

Decision: 

The document was approved.



4.8
Subscriber privacy

S3-161314
To KI#2.2: Knowledge-Split  for Long Term Secrecy





33.899 v0.4.1





Source: ZTE Corporation

Decision: 

The document was revised to S3-161468.



S3-161468
To KI#2.2: Knowledge-Split  for Long Term Secrecy





33.899 v0.4.1





Source: ZTE Corporation

(Replaces S3-161314)

Discussion: 

Alf: only for initial provisioning

David: correct

Alec: when one things breaks at operator everything needs to be updated

Alf: doesn't seem to work

Alec: EN it is FFS to compare benefits with complexity

Anja: secure transmission of user input to HSS is required

Alf: EN works only for initial provisioning

Stefan: risk is different for different provisioning steps

Günther: mix credentials of different levels of entities, EN credentials for different level of identities are mixed

Tim: a more thorough evaluation is FFS

Alf delete evaluation

Günther: if full K is known, then where is diversity from

David: only for one time

Vesa: so final key goes to K, i.e. the box, isn't involving user quite risky

Decision: 

The document was noted.



S3-161339
Correction of reference inside TR.33.899 (editorial change)





33.899 v0.4.1





Source: Deutsche Telekom AG

Abstract: 

This pCR corrects a reference pointing to the wrong clause in Key Issue 7.2 on subscriber privacy in TR 33.899

Decision: 

The document was not treated.



S3-161340
Refreshing CN short-term subscriber identifiers





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was revised to S3-161461.



S3-161461
Refreshing CN short-term subscriber identifiers





33.899 v0.4.1





Source: Ericsson

(Replaces S3-161340)

Decision: 

The document was not treated.



S3-161367
Protect the Permanent or Long Termn User Identity with Public Key Techologies





33.899 v0.4.1





Source: Huawei, HiSilicon, 

Decision: 

The document was not treated.



S3-161379
pCR Security enhancement to the attach procedure without relying on PKI





33.899 v0.4.1





Source: China Mobile Com. Corporation

Decision: 

The document was not treated.



S3-161380
pCR Security enhancement to the attach procedure relying on PKI





33.899 v0.4.1





Source: China Mobile Com. Corporation

Decision: 

The document was not treated.



S3-161384
5G Privacy - additional requirement on LI aspect in key issue 7.1





33.899 v0.4.1





Source: Nokia

Decision: 

The document was withdrawn.



S3-161385
5G Privacy - additional requirement on transmission of identifiers in key issue 7.6





33.899 v0.4.1





Source: Nokia

Decision: 

The document was withdrawn.



S3-161386
5G Privacy - clarification to solution 7.1





33.899 v0.4.1





Source: Nokia

Decision: 

The document was withdrawn.



S3-161387
5G Privacy - Commenting solution 7.3 and proposal to split from LI issues





33.899 v0.4.1





Source: Nokia

Decision: 

The document was withdrawn.



S3-161388
5G Privacy - Commenting solution 7.4





33.899 v0.4.1





Source: Nokia

Decision: 

The document was not treated.



S3-161389
5G Privacy Pseudonym-IMSI





33.899 v0.4.1





Source: Nokia

Decision: 

The document was revised to S3-161463.



S3-161463
5G Privacy Pseudonym-IMSI





33.899 v0.4.1





Source: Nokia

(Replaces S3-161389)

Decision: 

The document was not treated.



S3-161390
5G Privacy Pseudonym-IMSI - process steps





33.899 v0.4.1





Source: Nokia

Decision: 

The document was revised to S3-161464.



S3-161464
5G Privacy Pseudonym-IMSI - process steps





33.899 v0.4.1





Source: Nokia

(Replaces S3-161390)

Decision: 

The document was not treated.



S3-161391
5G Privacy Recovery after pseudonym loss





33.899 v0.4.1





Source: Nokia

Decision: 

The document was revised to S3-161465.



S3-161465
5G Privacy Recovery after pseudonym loss





33.899 v0.4.1





Source: Nokia

(Replaces S3-161391)

Decision: 

The document was not treated.



S3-161404
pCR adding solution on using effective temporary identifier





33.899 v0.4.1





Source: THALES

Abstract: 

This contribution proposes to add the following solution to answer key issues #7.4 and #7.7.

Decision: 

The document was not treated.



S3-161405
Opportunistic encryption for IMSI exchange





33.899 v0.4.1





Source: THALES

Abstract: 

In this solution the UE and the gNB uses opportunistic encryption in order to exchange the IMSI.

Decision: 

The document was not treated.



S3-161430
5G Privacy Evaluation of solutions on P-IMSI and recovery





33.899 v0.4.1





Source: Nokia Networks

Decision: 

The document was revised to S3-161466.



S3-161466
5G Privacy Evaluation of solutions on P-IMSI and recovery





33.899 v0.4.1





Source: Nokia Networks

(Replaces S3-161430)

Decision: 

The document was not treated.



S3-161436
pCR to update solution #7.4: Privacy enhanced Mobile Subscriber Identifier (PMSI)





33.899 v0.4.1





Source: Qualcomm Incorporated

Decision: 

The document was not treated.



S3-161443
pCR to TR 33.899: Temporary Identity refresh parameters





33.899 v0.4.1





Source: VODAFONE Group Plc

Abstract: 

Vodafone propose that for any temporary identities, requirements related to the triggers that could cause them to change should be added.

Decision: 

The document was not treated.



S3-161445
Replaces S3-161384-v0 5G Privacy - additional requirement on LI aspect in key issue 7.1





33.899 v0.4.1





Source: Nokia, Ericsson

Decision: 

The document was not treated.



S3-161446
replaces S3-161385-v0 5G Privacy - additional requirement on transmission of identifiers in key issue 7.6





33.899 v0.4.1





Source: Nokia, Ericsson

Decision: 

The document was not treated.



S3-161447
replaces S3-161387-v1 5G Privacy - Commenting solution 7 3 and proposal to split from LI issues





33.899 v0.4.1





Source: Nokia, Ericsson

Decision: 

The document was not treated.



S3-161455
Key issue #7.y: Need to protect entire Permanent Identifier





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This PCR provides content for the new Key Issue #7.y: Need to protect entire Permanent Identifier. The issue was discussed at SA3#84 and the appropriate Editors Note was included in TR 33.899.

Decision: 

The document was not treated.



4.9
Relay security

S3-161327
Potential security requirements on Relay





33.899 v0.4.1





Source: Huawei, HiSilicon

Decision: 

The document was not treated.



4.10
Network domain security 

S3-161423
Interconnection Security Key Issue





33.899 v0.4.1





Source: Nokia, Telecom Italia

Decision: 

The document was approved.



S3-161426
Interconnection Security - Circles of Trust





33.899 v0.4.1





Source: Nokia, Telecom Italia

Discussion: 

Alf: is trust transitive in this model

Günther: can make this explicit

Todor: why is IPX provider untrusted

Günther: not all of them are untrusted, some may be

Add that trust is transitive before the home network circle

figures should be editable

revised to 1515

Decision: 

The document was revised to S3-161515.



S3-161515
Interconnection Security - Circles of Trust





33.899 v0.4.1





Source: Nokia, Telecom Italia

(Replaces S3-161426)

Decision: 

The document was approved.



S3-161428
Solution proposal for enhancing security of sending of authentication vectors





33.899 v0.4.1





Source: Nokia 

Discussion: 

Stefan: use public key directly, why not use NDS IP

Günther: certificate only used in one direction, 

Alf: capture that no direct IP connectivity is required

Günther,in the middle of evaluation section ok

Vesa: on which level will the encryption work?

Günther: application layer, field AVPs in Diameter

Vesa: add this as an example

Günther: ok

Tim: on evaluation attempt to evaluate against all key issues in the section

Günther: evaluate solutions on their own merit

Tim: text missing in evaluation statements on how it addresses all key issues in the area

Günther: only addresses 10.y

Tim: want to evaluate solutions on equal footing

Alf: doesn't make sense because solution is not complete

Tim: otherwise evaluations can't be compared

Anand: doesn't address all key issues, e.g. UE not present

Anja: evaluation section of solution provide material for complete solution

Tim: evaluation against requirements against all issues in one security area only

Dony: Diameter protocol issue, GTP-C in 4G: MME can fake other requests towards HSS, general solution is required

Günther: solves key theft only

Alf: authentication of validity of key request is not addressed

Anand: ed note that this solution does not solve the case where the UE is not served by the node

Günther: requirement to evaluate against all key issues is unreasonable

Tim: no problem with introduction or solution, just evaluation

Tricci: Tim asking for evaluation criteria

Günther: good for selecting solution

Alf: include only in evaluation

Vesa T: the introduction claims exactly what is solved

Tim: say it is a building block, make sure we set the evaluation

Anand: discuss evaluation principles during lunch

Dony: how to obtain key in AVP is still open

Alf: Anands ed note covers this, 

Alf: problem with public key distribution

Kim: is the communication with public key or with symmetric

Ahmad: solution needs to be linked to key issue, this key issue is very broad, but very specific solution

1. Evaluation add: this solution does not require direct IP connectivity

2. General approach: add for example saying a field carrying Diameter AVP could be encrypted

3. EN this sol does not prevent attack where sn is requesting keys and UE is not present --> dony, Anand, Alf

Discuss offline regarding evaluation and come with a proposal -- Tim and rest

How is key provided..... --> as a new KI

Stays open until 10.y is discussed

revised 1497

Decision: 

The document was revised to S3-161497.



S3-161497
Solution proposal for enhancing security of sending of authentication vectors





33.899 v0.4.1





Source: Nokia 

(Replaces S3-161428)

Discussion: 

Dony: impersonation attack is still possible

Anand: document still left open for dependence 10.y

Decision: 

The document was approved.



4.11
Security visibility and configurability 

S3-161302
Key Issue #11.4: On demand security framework





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-160944)

Abstract: 

This PCR provides changes for Key Issue #11.4: On demand security framework. Authors incorporated comments from one of the SA3 NextGen calls received for the original contribution in S3-160944.

Discussion: 

Todor: try to understand second threat

Marcus: fix last sentence in terms of language

Tim: mentions application in many places, so be consistent with which application, and why mention application 

Alec: may have different requirements

Tim: application level security is not 3GPP requirement

Alec: service and serving network

Tim: also home network has some say in this

Todor: adapt to UE capabilities

Alf: service requirements

The service and serving/home networks should be able to support variable security to match service security requirements

Rajvel: -

1. threat last sentence fix

2. requirement: service… service requirements

the service and serving / hn should be able to support variable security to match service requirements
revised in 1517

Decision: 

The document was revised to S3-161517.



S3-161517
Key Issue #11.4: On demand security framework





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-161302)

Decision: 

The document was approved.



S3-161303
Key Issue #11.3: User control of security





33.899 v0.4.1





Source: INTERDIGITAL COMMUNICATIONS

(Replaces S3-160941)

Abstract: 

This PCR provides changes for Key Issue #11.3: User control of security. Authors incorporated comments from one of the SA3 NextGen calls received for the original contribution in S3-160941.

Discussion: 

Stefan: one "to" in key issue details -> Rapporteur
Marcus: Rapporteur: change UE to NG-UE

It's Rapporteur issue

NG-UE to be changed by Rapporteur
Decision: 

The document was approved.



S3-161401
update of visibility and configurability area





33.899 v0.4.1





Source: LG Electronics France

Discussion: 

Tim: English can be improved

Tim: area should be about visibility to user

Marcus: causal error or misunderstanding are not defined

Kim: remove "especially … misunderstanding"

Tim: sentence now reads you can intend harmful effect on service availability, offline

Todor: replace the text of the requirement with the text of first deleted editor's note

Adrian: any mechanism should be designed to minimize risk of ...

5.11.1 - tim and kim fix language

Requirement remove " especially caused from casual error or misunderstanding," --> fix with Tim by using first EN

revised to 1516

Decision: 

The document was revised to S3-161516.



S3-161516
update of visibility and configurability area





33.899 v0.4.1





Source: LG Electronics France

(Replaces S3-161401)

Decision: 

The document was approved.



S3-161402
Security visibility solution using indication policy





33.899 v0.4.1





Source: LG Electronics France

Discussion: 

Todor: home operator tells UE what not to use, but problem with the second example, who notifies the user?

Kim: only to display

Christine: offline ed note: it is FFs to determine if it is actually visible to the human user

EN from Ericsson offline

revised to 1518

Decision: 

The document was revised to S3-161518.



S3-161518
Security visibility solution using indication policy





33.899 v0.4.1





Source: LG Electronics France

(Replaces S3-161402)

Decision: 

The document was approved.



S3-161403
Security configurability solution using control policy





33.899 v0.4.1





Source: LG Electronics France

Discussion: 

Marcus: add editor's note on 

sec cap.: EN whether user understand sec cap

revised to 1519

Decision: 

The document was revised to S3-161519.



S3-161519
Security configurability solution using control policy





33.899 v0.4.1





Source: LG Electronics France

(Replaces S3-161403)

Decision: 

The document was approved.



S3-161429
pCR to TR 33.899 v0.3.0 "Security visibility and configurability"





33.899 v0.4.1





Source: Nokia 

Decision: 

The document was approved.



4.12
Credential provisioning 

S3-161353
Network access for remote credential provisioning - security considerations





Source: Nokia

Abstract: 

This paper looks at the various security aspects that need to be considered while granting network access for remote credential provisioning of a UE.

Discussion: 

Haiguang: option c) any security risk for this method

Günther: uses dedicated bearer, like for emergency attach

Adrian: target options a) and b) seems to be simple from standards impact

Günther: requires pre-provisioning of credentials

Tim: GSM spec allows non-3GPP network for initial provisioning, or pre-provisioned credentials 

Todor: option c), not parallel to emergency call, because emergency call is regulated, 

Stefan: also rule out emergency calls, because denial of service possible

Vesa: in b), would there be an option of network unauthenticated, but UE is?

Günther: in b), you don't require UE credentials but include Vesa's suggestion for completeness

noted

Decision: 

The document was noted.



S3-161354
Discussion on  Attach procedure for Remote Provisioning in Response to SA2 LS S2-165175





33.899 v..





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution discusses Remote Provisioning in Response to SA2 LS (S2-165175).

Discussion: 

Tim: discussion paper misses out things: in headed scenario 2 device may have other ways of attaching as well, in headless, scenario 1 is missing, pre-provisioned, don't support LS back.

Todor: not clear what SA1 wants to achieve, requirement is clear, but the scenario isn't, rule out scenario #2 and 3,only go for #1

Stefan: here, headless device is brought back to headed by companion, but problem with provisioning large number of devices, LS not needed

DK: scenario 1 assumes a default MNO profile, but SA1 requirement is without pre-provisioned profile

Todor: SA1 is discussing how to write this requirement in TS

Farid: on purpose not mention non-3GPP access, because LS says specifically 3GPP; didn't mention default profile, because even then companion device is required to download profile; bulk provisioning needs to be automated, scenario needs to be there

noted

Decision: 

The document was noted.



S3-161355
Remote credential provisioning - for headed devices using captive portal technique





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution describes solutions for remote credential provisioning for headed devices using as method similar to what used in Wi-Fi captive portal technique. 

Decision: 

The document was withdrawn.



S3-161357
Remote credential provisioning – Add Headless IoT device to existing User’s MNO subscription





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution describes solutions for remote network operator credential provisioning for headless IoT devices using a companion

Decision: 

The document was withdrawn.



S3-161360
Remote credential provisioning – Add Headless IoT device to existing User’s subscription





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution describes solutions for remote network operator credential provisioning for headless IoT devices using a companion. 

Discussion: 

Tim: it is worth looking at authentication section, but no problem with the solution

Todor: GSMA already defined a mechanism, why redefine a new mechanism

Farid: not aware of this solution

Todor: what is the motivation of this mechanism

Farid: EN in evaluation section: if GSMA solves this problem without impact, then this can be removed

DK: question on step 8/9: is subscription profile a USIM profile, or different

Farid: USIM profile

DK: before sending, is there mutual authentication, because it is essential EN mutual authentication with device is required

Farid: device not provisioned, so not possible

Tim: this is a solution, if GSMA solution is better, then this goes in the evaluation section

Todor: certificate already in at manufacturing time

Farid: manufacturer puts in manufacturer cert, operator has business relation with operator

EN evaluation section that check against GSMA and motivation needed

Offline DK, Todor and Farid on mutual authentication aspect

revised in 1520

Decision: 

The document was revised to S3-161520.



S3-161520
Remote credential provisioning – Add Headless IoT device to existing User’s subscription





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

(Replaces S3-161360)

Decision: 

The document was approved.



S3-161369
Remote Provisioning for IoT devices through a Companion UE





33.899 v0.4.1





Source: Huawei, Hisilicon, China Mobile, Deutsche Telekom AG, KPN

Discussion: 

Todor:  trust relationship can't be transitive

Tim: this is evaluation, put it in later

Todor: here it is possible to clone the credentials, this is a problem

Haiguang: some operators support this solution

noted

Decision: 

The document was noted.



S3-161378
Secure Mechanism to Achieve Remote Credential Provisioning for IoT devices





33.899 v0.4.1





Source: Huawei, HiSilicon, Deutsche Telekom AG

Discussion: 

Todor: document number 4 not public, put in version numbers

Dragan: is it referencing consumer or M2M here?

Todor: both

Dragan: remove consumer ones, i.e. Reference 2, 3

DK: step 1 UE sends UICC cert, including identifier, but according to GSMA spec the UICC id is sent to network only after authentication the network, need to clarify if this can be done before, ed note covers this

Todor: here we need to talk about UICC, not UE; add EN on that

Todor: who is signing in step one the cert UICC

Marcus: by whoever provisions it?

Todor: GSMA authority, so needs to be checked against the liability chain in GSMA

En on that in solution

Anand Pa: CP-AU cert, who signs it, how is trusted:

Marcus: UE has relationship with manufacturer

Anand Pa: EN: on UE provisioned with operator certificates

Mireille: signature by UE may be replayed, EN: it is FFS whether all information in step one can be replayed

Reference 4 delete

Ref x2 and X3 removed

Other references from GSMA the version is changed thus take latest

EN make it more UICC solution not UE

EN solution compliant to GSMA remote provisioning…

UE is provisioned with operator cert... 

EN ffs all info in step 1 can be replayed 

revised to 1522

Decision: 

The document was revised to S3-161522.



S3-161522
Secure Mechanism to Achieve Remote Credential Provisioning for IoT devices





33.899 v0.4.1





Source: Huawei, HiSilicon, Deutsche Telekom AG

(Replaces S3-161378)

Decision: 

The document was approved.



S3-161419
 Solution for Credentials Provisioning





33.899 v0.4.1





Source: Samsung

Discussion: 

Todor: all based on IMEI, how is this secured

Rajvel: eUICC is embedded in device, so it belongs to device

Vesa: change title?

Todor: preprovisioned credential not given, so needs to be changed

DK: here it is the private key

Todor: make this clear

Marcus: addresses provisioning for non-3GPP credentials

DK: in step 6, 3GPP credentials are downloaded 

Marcus, shouldn't they be in 3GPP domain

DK: in GSMA, it is domain

Marcus: add EN: whether provisioning server is outside of 3GPP domain is FFS

Jinpeng: outside of network domain, where can it be

Rajvel: card manufacturer, etc.

David: one step further must be operator's trust domain in EN

Dragan: reference M2M provisioning specification

DK: reference also allows use for IoT

Change title to connectivity provisioning (ref arch for conn prov)

Fix the sentence that it is eUICC cert

EN whether provisioning is outside of operator trust domain is ffs -- in message sequence section

Reference check with Todor and Dragan

revised to 1523

Decision: 

The document was revised to S3-161523.



S3-161523
 Solution for Credentials Provisioning





33.899 v0.4.1





Source: Samsung

(Replaces S3-161419)

Decision: 

The document was approved.



S3-161442
Remote credential provisioning - for headed devices using captive portal technique





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution describes solutions for remote credential provisioning for headed devices using as method similar to what used in Wi-Fi captive portal technique

Discussion: 

Todor: supposing infrastructure trusted by all operators

Farid: doesn't require central authority

Todor: operator trusting all device manufacturers

Farid: deployment issue, business relationship

Todor: need to define which central authority to trust, plus liability

Farid: the add editor's note

Todor: EN in evaluation section: the usage of central certification authority ... offline

EN usage of cert auth stuff -- offline discussion between Todor and Farid

revised to 1521

Decision: 

The document was revised to S3-161521.



S3-161521
Remote credential provisioning - for headed devices using captive portal technique





33.899 v0.4.1





Source: Intel Corporation (UK) Ltd

(Replaces S3-161442)

Decision: 

The document was approved.



4.13
Interworking and migration 

S3-161337
Clarify the meaning of “no interworking with GSM/GPRS, UMTS”





33.899 v0.4.1





Source: Huawei, Hisilicon

Decision: 

The document was not treated.



S3-161394
5G interworking - key issue on bidding down attack





33.899 v0.4.1





Source: Nokia

Decision: 

The document was not treated.



4.14
Small data 

S3-161346
Connectionless access for small data solution





33.899 v0.4.1





Source: Nokia

Abstract: 

This contribution presents connectionless access security solution for small data

Decision: 

The document was not treated.



S3-161370
Small Data Protection





33.899 v0.4.1





Source: Huawei, HiSilicon, 

Decision: 

The document was not treated.



S3-161408
Security solution for Infrequent Small Data 





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was not treated.



S3-161410
Small data security area introduction





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was not treated.



S3-161412
Key issues in Small data





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was not treated.



4.15 
Broadcast/Multicast security 

4.16
Other 

S3-161301
TCG progress report





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This contribution provides a brief summary of the progress in TCG Working Groups as of September 12, 2015. It also provides a URL to additional resources regarding TCG NetEq WG.

Decision: 

The document was noted.



S3-161315
 Security Monitoring and Management





33.899 v0.4.1





Source: ZTE Corporation

Decision: 

The document was revised to S3-161469.



S3-161469
 Security Monitoring and Management





33.899 v0.4.1





Source: ZTE Corporation

(Replaces S3-161315)

Discussion: 

David updated the tdoc to follow the regular structure

David presents

Stefan: normally, security monitoring and management is not standardized in 3GPP

Alec: needs to be done here

Magnus: supports this

Vesa: overlap with NFV-sec by ETSI

Günther: same concern as Vesa, everything except for slice is NFV-sec

Alex: align with sec013, half is done there, but where to put the building blocks is 3GPP issue

there is interest in this, so the contribution may be updated to reflect today's input

Align with SEC013 find what falls in SA3 domain

noted

Decision: 

The document was noted.



S3-161331
Network Management and Deployment Security





33.899 v0.4.1





Source: Huawei, HiSilicon

Discussion: 

Tim: does this not overlap with network virtualization, or other sections

Günther: doesn't overlap, similar to automated enrolment for network elements; question to key issue 1: currently only specified in security assurance specification, add EN: it is FFS whether this is part of 5G specification

Tim: fine with issues, but may not need a new security area, e.g. network domain security

Anja: maybe we should have a security area on management security

Vesa: how much do we need to do

Tim: ok to add area

Alf: what is the name of the area

Marcus: network management security

Tim: how to differentiate from network domain security

Günther: name taken by NDS

Vesa T: needs to be added to section 4,provide that text as well

EN for KI ffs whether it should be added in 5G specification

Security area: Network Management Security

Text for list of security areas Marcus give to Vesa

revised to 1524

Decision: 

The document was revised to S3-161524.



S3-161524
Network Management and Deployment Security





33.899 v0.4.1





Source: Huawei, HiSilicon

(Replaces S3-161331)

Decision: 

The document was approved.



S3-161332
DoS from External Network





33.899 v0.4.1





Source: Huawei;Hisillicon

Decision: 

The document was not treated.



S3-161333
new security area: Security between NG UE and NG CN





33.899 v0.4.1





Source: Huawei, Hisilicon

Discussion: 

Vesa T: does this overlap with the architecture

Marcus: motivation is for non-3GPP access, there is no direct link to core

Günther: issue X1 should be in remit of SA2, not include this in TR, fine with issue X.2, maybe it could go into security area 1

Marcus: some agreement in SA2, but ed note for non-3GPP access

Günther: no need for separate key issue

Todor: shall, not need to 

Vesa: key issues with requirements on integrity and confidentiality, so taken into account

Marcus: more hop by hop model

no new security area, key issue 1 not required

Security area not agreed

First KI removed

KI2 Requirement should say shall be

noted

Decision: 

The document was noted.



S3-161336
Security of NAS signallings before security activation





33.899 v0.4.1





Source: Huawei, Hisilicon

Decision: 

The document was not treated.



S3-161356
pCR to TR 33.899 - Definitions of Identifiers





33.899 v0.4.1





Source: Nokia

Abstract: 

This pCR provides definitions for additional set of identifiers. 

Discussion: 

Alf: may used in definitions - not allowed, update in the future

Stefan: human user in application service - remove human

Ahmad: remove IMS

Alf: subscriber - reference in []

Dragan: what is a service provider, is it network provider, application, etc?

Application service and service user identifier: Remove human

Application service identifier: e.g. IMS

revised in 1526

Decision: 

The document was revised to S3-161526.



S3-161526
pCR to TR 33.899 - Definitions of Identifiers





33.899 v0.4.1





Source: Nokia

(Replaces S3-161356)

Decision: 

The document was approved.



S3-161358
LS to SA1 on Update on definitions of identifiers





33.899 v..





Source: Nokia

Abstract: 

This LS provides an update to SA1 on SA3's agreement on definition of the various identifiers 

in TR 33.899

Discussion: 

Tricci: copy SA2

Vesa T: why is privacy there?

Günther: to inform that we are also working on temporary identifiers, add sentence: please note that temporary identifiers are being defined

Todor: put more context for SA1

Günther: they know what they are doing

2nd para add: sa3 likes to inform subs priv security area 7 temp id are being identified

CC SA2

revised in 1527

Decision: 

The document was revised to S3-161527.



S3-161527
LS to SA1 on Update on definitions of identifiers





33.899 v..





Source: Nokia

(Replaces S3-161358)

Decision: 

The document was approved.



S3-161383
FS_NSA: cryptographic algorithms





33.899 v0.4.1





Source: Gemalto N.V.

Abstract: 

It proposes a new security area dealing with cryptographic algorithms

Discussion: 

Alf: add description in section 4

Vinod: EN: key length has to be taken into consideration

Klaus: taken into account

Vinod: also length of MAC

Christine: 128 bit for AES might be quantum safe: EN: it is FFS if AES 128 and SHA-256 are quantum safe

Anand Pa: instead of post quantum, we should say quantum safe

Description in section 4

EN 5x322 not only algo but key length as well -- it is also related to what comes out of operation e.g. MAC

EN whether Aes 128 or sha256 are quantum safe or not

Use quantum safe instead of post quantum

revised to 1525

Decision: 

The document was revised to S3-161525.



S3-161525
FS_NSA: cryptographic algorithms





33.899 v0.4.1





Source: Gemalto N.V.

(Replaces S3-161383)

Decision: 

The document was approved.



S3-161395
Update of terminology in TR 33.899: identifier, equipment, subscription 





33.899 v0.4.1





Source: Ericsson

Decision: 

The document was approved.



S3-161427
Discussion on key-free secured pairing and protected radio access to network





33.899 v..





Source: THALES

Abstract: 

This discussion deals with the current and future threats concerning authentication and long term secret key. 

Decision: 

The document was not treated.



S3-161450
Letter from Federal Communications Commission





Source: FCC

Discussion: 

Tim: WG5 is mentioned, but where can we see the content

Ken FCC: industry stakeholder driven, available on FCC website, Ken will send URL

Suresh: whitepaper with recommendations is out

Ken: currently draft

Suresh: what are the security by design principles

Ken: will be in whitepaper 

Give the URL to Alf to add that in the meeting minutes

<https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability> 

<https://www.fcc.gov/general/technological-advisory-council> 

noted

Decision: 

The document was noted.



S3-161451
Reply LS on alternative authentication methods and different types of credentials considerations for NextGen network





Source: S1-162559

Discussion: 

Tim: can companies supporting this state why there will be enough factories to deploy this

Anand Pa: just a typical use case

Dragan: clarifying that there are devices without human users

Tim: SA1 didn't agree, but answered in this way to clear LS; so resending LS will not be helpful

Tim will provide comment to be minuted

noted

Decision: 

The document was noted.



S3-161452
LS on 5G work alignment





Source: S1-162544

Decision: 

The document was noted.



S3-161453
Reply LS on "Next Generation" Security Requirements





Source: S2-165436

Discussion: 

Tim: there are contributions relating to this topic

Suresh: no conclusion, so no reply

noted

Decision: 

The document was noted.



S3-161454
LS on "Attach procedure for Remote SIM Provisioning”





Source: S2-165437

Discussion: 

Marcus: example wearables not preprovisioned

Dragan: requirement only limited to IoT

Todor: doesn't understand why the requirement is here

Guenther: use cases should be in SA1, so no need to speculate, rather write LS if required, to Tim, if 5G looks like 4G, but should look different

Farid: agree with Todor and Guenther, not clear LS is only about IoT, i.e. headless or headed, propose to discuss reply, 

Tim: 3GPP agreed with GSMA, if provisioning of credentials then GSMA will take care of it., or with  OMA

Todor: does this work cover the requirement in SA1

Guenther: should be answered after discussion 

Samsung: IoT device without credential may not have IP connectivity, so 3GPP work needs to cover this.

Tim: their next meeting is the week after SA3 plenary, so we can reply in next meeting, tight timescale

Anja: SA2 adhoc in October

Decision: 

The document was postponed.



S3-161458
LS to 3GPP SA3 on PII protection in the mobile and 5G networks





Source: ETSI TC CYBER

Discussion: 

Marcus: similar to SPI

postpone to next meeting

Decision: 

The document was postponed.



S3-161459
Draft TR 33.899





33.899 v0.5.0





Source: Rapporteur (Ericsson)

Discussion: 

new version of TR 

available Wednesday 5 Oct

comments on implementation Thursday 6 Oct

final version available Friday 7 Oct

Decision: 

The document was not treated.



S3-161467
Guiding principles for evaluation





33.899 v0.4.1





Source: VODAFONE Group Plc

Discussion: 

Günther: should evaluate against requirements, but may evaluate against other solutions

Todor: evaluation also against the threats

Tim: shouldn't threats be requirements as done in Nokia contribution

Marcus: when evaluating against threats, turn threats into requirements

Vesa: similar view as Tim and Marcus

Alf: support Todor

Todor: requirements and threats

Christine: where appropriate, the solution may also be evaluated against the threats of the key issue

Tim: make bullet points

approved

Decision: 

The document was approved.



S3-161480
reply to LS on "Attach procedure for Remote SIM Provisioning”





Source: Huawei

Discussion: 

Todor: no conclusion on remote provisioning

Alf: some proposed solutions have an impact on attach procedure

Tim: agree with Todor

Rajvel: agree with Alf

Tim: don't send

not happening

Decision: 

The document was withdrawn.



5
Any other business

Documents that were not opened are postponed were asked to be discussed in organized conference calls.

It was proposed to have an adhoc on 27 March all week, next gen and MCPTT, potential location Busan, or maybe Singapore.

6
Close

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-161300
	Agenda
	WG Chairman
	approved
	
	

	S3-161301
	TCG progress report
	INTERDIGITAL COMMUNICATIONS
	noted
	
	

	S3-161302
	Key Issue #11.4: On demand security framework
	INTERDIGITAL COMMUNICATIONS
	revised
	S3-160944
	S3-161517

	S3-161303
	Key Issue #11.3: User control of security
	INTERDIGITAL COMMUNICATIONS
	approved
	S3-160941
	

	S3-161304
	Key issue #6.y: Authorization decoupled from Authentication
	INTERDIGITAL COMMUNICATIONS
	revised
	S3-160951
	S3-161514

	S3-161305
	Key issue #5.1: Secure storage and processing of credentials and identities
	INTERDIGITAL COMMUNICATIONS
	noted
	S3-160940
	

	S3-161306
	Discussion on NextGen Security Architecture
	INTERDIGITAL COMMUNICATIONS
	noted
	
	

	S3-161307
	Key Issue 1.3 User plane integrity between UE and network
	BlackBerry UK Limited
	withdrawn
	
	

	S3-161308
	Identity Management
	ZTE Corporation
	noted
	
	

	S3-161309
	Security Layer: Identity and Slice Management
	ZTE Corporation
	noted
	
	

	S3-161310
	To KI#2.3: Use of Additional Credentials in AKA
	ZTE Corporation
	noted
	
	

	S3-161311
	To KI#2.3: Minimum Root Credential Set for Authentication and Authorization
	ZTE Corporation
	noted
	
	

	S3-161312
	To KI#2.3: Service Isolation by Credentials
	ZTE Corporation
	noted
	
	

	S3-161313
	KI#3.3.y: Data Structure of  Security Association
	ZTE Corporation
	revised
	
	S3-161470

	S3-161314
	To KI#2.2: Knowledge-Split  for Long Term Secrecy
	ZTE Corporation
	revised
	
	S3-161468

	S3-161315
	 Security Monitoring and Management
	ZTE Corporation
	revised
	
	S3-161469

	S3-161316
	Security Architecture for Network Slicing
	CATT
	noted
	
	

	S3-161317
	Scenarios for key sharing between slices
	ZTE Corporation
	approved
	
	

	S3-161318
	Solution for UE access network and slices
	ZTE Corporation
	revised
	
	S3-161460

	S3-161319
	Additional Security Requirements on credential storage
	ORANGE, Telecom Italia, Gemalto, Deutsche Telekom, Oberthur, Giesecke&Devrient
	revised
	S3-161160
	S3-161511

	S3-161320
	Blocking the UE which repeat authentication in a short period
	Huawei, Hisilicon
	revised
	
	S3-161501

	S3-161321
	Potential security requirements on gNB
	Huawei, HiSilicon
	not treated
	
	

	S3-161322
	Security Key Refresh Triggered by UE
	Huawei, HiSilicon
	not treated
	
	

	S3-161323
	Mutual Authentication and Security Agreement
	Huawei, Hisilicon
	revised
	
	S3-161444

	S3-161324
	Adding security requirements of low latency
	Huawei, HiSilicon
	revised
	
	S3-161485

	S3-161325
	Automatic anti-Dos for user plane
	Huawei, HiSilicon
	not treated
	
	

	S3-161326
	 Mutual Authentication and Security Agreement

	Huawei, Hisilicon
	noted
	
	

	S3-161327
	Potential security requirements on Relay
	Huawei, HiSilicon
	not treated
	
	

	S3-161328
	Integrity protection of UE supported algorithms and UE’s preferences
	Huawei, Hisilicon
	noted
	
	

	S3-161329
	Add security threats and potential requirements for KI#1.11
	Huawei, Hisilicon
	revised
	
	S3-161486

	S3-161330
	Introduce D-H algorithm negotiation method in Solution #3.1
	Huawei, Hisilicon
	not treated
	
	

	S3-161331
	Network Management and Deployment Security
	Huawei, HiSilicon
	revised
	
	S3-161524

	S3-161332
	DoS from External Network
	Huawei;Hisillicon
	not treated
	
	

	S3-161333
	new security area: Security between NG UE and NG CN
	Huawei, Hisilicon
	noted
	
	

	S3-161334
	Clarification on relation between flexible UP-traffic protection and slicing/heterogeneous access network
	Huawei, Hisilicon
	approved
	
	

	S3-161335
	threats of control plane between UE and network
	Huawei, Hisilicon
	revised
	
	S3-161483

	S3-161336
	Security of NAS signallings before security activation
	Huawei, Hisilicon
	not treated
	
	

	S3-161337
	Clarify the meaning of “no interworking with GSM/GPRS, UMTS”
	Huawei, Hisilicon
	not treated
	
	

	S3-161338
	Potential requirements for Key Issue 6.2 Network authorization
	Deutsche Telekom AG
	revised
	
	S3-161513

	S3-161339
	Correction of reference inside TR.33.899 (editorial change)
	Deutsche Telekom AG
	not treated
	
	

	S3-161340
	Refreshing CN short-term subscriber identifiers
	Ericsson
	revised
	
	S3-161461

	S3-161341
	Untrusted non-3GPP access - key issue
	Nokia
	revised
	
	S3-161531

	S3-161342
	Untrusted non 3GPP access - proposedsolution
	Nokia
	revised
	
	S3-161532

	S3-161343
	Trusted non-3GPP access - key issue
	Nokia
	approved
	
	

	S3-161344
	Trusted non 3GPP access - proposed solution
	Nokia
	approved
	
	

	S3-161345
	Security aspects of dual connectivity
	Nokia
	not treated
	
	

	S3-161346
	Connectionless access for small data solution
	Nokia
	not treated
	
	

	S3-161347
	Network Slice initial attach and authentication
	Nokia
	revised
	
	S3-161528

	S3-161348
	pCR to TR 33.899: Update of a solution on key hierarchy for 5G security
	NEC Corporation
	revised
	
	S3-161488

	S3-161349
	pCR to TR 33.899: Proposal of group security for 5G security
	NEC Corporation
	noted
	
	

	S3-161350
	Removal of Editor's Notes of Solution 8.1
	NEC Corporation
	noted
	
	

	S3-161351
	Authentication and Key Agreement for non-3GPP access
	Intel Corporation (UK) Ltd
	revised
	
	S3-161530

	S3-161352
	Missing Bearer Management Definition for Non-3GPP Access
	Intel Corporation (UK) Ltd
	revised
	
	S3-161457

	S3-161353
	Network access for remote credential provisioning - security considerations
	Nokia
	noted
	
	

	S3-161354
	Discussion on  Attach procedure for Remote Provisioning in Response to SA2 LS S2-165175
	Intel Corporation (UK) Ltd
	noted
	
	

	S3-161355
	Remote credential provisioning - for headed devices using captive portal technique
	Intel Corporation (UK) Ltd
	withdrawn
	
	

	S3-161356
	pCR to TR 33.899 - Definitions of Identifiers
	Nokia
	revised
	
	S3-161526

	S3-161357
	Remote credential provisioning – Add Headless IoT device to existing User’s MNO subscription
	Intel Corporation (UK) Ltd
	withdrawn
	
	

	S3-161358
	LS to SA1 on Update on definitions of identifiers
	Nokia
	revised
	
	S3-161527

	S3-161359
	pCR to TR 33.899: Solution #1.z Key hierarchy for NextGen
	NEC EUROPE LTD
	revised
	
	S3-161489

	S3-161360
	Remote credential provisioning – Add Headless IoT device to existing User’s subscription
	Intel Corporation (UK) Ltd
	revised
	
	S3-161520

	S3-161361
	An authentication solution for service provider connectivity
	Huawei, HiSilicon
	revised
	
	S3-161503

	S3-161362
	UP protection for PDU session (re)establishment triggered by handover
	Huawei, HiSilicon
	revised
	
	S3-161508

	S3-161363
	Key hierarchy and the related procedure 
	Huawei, HiSilicon, KPN
	revised
	
	S3-161490

	S3-161364
	Solution for Security Mechanism Differentiation for Network Slices
	Huawei, HiSilicon
	noted
	
	

	S3-161365
	Alternative 3GPP Credentials based on Identity-based Cryptography 
	Huawei, HiSilicon,
	noted
	
	

	S3-161366
	Prevent UP DoS Attack over Air Interface 
	Huawei, HiSilicon
	not treated
	
	

	S3-161367
	Protect the Permanent or Long Termn User Identity with Public Key Techologies
	Huawei, HiSilicon, 
	not treated
	
	

	S3-161368
	Non-AKA Authentication Procedures for Alternative 3GPP Credentials
	Huawei, HiSilicon
	revised
	
	S3-161504

	S3-161369
	Remote Provisioning for IoT devices through a Companion UE
	Huawei, Hisilicon, China Mobile, Deutsche Telekom AG, KPN
	noted
	
	

	S3-161370
	Small Data Protection
	Huawei, HiSilicon, 
	not treated
	
	

	S3-161371
	Aggregate Authentication for massive IoT 
	Huawei, Hisilicon,
	revised
	
	S3-161505

	S3-161372
	Mutual Authentication between Remote UE and Network over A Relay 
	Huawei, Hisilicon
	revised
	
	S3-161506

	S3-161373
	Modification on Solution #1.5: User plane security policy and key derivation 
	Huawei, HiSilicon 
	revised
	
	S3-161484

	S3-161374
	pCR_amendment to security requirements and threats for key issue #8.3 
	Huawei, HiSilicon
	approved
	
	

	S3-161375
	Clarify the KI #1.7 and modify the corresponding solution
	Huawei, Hisilicon
	approved
	
	

	S3-161376
	Security threats and potential requirements for KI#1.9 and KI#1.10
	Huawei, Hisilicon
	revised
	
	S3-161487

	S3-161377
	Basic security call flow for UE initial attach
	Huawei, Hisilicon
	revised
	
	S3-161492

	S3-161378
	Secure Mechanism to Achieve Remote Credential Provisioning for IoT devices
	Huawei, HiSilicon, Deutsche Telekom AG
	revised
	
	S3-161522

	S3-161379
	pCR Security enhancement to the attach procedure without relying on PKI
	China Mobile Com. Corporation
	not treated
	
	

	S3-161380
	pCR Security enhancement to the attach procedure relying on PKI
	China Mobile Com. Corporation
	not treated
	
	

	S3-161381
	Solution for Key issue #2.4: Device identifier authentication
	China Mobile Com. Corporation
	revised
	
	S3-161507

	S3-161382
	Introducing RAN terminology and correcting privacy terminology
	Ericsson
	not treated
	
	

	S3-161383
	FS_NSA: cryptographic algorithms
	Gemalto N.V.
	revised
	
	S3-161525

	S3-161384
	5G Privacy - additional requirement on LI aspect in key issue 7.1
	Nokia
	withdrawn
	
	

	S3-161385
	5G Privacy - additional requirement on transmission of identifiers in key issue 7.6
	Nokia
	withdrawn
	
	

	S3-161386
	5G Privacy - clarification to solution 7.1
	Nokia
	withdrawn
	
	

	S3-161387
	5G Privacy - Commenting solution 7.3 and proposal to split from LI issues
	Nokia
	withdrawn
	
	

	S3-161388
	5G Privacy - Commenting solution 7.4
	Nokia
	not treated
	
	

	S3-161389
	5G Privacy Pseudonym-IMSI
	Nokia
	revised
	
	S3-161463

	S3-161390
	5G Privacy Pseudonym-IMSI - process steps
	Nokia
	revised
	
	S3-161464

	S3-161391
	5G Privacy Recovery after pseudonym loss
	Nokia
	revised
	
	S3-161465

	S3-161392
	5G key identification - key issue
	Nokia
	not treated
	
	

	S3-161393
	5G key identification - solution
	Nokia
	not treated
	
	

	S3-161394
	5G interworking - key issue on bidding down attack
	Nokia
	not treated
	
	

	S3-161395
	Update of terminology in TR 33.899: identifier, equipment, subscription 
	Ericsson
	approved
	
	

	S3-161396
	Update to key issue #2.3: Authentication identifiers and credentials
	Ericsson LM
	revised
	
	S3-161496

	S3-161397
	Update to solution #2.9: agreed terminology
	Ericsson LM
	approved
	
	

	S3-161398
	Update to solution #2.9: termination of EAP method in the VPLMN
	Ericsson LM
	revised
	
	S3-161499

	S3-161399
	Solution for NSA Security Context Management
	LG Electronics France
	not treated
	
	

	S3-161400
	Authentication in Factory Deployment
	LG Electronics France
	revised
	
	S3-161456

	S3-161401
	update of visibility and configurability area
	LG Electronics France
	revised
	
	S3-161516

	S3-161402
	Security visibility solution using indication policy
	LG Electronics France
	revised
	
	S3-161518

	S3-161403
	Security configurability solution using control policy
	LG Electronics France
	revised
	
	S3-161519

	S3-161404
	pCR adding solution on using effective temporary identifier
	THALES
	not treated
	
	

	S3-161405
	Opportunistic encryption for IMSI exchange
	THALES
	not treated
	
	

	S3-161406
	NG authentication functions
	Nokia, Vodafone, Telecom Italia, Qualcomm Incorporated
	revised
	
	S3-161494

	S3-161407
	Draft LS to SA2 on NG authentication functions
	Nokia 
	revised
	
	S3-161509

	S3-161408
	Security solution for Infrequent Small Data 
	Ericsson
	not treated
	
	

	S3-161409
	Updating authentication terminology in solution 2.7
	Nokia 
	approved
	
	

	S3-161410
	Small data security area introduction
	Ericsson
	not treated
	
	

	S3-161411
	Evaluating solution #2.6 against key issue 2.2
	Nokia 
	revised
	
	S3-161498

	S3-161412
	Key issues in Small data
	Ericsson
	not treated
	
	

	S3-161413
	Requirements for NG-UE
	Ericsson
	noted
	
	

	S3-161414
	pCR for adding a solution for key issue #1.13: Security Implications of Low Latency
	THALES
	revised
	
	S3-161493

	S3-161415
	Details on key issue #4.4: Security aspects of intra-NR mobility
	Ericsson
	not treated
	
	

	S3-161416
	Updates for Solution #2.8 (Authentication Framework)
	Samsung
	revised
	
	S3-161495

	S3-161417
	Evaluating solution #2.6 against key issue 3.1
	Nokia 
	not treated
	
	

	S3-161418
	Details on key issue #4.5: Security aspects of WLAN aggregation
	Ericsson
	not treated
	
	

	S3-161419
	 Solution for Credentials Provisioning
	Samsung
	revised
	
	S3-161523

	S3-161420
	Making UP security termination point a key issue of its own
	Ericsson
	revised
	
	S3-161462

	S3-161421
	Making UP protection granularity a key issue of its own
	Ericsson
	revised
	
	S3-161481

	S3-161422
	Resolving Editor’s Note on UE behaviour in reading the SIB
	Samsung
	not treated
	
	

	S3-161423
	Interconnection Security Key Issue
	Nokia, Telecom Italia
	approved
	
	

	S3-161424
	Resolving Editor’s Note on provisioning of public keys to the UE
	Samsung
	not treated
	
	

	S3-161425
	Making On-demand security policy a key issue of its own
	Ericsson
	revised
	
	S3-161482

	S3-161426
	Interconnection Security - Circles of Trust
	Nokia, Telecom Italia
	revised
	
	S3-161515

	S3-161427
	Discussion on key-free secured pairing and protected radio access to network
	THALES
	not treated
	
	

	S3-161428
	Solution proposal for enhancing security of sending of authentication vectors
	Nokia 
	revised
	
	S3-161497

	S3-161429
	pCR to TR 33.899 v0.3.0 "Security visibility and configurability"
	Nokia 
	approved
	
	

	S3-161430
	5G Privacy Evaluation of solutions on P-IMSI and recovery
	Nokia Networks
	revised
	
	S3-161466

	S3-161431
	Update of solution #1.6 to include roaming architectural aspects
	Qualcomm Incorporated
	revised
	
	S3-161491

	S3-161432
	Alternative EAP proposal for 3GPP access
	Qualcomm Incorporated
	revised
	
	S3-161510

	S3-161433
	Clarifying the scope of the confidentiality and integrity requirements for UE to network control plane message
	Qualcomm Incorporated
	merged
	
	S3-161483

	S3-161434
	pCR solution to Key Issue # 3.2 on refreshing keys
	Qualcomm Incorporated
	not treated
	
	

	S3-161435
	pCR solution to Key Issue # 4.6 User plane DoS attacks
	Qualcomm Incorporated
	not treated
	
	

	S3-161436
	pCR to update solution #7.4: Privacy enhanced Mobile Subscriber Identifier (PMSI)
	Qualcomm Incorporated
	not treated
	
	

	S3-161437
	pCR solution to Key Issue # 3.1 Interception of radio interface keys sent between operator entities
	Qualcomm Incorporated
	not treated
	
	

	S3-161438
	New key issue on storage of device credentials
	Qualcomm Incorporated
	revised
	
	S3-161512

	S3-161439
	Adding requirements to the Key Issue # 5.1
	Qualcomm Incorporated
	noted
	
	

	S3-161440
	Moving equipment identifier and credentials related text in Key Issue 2.3 to 2.4
	Qualcomm Incorporated
	approved
	
	

	S3-161441
	Updates to Solution 2.10 – Device Authentication using certificates
	Qualcomm Incorporated
	revised
	
	S3-161500

	S3-161442
	Remote credential provisioning - for headed devices using captive portal technique
	Intel Corporation (UK) Ltd
	revised
	
	S3-161521

	S3-161443
	pCR to TR 33.899: Temporary Identity refresh parameters
	VODAFONE Group Plc
	not treated
	
	

	S3-161444
	Huawei, Hisilicon, Deutsche Telekom AG
	Huawei, Hisilicon
	revised
	S3-161323
	S3-161502

	S3-161445
	Replaces S3-161384-v0 5G Privacy - additional requirement on LI aspect in key issue 7.1
	Nokia, Ericsson
	not treated
	
	

	S3-161446
	replaces S3-161385-v0 5G Privacy - additional requirement on transmission of identifiers in key issue 7.6
	Nokia, Ericsson
	not treated
	
	

	S3-161447
	replaces S3-161387-v1 5G Privacy - Commenting solution 7 3 and proposal to split from LI issues
	Nokia, Ericsson
	not treated
	
	

	S3-161448
	Nokia comments on Alternative EAP proposal for 3GPP access (S3-161432 by Qualcomm Incorporated)
	Nokia 
	noted
	
	

	S3-161449
	Nokia comments on pCR solution to Key Issue # 3.1 Interception of radio interface keys sent between operator entities (S3-161437 by Qualcomm Incorporated)
	Nokia 
	not treated
	
	

	S3-161450
	Letter from Federal Communications Commission
	FCC
	noted
	
	

	S3-161451
	Reply LS on alternative authentication methods and different types of credentials considerations for NextGen network
	S1-162559
	noted
	
	

	S3-161452
	LS on 5G work alignment
	S1-162544
	noted
	
	

	S3-161453
	Reply LS on "Next Generation" Security Requirements
	S2-165436
	noted
	
	

	S3-161454
	LS on "Attach procedure for Remote SIM Provisioning”
	S2-165437
	postponed
	
	

	S3-161455
	Key issue #7.y: Need to protect entire Permanent Identifier
	INTERDIGITAL COMMUNICATIONS
	not treated
	
	

	S3-161456
	Authentication in Factory Deployment
	LG Electronics France
	noted
	S3-161400
	

	S3-161457
	Missing Bearer Management Definition for Non-3GPP Access
	Intel Corporation (UK) Ltd
	noted
	S3-161352
	-

	S3-161458
	LS to 3GPP SA3 on PII protection in the mobile and 5G networks
	ETSI TC CYBER
	postponed
	-
	-

	S3-161459
	Draft TR 33.899
	Rapporteur (Ericsson)
	reserved
	-
	-

	S3-161460
	Solution for UE access network and slices
	ZTE Corporation
	revised
	S3-161318
	S3-161529

	S3-161461
	Refreshing CN short-term subscriber identifiers
	Ericsson
	not treated
	S3-161340
	-

	S3-161462
	Making UP security termination point a key issue of its own
	Ericsson
	approved
	S3-161420
	-

	S3-161463
	5G Privacy Pseudonym-IMSI
	Nokia
	not treated
	S3-161389
	-

	S3-161464
	5G Privacy Pseudonym-IMSI - process steps
	Nokia
	not treated
	S3-161390
	-

	S3-161465
	5G Privacy Recovery after pseudonym loss
	Nokia
	not treated
	S3-161391
	-

	S3-161466
	5G Privacy Evaluation of solutions on P-IMSI and recovery
	Nokia Networks
	not treated
	S3-161430
	-

	S3-161467
	Guiding principles for evaluation
	VODAFONE Group Plc
	approved
	-
	-

	S3-161468
	To KI#2.2: Knowledge-Split  for Long Term Secrecy
	ZTE Corporation
	noted
	S3-161314
	-

	S3-161469
	 Security Monitoring and Management
	ZTE Corporation
	noted
	S3-161315
	-

	S3-161470
	KI#3.3.y: Data Structure of  Security Association
	ZTE Corporation
	noted
	S3-161313
	-

	S3-161480
	reply to LS on "Attach procedure for Remote SIM Provisioning”
	Huawei
	withdrawn
	-
	-

	S3-161481
	Making UP protection granularity a key issue of its own
	Ericsson
	approved
	S3-161421
	-

	S3-161482
	Making On-demand security policy a key issue of its own
	Ericsson
	approved
	S3-161425
	-

	S3-161483
	threats of control plane between UE and network
	Huawei, Hisilicon
	approved
	S3-161335
	-

	S3-161484
	Modification on Solution #1.5: User plane security policy and key derivation 
	Huawei, HiSilicon 
	approved
	S3-161373
	-

	S3-161485
	Adding security requirements of low latency
	Huawei, HiSilicon
	approved
	S3-161324
	-

	S3-161486
	Add security threats and potential requirements for KI#1.11
	Huawei, Hisilicon
	approved
	S3-161329
	-

	S3-161487
	Security threats and potential requirements for KI#1.9 and KI#1.10
	Huawei, Hisilicon
	approved
	S3-161376
	-

	S3-161488
	pCR to TR 33.899: Update of a solution on key hierarchy for 5G security
	NEC Corporation
	approved
	S3-161348
	-

	S3-161489
	pCR to TR 33.899: Solution #1.z Key hierarchy for NextGen
	NEC EUROPE LTD
	approved
	S3-161359
	-

	S3-161490
	Key hierarchy and the related procedure 
	Huawei, HiSilicon, KPN
	approved
	S3-161363
	-

	S3-161491
	Update of solution #1.6 to include roaming architectural aspects
	Qualcomm Incorporated
	approved
	S3-161431
	-

	S3-161492
	Basic security call flow for UE initial attach
	Huawei, Hisilicon
	approved
	S3-161377
	-

	S3-161493
	pCR for adding a solution for key issue #1.13: Security Implications of Low Latency
	THALES
	approved
	S3-161414
	-

	S3-161494
	NG authentication functions
	Nokia, Vodafone, Telecom Italia, Qualcomm Incorporated
	approved
	S3-161406
	-

	S3-161495
	Updates for Solution #2.8 (Authentication Framework)
	Samsung
	approved
	S3-161416
	-

	S3-161496
	Update to key issue #2.3: Authentication identifiers and credentials
	Ericsson LM
	approved
	S3-161396
	-

	S3-161497
	Solution proposal for enhancing security of sending of authentication vectors
	Nokia 
	approved
	S3-161428
	-

	S3-161498
	Evaluating solution #2.6 against key issue 2.2
	Nokia 
	approved
	S3-161411
	-

	S3-161499
	Update to solution #2.9: termination of EAP method in the VPLMN
	Ericsson LM
	approved
	S3-161398
	-

	S3-161500
	Updates to Solution 2.10 – Device Authentication using certificates
	Qualcomm Incorporated
	approved
	S3-161441
	-

	S3-161501
	Blocking the UE which repeat authentication in a short period
	Huawei, Hisilicon
	approved
	S3-161320
	-

	S3-161502
	Huawei, Hisilicon, Deutsche Telekom AG
	Huawei, Hisilicon
	approved
	S3-161444
	-

	S3-161503
	An authentication solution for service provider connectivity
	Huawei, HiSilicon
	approved
	S3-161361
	-

	S3-161504
	Non-AKA Authentication Procedures for Alternative 3GPP Credentials
	Huawei, HiSilicon
	approved
	S3-161368
	-

	S3-161505
	Aggregate Authentication for massive IoT 
	Huawei, Hisilicon,
	approved
	S3-161371
	-

	S3-161506
	Mutual Authentication between Remote UE and Network over A Relay 
	Huawei, Hisilicon
	approved
	S3-161372
	-

	S3-161507
	Solution for Key issue #2.4: Device identifier authentication
	China Mobile Com. Corporation
	approved
	S3-161381
	-

	S3-161508
	UP protection for PDU session (re)establishment triggered by handover
	Huawei, HiSilicon
	approved
	S3-161362
	-

	S3-161509
	Draft LS to SA2 on NG authentication functions
	Nokia 
	approved
	S3-161407
	-

	S3-161510
	Alternative EAP proposal for 3GPP access
	Qualcomm Incorporated
	approved
	S3-161432
	-

	S3-161511
	Additional Security Requirements on credential storage
	ORANGE, Telecom Italia, Gemalto, Deutsche Telekom, Oberthur, Giesecke&Devrient
	noted
	S3-161319
	-

	S3-161512
	New key issue on storage of device credentials
	Qualcomm Incorporated
	approved
	S3-161438
	-

	S3-161513
	Potential requirements for Key Issue 6.2 Network authorization
	Deutsche Telekom AG
	approved
	S3-161338
	-

	S3-161514
	Key issue #6.y: Authorization decoupled from Authentication
	INTERDIGITAL COMMUNICATIONS
	approved
	S3-161304
	-

	S3-161515
	Interconnection Security - Circles of Trust
	Nokia, Telecom Italia
	approved
	S3-161426
	-

	S3-161516
	update of visibility and configurability area
	LG Electronics France
	approved
	S3-161401
	-

	S3-161517
	Key Issue #11.4: On demand security framework
	INTERDIGITAL COMMUNICATIONS
	approved
	S3-161302
	-

	S3-161518
	Security visibility solution using indication policy
	LG Electronics France
	approved
	S3-161402
	-

	S3-161519
	Security configurability solution using control policy
	LG Electronics France
	approved
	S3-161403
	-

	S3-161520
	Remote credential provisioning – Add Headless IoT device to existing User’s subscription
	Intel Corporation (UK) Ltd
	approved
	S3-161360
	-

	S3-161521
	Remote credential provisioning - for headed devices using captive portal technique
	Intel Corporation (UK) Ltd
	approved
	S3-161442
	-

	S3-161522
	Secure Mechanism to Achieve Remote Credential Provisioning for IoT devices
	Huawei, HiSilicon, Deutsche Telekom AG
	approved
	S3-161378
	-

	S3-161523
	 Solution for Credentials Provisioning
	Samsung
	approved
	S3-161419
	-

	S3-161524
	Network Management and Deployment Security
	Huawei, HiSilicon
	approved
	S3-161331
	-

	S3-161525
	FS_NSA: cryptographic algorithms
	Gemalto N.V.
	approved
	S3-161383
	-

	S3-161526
	pCR to TR 33.899 - Definitions of Identifiers
	Nokia
	approved
	S3-161356
	-

	S3-161527
	LS to SA1 on Update on definitions of identifiers
	Nokia
	approved
	S3-161358
	-

	S3-161528
	Network Slice initial attach and authentication
	Nokia
	approved
	S3-161347
	-

	S3-161529
	Solution for UE access network and slices
	ZTE Corporation
	approved
	S3-161460
	-

	S3-161530
	Authentication and Key Agreement for non-3GPP access
	Intel Corporation (UK) Ltd
	approved
	S3-161351
	-

	S3-161531
	Untrusted non-3GPP access - key issue
	Nokia
	approved
	S3-161341
	-

	S3-161532
	Untrusted non 3GPP access - proposedsolution
	Nokia
	approved
	S3-161342
	-


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-161450
	
	Letter from Federal Communications Commission
	FCC
	noted
	

	S3-161451
	
	Reply LS on alternative authentication methods and different types of credentials considerations for NextGen network
	S1-162559
	noted
	

	S3-161452
	
	LS on 5G work alignment
	S1-162544
	noted
	

	S3-161453
	
	Reply LS on "Next Generation" Security Requirements
	S2-165436
	noted
	

	S3-161454
	
	LS on "Attach procedure for Remote SIM Provisioning”
	S2-165437
	postponed
	

	S3-161458
	
	LS to 3GPP SA3 on PII protection in the mobile and 5G networks
	ETSI TC CYBER
	postponed
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-161527
	LS to SA1 on Update on definitions of identifiers
	SA1
	SA2
	-

	S3-161509
	LS to SA2 on NG authentication functions
	SA2
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