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1
Opening of the Meeting

Bengt Sahlin, SA3 Chairman, opened the meeting by welcoming the new MCC officer Mirko Cano Soveri, who said a few words about his background.

Aki Noda welcomed the SA3 delegates to Kyoto on behalf of the host JF3.
2
Approval of Agenda and Meeting Objectives

SP-120370
Meeting Agenda





Source: WG Chairman

Abstract: 

Discussion: 

The agenda for the week was presented  by the Chairman. It was approved without comments.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of. 

The delegates were asked to take note that they were thereby invited:

· to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP. 

· to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms(http://www.etsi.org/WebSite/document/Legal/IPRforms.doc)
4
Meeting Reports

S3-120301
Report from SA Plenary meeting





Source: WG Chairman

Abstract: 

Discussion: 

The SA report was presented by the Chairman.

All CRs were approved without modifications, including the SA3-LI.

Some other topics discussed: MTC, Wi-Fi roaming, BBF, PWS

Interdigital commented as the rapporteur of the SA1 WI on SSO. It was approved in the SA plenary as it stands.

The Chairman commented that PWS is bringing a lot of attention and the living document that SA3 is working on would be better converted to a TR.

Decision: 

The document was noted.



S3-120302
Report from last SA3 Ordinary meeting





Source: ETSI Secretariat

Abstract: 

Discussion: 

The meeting report was approved without comments.

There was an action point from the LS coming from GSMA and ETSI SAGE. GSMA is aware about the request from SA3 and working on proving more feedback to SA3.

As the work is now ongoing on the GSMA side, AP 66-1 was closed.
Decision: 

The document was approved.



4.1
Approval of the Report from SA3 #66

4.2
Report from SA #55

4.3
Report from SA3-LI 

Alex Leadbeater gave a verbal report on the progress of work in SA3-LI#45. The input to SA#56 from SA3-LI was approved on the SA3 exploder. SA3-LI continues to work on topics including cloud interception and media security. Next meeting #46 will be in Quebec 17th -19th July.

5
Items for early consideration

S3-120311
LS on MSC Selection for MSC in Pool at MME and SGSN





Source: S2-121912

Abstract: 

Decision: 

The document was replied to in S3-120372.



S3-120372
Draft LS reply on MSC Selection for MSC in Pool at MME and SGSN





Source: TeliaSonera

Abstract: 

Discussion: 

NSN had some problems with the conclusion. Ericsson did not agree with the motivation originally given by TeliaSonera.

Alf (DoCoMo) commented that there are potential security issues.

Ericsson wondered whether the correlation is dangerous or not

Qualcomm's thoughts are that the correlation will be serious, if it is not possible to allocate new TMSIs.

Telia Sonera concluded that this conclusion doesn't preclude the reassignment of TMSIs.

It was proposed to comment this issue with CT1 offline, about the correct procedures, since their meeting was co-located with SA3.

Decision: 

The document was revised to S3-120510.



S3-120510
Draft LS reply on MSC Selection for MSC in Pool at MME and SGSN





Source: TeliaSonera

(Replaces S3-120372)

Decision: 

The document was approved.



S3-120306
Reply LS on Wi-Fi Roaming Task Force - whitepaper and actions





Source: SP-120186

Abstract: 

Decision: 

The document was noted.



S3-120307
LS on Wi-Fi Roaming Task Force-whitepaper and actions





Source: SP-120170

Abstract: 

Discussion: 

Presented by the Chairman

SA2 will have to respond the attached LS and consult with SA3 if needed.

Decision: 

The document was noted.



S3-120308
Reply LS on Wi-Fi Roaming Task Force-whitepaper and actions





Source: S2-121621

Abstract: 

Reply from SA2 to the LS on Wi Fi Roaming task force

Discussion: 

SA3 and CT1 are asked to give comments

Telecom Italia asked whether the answer had to be given in June. The answer was affirmative.

The trusted/untrusted issue needs to be discussed

Decision: 

The document was noted.



S3-120446
Trusted and un-trusted non3GPP accesses





Source: Ericsson, ST-Ericsson, AT&T

Abstract: 

Discussion: 

Ericsson presented the contribution, pointing out the misalignment on the definition of trusted and untrusted non-3GPP network between SA2 and SA3.

There are other reasons, not only for security, where a HPLMN could consider a non-3GPP network as untrusted.

The definition will be corrected in the 33.402 spec

This will also be discussed with SA2 during the week

Decision: 

The document was noted.



S3-120448
Clarification of trusted and untrusted definition





33.402
  CR-0110  (Rel-11) v..





Source: Ericsson, ST-Ericsson, AT&T

Abstract: 

33.402

Discussion: 

The CR clarifies the definitions of trusted/untrusted according to what it was described in S3-120446.

BT was concerned about changing the definition. The connection should be as automatic as possible. The device can decide whether it should connect to the network or not.

ZTE asked how this is done in the femtocell scenario.

ALU asked about 4.2: can the operator decide if the network is untrusted although all the secure parameters are fulfilled.

Ericsson answered that the network operator can indeed consider a network untrusted despite the security parameters. Trusted is not based on the characteristics of the network, the operator decides what to do. Telecom Italia, ALU and ATC support the definition. ATC suggested to add the sentence that it is up to the operator to decide, instead of what appears in the CR. ALU also found it misleading.

Huawei also understands that it is up to the operator to decide whether it is trusted or not.

NSN wouldn't like to remove the text in the CR referring to the secure access. We do not want to say that it is up to the operator to decide the security issues. Ericsson answered that even the security solution is the worst, it is still up to the operator to decide.

BT had a problem with the 4.3 sentence " Whether a non-3GPP access…of the access network". As a security group we cannot ignore the security features.

Deustche Telecom supported the CR as it stood.

Juniper supported the CR as well, also adding the word "only"

RIM supported Juniper's proposal.

Ericsson did not support this change, it is a policy decision.

ZTE agreed with Ericsson.

The text of the report will be revised offline according to these comments and discussed with SA2

Decision: 

The document was revised to S3-120511.



S3-120511
Clarification of trusted and untrusted definition





33.402
  CR-0110  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson, AT&T

(Replaces S3-120448)

Decision: 

The document was agreed.



S3-120413
Discussion on security aspects of WLAN Network selection for 3GPP Terminals





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

About networks and terminals supporting WLAN roaming capability.

Presented by Huawei

Connected with S3-120420 (new WI)

BT supports the WI.

Telecom Italia suggested to align the WI with SA2. TI is reluctant to have a scope wider than SA2's scope. They propose to wait before starting the WI since it is premature work

Alec supports the WI

RIM has similar concerns as TI's.

The Chairman didn’t agree with waiting for SA2's completion of the work.

NSN supports TI's view. At least to wait for one meeting before taking action.

ZTE didn't think there is conflict with SA2 on the security aspects. SA3 could start with the analysis, with a Study Item, and then proceed with a WI after consulting SA2.

Qualcomm also thought this WI was a bit premature. NEC supported this.

Since there was no consensus, the WI couldn't be agreed.

NSN and Ericsson pointed out that there could be security issues not covered by SA2.

Gemalto said that there is no reference to SA2 in the document.

This WI would be a Building Block of the SA2 WI.If we want to cover additional issues SA3 should create a separate WI.

The Chairman proposed to receive contributions on the potential security issues for the next meeting.

Decision: 

The document was noted.



S3-120420
WID for Security Aspects of WLAN Network Selection for 3GPP Terminals





Source: Huawei, HiSilicon,TeliaSonera, Juniper Networks, ZTE Corporation

Abstract: 

Decision: 

The document was noted.



S3-120350
Reply LS WiFi Roaming





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was revised to S3-120512.



S3-120512
Reply LS WiFi Roaming





Source: Huawei, HiSilicon

(Replaces S3-120350)

Decision: 

The document was approved.



S3-120309
LS on H(e)NB local IP address for Fixed Broadband Access network interworking





Source: C4-120933

Abstract: 

Discussion: 

Alcatel Lucent presented the LS. CT4 asks whether the H(e)NodeB can be considered as trusted under certain conditions

Related to S3-120330

Decision: 

The document was replied to in S3-120513.



S3-120339
Discussion Paper for H(e)NB Local-IP





Source: ZTE Corporation

Abstract: 

Discussion: 

ZTE pointed that IETF is waiting for 3GPP's decision

ZTE is also confused by the IPSec aspect, why it is so easy to break. Not only 3GPP proposes the IPsec tunnel.

Deutsche Telecom supported Alcatel Lucent

NSN said that the H(e)NodeB is not untrusted. H(e)NodeB identification was introduced for this. Also, the issue with the fake H(e)NodeB is not such a big point, since we would have to pay for a better QoS.

ZTE said that both inner and outer IP addresses can be trusted. ZTE does not understand how the QoS can be changed

Qualcomm asked about a scenario for these attacks. ALU gave the example of sending a fake IP address of another H(e)NodeB that already has allowance for a determined QoS. The IPsec tunnel does not need to be tapped.

There were many queries to ALU about the details of this attack scenario

NSN and Qualcomm proposed to analyze the consequences of such an attack.

ALU: the issue is not about the H(e)NodeB being trusted/untrusted, it is about their inner IP address.

ZTE: only when the network knows that the UE is trusted, the policy is passed by the PCRF.The QoS given depends on the legitimate user.

It was decided to discuss this offline since there was no consensus on the way forward.

ALU proposed to rewrite it as "the H(e)NodeB can spoof the IP address". NSN would rather see the IP address as trusted enough for the impact.

Huawei replied that CT would come back to SA3 asking for action for the spoofed IP address.

DoCoMo stated that it was agreed that the TrE would make the (H)eNodeB trusted. If this is not agreed the architecture would have to be remade.NSN agrees on this.

The Chairman proposed to create an LS based on these arguments. ALU proposed to draft it.

Decision: 

The document was noted.



S3-120497
Comments on S3-120339 - Discussion Paper for H(e)NB Local-IP





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was noted.



S3-120357
Analysis of Local IP for Fixed Broadband Access Network Interworking





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Related to C4-120933

Decision: 

The document was noted.



S3-120499
Comments on S3-120357 - Analysis of Local IP for Fixed Broadband Access Network Interworking





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was noted.



S3-120379
Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120513.



S3-120513
Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking





Source: Alcatel-Lucent

(Replaces S3-120379)

Discussion: 

S3-120357 was taken into account for this LS

Decision: 

The document was approved.



S3-120322
Response LS on H(e)NB air interface activation





Source: R2-121050

Abstract: 

Discussion: 

Presented by Huawei. The response is discussed in S3-120358

Decision: 

The document was replied to in S3-120515.



S3-120358
Analysis of H(e)NB air interface activation





Source: Huawei, HiSilicon

Abstract: 

We conclude that CT6’s proposed CR is inline with SA3.  We propose to send reply LS to RAN2 and CT6 to express SA3 view.  We also propose for SA3 to agree in principal to endorse clarification CR to TS 33.320 that is inline with CT6, which can be handled either in current meeting or next SA3 meeting.

Discussion: 

NSN proposed to add the requirement that the air interface should be activated after backhauling is established successfully.

The Chairman proposed to send an LS to CT6 with the requirement given by NSN.

Decision: 

The document was revised to S3-120515.



S3-120515
Analysis of H(e)NB air interface activation





Source: Huawei, HiSilicon

(Replaces S3-120358)

Decision: 

The document was approved.



S3-120516
CR for TS 33.320 on H(e)NodeB Air interface activation (R10)





33.320
  CR-0092  (Rel-10) v..





Source: Huawei

Decision: 

The document was agreed.



S3-120522
LS to SA1 on HeNB Air Interface Activation





Source: Huawei

Decision: 

The document was approved.



6
Reports and Liaisons from other Groups

S3-120422
Progress of internet-drafts in frozen releases





Source: SP-120171

Abstract: 

Discussion: 

The Chairman presented the LS. The SA plenary informs about the IETF dependencies.

There are not many dependencies on Internet Drafts, NSN has located one

Alf mentioned that there are quite a lot of Internet drafts in R8.The Chairman commented that there are drafts that haven't progressed on to RFC status. In Security there are no outstanding drafts. SA3 doesn't have to update R8.

Rapporteurs should look at the specs for the next meeting

ACTION: Rapporteurs to check their specifications and bring in CRs to correct references to Internet Drafts that have progressed to RFC status. This check should be done for Rel-8 onwards. If the change introduces backwards compatibility issues, then it needs to be considered at the meeting whether the change should be done all the way back to Rel-8

Decision: 

The document was noted.



6.1
3GPP Working Groups

6.2
IETF

Nothing to report

6.3
ETSI SAGE

Vodafone pointed out the LS coming from ETSI SAGE that will be treated later in the meeting

6.4
GSMA

Vodafone commented that there was a GSMA SG meeting held in Dublin during that week.

The following report from the GSMA group was delivered to be included in the SA3 report:

Chairman elections: Charles Brookson was elected as GSMA SG Chairman

until May 2014.

Three new SG sub Groups have been formed:

SS7 Group formation: The Signalling Security Group exists to raise awareness of signalling protocol risks and to reduce the potential for known weaknesses. This industry group will investigate and recommend countermeasures and mitigation strategies to minimize the technical,

reputational and economic impact of signalling security vulnerabilities on mobile operators and their customers.

Global Network: This recently formed subgroup has been tasked by the GSMA Strategy Committee to scope and cost proposals to establish a Global Security Operations Network to ensure an operational capability is put in place to greatly assist operators and other stakeholders in their efforts to protect telecommunications networks and their users against emerging fraud and security threats. Membership is open to security personnel willing to actively contribute to the work to ensure a detailed proposal is presented the GSMA Board later in 2012.

Messaging Security Group: This Forum exists to help industry understand and defend against spam and other threats to mobile messaging. It serves as an industry expert group and information repository with the goals of furthering knowledge, action and education in the area of mobile messaging abuse. 

Dates of next meetings are:

21/22 May Dublin (with Fraud Forum 23/25 May)

10/11 September Malta (with Fraud Forum 12/15 September)

27/28 November (Venue to be decided).

6.5
3GPP2

Nothing to report

6.6
OMA

Nothing to report

6.7
TCG

Nokia presented the report from the work in TCG:

Mobile Trusted Use Cases document was published in May at:

http://www.trustedcomputinggroup.org/files/static_page_files/FA751710-1A4B-B294-D0F1698506A36AE8/TCG%20Mobile%20Trusted%20Module%202%200%20Use%20Cases%20v1%200.pdf 

The use cases include:

eWallet

Enterprise Authentication

eHealth

Media Lending

Vehicle use case

Device management

Identity management

Vending machines with TEE

App Store

6.8
Other Groups

Vodafone mentioned the new group E2NA. Some information on the scope will be clarified as it is still ongoing work within ETSI.

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

S3-120354
CR-33.203-R11-Removal of extra text from the specification.





33.203
  CR-0196  (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was noted.



S3-120355
CR-33.203-R10-Removal of extra text from the specification.





33.203
  CR-0197  (Rel-10) v..





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was noted.



7.1.1
Media Plane Security

S3-120505
Support of TLS for media security in IP networks





Source: ITU‑T SG 16

Discussion: 

Postponed until the next meeting

Decision: 

The document was postponed.



7.1.2
Specification of Protection against Unsolicited Communications in IMS (SPUCI)

7.1.3
Other Common IMS Issues

S3-120326
IREG RILTE LS_140: Allowing network authentication without challenge for home routed XCAP APN





Source: rilte_doc_23_014r6

Abstract: 

Decision: 

The document was replied to in S3-120535.



S3-120328
Reply LS on IMS Network-Independent Public User Identities





Source: S1-120297

Abstract: 

Decision: 

The document was noted.



S3-120359
Update of Annex D for use with EPS





33.141
  CR-0012  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.141

Decision: 

The document was revised to S3-120534.



S3-120534
Update of Annex D for use with EPS





33.141
  CR-0012  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120359)

Discussion: 

DoCoMo asked if this was the right spec.

NSN mentioned that there was no relation with IMS except with the title (that should be changed).

DoCoMo commented that the scope should be changed in that case.

NSN commented that this is done to satisfy some requirements from RCS(Rich Communication Suite).

DoCoMo accepted this as consensus of the group.

Decision: 

The document was agreed.



S3-120360
Update for use with EPS





33.203
  CR-0190  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Discussion: 

Gemalto had a problem with modifying the requirement in 6.1

NSN proposed to add an editor's note "GIBA is a possible mechanism for UMTS access"

Decision: 

The document was revised to S3-120537.



S3-120537
Update for use with EPS





33.203
  CR-0190  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120360)

Decision: 

The document was agreed.



S3-120361
Editorial Corrections and cleaning





33.203
  CR-0191  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Decision: 

The document was revised to S3-120538.



S3-120538
Editorial Corrections and cleaning





33.203
  CR-0191  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120361)

Decision: 

The document was agreed.



S3-120363
TLS enhancements for IMS signalling security





33.203
  CR-0192  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Discussion: 

Postponed until next meeting

Decision: 

The document was postponed.



S3-120364
Cleanup of miss-implemented CRs





33.203
  CR-0193  (Rel-10) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Decision: 

The document was agreed.



S3-120365
Cleanup of miss-implemented CRs





33.203
  CR-0194  (Rel-11) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Decision: 

The document was agreed.



S3-120368
Clarification of IMS AKA usage for multiple registrations





33.203
  CR-0195  (Rel-11) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Discussion: 

BT and Qualcomm had queries with the necessity of including the emergency registrations.

Decision: 

The document was revised to S3-120539.



S3-120539
Clarification of IMS AKA usage for multiple registrations





33.203
  CR-0195  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120368)

Decision: 

The document was agreed.



S3-120535
Reply to S3-120326 (IREG RILTE LS_140)





Source: Ericsson

Decision: 

The document was approved.



7.2
Network Domain Security

S3-120349
CR-Implementation requirements for IPsec authentication transforms





33.210
  CR-0042  (Rel-12) v..





Source: Huawei, Hisilicon

Abstract: 

Decision: 

The document was revised to S3-120528.



S3-120528
CR-Implementation requirements for IPsec authentication transforms





33.210
  CR-0042  rev 1 (Rel-12) v..





Source: Huawei, Hisilicon

(Replaces S3-120349)

Decision: 

The document was agreed.



S3-120423
Addition of TLS Extensions References to TS 33.310





33.310
  CR-0057  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120424
[33.320] Correction of TLS Extensions References to point toTS 33.310





33.320
  CR-0088  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120425
[33.220] Correction of TLS Extensions References to point toTS 33.310





33.220
  CR-0166  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120426
[33.222] Correction of TLS Extensions References to point toTS 33.310





33.222
  CR-0035  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120427
Addition of ciphersuite with hash function SHA256 and profile and reference to IETF RFC for psk-TLS





33.310
  CR-0058  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

The intention is to give the stage 3 groups the opportunity to point to this specification.

Decision: 

The document was revised to S3-120529.



S3-120529
Addition of ciphersuite with hash function SHA256 and profile and reference to IETF RFC for psk-TLS





33.310
  CR-0058  rev 1 (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120427)

Decision: 

The document was agreed.



S3-120460
Update of reference to CMP transport draft in IETF [Rel-9]





33.310
  CR-0059  (Rel-9) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was noted.



S3-120462
Update of reference to CMP transport draft in IETF [Rel-10]





33.310
  CR-0060  (Rel-10) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120536.



S3-120536
Update of reference to CMP transport draft in IETF [Rel-10]





33.310
  CR-0060  rev 1 (Rel-10) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120462)

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-120316
SAGE-12-03 LS to multiple standards groups, re Milenage alternative





Source: ETSI SAGE

Abstract: 

Discussion: 

Vodafone clarified that this work is done to have a backup algorithm.

NSN this is done for embedded UICCs, not for smartcards, which have a longer life term which could reach 20 years.

Morpho mentioned that since the UICC cannot be removed, it is needed to have a backup onboard.

The embedded SIM work is not linked to a particular form factor, Morpho clarified. 

BT insisted that this is M2M work, we must not confuse it with the consumers' market. 

Vodafone: this is outside 3GPP's work and the second algorithm could be useful for future applications within 3GPP.

Decision: 

The document was noted.



S3-120325
LS on notification of IP/Ports and codec for rSRVCC





Source: R3-120910

Abstract: 

Decision: 

The document was noted.



S3-120421
LS response on notification of IP/Ports and codec for rSRVCC





Source: S2-121914

Abstract: 

Decision: 

The document was noted.



S3-120376
Handling of COUNT-I/-C at rSRVCC to UTRAN/HSPA





33.102
  CR-0250  (Rel-11) v..





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was agreed.



S3-120377
rSRVCC nonce transfer, security capability and AV handling for UTRAN/HSPA





33.102
  CR-0251  (Rel-11) v..





Source: Ericsson, ST-Ericsson, Huawei

Abstract: 

Decision: 

The document was revised to S3-120549.



S3-120549
rSRVCC nonce transfer, security capability and AV handling for UTRAN/HSPA





33.102
  CR-0251  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Huawei

(Replaces S3-120377)

Decision: 

The document was agreed.



S3-120378
Handling of security contexts in ME at rSRVCC to UTRAN/HSPA





33.102
  CR-0252  (Rel-11) v..





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was revised to S3-120567.

S3-120567
Alignment of rSRVCC cases for HSPA and E-UTRAN





33.401
  CR-0495  (Rel-11) v..





Source: Ericsson, ST-Ericsson, Huawei

Abstract: 

Revised for editorial corrections on the cover.

Decision: 

The document was agreed.



S3-120380
Alignment of rSRVCC cases for HSPA and E-UTRAN





33.401
  CR-0495  (Rel-11) v..





Source: Ericsson, ST-Ericsson, Huawei

Abstract: 

Decision: 

The document was revised to S3-120550.



S3-120550
Alignment of rSRVCC cases for HSPA and E-UTRAN





33.401
  CR-0495  rev 1 (-) v..





Source: Ericsson, ST-Ericsson, Huawei

(Replaces S3-120380)

Decision: 

The document was agreed.



S3-120317
Reply LS on stage 3 for modification of security context storage rate on the UICC





Source: C1-120658-LS

Abstract: 

Decision: 

The document was noted.



S3-120477
Revised rules for storing the START values on the ME





33.102
  CR-0244  rev 2 (Rel-11) v..





Source: Qualcomm Incorporated

Abstract: 

Decision: 

The document was revised to S3-120544.



S3-120544
Revised rules for storing the START values on the ME





33.102
  CR-0244  rev 3 (Rel-11) v..





Source: Qualcomm Incorporated

(Replaces S3-120477)

Decision: 

The document was agreed.



S3-120449
Voiding Annex A





33.102
  CR-0253  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.102

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

7.5
GAA

7.5.1
Security enhancements for usage of GBA from the browser

S3-120432
Definitions





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Gemalto preferred to keep the term UE.

Decision: 

The document was approved with modifications.



S3-120315
Generic GBA API. Design Considerations and Proposal





Source: Interdigital

Abstract: 

TR 33.8de

Decision: 

The document was noted.



S3-120314
Generic GBA API for Web_GBA





Source: Interdigital

Abstract: 

TR 33.8de

Decision: 

The document was noted.



S3-120313
Generic GBA API for Web_GBA





Source: Interdigital

Abstract: 

TR 33.8de

Discussion: 

DoCoMo does not see any benefits with GBA API or standardising it.

There were a lot of concerns on this issue from other companies as well, so the document was finally noted.

Decision: 

The document was noted.



S3-120333
example of Javascript access to the GBA API for Web_GBA





Source: Interdigital

Abstract: 

Decision: 

The document was noted.



S3-120434
Assumptions





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Some changes were proposed by DoCoMo and Interdigital

Decision: 

The document was revised to S3-120532.



S3-120532
Assumptions





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120434)

Decision: 

The document was approved.



S3-120530
Draft of TR33.823





Source: Rapporteur

Decision: 

The document was approved.



7.5.2
GBA extensions for re-use of SIP Digest credentials

S3-120310
LS on quality of protection (qop) for GBA_Digest





Source: C1-121622_LS

Abstract: 

Decision: 

The document was noted.



S3-120479
Auth-int and GBA_Digest TLS channel binding





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was noted.



S3-120481
Introduction of auth-int in GBA_Digest





33.220
  CR-0165  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Abstract: 

Revision of S3-120370 that was withdrawn in A D N

Decision: 

The document was revised to S3-120533.



S3-120533
Introduction of auth-int in GBA_Digest





33.220
  CR-0165  rev 2 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120481)

Decision: 

The document was agreed.



S3-120451
NAF specific key derivation in GBA_Digest





33.220
  CR-0168  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.220

Decision: 

The document was agreed.



S3-120452
TMPI (temporary identity) support in GBA_Digest





33.220
  CR-0169  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.220

Decision: 

The document was agreed.



S3-120332
CR to TR33.804 SSO for IMS based on SIP Digest





33.804
  CR-0001  (Rel-11) v..





Source: Interdigital

Abstract: 

33.804

Decision: 

The document was agreed.



7.5.3
Other GAA Issues

S3-120450
Correction of phrase describing Zn procedure





33.220
  CR-0167  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.220

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

S3-120348
Discussion on S6a security





Source: Huawei, HiSilicon, Deutsche Telekom

Abstract: 

Discussion: 

DoCoMo commented that everything seemed too static, with respect to how the rules are exchanged between the carriers. They shouldn't have to adjust manually when there is impact on other operators changing such configuration.

Huawei agreed that the operator would have to update the DRA configurations when changing the carriers to modify the proxy.

NSN proposed that CT4 and GSMA should get involved. An LS could be drafted for the next meeting. Huawei agreed on this.

Deutsche Telekom considered configuration methods for Border DRA verification rules as stage 3.

DoCoMo considered configuration methods as an essential part of the architecture.
.

The Chairman proposed to elaborate on this issue (companies are invited to contribute on this) and agree on how to do the configuration automatically, before sending the LS during the next SA3 meeting.

Decision: 

The document was noted.



7.7.1
TS 33.401 Issues

S3-120414
Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-8]





33.401
  CR-0496  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 
The Chairman stated that only FASMO CRs are allowed for Rel-8 and Rel-9, and pointed out that the motivation for doing changes to frozen releases need to be strong for having a chance to get them approved in SA.
 DoCoMo didn't agree on adding this to R8, it is not necessary.

NEC didn't agree on adding this requirement on R8 and R9 since they have been frozen for long.

It was agreed that this requirement would enter R10 and R11

Decision: 

The document was noted.



S3-120415
Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-9]





33.401
  CR-0497  (Rel-9) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was noted.



S3-120416
Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-10]





33.401
  CR-0498  (Rel-10) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120523.



S3-120523
Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-10]





33.401
  CR-0498  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120416)

Decision: 

The document was agreed.



S3-120417
Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-11]





33.401
  CR-0499  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120524.



S3-120524
Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-11]





33.401
  CR-0499  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120417)

Decision: 

The document was agreed.



S3-120476
Pending downlink UP data at intra-LTE TAU





33.401
  CR-0502  (Rel-11) v..





Source: Qualcomm Incorporated

Abstract: 

Decision: 

The document was revised to S3-120519.



S3-120519
Pending downlink UP data at intra-LTE TAU





33.401
  CR-0502  rev 1 (Rel-11) v..





Source: Qualcomm Incorporated

(Replaces S3-120476)

Discussion: 

DoCoMo asked if this should go only for R11.

The Chairman and Qualcomm answered that they shouldn't go to earlier releases.

Decision: 

The document was agreed.



7.7.2
TS 33.402 Issues

S3-120464
SaMOG 33.402 Changes





33.402
  CR-0109  (Rel-11) v..





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120527.



S3-120527
SaMOG 33.402 Changes





33.402
  CR-0109  rev 1 (Rel-11) v..





Source: Alcatel-Lucent

(Replaces S3-120464)

Decision: 

The document was agreed.



7.7.3
Relay Node Security

S3-120428
Miscellaneous corrections with respect to relay nodes [Rel-10]





33.401
  CR-0500  (Rel-10) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120429
Miscellaneous corrections with respect to relay nodes [Rel-11]





33.401
  CR-0501  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120491
CR 33401Clarifying Un user plane ciphering





33.401
  CR-0494  (Rel-11) v..





Source: ETSI Secretariat

Abstract: 

33.401

Decision: 

The document was agreed.



7.7.4
EEA3 and EIA3 Issues

7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-120433
HPSIM security





Source: Gemalto, Morpho Cards

Abstract: 

Discussion: 

Orange didn't support this solution because it would require new implementations. The LS in S3-120312 proposed by Orange is to be sent to CT6.

Qualcomm and NSN support Orange's view to note Gemalto's contribution.

The potential security countermeasures were proposed by Gemalto/Morpho: in order to protect the interface between the HPMN and H(e)NB in the context of exchanging network element addresses but there was no support for this solution.

Decision: 

The document was noted.



S3-120312
Draft Reply LS to CT6 on storing H(e)NB configuration parameters in the HPSIM





Source: Orange

Abstract: 

Decision: 

The document was revised to S3-120525.



S3-120525
Draft Reply LS to CT6 on storing H(e)NB configuration parameters in the HPSIM





Source: Orange

(Replaces S3-120312)

Decision: 

The document was approved.



S3-120324
Response LS on Requirements for Verification of HeNB messages





Source: R3-120903

Abstract: 

Decision: 

The document was noted.



S3-120356
Analysis of HeNB impersonating eNB to MME





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was revised to S3-120526.



S3-120526
Analysis of HeNB impersonating eNB to MME





Source: Huawei, HiSilicon

(Replaces S3-120356)

Decision: 

The document was revised to S3-120566.

S3-120566
Analysis of HeNB impersonating eNB to MME





Source: Huawei, HiSilicon

(Replaces S3-120526)

The document was revised in order to include a missing CR.
Decision: 

The document was approved.

S3-120419
Clarification of HeNB identity verification





33.320
  CR-0087  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120458
H(e)NB ID verification requirements





33.320
  CR-0090  (-) v..





Source: Alcatel-Lucent

Abstract: 

Discussion: 

ALU agrees with NSN's CR in S3-120419

Decision: 

The document was noted.



S3-120503
Comments to S3-120419 and S3-120458





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Huawei agrees with NSN's CR

Decision: 

The document was noted.



S3-120323
H(e)NB ID Verification solution





33.320
  CR-0089  (Rel-11) v..





Source: Alcatel-Lucent

Abstract: 

Discussion: 

S3-120353 with HW analysis of the proposed solutions was taken before the S3-120323 discussion. HW was stating that the impact and complexity of ALU solutions will be high. VF asked HW if HW would be open for studying similar solutions for the R12? HW responded Yes. VF stated that if most of the issues are architectural  then it is up to RAN3 and SA2 to make a decision regarding making ALU solution into the R11. ALU asked if it would be agreeable for SA3 to put solutions proposed in S3-120323 into an informative annex in TS 33.320. NNSN stated that a number of discussions have to be performed in all the WGs involved. IDCC stated their support for ALU solutions to be documented in an informative annex in TS33.320, and use the solution as a beginning for a new study item for architectural improvements of H(e)NB security. 

The Chair proposed to adopt IDCC proposal for a new WI/SI to be shared with SA3 at the next meeting in July. ALU asked how will this study work. The Chair explained that SA3 can be flexible with the ALU solutions presented as the new WI. VF stated that R12 Study will be too slow for VF. These solutions are under discussion in SA3 for more than a year. 

SA3 decided to create a new WI/SI on architectural improvements of H(e)NB security to be discussed at S3#68

Decision: 

The document was noted.



S3-120353
Analysis of potential solutions for identification verification of messages from H(e)NB to H(e)NB_GW





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Vodafone asked Huawei if they were open to study solutions for R12. Huawei confirmed this.

Interdigital supported ALU with having an informative annex.

Ericsson and NEC didn't want this informative annex.

NSN said that SA3 needs to decide whether they want a standardised solution or not.

The Chairman said that it is very hard to have a CR category B in a R11 solution. He proposed to have a Study Item (as earlier proposed by Interdigital) for R12 to be worked on in the next meeting. 

There wasn't much more to be said about this issue and the contribution was noted.

Decision: 

The document was noted.



S3-120418
LS on RAN sharing for H(e)NB





Source: S2-121143

Abstract: 

Decision: 

The document was noted.



S3-120514
CR for TS 33.320 on H(e)NodeB Air interface activation





33.320
  CR-0091  (Rel-11) v..





Source: Huawei

Decision: 

The document was agreed.



7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects related to System Improvements for Machine-Type Communication (SIMTC)

S3-120485
Summary of SIMTC Conference Call Discussions





Source: Rapporteur

Abstract: 

Decision: 

The document was noted.



S3-120390
Update the security requirements of MTC device triggering





Source: China Mobile

Abstract: 

Discussion: 

Some comments on the definition of MTC server and MTC application (coming from Telecom Italia and Ericsson).

The only change needed is to look at the terminology, according to the Chairman.

Decision: 

The document was approved with modifications.



S3-120504
SMS trigger path setting the scope of security in Rel. 11





Source: NEC Corporation

(Replaces S3-120475)

Discussion: 

China Mobile commented that the path 2 has not been considered yet in SA2.

Ericsson agreed that the path 2 hasn't been considered until now.

NEC clarified that there is no intention of proposing a solution here.

Ericsson proposed to check this path 2 internally with the companies' delegates in SA2. 

The Chairman commented that Path 1 and 3 should be considered.

The issue was held until some further information was brought from SA2

Decision: 

The document was noted.



S3-120478
SMS Trigger Threats and Requirements





Source: NEC Corporation

Abstract: 

Discussion: 

Based on S3-120504 discussion, NEC proposed some changes in the TR33.868

China Mobile understands that the requirement for SMS flooding is different from SMS faking. There is too much to be done.

NEC: this requirement is not necessary for R11

BT: an authorised source can still cause flooding, so faking and flooding are different issues

DoCoMo asked: is this against malicious SMS flooding or any kind of SMS flooding? They proposed to include the word "malicious" for flooding. Besides, what kind of network? Home network or other?

NEC clarified that this is related to the Home Network

The Chairman proposed to take this issue offline

Decision: 

The document was revised to S3-120518.



S3-120518
SMS Trigger Threats and Requirements





Source: NEC Corporation

(Replaces S3-120478)

Decision: 

The document was noted.



S3-120391
General description on external interface security





Source: China Mobile

Abstract: 

Discussion: 

Telecom Italia asked whether this would go to Release 12.China Mobile answered that this would go to Release 11. 

There was no clear understanding of what is stated in SA2 about Gi/Sgi

Ericsson and NSN proposed to remove or modify the sentence "For MTC device trigger, the interface that can be used to transmit trigger request message from SCS or AS shall be protected".

Also the last sentence "the external interface should be protected" will be removed.

Decision: 

The document was approved with modifications.



S3-120393
SeGW in the Tsms





Source: China Mobile

Abstract: 

Discussion: 

NSN has a problem with the acronym SeGW. It was decided to use MTC SeGW as an acronym.

Huawei would like to have a discussion about the Security GW issue.

China Mobile clarifies that the Security Gateway is not a firewall. Tsms is a proprietary solutions but SA3 can still add some security functions.

Ericsson said that SA3 can always make recommendations for a proprietary interface

It was hard to get to an agreement on the first proposal, whether it is necessary to have a MTC SeGW in the Tsms interface.

Decision: 

The document was noted.



S3-120392
External interface security architecture update





Source: China Mobile

Abstract: 

Discussion: 

AT&T had some problems with 7.4.1.X about the proprietary solutions

Huawei had some doubts about the user plane using the MTC Security GW. China Mobile couldn't answer this.

Samsung was happy with the changes in the first section (7.4.1.1) only.

China Mobile wanted to have the first section accepted and leave the rest open.

Decision: 

The document was noted.



S3-120401
Delivery security for device triggering





23.682
  CR-0002  (Rel-11) v..





Source: China Mobile

Abstract: 

Discussion: 

The work will be continued with S3-120 468

Revised due to wrong CR number

Decision: 

The document was revised to S3-120569.

S3-120569
Delivery security for device triggering





23.682
  CR-0044  (Rel-11) v..





Source: China Mobile

(Replaces S3-120401)
Abstract: 

Decision: 

The document was noted.



S3-120468
External Interface Security





23.682
  CR-0007  (Rel-11) v..





Source: Samsung, Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Discussed together with S3-120401.

Juniper had issues with the proprietary mentioning. NSN agreed on changing this.

NEC asked whether it was worth mentioning the authentication. They had issues with the sentence in 4.3.3.1

ALU asked whether  the mentioning of security meant integrity, replay and confidentiality protection. The answer was yes.

NTT DoCoMo was worried about running into the same problems as with S6a when choosing Diameter.

Huawei commented that CT6 chose Diameter based on other topics rather than security.

Decision: 

The document was revised to S3-120520.



S3-120520
External Interface Security





23.682
  CR-0007  rev 1 (-) v..





Source: Samsung, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120468)

Decision: 

The document was revised to S3-120542.



S3-120542
External Interface Security





23.682
  CR-0040  rev 2 (Rel-11) v..





Source: Samsung, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120520)

Decision: 

The document was agreed.



S3-120482
Analysis of the solutions of SMS based MTC device triggering





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Commented in S3-120495 by Huawei

Decision: 

The document was noted.



S3-120495
Comments to S3-120482_Analysis of the solutions of SMS based MTC device triggering





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

For Huawei, the HSS/HLR has very little impact and will not encounter DoS attacks.

Point three (find a solution of SMS based triggering for MTC devices without continuous power) was agreed although it wasn't clear whether this could be included in R11 or R12.

The solution for R11 applies for any device

NSN would like to see other solutions in the future more optimal than the solutions encountered in R11.

It was agreed to provide SA2 with a document containing all the questions related to MTC device triggering (S3-120521)

Decision: 

The document was noted.



S3-120345
DISC-Analysis of SMS trigger





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Related to the CR in S3-120346

Huawei proposes a network and an application-based solution for SMS triggering.

Vodafone wonders whether the checking of every SMS in the SMS-SC to see if it's a triggering message is a too difficult task, given that they would have to implement this functionality in every SMS-SC in the world. It only takes one SMS-SC not to implement this to make the system vulnerable

NSN believes that the weak point is the authentication of the source. The HLR checks whether the source UE is authorized. If this is not reliable, the whole process is not reliable.

Telecom Italia wonders whether the HSS/HLR would become a bottleneck for this extra signalling..

Huawei sees the HSS/HLR perfectly able to handle the short message routine and that there is no extra signalling.

NEC does not see any security requirements that need to be fulfilled here.

China Mobile believes that this adds extra functionality to the HSS. Besides, the large number of UE would also give extra requirements to the HSS.

Ericsson supports the problem of identifying the source UE/SCS

DoCoMo agrees on Ericsson's view as well.

Decision: 

The document was noted.



S3-120346
CR-Solution for SMS trigger





23.682
  CR-0001  (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Document was revised due to wrong CR number.
Decision: 

The document was revised to S3-120568.

S3-120568
CR-Solution for SMS trigger





23.682
  CR-0044  (Rel-11) v..





Source: Huawei, HiSilicon

(Replaces S3-120346)
Abstract:  
Decision: 

The document was noted.


S3-120334
MTC device based MTC server white listing





Source: ZTE Corporation

Abstract: 

Discussion: 

Ericsson supports the proposal.

Juniper: if you authenticate the MTC server why do you need the white list?

Huawei finds a problem with updating the white list in the MTC device

Gemalto supports the proposal as well. Both UE and network-based solution are good to keep.

China Mobile is worried about the impact on the device

Telecom Italia asks whether this MTC device can include a legacy device. What is an UE in this context? We are not doing the work for the current mobile devices

Morpho: This is for R11 and onwards, no support for legacy devices. They support this proposal.

DoCoMo: mutual authentication is not necessary

Decision: 

The document was noted.



S3-120335
Discussion and solution on anti short message flooding attack





Source: ZTE Corporation

Abstract: 

Discussion: 

Discussion on the CR in S3-120336

ALU: Who configures the white list?

ZTE: the White list is configured by the operator

Decision: 

The document was noted.



S3-120336
Anit SM flooding





23.682
  CR-0004  (Rel-11) v..





Source: ZTE Corporation, CATR

Abstract: 

Revised due to wrong CR number
Decision: 

The document was revised to S3-120571.

S3-120571
Anit SM flooding





23.682
  CR-0042  (Rel-11) v..





Source: ZTE Corporation, CATR

(Replaces S3-120336)
Abstract: 

Decision: 

The document was noted.
S3-120398
A new updated network based authorization for SMS based device triggering





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120399
SeGW based authorization for SMS device triggering





Source: China Mobile

Abstract: 

Discussion: 

Same concerns from Vodafone as in S3-120245.This could lead an operator to implement the functionality in all the SMSC of the world, including this issue in the roaming agreements.

Telecom Italia is concerned about the HLR/HSS being a bottleneck.

Decision: 

The document was noted.



S3-120490
Solution way forward on Device Triggering Solution





Source: China Mobile

Abstract: 

Discussion: 

Telecom Italia wonders why most of MTC devices will have battery issues. There are devices with completely different problems.E.g. a vending machine will not have this issue.

China Mobile answered that although we are not considering normal UE , the battery life is a requirement.

BT supported TI's comment. The device class will be stored in a database.

Vodafone didn't believe that UE based filtering is not a solution to be found in R11

BT didn't understand how a network-based solution can work if the device type information is not known by the network, just a subscription id.

Ericsson thought that a restricted network based solution is the best option, with no backward compatibility problems

Huawei did not support Samsung's proposal.

Ericsson thought that UE based and application based must be studied in later Releases. Network based solution should be considered for R11.

The Chairman proposed:

R11 would be a  network based solution

R12 would perform more work on application based solutions and enhanced network solutions

This way forward was agreed by the meeting.
Decision: 

The document was noted.



S3-120435
End-to-end security for the Device Trigger message





23.682 v..





Source: Ericsson, ST-Ericsson

Abstract: 

23.682

Decision: 

The document was postponed.



S3-120469
End-to-end application level protection for SMS based triggering





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120472
Security mechanism for Device Trigger procedure over Tsms





23.682
  CR-0008  (Rel-11) v..





Source: Samsung

Abstract: 

Revised due to wrong CR number
Decision: 

The document was revised to S3-120574.


S3-120574
Security mechanism for Device Trigger procedure over Tsms





23.682
  CR-0047  (Rel-11) v..





Source: Samsung

(Replaces S3-120472)
Abstract: 

Decision: 

The document was noted.
S3-120471
Proposed Conclusion on Device Triggering over Tsms





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120337
Discussion and solution on anti fake Tsp trigger attack





Source: ZTE Corporation

Abstract: 

Decision: 

The document was noted.



S3-120338
Fake Tsp trigger handling





23.682
  CR-0005  (Rel-11) v..





Source: ZTE Corporation

Abstract: 

Revised due to wrong CR number
Decision: 

The document was revised to S3-120572.

S3-120572
Fake Tsp trigger handling





23.682
  CR-0043  (Rel-11) v..





Source: ZTE Corporation

(Replaces S3-120338)
Abstract: 

Decision: 

The document was postponed.

S3-120397
Authorization for SMS based device triggering inTsp





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120402
Authorization of SMS based device triggering on Tsp





23.682
  CR-0003  (-) v..





Source: China Mobile

Abstract: 

Revised due to wrong CR number.
Decision: 

The document was revised to S3-120570.

S3-120570
Authorization of SMS based device triggering on Tsp





23.682
  CR-0046  (-) v..





Source: China Mobile

(Replaces S3-120402)
Abstract: 

Decision: 

The document was noted.
S3-120395
Impacts analysis for SMS device triggering





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120396
Evaluation for the solutions protecting SMS triggering





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120470
Evaluation of Device Triggering Solutions





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120509
LS on Restricting the use of a USIM to specific MTC Devices





Source: S1-121416

Decision: 

The document was noted.



S3-120406
pCR to TR 33.868 on restricting the USIM to specific MEs/MTC Devices





Source: China Mobile

Abstract: 

Discussion: 

BT asked about the sentence "PIN changed on the spot" Do you have to physically visit every MTC to change the pin?

NSN answered that this is an option for devices where you can change the PIN via a specific interface

For Morpho this looked like a generic feature, it would be better shown as an example

Qualcomm proposed to add the issue of having to visit lots of devices to make the change on the spot.

Morpho and BT preferred to keep the first change as it was (…"store security context (including CK, IK,etc..)").

The document was approved with changes on these proposals.

Decision: 

The document was approved with modifications.



S3-120407
pCR to TR 33.868 on the secure environment requirement





Source: China Mobile

Abstract: 

Discussion: 

Ericsson didn't see the value of the first change given that there exists a requirement already for the IMEI not being able to be changed.

Telecom Italia didn't see the point of this modified bullet either.

Vodafone prefers to continue relying on the current specifications for the IMEI.

China Mobile was concerned about the Security Environment impacting on the UE.

The first change was agreed not to be included.

NSN objected to the second change referring to a secure environment (which sounds like a chip).

It was agreed to approve the text in the second change with some modifications

Decision: 

The document was approved with modifications.



S3-120440
Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions





23.682 v..





Source: Ericsson, ST-Ericsson

Abstract: 

23.682

Discussion: 

S3-120440,S3-120441 and S3-120442 were discussed together.

Telecom Italia did not support this solution.

Vodafone said that this could be not only a list but also a range

Some discussions over the wording were taken offline

Decision: 

The document was postponed.



S3-120441
Network based solution for restricting the use of USIM to a specific ME/MTC device for subscriptions configured for M2M





23.401 v..





Source: Ericsson, ST-Ericsson

Abstract: 

23.401

Decision: 

The document was postponed.



S3-120442
Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for subscriptions configured for M2M





23.060 v..





Source: Ericsson, ST-Ericsson

Abstract: 

23.060

Decision: 

The document was postponed.



S3-120502
SIMTC PIN pairing: security issue





Source: Gemalto

Abstract: 

Discussion: 

China Mobile commented that the security issue is not new. The credential compromised exists for all the solutions.

Gemalto commented that could make use of the PIN pairing for accessing the network with the UICC in another 3GPP ME.

China Mobile did not agree with adding this security issue in the TR

Gemalto replied that this security issue only happens with the PIN pairing

China Mobile commented that this chapter is not about the consequences of a security problem.

Decision: 

The document was noted.



S3-120408
Working way on restricting the USIM to specific MEs/MTC Devices





Source: China Mobile, TeliaSonera,Deutsche Telekom

Abstract: 

Decision: 

The document was noted.



S3-120443
Mandatory or optional support of IMSI/IMEI binding mechanisms in Rel-11





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was noted.



S3-120453
SIMTC: Conclusion on Device/UICC binding mechanisms selection





Source: Morpho Cards, Gemalto

Abstract: 

Discussion: 

China Mobile didn't support the use of USAT application pairing.

Morpho commented that they didn't support the use of the USAT applications but mandate the implementation.

NSN didn't like having two options with UE-based pairings. The idea is not to standardise too many options.

Morpho was fine with dropping the secure channel pairing. Gemalto agreed with this.

Qualcomm didn't support the use of the UE-based pairings for R11.

BT supported the IMSI-IMEI binding as the best long term solution

Vodafone supported standardizing network-based solutions first for R11. China Mobile as well, but not having it mandatory.

Telecom Italia supports the entire proposal with the three options.

Gemalto didn’t support having only network-based options.

Vodafone commented that if SA3 went for UE-based solutions we would need a set of CRs (for SA2, CT6,…) that haven't been defined

Gemalto commented that CT6 has defined solutions for UE-based pairings already for R10, and delayed to R11.

The group agreed that the implementation of the three options would be optional for the TS in R11

Offline discussions were done by the companies.

.

Decision: 

The document was noted.



S3-120456
SIMTC: Draft LS OUT on SA3 Conclusion on Device/UICC binding mechanisms





Source: Morpho Cards

Abstract: 

Decision: 

The document was noted.



S3-120467
Updates to TS 23.682 Scope





23.682
  CR-0006  (Rel-11) v..





Source: Samsung

Abstract: 

Decision: 

The document was revised to S3-120540.



S3-120540
Updates to TS 23.682 Scope





23.682
  CR-0006  rev 1 (Rel-11) v..





Source: Samsung

(Replaces S3-120467)

Revised due to wrong CR number
Decision: 

The document was revised to S3-120573.


S3-120573
Updates to TS 23.682 Scope





23.682
  CR-0039  rev 1 (Rel-11) v..





Source: Samsung

(Replaces S3-120540)

Decision: 

The document was agreed.

S3-120394
SIMTC security architecture update





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120327
LS on MTC through non-3GPP access network





Source: S1-120275

Abstract: 

Decision: 

The document was postponed.



S3-120329
Answer to LS to SA1, SA2 on corrections for secure connection





Source: S1-120344

Abstract: 

Decision: 

The document was postponed.



S3-120347
Corrections on secure connection





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was noted.



S3-120400
Solution way forward on Device Triggering Solution





Source: China Mobile

Abstract: 

Decision: 

The document was withdrawn.



S3-120403
Security connection update





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120404
security evaluation for secure connection





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120405
new solution for secure connection





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120438
Privacy protection





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120484
Another thought on privacy protection





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was noted.



S3-120466
Revised WID: Machine Type and Smartphone Communications Enhancements





Source: Samsung, KPN, Nokia Siemens Network, Nokia Corporation, Intel, Research In Motion, ZTE, ALU

Abstract: 

Discussion: 

It was decided to clean up the old TR.This is the umbrella WI, so the security work will go for all four WIs derived from here.

It was agreed to make only one TS as well.

Decision: 

The document was revised to S3-120554.



S3-120554
Revised WID: Machine Type and Smartphone Communications Enhancements





Source: Samsung, KPN, Nokia Siemens Network, Nokia Corporation, Intel, Research In Motion, 





ZTE,TeliaSonera, ALU

(Replaces S3-120466)

Discussion: 

Some concerns from BT about including Smart phones in the scope.

Ericsson answered that much of the work about the MTC devices can also be applied to the smart phones.

The Chair commented that he hadn't followed the recent SA2 discussions on this closely, so he couldn't provide with the reasons for including the smart phones.

The revised WID was finally approved

Decision: 

The document was approved.



S3-120475
SMS trigger path setting the scope of security in Rel. 11





Source: NEC Corporation

Abstract: 

Decision: 

The document was revised to S3-120504.



S3-120517
Draft TR 33.868





Source: Rapporteur

Discussion: 

Left for email approval.

Document released on the 1st of June

Deadline for comments 8th of June

Final version for 12th June

Decision: 

The document was for email approval and approved.



S3-120521
Questions to SA2 about MTC device triggering





Source: Rapporteur

Discussion: 

Companies are invited to bring contributions on solutions for non-malicious overload of MT-SMS triggering into SA2

The questions were approved to be delivered to SA2 for feedback during the joint meeting to be held during the week

Decision: 

The document was approved.



S3-120531
CR to 23.682 on Network based solution for filtering SMS-delivered device trigger messages





23.682
  CR-0041  (Rel-11) v..





Source: Vodafone

Discussion: 

Long discussions about Vodafone's proposal and the wording in the CR.

Huawei was concerned about the filtering of SMS, which can be implemented by the operator or not. They didn't believe in an infrastructure built for triggering.

Vodafone replied that this filtering was logical.

China Mobile supported the logical filtering described by Vodafone.

Some opposition against the wording coming from ZTE.They had a CR about the protection against trigger messages describing other kind of attack.

Huawei was against having an infrastructure for filtering in the SMSC

The Chairman proposed to agree on the current CR,and discussing ZTE's proposal of another kind of attack later and maybe leaving it to R12.

Offline discussions had to be held between Vodafone, ZTE and Huawei in order to agree on the wording in the CR to be presented to SA2.

Samsung, China Mobile, NSN and DoCoMo preferred to go back to the previous text 

The Chairman proposed to present this text to SA2 specifying that the original text is not agreed. The CR was not agreed but presented for discussion.

Decision: 

The document was revised to S3-120543.



S3-120543
CR to 23.682 on Network based solution for filtering SMS-delivered device trigger messages





23.682
  CR-0041  rev 1 (Rel-11) v..





Source: Vodafone

(Replaces S3-120531)

Decision: 

The document was agreed.



7.10
Security Aspects of Public Warning System

S3-120457
PWS critical issues list





Source: Ericsson, ST-Ericsson

Abstract: 

Discussion: 

Huawei thought that there were 3 or 4 security issues to be solved in probably one or two meetings.

Decision: 

The document was noted.



S3-120381
Comparison of protection approaches to PWS





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was noted.



S3-120494
Comments to S3-120381_Comparison of protection approaches to PWS





Source: Huawei, HiSilicon, ZTE Corporation

Abstract: 

Discussion: 

DoCoMo:"regarding the regulatory issues, why are we doing this if safety is first and security is irrelevant?"

Vodafone mentioned that SA3 does not have regulatory requirements and some solutions could be standardised.

The SA3 Chairman pointed out that we should not stop this work since SA1 also has a WI on this issues.

Intel commented that sending messages to every phone in a country has serious security issues. Vodafone shared this thought and would like to add spamming issues on this topic. The use of templates for the messages could be useful for these messages

Ericsson proposed to decide who owns the key and then decide how to make this happen

The SA3 Chairman proposed to bring PCRs into the next meetings to include some of this information in the TRs

Vodafone welcomes other options to be standardised

Decision: 

The document was noted.



S3-120384
Considerations on Implicit Certificates for PWS Security





Source: Research In Motion UK Ltd

Abstract: 

Discussion: 

pCRs will be presented in the next meeting.

Decision: 

The document was noted.



S3-120383
Comparison of PKI and non-PKI PWS Security





Source: Research In Motion UK Ltd

Abstract: 

Discussion: 

Vodafone commented that SA3 shouldn't standardise the solution of how to distribute the keys. NSN and Huawei supported this.

Huawei commented that solutions should not be included in the standard.

Deustche Telecom noted that the responsibility of handling and distribution the keys would go to the responsible of sending the messages and that is an advantage. Vodafone supported this.

RIM said that any UE could use the certificate issued by the CAs 

For Vodafone.

Vodafone commented that  if one of the CAs is compromised the warning system will fall apart. This is the biggest disadvantage, how to do the relocation.

BT supports this proposal.

Ericsson commented that maybe some regions could have their keys revoked to avoid them issuing certificates. According to NSN this would force the UE to have a geographical awareness.

Vodafone agreed on this being very complicated to solve.

Huawei was not convinced by the certificate-based solutions.

Decision: 

The document was noted.



S3-120507
LS on PWS: Role and architecture of the CBC and CBE nodes





Source: S1-121348

Discussion: 

Vodafone commented that different signing structures would cause problems on the NAS.

Intel commented that they have a proposal on excluding CBC as signing entity.

Ericsson commented that SA3 needed the regulator's input before sending a reply LS.

It was agreed to look into these issues more technically in the following meetings

Decision: 

The document was noted.



S3-120318
Reply LS on PWS: Role and architecture of the CBC and CBE nodes





Source: C1-120864

Abstract: 

Decision: 

The document was noted.



S3-120474
PWS: CBE is signing entity





Source: Intel

Abstract: 

Decision: 

The document was approved.



S3-120341
Analysis of public key updating caused by replay attack





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Sprint commented that the serial number in the broadcast messages is changed every 5 minutes in the States.

Ericsson is concerned about the global uniqueness of the serial numbers, how they are updated from one country to another. 

Vodafone replied that the reply attacks could be made only locally. NSN didn't agree with this.

NSN commented that it is still possible to send a reply message from a different geographical area from where the event happened.

The contribution was noted since there was no support.

Decision: 

The document was noted.



S3-120463
AS level security solution in EPS for PWS





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120465
AS level security solution in UMTS for PWS





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120412
PWS solution for LTE and UMTS





Source: Huawei, HiSilicon,ZTE Corporation

Abstract: 

Decision: 

The document was approved.



S3-120344
Analysis of signature entity identifier for editor's note





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was approved.



S3-120342
Analysis of handling several public key





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was withdrawn.



S3-120340
Analysis of roaming case for editor's note





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was approved with modifications.



S3-120508
LS on PWS Requirements for UEs in Limited Service State





Source: S1-121442

Discussion: 

Vodafone commented that this LS does not give us guidance for R12.

NSN commented that work on R12 in SA1 is in very early stages.

Sprint commented that the technical realization is that the message without verification key is received.

The new WI by SA1 was presented.

The Chair suggested that SA3 WI must be updated to synchronize it with SA1 WI and update the schedule of this work.

The Chair commented that SA3 needs to create a TR to gather SA3's work.

The rapporteur was asked to update the WI.

Decision: 

The document was noted.



S3-120473
PWS: UE in limited service state





Source: Intel

Abstract: 

Discussion: 

Vodafone questioned the proposal, given SA1's answer on the LS on not having requirements for R12.

NSN suggested an editor's note that this would be a working assumption for R11.

Huawei proposed to have no requirement in R11 for an UE in limited service state to receive, process and display warning messages.

Decision: 

The document was revised to S3-120548.



S3-120548
PWS: UE in limited service state





Source: Intel

(Replaces S3-120473)

Decision: 

The document was approved.



S3-120343
UE handling on verification failure





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

NSN asked: "what happens if you have the same message in two languages, same content?" If one fails and the other one doesn't?

NSN proposed to delete the last sentence "further, the UW shall further ignore primary notifications for the next X seconds"

Vodafone suggested to reference to the SA1 requirements.

Decision: 

The document was approved with modifications.



S3-120545
Draft TR for PWS living document





Source: Rapporteur

Decision: 

The document was approved.



S3-120546
New TR for PWS





Source: Rapporteur

Document released on the 4st of June
Deadline for comments 8th of June
Final version for 12th June
Decision: 

The document was left for email approval and approved.



S3-120547
Updated PWS Stage 2 WI





Source: rapporteur

Discussion: 

A TS will be created in this WI.

Decision: 

The document was approved.



7.11
Other Areas

S3-120319
Assignment of 3 digit MNCs





Source: COM 2-LS129.

Abstract: 

Decision: 

The document was noted.



S3-120320
LS on the management of infected terminals in mobile networks





Source: ls304-17

Abstract: 

Decision: 

The document was noted.



S3-120321
LS on secure application distribution framework for communication devices





Source: ls308-17

Abstract: 

Discussion: 

This is outside the scope of 3GPP.

Decision: 

The document was noted.



S3-120430
Reply to: LS on MDT and relaxation of country restriction





Source: S5-121328

Abstract: 

Decision: 

The document was noted.



S3-120382
Removal of void references and duplicate text in IMS emergency call over I-WLAN





33.234
  CR-0121  (Rel-11) v..





Source: Research In Motion UK Ltd

Abstract: 

33.234

Decision: 

The document was revised to S3-120553.



S3-120553
Removal of void references and duplicate text in IMS emergency call over I-WLAN





33.234
  CR-0121  rev 1 (Rel-11) v..





Source: Research In Motion UK Ltd

(Replaces S3-120382)

Decision: 

The document was agreed.



S3-120385
(U)SIM Application Toolkit Attack





Source: Research In Motion UK Ltd

Abstract: 

Discussion: 

NSN: dropping is a very hard solution, it should be better to introduce a delay.

Orange doesn't support Proposal 1 (several status to be removed by CT6)

Morpho proposes RIM to contribute with these proposals in CT6

RIM thinks that there is a security issue that needs to be solved in SA3

Vodafone supports RIM with the argument of dealing with this issue in SA3.

There is a CR contribution by Gemalto and Vodafone to the CT6 meeting about this issue, although it proposes a different solution.

The Chairman proposed to validate these security issues and inform CT6 about it (but not sending an LS)

SA3 agreed that further evaluation of potential countermeasures for the attack would be needed. CT should progress their work on to mitigate the attack and handle their input contributions on this issue. SA3 will review the CT6 work from security point of view, and communicate any findings to CT6.
Decision: 

The document was noted.



8
Studies

8.1
UTRAN Key Management Enhancements

8.2
Extended Identity Management

8.3
Extended IMS media plane security features

S3-120506
Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE





Source: SA3-LI

Decision: 

The document was replied to in S3-120461.



S3-120386
Lawful Interception Considerations for MIKEY-TICKET





Source: Research In Motion UK Ltd

Abstract: 

Decision: 

The document was revised to S3-120551.



S3-120551
Lawful Interception Considerations for MIKEY-TICKET





Source: Research In Motion UK Ltd

(Replaces S3-120386)

Discussion: 

Acme Packets proposed to reference an IETF draft in the documents.

Ericsson commented that unless the P-CSCF stores the signalling, it will not be possible to know the target.

Acme Packets disagreed, all the information is already in the P-CSCF.

The discussion will be included in editor's notes.

Decision: 

The document was approved with modifications.



S3-120461
Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120562.



S3-120562
Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE





Source: Alcatel-Lucent

(Replaces S3-120461)

Decision: 

The document was approved.



S3-120371
pCR to TR 33.829 - Section 5.3.3 KMS-based solution





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was approved.



S3-120444
CR to 33.828: Correction to MIKEY-IBAKE deferred delivery solution





33.828
  CR-0002  (Rel-11) v..





Source: Vodafone

Abstract: 

Decision: 

The document was noted.



S3-120500
Comments on S3-120444-IBAKE-deferred-delivery-CR





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was noted.



S3-120447
pCR to 33.829 relating to use of MIKEY-IBAKE for deferred delivery





Source: Vodafone

Abstract: 

Decision: 

The document was approved with modifications.



S3-120501
Comments on S3-120447-IBAKE-deferred-delivery-pCR





Source: Alcatel-Lucent

Abstract: 

Decision: 

The document was approved with modifications.



S3-120373
pCR to TR 33.829 - Section 8.3.1 KMS-based solution for IMS messaging





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was approved.



S3-120374
pCR to TR 33.829 - Annex B Pre-shared key MIME protection





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was approved.



S3-120367
Conclusion on media security for IMS messaging





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was noted.



S3-120498
comments on S3-120367_PCR_Media_sec_messaging_conclusions





Source: Nokia Corporation and Nokia Siemens Networks

Abstract: 

Decision: 

The document was approved with modifications.



S3-120366
IMS media plane security extensions





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was revised to S3-120564.



S3-120564
IMS media plane security extensions





Source: Ericsson, ST-Ericsson

(Replaces S3-120366)

Decision: 

The document was approved.



S3-120552
MIKEY IBAKE deferred delivery solution





33.828
  CR-0003  (Rel-11) v..





Source: Vodafone,Alcatel Lucent

Decision: 

The document was revised to S3-120563.



S3-120563
MIKEY IBAKE deferred delivery solution





33.828
  CR-0003  rev 1 (Rel-11) v..





Source: Vodafone,Alcatel Lucent

(Replaces S3-120552)

Decision: 

The document was agreed.



S3-120561
TR 33.829 on “Extended IMS media plane security features”





Source: rapporteur

Discussion: 

Left for email approval.

It will be ready on the 1st of June, then there will be one week for comments(until the 8th of June) and the final version will be released on the 12th of June.

Decision: 

The document was for email approval and approved.



8.4
 SSO Applications Security for IMS – based on SIP Digest

S3-120454
Minor corrections on evaluation of GBA_Digest





33.804
  CR-0002  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TR 33.804

Decision: 

The document was agreed.



8.5
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

8.6
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-120409
IMS P2P security protection to prevent eavesdropping





Source: China Mobile

Abstract: 

Decision: 

The document was approved with modifications.



S3-120410
IMS P2P security proposal against Adversarial content announcement





Source: China Mobile,Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was approved.



S3-120559
Living document on IMS P2P





Source: Rapporteur

Decision: 

The document was approved.



8.7
Study on IMS Firewall Traversal

S3-120437
Overview of IMS Protocols





Source: Ericsson, ST-Ericsson

Abstract: 

Discussion: 

NSN argued that it's not a TLS port, but a TCP port. It should be TLS/TCP or by default it's a TCP port.

BT pointed out that these are not IMS protocols, it's more generic for multimedia-based communication.

Vodafone agrees with the table, it is just a table of most common IMS protocols.

DoCoMo didn't find the use of this table unless it is being updated with the time.

The Tdoc was finally approved with modifications (that were discussed offline)

Decision: 

The document was approved with modifications.



S3-120439
Relationship between iFIRE and SMURF





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was noted.



S3-120496
Comments on S3-120439 Relationship between iFIRE and SMURF





Source: Nokia Corporation and Nokia Siemens Networks

Abstract: 

Discussion: 

Intel commented that iFIRE and SMURF differ enough to be kept separate. There may be no client in SMURF, that is the difference.

Acme Packets believed that there is such overlap.

The pseudoCR was approved with modifications

Decision: 

The document was approved with modifications.



S3-120362
Enabling Blocking of IMS Traffic





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was revised to S3-120556.



S3-120556
Enabling Blocking of IMS Traffic





Source: Ericsson, ST-Ericsson

(Replaces S3-120362)

Decision: 

The document was noted.



S3-120331
pCR: iFire Common Procedures





Source: Acme Packet

Abstract: 

Decision: 

The document was approved.



S3-120557
pCR: iFire Common Procedures





Source: Acme Packet

(Replaces S3-120492)

Decision: 

The document was approved.



S3-120492
iFire - pseudo-CR to section 8.3 'Reuse of Existing Solutions'





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120557.



S3-120330
pCR:iFire Coexistence of Solutions





Source: Acme Packet

Abstract: 

Decision: 

The document was approved.



S3-120431
Refinement of Section 10.1





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was approved.



S3-120436
Assessment of solutions with respect to device impact





Source: Samsung

Abstract: 

Discussion: 

Telecom Italia would like to see in the table the impact on the core network and IMS core. An editor's note could be added.

BT objected that the network impacts are already covered, this contribution is on devices.

Qualcomm was concerned about spending time on the UE, which is outside the scope of 3GPP. 

The editor's note was rejected.

Decision: 

The document was approved with modifications.



S3-120555
Draft TR iFIRE





Source: Rapporteur

Decision: 

The document was approved.



8.8
Security Study on Spoofed Call Detection and Prevention

S3-120455
Spoofed Call detection and prevention - Problems related to Calling Line Identification





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

The presentation was very welcome by the delegates.

A pseudoCR will be brought in future meetings.

The proposed way forward was endorsed by the group.
Decision: 

The document was noted.



S3-120352
pCR Spoofed Call threats





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was approved with modifications.



S3-120387
The scenarios in Spoofed Call





Source: China Mobile

Abstract: 

Decision: 

The document was approved.



S3-120480
New spoofed call scenario: AS





Source: NEC Corporation

Abstract: 

Decision: 

The document was approved.



S3-120483
New spoofed call scenario: Enterprise





Source: NEC Corporation

Abstract: 

Decision: 

The document was approved.



S3-120375
On Interconnect and Protection Against Spoofed Calls





Source: Ericsson, ST-Ericsson

Abstract: 

Discussion: 

China Mobile wanted to have the possibility of modifying SS7 protocols if needed.

TeliaSonera wanted to have more clarification (eventually on an editor's note) on 4.2 about Internal Spoofing.

Decision: 

The document was approved with modifications.



S3-120351
pCR Spoofed Call Requirements





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was approved with modifications.



S3-120388
Security requirements for detection in Spoofed Call





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120389
Candidate solutions for detection in Spoofed Call





Source: China Mobile

Abstract: 

Discussion: 

Interidigital and DoCoMo objected on this scenario, where it would work

NEC proposed another document describing where this scenario would work.

The group agreed on this way forward.

Decision: 

The document was noted.



S3-120558
Draft TR for Spoofed Calls





Source: Rapporteur

Decision: 

The document was approved.



8.9
Other Study Areas

S3-120411
Consideration for Network elements security





Source: China Mobile

Abstract: 

Decision: 

The document was noted.



S3-120459
Study Item proposal for Hardening Requirements of 3GPP Network Elements





Source: TeliaSonera, KPN, AT&T, Deutsche Telekom AG

Abstract: 

Discussion: 

Intel commented that the approach is a bit different from what SA3 normally does. He would like to see descriptions of threats that need to be mitigated.

Deustche Telecom commented that the objective is to fulfil the requirements of operators.

BT supported this Work Item because these specifications are useful for third party applications, requirements are directed to them.

Acme Packets commented that every country has its own policies and requirements set up by the government. ALU also expressed their reservations about the WI.

NSN expressed that there are two sets of requirements: the ones from the government/regulators and those coming from manufacturers and operators. It could be difficult to have the regulators accepting these requirements.

TeliaSonera clarified that this is not directed to regulators.

Acme Packets commented that there are other organizations working on this, although they were not against this WI.

Juniper Networks supported this WI.

BT insisted that the requirements for local operators should be there.

Deustche Telecom proposed to delay the WI for one meeting to change the scope of work.

The proposal was noted.

Decision: 

The document was noted.



9
Joint Sessions 

10
Review and Update of Work Plan 

S3-120303
SA3 WorkPlan





Source: ETSI Secretariat

Abstract: 

ACTION:
Provide feedback on their work

(action on: Rapporteurs / due by: 2012-08-09)

Decision: 

The document was revised to S3-120560.



S3-120560
SA3 WorkPlan





Source: ETSI Secretariat

(Replaces S3-120303)

SA3 agreed to have an umbrella work item for Rel-12: Generic Security Corrections for Rel-12
Decision: 

The document was noted.



11
Future Meeting Dates and Venues

S3-120304
SA3 Meeting Calendar





Source: ETSI Secretariat

Abstract: 

Decision: 

The document was revised to S3-120541.



S3-120541
SA3 Meeting Calendar





Source: ETSI Secretariat

(Replaces S3-120304)

Discussion: 

SA3#73 11-15 November Mega-meeting US

SA3#72 8-12 July China Hosted by Huawei

SA3#70 21st Jan - 25th Jan 

SA3#71 8th April - 12th April

Next meeting SA3#68 will fix dates for 2014

Decision: 

The document was revised to S3-120565.



S3-120565
SA3 Meeting Calendar





Source: ETSI Secretariat

(Replaces S3-120541)

Decision: 

The document was noted.



12
Any Other Business

13
Close

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-120300
	Meeting Agenda
	WG Chairman
	approved
	-
	-

	S3-120301
	Report from SA Plenary meeting
	WG Chairman
	noted
	-
	-

	S3-120302
	Report from last SA3 Ordinary meeting
	ETSI Secretariat
	approved
	-
	-

	S3-120303
	SA3 WorkPlan
	ETSI Secretariat
	revised
	-
	S3-120560

	S3-120304
	SA3 Meeting Calendar
	ETSI Secretariat
	revised
	-
	S3-120541

	S3-120306
	Reply LS on Wi-Fi Roaming Task Force - whitepaper and actions
	SP-120186
	noted
	-
	-

	S3-120307
	LS on Wi-Fi Roaming Task Force-whitepaper and actions
	SP-120170
	noted
	-
	-

	S3-120308
	Reply LS on Wi-Fi Roaming Task Force-whitepaper and actions
	S2-121621
	noted
	-
	-

	S3-120309
	LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	C4-120933
	replied to
	-
	-

	S3-120310
	LS on quality of protection (qop) for GBA_Digest
	C1-121622_LS
	noted
	-
	-

	S3-120311
	LS on MSC Selection for MSC in Pool at MME and SGSN
	S2-121912
	replied to
	-
	-

	S3-120312
	Draft Reply LS to CT6 on storing H(e)NB configuration parameters in the HPSIM
	Orange
	revised
	-
	S3-120525

	S3-120313
	Generic GBA API for Web_GBA
	Interdigital
	noted
	-
	-

	S3-120314
	Generic GBA API for Web_GBA
	Interdigital
	noted
	-
	-

	S3-120315
	Generic GBA API. Design Considerations and Proposal
	Interdigital
	noted
	-
	-

	S3-120316
	SAGE-12-03 LS to multiple standards groups, re Milenage alternative
	ETSI SAGE
	noted
	-
	-

	S3-120317
	Reply LS on stage 3 for modification of security context storage rate on the UICC
	C1-120658-LS
	noted
	-
	-

	S3-120318
	Reply LS on PWS: Role and architecture of the CBC and CBE nodes
	C1-120864
	noted
	-
	-

	S3-120319
	Assignment of 3 digit MNCs
	COM 2-LS129.
	noted
	-
	-

	S3-120320
	LS on the management of infected terminals in mobile networks
	ls304-17
	noted
	-
	-

	S3-120321
	LS on secure application distribution framework for communication devices
	ls308-17
	noted
	-
	-

	S3-120322
	Response LS on H(e)NB air interface activation
	R2-121050
	replied to
	-
	-

	S3-120323
	H(e)NB ID Verification solution
	Alcatel-Lucent
	noted
	-
	-

	S3-120324
	Response LS on Requirements for Verification of HeNB messages
	R3-120903
	noted
	-
	-

	S3-120325
	LS on notification of IP/Ports and codec for rSRVCC
	R3-120910
	noted
	-
	-

	S3-120326
	IREG RILTE LS_140: Allowing network authentication without challenge for home routed XCAP APN
	rilte_doc_23_014r6
	replied to
	-
	-

	S3-120327
	LS on MTC through non-3GPP access network
	S1-120275
	postponed
	-
	-

	S3-120328
	Reply LS on IMS Network-Independent Public User Identities
	S1-120297
	noted
	-
	-

	S3-120329
	Answer to LS to SA1, SA2 on corrections for secure connection
	S1-120344
	postponed
	-
	-

	S3-120330
	pCR:iFire Coexistence of Solutions
	Acme Packet
	approved
	-
	-

	S3-120331
	pCR: iFire Common Procedures
	Acme Packet
	approved
	-
	-

	S3-120332
	CR to TR33.804 SSO for IMS based on SIP Digest
	Interdigital
	agreed
	-
	-

	S3-120333
	example of Javascript access to the GBA API for Web_GBA
	Interdigital
	noted
	-
	-

	S3-120334
	MTC device based MTC server white listing
	ZTE Corporation
	noted
	-
	-

	S3-120335
	Discussion and solution on anti short message flooding attack
	ZTE Corporation
	noted
	-
	-

	S3-120336
	Anit SM flooding
	ZTE Corporation, CATR
	revised
	-
	S3-120571

	S3-120337
	Discussion and solution on anti fake Tsp trigger attack
	ZTE Corporation
	noted
	-
	-

	S3-120338
	Fake Tsp trigger handling
	ZTE Corporation
	revised
	-
	S3-120572

	S3-120339
	Discussion Paper for H(e)NB Local-IP
	ZTE Corporation
	noted
	-
	-

	S3-120340
	Analysis of roaming case for editor's note
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120341
	Analysis of public key updating caused by replay attack
	Huawei, HiSilicon
	noted
	-
	-

	S3-120342
	Analysis of handling several public key
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-120343
	UE handling on verification failure
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120344
	Analysis of signature entity identifier for editor's note
	Huawei, HiSilicon
	approved
	-
	-

	S3-120345
	DISC-Analysis of SMS trigger
	Huawei, HiSilicon
	noted
	-
	-

	S3-120346
	CR-Solution for SMS trigger
	Huawei, HiSilicon
	revised
	-
	S3-120568

	S3-120347
	Corrections on secure connection
	Huawei, HiSilicon
	noted
	-
	-

	S3-120348
	Discussion on S6a security
	Huawei, HiSilicon, Deutsche Telekom
	noted
	-
	-

	S3-120349
	CR-Implementation requirements for IPsec authentication transforms
	Huawei, Hisilicon
	revised
	-
	S3-120528

	S3-120350
	Reply LS WiFi Roaming
	Huawei, HiSilicon
	revised
	-
	S3-120512

	S3-120351
	pCR Spoofed Call Requirements
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120352
	pCR Spoofed Call threats
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120353
	Analysis of potential solutions for identification verification of messages from H(e)NB to H(e)NB_GW
	Huawei, HiSilicon
	noted
	-
	-

	S3-120354
	CR-33.203-R11-Removal of extra text from the specification.
	Huawei, HiSilicon
	noted
	-
	-

	S3-120355
	CR-33.203-R10-Removal of extra text from the specification.
	Huawei, HiSilicon
	noted
	-
	-

	S3-120356
	Analysis of HeNB impersonating eNB to MME
	Huawei, HiSilicon
	revised
	-
	S3-120526

	S3-120357
	Analysis of Local IP for Fixed Broadband Access Network Interworking
	Huawei, HiSilicon
	noted
	-
	-

	S3-120358
	Analysis of H(e)NB air interface activation
	Huawei, HiSilicon
	revised
	-
	S3-120515

	S3-120359
	Update of Annex D for use with EPS
	Ericsson, ST-Ericsson
	revised
	-
	S3-120534

	S3-120360
	Update for use with EPS
	Ericsson, ST-Ericsson
	revised
	-
	S3-120537

	S3-120361
	Editorial Corrections and cleaning
	Ericsson, ST-Ericsson
	revised
	-
	S3-120538

	S3-120362
	Enabling Blocking of IMS Traffic
	Ericsson, ST-Ericsson
	revised
	-
	S3-120556

	S3-120363
	TLS enhancements for IMS signalling security
	Ericsson, ST-Ericsson
	postponed
	-
	-

	S3-120364
	Cleanup of miss-implemented CRs
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-120365
	Cleanup of miss-implemented CRs
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-120366
	IMS media plane security extensions
	Ericsson, ST-Ericsson
	revised
	-
	S3-120564

	S3-120367
	Conclusion on media security for IMS messaging
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120368
	Clarification of IMS AKA usage for multiple registrations
	Ericsson, ST-Ericsson
	revised
	-
	S3-120539

	S3-120371
	pCR to TR 33.829 - Section 5.3.3 KMS-based solution
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120372
	Draft LS reply on MSC Selection for MSC in Pool at MME and SGSN
	TeliaSonera
	revised
	-
	S3-120510

	S3-120373
	pCR to TR 33.829 - Section 8.3.1 KMS-based solution for IMS messaging
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120374
	pCR to TR 33.829 - Annex B Pre-shared key MIME protection
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120375
	On Interconnect and Protection Against Spoofed Calls
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-120376
	Handling of COUNT-I/-C at rSRVCC to UTRAN/HSPA
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-120377
	rSRVCC nonce transfer, security capability and AV handling for UTRAN/HSPA
	Ericsson, ST-Ericsson, Huawei
	revised
	-
	S3-120549

	S3-120378
	Handling of security contexts in ME at rSRVCC to UTRAN/HSPA
	Ericsson, ST-Ericsson
	revised
	-
	S3-120567

	S3-120379
	Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	Alcatel-Lucent
	revised
	-
	S3-120513

	S3-120380
	Alignment of rSRVCC cases for HSPA and E-UTRAN
	Ericsson, ST-Ericsson, Huawei
	revised
	-
	S3-120550

	S3-120381
	Comparison of protection approaches to PWS
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120382
	Removal of void references and duplicate text in IMS emergency call over I-WLAN
	Research In Motion UK Ltd
	revised
	-
	S3-120553

	S3-120383
	Comparison of PKI and non-PKI PWS Security
	Research In Motion UK Ltd
	noted
	-
	-

	S3-120384
	Considerations on Implicit Certificates for PWS Security
	Research In Motion UK Ltd
	noted
	-
	-

	S3-120385
	(U)SIM Application Toolkit Attack
	Research In Motion UK Ltd
	noted
	-
	-

	S3-120386
	Lawful Interception Considerations for MIKEY-TICKET
	Research In Motion UK Ltd
	revised
	-
	S3-120551

	S3-120387
	The scenarios in Spoofed Call
	China Mobile
	approved
	-
	-

	S3-120388
	Security requirements for detection in Spoofed Call
	China Mobile
	noted
	-
	-

	S3-120389
	Candidate solutions for detection in Spoofed Call
	China Mobile
	noted
	-
	-

	S3-120390
	Update the security requirements of MTC device triggering
	China Mobile
	approved with modifications
	-
	-

	S3-120391
	General description on external interface security
	China Mobile
	approved with modifications
	-
	-

	S3-120392
	External interface security architecture update
	China Mobile
	noted
	-
	-

	S3-120393
	SeGW in the Tsms
	China Mobile
	noted
	-
	-

	S3-120394
	SIMTC security architecture update
	China Mobile
	noted
	-
	-

	S3-120395
	Impacts analysis for SMS device triggering
	China Mobile
	noted
	-
	-

	S3-120396
	Evaluation for the solutions protecting SMS triggering
	China Mobile
	noted
	-
	-

	S3-120397
	Authorization for SMS based device triggering inTsp
	China Mobile
	noted
	-
	-

	S3-120398
	A new updated network based authorization for SMS based device triggering
	China Mobile
	noted
	-
	-

	S3-120399
	SeGW based authorization for SMS device triggering
	China Mobile
	noted
	-
	-

	S3-120400
	Solution way forward on Device Triggering Solution
	China Mobile
	withdrawn
	-
	-

	S3-120401
	Delivery security for device triggering
	China Mobile
	revised
	-
	S3-120569

	S3-120402
	Authorization of SMS based device triggering on Tsp
	China Mobile
	revised
	-
	S3-120570

	S3-120403
	Security connection update
	China Mobile
	noted
	-
	-

	S3-120404
	security evaluation for secure connection
	China Mobile
	noted
	-
	-

	S3-120405
	new solution for secure connection
	China Mobile
	noted
	-
	-

	S3-120406
	pCR to TR 33.868 on restricting the USIM to specific MEs/MTC Devices
	China Mobile
	approved with modifications
	-
	-

	S3-120407
	pCR to TR 33.868 on the secure environment requirement
	China Mobile
	approved with modifications
	-
	-

	S3-120408
	Working way on restricting the USIM to specific MEs/MTC Devices
	China Mobile, TeliaSonera,Deutsche Telekom
	noted
	-
	-

	S3-120409
	IMS P2P security protection to prevent eavesdropping
	China Mobile
	approved with modifications
	-
	-

	S3-120410
	IMS P2P security proposal against Adversarial content announcement
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120411
	Consideration for Network elements security
	China Mobile
	noted
	-
	-

	S3-120412
	PWS solution for LTE and UMTS
	Huawei, HiSilicon,ZTE Corporation
	approved
	-
	-

	S3-120413
	Discussion on security aspects of WLAN Network selection for 3GPP Terminals
	Huawei, HiSilicon
	noted
	-
	-

	S3-120414
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-8]
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120415
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120416
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120523

	S3-120417
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120524

	S3-120418
	LS on RAN sharing for H(e)NB
	S2-121143
	noted
	-
	-

	S3-120419
	Clarification of HeNB identity verification
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120420
	WID for Security Aspects of WLAN Network Selection for 3GPP Terminals
	Huawei, HiSilicon,TeliaSonera, Juniper Networks, ZTE Corporation
	noted
	-
	-

	S3-120421
	LS response on notification of IP/Ports and codec for rSRVCC
	S2-121914
	noted
	-
	-

	S3-120422
	Progress of internet-drafts in frozen releases
	SP-120171
	noted
	-
	-

	S3-120423
	Addition of TLS Extensions References to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120424
	[33.320] Correction of TLS Extensions References to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120425
	[33.220] Correction of TLS Extensions References to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120426
	[33.222] Correction of TLS Extensions References to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120427
	Addition of ciphersuite with hash function SHA256 and profile and reference to IETF RFC for psk-TLS
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120529

	S3-120428
	Miscellaneous corrections with respect to relay nodes [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120429
	Miscellaneous corrections with respect to relay nodes [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120430
	Reply to: LS on MDT and relaxation of country restriction
	S5-121328
	noted
	-
	-

	S3-120431
	Refinement of Section 10.1
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120432
	Definitions
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-120433
	HPSIM security
	Gemalto, Morpho Cards
	noted
	-
	-

	S3-120434
	Assumptions
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120532

	S3-120435
	End-to-end security for the Device Trigger message
	Ericsson, ST-Ericsson
	postponed
	-
	-

	S3-120436
	Assessment of solutions with respect to device impact
	Samsung
	approved with modifications
	-
	-

	S3-120437
	Overview of IMS Protocols
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-120438
	Privacy protection
	Samsung
	noted
	-
	-

	S3-120439
	Relationship between iFIRE and SMURF
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120440
	Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions
	Ericsson, ST-Ericsson
	postponed
	-
	-

	S3-120441
	Network based solution for restricting the use of USIM to a specific ME/MTC device for subscriptions configured for M2M
	Ericsson, ST-Ericsson
	postponed
	-
	-

	S3-120442
	Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for subscriptions configured for M2M
	Ericsson, ST-Ericsson
	postponed
	-
	-

	S3-120443
	Mandatory or optional support of IMSI/IMEI binding mechanisms in Rel-11
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120444
	CR to 33.828: Correction to MIKEY-IBAKE deferred delivery solution
	Vodafone
	noted
	-
	-

	S3-120446
	Trusted and un-trusted non3GPP accesses
	Ericsson, ST-Ericsson, AT&T
	noted
	-
	-

	S3-120447
	pCR to 33.829 relating to use of MIKEY-IBAKE for deferred delivery
	Vodafone
	approved with modifications
	-
	-

	S3-120448
	Clarification of trusted and untrusted definition
	Ericsson, ST-Ericsson, AT&T
	revised
	-
	S3-120511

	S3-120449
	Voiding Annex A
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120450
	Correction of phrase describing Zn procedure
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120451
	NAF specific key derivation in GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120452
	TMPI (temporary identity) support in GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120453
	SIMTC: Conclusion on Device/UICC binding mechanisms selection
	Morpho Cards, Gemalto
	noted
	-
	-

	S3-120454
	Minor corrections on evaluation of GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120455
	Spoofed Call detection and prevention - Problems related to Calling Line Identification
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120456
	SIMTC: Draft LS OUT on SA3 Conclusion on Device/UICC binding mechanisms
	Morpho Cards
	noted
	-
	-

	S3-120457
	PWS critical issues list
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120458
	H(e)NB ID verification requirements
	Alcatel-Lucent
	noted
	-
	-

	S3-120459
	Study Item proposal for Hardening Requirements of 3GPP Network Elements
	TeliaSonera, KPN, AT&T, Deutsche Telekom AG
	noted
	-
	-

	S3-120460
	Update of reference to CMP transport draft in IETF [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120461
	Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	Alcatel-Lucent
	revised
	-
	S3-120562

	S3-120462
	Update of reference to CMP transport draft in IETF [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120536

	S3-120463
	AS level security solution in EPS for PWS
	Samsung
	noted
	-
	-

	S3-120464
	SaMOG 33.402 Changes
	Alcatel-Lucent
	revised
	-
	S3-120527

	S3-120465
	AS level security solution in UMTS for PWS
	Samsung
	noted
	-
	-

	S3-120466
	Revised WID: Machine Type and Smartphone Communications Enhancements
	Samsung, KPN, Nokia Siemens Network, Nokia Corporation, Intel, Research In Motion, ZTE, ALU
	revised
	-
	S3-120554

	S3-120467
	Updates to TS 23.682 Scope
	Samsung
	revised
	-
	S3-120540

	S3-120468
	External Interface Security
	Samsung, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120520

	S3-120469
	End-to-end application level protection for SMS based triggering
	Samsung
	noted
	-
	-

	S3-120470
	Evaluation of Device Triggering Solutions
	Samsung
	noted
	-
	-

	S3-120471
	Proposed Conclusion on Device Triggering over Tsms
	Samsung
	noted
	-
	-

	S3-120472
	Security mechanism for Device Trigger procedure over Tsms
	Samsung
	revised
	-
	S3-120574

	S3-120473
	PWS: UE in limited service state
	Intel
	revised
	-
	S3-120548

	S3-120474
	PWS: CBE is signing entity
	Intel
	approved
	-
	-

	S3-120475
	SMS trigger path setting the scope of security in Rel. 11
	NEC Corporation
	revised
	-
	S3-120504

	S3-120476
	Pending downlink UP data at intra-LTE TAU
	Qualcomm Incorporated
	revised
	-
	S3-120519

	S3-120477
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	revised
	-
	S3-120544

	S3-120478
	SMS Trigger Threats and Requirements
	NEC Corporation
	revised
	-
	S3-120518

	S3-120479
	Auth-int and GBA_Digest TLS channel binding
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120480
	New spoofed call scenario: AS
	NEC Corporation
	approved
	-
	-

	S3-120481
	Introduction of auth-int in GBA_Digest
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120533

	S3-120482
	Analysis of the solutions of SMS based MTC device triggering
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120483
	New spoofed call scenario: Enterprise
	NEC Corporation
	approved
	-
	-

	S3-120484
	Another thought on privacy protection
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120485
	Summary of SIMTC Conference Call Discussions
	Rapporteur
	noted
	-
	-

	S3-120490
	Solution way forward on Device Triggering Solution
	China Mobile
	noted
	-
	-

	S3-120491
	CR 33401Clarifying Un user plane ciphering
	ETSI Secretariat
	agreed
	-
	-

	S3-120492
	iFire - pseudo-CR to section 8.3 'Reuse of Existing Solutions'
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120557

	S3-120494
	Comments to S3-120381_Comparison of protection approaches to PWS
	Huawei, HiSilicon, ZTE Corporation
	noted
	-
	-

	S3-120495
	Comments to S3-120482_Analysis of the solutions of SMS based MTC device triggering
	Huawei, HiSilicon
	noted
	-
	-

	S3-120496
	Comments on S3-120439 Relationship between iFIRE and SMURF
	Nokia Corporation and Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-120497
	Comments on S3-120339 - Discussion Paper for H(e)NB Local-IP
	Alcatel-Lucent
	noted
	-
	-

	S3-120498
	comments on S3-120367_PCR_Media_sec_messaging_conclusions
	Nokia Corporation and Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-120499
	Comments on S3-120357 - Analysis of Local IP for Fixed Broadband Access Network Interworking
	Alcatel-Lucent
	noted
	-
	-

	S3-120500
	Comments on S3-120444-IBAKE-deferred-delivery-CR
	Alcatel-Lucent
	noted
	-
	-

	S3-120501
	Comments on S3-120447-IBAKE-deferred-delivery-pCR
	Alcatel-Lucent
	approved with modifications
	-
	-

	S3-120502
	SIMTC PIN pairing: security issue
	Gemalto
	noted
	-
	-

	S3-120503
	Comments to S3-120419 and S3-120458
	Huawei, HiSilicon
	noted
	-
	-

	S3-120504
	SMS trigger path setting the scope of security in Rel. 11
	NEC Corporation
	noted
	S3-120475
	-

	S3-120505
	Support of TLS for media security in IP networks
	ITU‑T SG 16
	postponed
	-
	-

	S3-120506
	Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	SA3-LI
	replied to
	-
	-

	S3-120507
	LS on PWS: Role and architecture of the CBC and CBE nodes
	S1-121348
	noted
	-
	-

	S3-120508
	LS on PWS Requirements for UEs in Limited Service State
	S1-121442
	noted
	-
	-

	S3-120509
	LS on Restricting the use of a USIM to specific MTC Devices
	S1-121416
	noted
	-
	-

	S3-120510
	Draft LS reply on MSC Selection for MSC in Pool at MME and SGSN
	TeliaSonera
	approved
	S3-120372
	-

	S3-120511
	Clarification of trusted and untrusted definition
	Ericsson, ST-Ericsson, AT&T
	agreed
	S3-120448
	-

	S3-120512
	Reply LS WiFi Roaming
	Huawei, HiSilicon
	approved
	S3-120350
	-

	S3-120513
	Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	Alcatel-Lucent
	approved
	S3-120379
	-

	S3-120514
	CR for TS 33.320 on H(e)NodeB Air interface activation
	Huawei
	agreed
	-
	-

	S3-120515
	Analysis of H(e)NB air interface activation
	Huawei, HiSilicon
	approved
	S3-120358
	-

	S3-120516
	CR for TS 33.320 on H(e)NodeB Air interface activation (R10)
	Huawei
	agreed
	-
	-

	S3-120517
	Draft TR 33.868
	Rapporteur
	For email approval and approved
	-
	-

	S3-120518
	SMS Trigger Threats and Requirements
	NEC Corporation
	noted
	S3-120478
	-

	S3-120519
	Pending downlink UP data at intra-LTE TAU
	Qualcomm Incorporated
	agreed
	S3-120476
	-

	S3-120520
	External Interface Security
	Samsung, Nokia Corporation, Nokia Siemens Networks
	revised
	S3-120468
	S3-120542

	S3-120521
	Questions to SA2 about MTC device triggering
	Rapporteur
	approved
	-
	-

	S3-120522
	LS to SA1 on HeNB Air Interface Activation
	Huawei
	approved
	-
	-

	S3-120523
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120416
	-

	S3-120524
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120417
	-

	S3-120525
	Draft Reply LS to CT6 on storing H(e)NB configuration parameters in the HPSIM
	Orange
	approved
	S3-120312
	-

	S3-120526
	Analysis of HeNB impersonating eNB to MME
	Huawei, HiSilicon
	revised
	S3-120356
	S3-120566

	S3-120527
	SaMOG 33.402 Changes
	Alcatel-Lucent
	agreed
	S3-120464
	-

	S3-120528
	CR-Implementation requirements for IPsec authentication transforms
	Huawei, Hisilicon
	agreed
	S3-120349
	-

	S3-120529
	Addition of ciphersuite with hash function SHA256 and profile and reference to IETF RFC for psk-TLS
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120427
	-

	S3-120530
	Draft of TR33.823
	Rapporteur
	approved
	-
	-

	S3-120531
	CR to 23.682 on Network based solution for filtering SMS-delivered device trigger messages
	Vodafone
	revised
	-
	S3-120543

	S3-120532
	Assumptions
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-120434
	-

	S3-120533
	Introduction of auth-int in GBA_Digest
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120481
	-

	S3-120534
	Update of Annex D for use with EPS
	Ericsson, ST-Ericsson
	agreed
	S3-120359
	-

	S3-120535
	Reply to S3-120326 (IREG RILTE LS_140)
	Ericsson
	approved
	-
	-

	S3-120536
	Update of reference to CMP transport draft in IETF [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120462
	-

	S3-120537
	Update for use with EPS
	Ericsson, ST-Ericsson
	agreed
	S3-120360
	-

	S3-120538
	Editorial Corrections and cleaning
	Ericsson, ST-Ericsson
	agreed
	S3-120361
	-

	S3-120539
	Clarification of IMS AKA usage for multiple registrations
	Ericsson, ST-Ericsson
	agreed
	S3-120368
	-

	S3-120540
	Updates to TS 23.682 Scope
	Samsung
	revised
	S3-120467
	S3-120573

	S3-120541
	SA3 Meeting Calendar
	ETSI Secretariat
	revised
	S3-120304
	S3-120565

	S3-120542
	External Interface Security
	Samsung, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120520
	-

	S3-120543
	CR to 23.682 on Network based solution for filtering SMS-delivered device trigger messages
	Vodafone
	agreed
	S3-120531
	-

	S3-120544
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	agreed
	S3-120477
	-

	S3-120545
	Draft TR for PWS living document
	Rapporteur
	approved
	-
	-

	S3-120546
	New TR for PWS
	Rapporteur
	For email approval and approved
	-
	-

	S3-120547
	Updated PWS Stage 2 WI
	rapporteur
	approved
	-
	-

	S3-120548
	PWS: UE in limited service state
	Intel
	approved
	S3-120473
	-

	S3-120549
	rSRVCC nonce transfer, security capability and AV handling for UTRAN/HSPA
	Ericsson, ST-Ericsson, Huawei
	agreed
	S3-120377
	-

	S3-120550
	Alignment of rSRVCC cases for HSPA and E-UTRAN
	Ericsson, ST-Ericsson, Huawei
	agreed
	S3-120380
	-

	S3-120551
	Lawful Interception Considerations for MIKEY-TICKET
	Research In Motion UK Ltd
	approved with modifications
	S3-120386
	-

	S3-120552
	MIKEY IBAKE deferred delivery solution
	Vodafone,Alcatel Lucent
	revised
	-
	S3-120563

	S3-120553
	Removal of void references and duplicate text in IMS emergency call over I-WLAN
	Research In Motion UK Ltd
	agreed
	S3-120382
	-

	S3-120554
	Revised WID: Machine Type and Smartphone Communications Enhancements
	Samsung, KPN, Nokia Siemens Network, Nokia Corporation, Intel, Research In Motion, ZTE, ALU,TeliaSonera
	approved
	S3-120466
	-

	S3-120555
	Draft TR iFIRE
	Rapporteur
	approved
	-
	-

	S3-120556
	Enabling Blocking of IMS Traffic
	Ericsson, ST-Ericsson
	noted
	S3-120362
	-

	S3-120557
	pCR: iFire Common Procedures
	Acme Packet
	approved
	S3-120492
	-

	S3-120558
	Draft TR for Spoofed Calls
	Rapporteur
	approved
	-
	-

	S3-120559
	Living document on IMS P2P
	Rapporteur
	approved
	-
	-

	S3-120560
	SA3 WorkPlan
	ETSI Secretariat
	noted
	S3-120303
	-

	S3-120561
	Draft TR on Lawful Interception Considerations for MIKEY-TICKET
	rapporteur
	For email approval and approved
	-
	-

	S3-120562
	Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	Alcatel-Lucent
	approved
	S3-120461
	-

	S3-120563
	MIKEY IBAKE deferred delivery solution
	Vodafone,Alcatel Lucent
	agreed
	S3-120552
	-

	S3-120564
	IMS media plane security extensions
	Ericsson, ST-Ericsson
	approved
	S3-120366
	-

	S3-120565
	SA3 Meeting Calendar
	ETSI Secretariat
	noted
	S3-120541
	-

	S3-120566
	Analysis of HeNB impersonating eNB to MME
	Huawei, HiSilicon
	approved
	S3-120526
	-

	S3-120567
	Handling of security contexts in ME at rSRVCC to UTRAN/HSPA
	Ericsson, ST-Ericsson
	agreed
	S3-120378
	-

	S3-120568
	CR-Solution for SMS trigger
	Huawei, HiSilicon
	noted
	S3-120346
	-

	S3-120569
	Delivery security for device triggering
	China Mobile
	noted
	S3-120401
	-

	S3-120570
	Authorization of SMS based device triggering on Tsp
	China Mobile
	noted
	S3-120402
	-

	S3-120571
	Anit SM flooding
	ZTE Corporation, CATR
	noted
	S3-120336
	-

	S3-120572
	Fake Tsp trigger handling
	ZTE Corporation
	postponed
	S3-120338
	-

	S3-120573
	Updates to TS 23.682 Scope
	Samsung
	agreed
	S3-120540
	-

	S3-120574
	Security mechanism for Device Trigger procedure over Tsms
	Samsung
	noted
	S3-120472
	-
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	S3-120442
	Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for subscriptions configured for M2M
	Ericsson, ST-Ericsson
	23.060
	-
	-
	Rel-11
	F
	-
	postponed

	S3-120441
	Network based solution for restricting the use of USIM to a specific ME/MTC device for subscriptions configured for M2M
	Ericsson, ST-Ericsson
	23.401
	-
	-
	Rel-11
	B
	-
	postponed

	S3-120435
	End-to-end security for the Device Trigger message
	Ericsson, ST-Ericsson
	23.682
	-
	-
	Rel-11
	B
	-
	postponed

	S3-120440
	Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions
	Ericsson, ST-Ericsson
	23.682
	-
	-
	Rel-11
	B
	-
	postponed

	S3-120346
	CR-Solution for SMS trigger
	Huawei, HiSilicon
	23.682
	0001
	-
	Rel-11
	B
	-
	revised

	S3-120568
	CR-Solution for SMS trigger
	Huawei, HiSilicon
	23.682
	0045
	
	Rel-11
	B
	
	noted

	S3-120401
	Delivery security for device triggering
	China Mobile
	23.682
	0002
	-
	Rel-11
	B
	-
	revised

	S3-120569
	Delivery security for device triggering
	China Mobile
	23.682
	0044
	
	Rel-11
	B
	
	noted

	S3-120402
	Authorization of SMS based device triggering on Tsp
	China Mobile
	23.682
	0003
	-
	-
	-
	-
	revised

	S3-120570
	Authorization of SMS based device triggering on Tsp
	China Mobile
	23.682
	0046
	
	
	
	
	noted

	S3-120336
	Anit SM flooding
	ZTE Corporation, CATR
	23.682
	0004
	-
	Rel-11
	F
	-
	revised

	S3-120571
	Anit SM flooding
	ZTE Corporation, CATR
	23.682
	0042
	
	Rel-11
	F
	
	noted

	S3-120338
	Fake Tsp trigger handling
	ZTE Corporation
	23.682
	0005
	-
	Rel-11
	F
	-
	revised

	S3-120572
	Fake Tsp trigger handling
	ZTE Corporation
	23.682
	0043
	
	Rel-11
	F
	
	postponed

	S3-120467
	Updates to TS 23.682 Scope
	Samsung
	23.682
	0006
	-
	Rel-11
	F
	-
	revised

	S3-120540
	Updates to TS 23.682 Scope
	Samsung
	23.682
	0006
	1
	Rel-11
	F
	-
	revised

	S3-120573
	Updates to TS 23.682 Scope
	Samsung
	23.682
	0039
	2
	Rel-11
	F
	-
	agreed

	S3-120468
	External Interface Security
	Samsung, Nokia Corporation, Nokia Siemens Networks
	23.682
	0007
	-
	Rel-11
	F
	-
	revised

	S3-120520
	External Interface Security
	Samsung, Nokia Corporation, Nokia Siemens Networks
	23.682
	0007
	1
	-
	F
	-
	revised

	S3-120472
	Security mechanism for Device Trigger procedure over Tsms
	Samsung
	23.682
	0008
	-
	Rel-11
	F
	-
	revised

	S3-120574
	Security mechanism for Device Trigger procedure over Tsms
	Samsung
	23.682
	0047
	
	Rel-11
	F
	
	noted

	S3-120542
	External Interface Security
	Samsung, Nokia Corporation, Nokia Siemens Networks
	23.682
	0040
	2
	Rel-11
	C
	-
	agreed

	S3-120531
	CR to 23.682 on Network based solution for filtering SMS-delivered device trigger messages
	Vodafone
	23.682
	0041
	-
	Rel-11
	B
	-
	revised

	S3-120543
	CR to 23.682 on Network based solution for filtering SMS-delivered device trigger messages
	Vodafone
	23.682
	0041
	1
	Rel-11
	B
	-
	agreed

	S3-120477
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	33.102
	0244
	2
	Rel-11
	F
	-
	revised

	S3-120544
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	33.102
	0244
	3
	Rel-11
	F
	-
	agreed

	S3-120376
	Handling of COUNT-I/-C at rSRVCC to UTRAN/HSPA
	Ericsson, ST-Ericsson
	33.102
	0250
	-
	Rel-11
	F
	-
	agreed

	S3-120377
	rSRVCC nonce transfer, security capability and AV handling for UTRAN/HSPA
	Ericsson, ST-Ericsson, Huawei
	33.102
	0251
	-
	Rel-11
	F
	-
	revised

	S3-120549
	rSRVCC nonce transfer, security capability and AV handling for UTRAN/HSPA
	Ericsson, ST-Ericsson, Huawei
	33.102
	0251
	1
	Rel-11
	F
	-
	agreed

	S3-120378
	Handling of security contexts in ME at rSRVCC to UTRAN/HSPA
	Ericsson, ST-Ericsson
	33.102
	0252
	-
	Rel-11
	F
	-
	revised

	S3-120567
	Handling of security contexts in ME at rSRVCC to UTRAN/HSPA
	Ericsson, ST-Ericsson
	33.102
	0252
	1
	Rel-11
	F
	-
	agreed

	S3-120449
	Voiding Annex A
	Nokia Corporation, Nokia Siemens Networks
	33.102
	0253
	-
	Rel-11
	F
	-
	agreed

	S3-120359
	Update of Annex D for use with EPS
	Ericsson, ST-Ericsson
	33.141
	0012
	-
	Rel-12
	C
	-
	revised

	S3-120534
	Update of Annex D for use with EPS
	Ericsson, ST-Ericsson
	33.141
	0012
	1
	Rel-12
	C
	-
	agreed

	S3-120360
	Update for use with EPS
	Ericsson, ST-Ericsson
	33.203
	0190
	-
	Rel-12
	C
	-
	revised

	S3-120537
	Update for use with EPS
	Ericsson, ST-Ericsson
	33.203
	0190
	1
	Rel-12
	C
	-
	agreed

	S3-120361
	Editorial Corrections and cleaning
	Ericsson, ST-Ericsson
	33.203
	0191
	-
	Rel-12
	F
	-
	revised

	S3-120538
	Editorial Corrections and cleaning
	Ericsson, ST-Ericsson
	33.203
	0191
	1
	Rel-12
	F
	-
	agreed

	S3-120363
	TLS enhancements for IMS signalling security
	Ericsson, ST-Ericsson
	33.203
	0192
	-
	Rel-12
	C
	-
	postponed

	S3-120364
	Cleanup of miss-implemented CRs
	Ericsson, ST-Ericsson
	33.203
	0193
	-
	Rel-10
	F
	-
	agreed

	S3-120365
	Cleanup of miss-implemented CRs
	Ericsson, ST-Ericsson
	33.203
	0194
	-
	Rel-11
	A
	-
	agreed

	S3-120368
	Clarification of IMS AKA usage for multiple registrations
	Ericsson, ST-Ericsson
	33.203
	0195
	-
	Rel-11
	F
	-
	revised

	S3-120539
	Clarification of IMS AKA usage for multiple registrations
	Ericsson, ST-Ericsson
	33.203
	0195
	1
	Rel-12
	F
	-
	agreed

	S3-120354
	CR-33.203-R11-Removal of extra text from the specification.
	Huawei, HiSilicon
	33.203
	0196
	-
	Rel-11
	F
	-
	noted

	S3-120355
	CR-33.203-R10-Removal of extra text from the specification.
	Huawei, HiSilicon
	33.203
	0197
	-
	Rel-10
	-
	-
	noted

	S3-120349
	CR-Implementation requirements for IPsec authentication transforms
	Huawei, Hisilicon
	33.210
	0042
	-
	Rel-12
	C
	-
	revised

	S3-120528
	CR-Implementation requirements for IPsec authentication transforms
	Huawei, Hisilicon
	33.210
	0042
	1
	Rel-12
	C
	-
	agreed

	S3-120481
	Introduction of auth-int in GBA_Digest
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	33.220
	0165
	1
	Rel-11
	F
	-
	revised

	S3-120533
	Introduction of auth-int in GBA_Digest
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	33.220
	0165
	2
	Rel-11
	F
	-
	agreed

	S3-120425
	[33.220] Correction of TLS Extensions References to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0166
	-
	Rel-11
	F
	-
	agreed

	S3-120450
	Correction of phrase describing Zn procedure
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0167
	-
	Rel-11
	F
	-
	agreed

	S3-120451
	NAF specific key derivation in GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0168
	-
	Rel-11
	F
	-
	agreed

	S3-120452
	TMPI (temporary identity) support in GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0169
	-
	Rel-11
	F
	-
	agreed

	S3-120426
	[33.222] Correction of TLS Extensions References to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0035
	-
	Rel-11
	F
	-
	agreed

	S3-120382
	Removal of void references and duplicate text in IMS emergency call over I-WLAN
	Research In Motion UK Ltd
	33.234
	0121
	-
	Rel-11
	D
	-
	revised

	S3-120553
	Removal of void references and duplicate text in IMS emergency call over I-WLAN
	Research In Motion UK Ltd
	33.234
	0121
	1
	Rel-11
	F
	-
	agreed

	S3-120423
	Addition of TLS Extensions References to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0057
	-
	Rel-11
	F
	-
	agreed

	S3-120427
	Addition of ciphersuite with hash function SHA256 and profile and reference to IETF RFC for psk-TLS
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0058
	-
	Rel-11
	B
	-
	revised

	S3-120529
	Addition of ciphersuite with hash function SHA256 and profile and reference to IETF RFC for psk-TLS
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0058
	1
	Rel-11
	B
	-
	agreed

	S3-120460
	Update of reference to CMP transport draft in IETF [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0059
	-
	Rel-9
	F
	-
	noted

	S3-120462
	Update of reference to CMP transport draft in IETF [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0060
	-
	Rel-10
	A
	-
	revised

	S3-120536
	Update of reference to CMP transport draft in IETF [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0060
	1
	Rel-10
	A
	-
	agreed

	S3-120419
	Clarification of HeNB identity verification
	Nokia Corporation, Nokia Siemens Networks
	33.320
	0087
	-
	Rel-11
	F
	-
	agreed

	S3-120424
	[33.320] Correction of TLS Extensions References to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.320
	0088
	-
	Rel-11
	F
	-
	agreed

	S3-120323
	H(e)NB ID Verification solution
	Alcatel-Lucent
	33.320
	0089
	-
	Rel-11
	B
	-
	noted

	S3-120458
	H(e)NB ID verification requirements
	Alcatel-Lucent
	33.320
	0090
	-
	-
	-
	-
	noted

	S3-120514
	CR for TS 33.320 on H(e)NodeB Air interface activation
	Huawei
	33.320
	0091
	-
	Rel-11
	F
	-
	agreed

	S3-120516
	CR for TS 33.320 on H(e)NodeB Air interface activation (R10)
	Huawei
	33.320
	0092
	-
	Rel-10
	-
	-
	agreed

	S3-120491
	CR 33401Clarifying Un user plane ciphering
	ETSI Secretariat
	33.401
	0494
	-
	Rel-11
	F
	-
	agreed

	S3-120380
	Alignment of rSRVCC cases for HSPA and E-UTRAN
	Ericsson, ST-Ericsson, Huawei
	33.401
	0495
	-
	Rel-11
	F
	-
	revised

	S3-120550
	Alignment of rSRVCC cases for HSPA and E-UTRAN
	Ericsson, ST-Ericsson, Huawei
	33.401
	0495
	1
	-
	F
	-
	agreed

	S3-120414
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-8]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0496
	-
	Rel-8
	F
	-
	noted

	S3-120415
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0497
	-
	Rel-9
	A
	-
	noted

	S3-120416
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0498
	-
	Rel-10
	A
	-
	revised

	S3-120523
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0498
	1
	-
	A
	-
	agreed

	S3-120417
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0499
	-
	Rel-11
	A
	-
	revised

	S3-120524
	Addition of confidentiality requirement for interfaces carrying subscriber specific sensitive data [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0499
	1
	-
	A
	-
	agreed

	S3-120428
	Miscellaneous corrections with respect to relay nodes [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0500
	-
	Rel-10
	F
	-
	agreed

	S3-120429
	Miscellaneous corrections with respect to relay nodes [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	0501
	-
	Rel-11
	F
	-
	agreed

	S3-120476
	Pending downlink UP data at intra-LTE TAU
	Qualcomm Incorporated
	33.401
	0502
	-
	Rel-11
	F
	-
	revised

	S3-120519
	Pending downlink UP data at intra-LTE TAU
	Qualcomm Incorporated
	33.401
	0502
	1
	Rel-11
	F
	-
	agreed

	S3-120464
	SaMOG 33.402 Changes
	Alcatel-Lucent
	33.402
	0109
	-
	Rel-11
	B
	-
	revised

	S3-120527
	SaMOG 33.402 Changes
	Alcatel-Lucent
	33.402
	0109
	1
	Rel-11
	B
	-
	agreed

	S3-120448
	Clarification of trusted and untrusted definition
	Ericsson, ST-Ericsson, AT&T
	33.402
	0110
	-
	Rel-11
	F
	-
	revised

	S3-120511
	Clarification of trusted and untrusted definition
	Ericsson, ST-Ericsson, AT&T
	33.402
	0110
	1
	Rel-11
	F
	-
	agreed

	S3-120332
	CR to TR33.804 SSO for IMS based on SIP Digest
	Interdigital
	33.804
	0001
	-
	Rel-11
	F
	-
	agreed

	S3-120454
	Minor corrections on evaluation of GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	33.804
	0002
	-
	Rel-11
	F
	-
	agreed

	S3-120444
	CR to 33.828: Correction to MIKEY-IBAKE deferred delivery solution
	Vodafone
	33.828
	0002
	-
	Rel-11
	-
	-
	noted

	S3-120552
	MIKEY IBAKE deferred delivery solution
	Vodafone,Alcatel Lucent
	33.828
	0003
	-
	Rel-11
	F
	-
	revised

	S3-120563
	MIKEY IBAKE deferred delivery solution
	Vodafone,Alcatel Lucent
	33.828
	0003
	1
	Rel-11
	F
	-
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-120306
	
	Reply LS on Wi-Fi Roaming Task Force - whitepaper and actions
	SP-120186
	noted
	

	S3-120307
	
	LS on Wi-Fi Roaming Task Force-whitepaper and actions
	SP-120170
	noted
	

	S3-120308
	
	Reply LS on Wi-Fi Roaming Task Force-whitepaper and actions
	S2-121621
	noted
	

	S3-120309
	
	LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	C4-120933
	replied to
	S3-120513

	S3-120309
	
	LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	C4-120933
	replied to
	S3-120379

	S3-120310
	
	LS on quality of protection (qop) for GBA_Digest
	C1-121622_LS
	noted
	

	S3-120311
	
	LS on MSC Selection for MSC in Pool at MME and SGSN
	S2-121912
	replied to
	S3-120372

	S3-120311
	
	LS on MSC Selection for MSC in Pool at MME and SGSN
	S2-121912
	replied to
	S3-120510

	S3-120316
	
	SAGE-12-03 LS to multiple standards groups, re Milenage alternative
	ETSI SAGE
	noted
	

	S3-120317
	
	Reply LS on stage 3 for modification of security context storage rate on the UICC
	C1-120658-LS
	noted
	

	S3-120318
	
	Reply LS on PWS: Role and architecture of the CBC and CBE nodes
	C1-120864
	noted
	

	S3-120319
	
	Assignment of 3 digit MNCs
	COM 2-LS129.
	noted
	

	S3-120320
	
	LS on the management of infected terminals in mobile networks
	ls304-17
	noted
	

	S3-120321
	
	LS on secure application distribution framework for communication devices
	ls308-17
	noted
	

	S3-120322
	
	Response LS on H(e)NB air interface activation
	R2-121050
	replied to
	S3-120515

	S3-120324
	
	Response LS on Requirements for Verification of HeNB messages
	R3-120903
	noted
	

	S3-120325
	
	LS on notification of IP/Ports and codec for rSRVCC
	R3-120910
	noted
	

	S3-120326
	
	IREG RILTE LS_140: Allowing network authentication without challenge for home routed XCAP APN
	rilte_doc_23_014r6
	replied to
	S3-120535

	S3-120327
	
	LS on MTC through non-3GPP access network
	S1-120275
	postponed
	

	S3-120328
	
	Reply LS on IMS Network-Independent Public User Identities
	S1-120297
	noted
	

	S3-120329
	
	Answer to LS to SA1, SA2 on corrections for secure connection
	S1-120344
	postponed
	

	S3-120350
	
	Reply LS WiFi Roaming
	Huawei, HiSilicon
	revised
	

	S3-120418
	
	LS on RAN sharing for H(e)NB
	S2-121143
	noted
	

	S3-120421
	
	LS response on notification of IP/Ports and codec for rSRVCC
	S2-121914
	noted
	

	S3-120422
	
	Progress of internet-drafts in frozen releases
	SP-120171
	noted
	

	S3-120430
	
	Reply to: LS on MDT and relaxation of country restriction
	S5-121328
	noted
	

	S3-120456
	
	SIMTC: Draft LS OUT on SA3 Conclusion on Device/UICC binding mechanisms
	Morpho Cards
	noted
	

	S3-120505
	
	Support of TLS for media security in IP networks
	ITU‑T SG 16
	postponed
	

	S3-120506
	
	Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	SA3-LI
	replied to
	S3-120562

	S3-120506
	
	Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	SA3-LI
	replied to
	S3-120461

	S3-120507
	
	LS on PWS: Role and architecture of the CBC and CBE nodes
	S1-121348
	noted
	

	S3-120508
	
	LS on PWS Requirements for UEs in Limited Service State
	S1-121442
	noted
	

	S3-120509
	
	LS on Restricting the use of a USIM to specific MTC Devices
	S1-121416
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-120510
	LS reply on MSC Selection for MSC in Pool at MME and SGSN
	SA2,CT1,CT4
	-
	S3-120311

	S3-120512
	Reply LS WiFi Roaming
	GSMA Wi-Fi Roaming Task Force
	SA, CT1, SA2
	-

	S3-120513
	Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	CT4
	SA2, RAN3, CT1, CT3
	S3-120309

	S3-120515
	Analysis of H(e)NB air interface activation
	CT6, RAN2
	RAN3
	S3-120322

	S3-120522
	LS to SA1 on HeNB Air Interface Activation
	SA1
	CT6, RAN2
	

	S3-120525
	Reply LS to CT6 on storing H(e)NB configuration parameters in the HPSIM
	CT6
	-
	-

	S3-120566
	Analysis of HeNB impersonating eNB to MME
	RAN3
	-
	S3-120356

	S3-120535
	Reply to S3-120326 (IREG RILTE LS_140)
	GSMA IREG RILTE
	CT1
	S3-120326

	S3-120562
	Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	SA3-LI
	-
	S3-120506


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-120564
	IMS media plane security extensions
	Ericsson, ST-Ericsson
	new WID

	S3-120547
	Updated PWS Stage 2 WI
	rapporteur
	revised WID

	S3-120554
	Machine Type and Smartphone Communications Enhancements
	Samsung, KPN, Nokia Siemens Network, Nokia Corporation, Intel, Research In Motion, ZTE, ALU, TeliaSonera
	New WID


Annex E: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	67/1
	10
	S3-120303
	Provide feedback on the status of their work for MCC (update of the Work Plan)
	Rapporteurs
	2012-08-09

	67/2
	6
	S3-120422
	Rapporteurs to check their specifications and bring in CRs to correct references to Internet Drafts that have progressed to RFC status
	Rapporteurs
	2012-08-09
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