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Introduction and Proposal

ANDSF requires for Release 9 a solution that enables authorization and policy transfer for the roaming case. This discussion papers outlines three different alternatives how authorization policies can be managed by the home operator. Also some of their advantages and drawbacks are described. From the documentation of SA2 it is not clear, which of those approaches would be suitable for their work? It is assumed, that the home network wants to control also the service usage in the visited network (and hence the authorization).The decision on where to store the authorization information (authorization policy) has impacts on the network interfaces, depending on the alternative, new network interface or extension of existing ones. The authorization policy will indicate if the user is allowed to use a particular service or not. This is closely related to the network selection policy of ANDSF, since this describes the network selection rules for the user (i.e. the reason why a user is granted access to a network is different, but the result is the same for the user (access or not)).
For the single network case, the ANDSF management object (network selection policy) is stored in the ANDSF service server. For authentication we assume the usage of GBA as was already decided. The UE may contact the V-ANDSF or the H-ANDSF. For all three approaches it is assumed that there exists an ANDSF authorization policy. The ANDSF authorization policy can be an authorization specific extension for roaming to the network selection policy or it can be a separate XML file. The general architecture is the following:
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Alternative 1 – Zn extension
GBA has the User Security Settings, which allow the authorization for a specific user. The USS also can contain other information for the BSF or the NAF (i.e. service providing node). The USS is stored and maintained in the HSS. In this alternative all service access related data is stored in the home ANDSF. The ANDSF authorization policy is stored in the home ANDSF (either part of the ANDSF network selection policy or standalone file). Parts of that USS data and potentially further data are supposed to be transferred to the Visited ANDSF on request (e.g. if GBA_U is utilized, then this is necessary). 

We assume that the policies (network and authorization) are only stored and maintained in the home ANDSF server, in other words, the authorization policy would be part (an extension) of the existing ANDSF policy or an XML file stored in the same manner. The USS would contain basic information for the BSF that the policy has to be fetched. The BSF would process the USS as usual, but additionally contacts the home ANDSF, sends the USS to the ANDSF and request that at some predefined place in the USS, the home ANDSF inserts the appropriate ANDSF authorization policy information.

The modified USS is then send back to the BSF, which then just uses the normal Zn interface to forward the information to the visited ANDSF. This approach would allow that the home operator can exercise user and partner specific control of the service usage.
This solution would require extending the existing Zn interface between home ANDSF and BSF. But this could be done in a way that the extension is also generic and usable for similar cases by other services. The advantage of this approach lies in the fact, that the Zh interface to HSS would not change, the Zn interface between Visited ANDSF and BSF would not change, and the HSS would not need to support a new interface or provide large storage for the ANDSF policies.
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Alternative 2

In this alternative, we assume that the only valid ANDSF authorization policy in the network is stored in the home ANDSF (i.e. the authorization would be part of the ANDSF network selection policy or in a separate file, but stored in the same way). The USS contains basic information for the BSF that the authorization policy is stored in ANDSF. The BSF contact the home ANDSF and receives the ANDSF authorization policy “as is”. The BSF would then process the ANDSF authorization policy and insert relevant parts into the USS. The home ANDSF would not receive the USS.  This approach would also allow user and partner specific control of the home operator.
In this approach the BSF has to carry out ANDSF service authorization and the ANDSF service logic. The BSF is usually service agnostic, but in this alternative quite some service specific logic would be required from the BSF.
This approach requires also changes to the Zn interface between home ANDSF and BSF (similar to alternative 1). Zh and Zn between BSF and V-ANDSF would remain unchanged. The drawback is that the BSF, which is not an ANDSF specific node has to perform ANDSF specific tasks. This is for ANDSF not relevant, but for networks that do not have ANDSF, but only a BSF this would mean that they have would have this functionality implemented, but could not use it. In the past the BSF have been fully service agnostic for all service (currently 7 standardized with a service code).
Alternative 3
One method could be to copy the ANDSF authorization policy or parts of it from the Home ANDSF to the USS in the HSS. The approach here would be to store all authorization relevant data in the USS and potentially some of the ANDSF management object data, and the H-ANDSF would have the ANDSF management object data. This implies that the data needed to determine, if a user is allowed to access some service network would come from two different sources (one for the authorization and one for the network selection). Even if the motivation behind those two is different, there is a risk that there might be conflicts and that the network selection policy might be “misused” for authorization also. The USS would need some major extensions to accommodate a potentially large ANDSF management object. This would then allow that the Zh and Zn interfaces “as is”, but brings along some serious drawbacks. If the operator treats all ANDSF servers the same (his own and the ones of the roaming partners, then this might be a feasible approach), since the USS additions can quite small then. If there is the wish to have the possibility partner-specific policies, then the alternative 3 is quite resource consuming for the HSS. If the policy is splitted cleanly into two parts without overlap, then the network selection policy (stored in H-ANDSF) and the authorization policy in the USS may give different information, if a user is allowed to access or not. The responsibility in this alternative to resolve such a problem would be with the roaming partner (V-ANDSF). The drawbacks are that the Home ANDSF and the HSS would require a new interface for information exchange and synchronization, if GBA is to be used as is. The storage requirement in the HSS would be substantially increased (the ANDSF management object can be quite large) and the Home ANDSF and the HSS would need to synchronize their data regularly to avoid inconsistencies in the decision making process.
Proposal

The security approach has some impacts on the network interfaces, hence we propose that the accompanying LS is send to SA2 to identify the most suitable approach.
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