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Introduction and Proposal

This contribution refines some of the requirements and tries to decompose them into more detailed requirements which are easier to verify. Also alternative 3b outlines a solution for removable UICC, which would satisfy a requirement which still contains an editor’s note stating that this is for further study. Hence the editor’s note is removed.
We ask SA3 to study the addition and to agree to the proposed changes.

Pseudo-CR

4.3
Requirements

4.3.1
Security requirements
From the analysis in clause 4.2, the following requirements can be derived: 

· It should be possible to prevent theft of or tampering with the subscription. The following options could be considered:

· The physical UICC is mechanically attached to the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The MCIM application is integrated within the M2M equipment in a trusted environment (TRE) (without a physical UICC),  which:

· provides a secure execution environment; 

· provides a secure storage environment that protects secrets;

· prevents the loading of unauthorised software on the M2M equipment (“secure boot”);

· has some degree of physical protection against attack; 
· support at least one approved algorithm implementing the 3GPP AKA (e.g. Milenage) and mode of operation, preferably two approved algorithm and mode of operation
· is tamper resistant; e.g. detects tampering and aborts boot or initiating reconfiguration back to clean state or other safe course of action  

· securely stores and uses credentials that are established using secure methods (e.g. no plaintext input of credentials over the air)

NOTE1:
The network can also restrict the range of services the M2M can use e.g. by setting the M2M subscription to a data-only subscription with a limited low data volume in the network.
· 
· meets relevant requirements. Those relevant requirement might be originated from one or several of the following documents OMTP TR0 [5], OMTP TR1 [6], TCG [3], GSMA/EICTA Principles concerning handset theft [7] and other relevant industry standards on prevention against attack.

· Physically removable UICC

· For the integrated MCIM option, it should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable MCIM application.
· For the integrated MCIM option, it should be possible to securely initially provision a new MCIM application to the M2M equipment.

· For the mechanically attached UICC and integrated MCIM options, it may be required to securely change the subscription in the M2M equipment remotely.


· Data traffic sent or received by an M2M terminal should have the same protection against eavesdropping or modifications as traffic processed by any 3GPP UE.
· Exposure of subscriber authentication keys to unauthorised 3rd parties would have severe consequences for the GSM and UMTS industry and shall therefore be prevented.

· Any new security relevant functionality or process shall not jeopardise an operator's ability to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.

4.3.2
Other Requirements

·  It should be possible to find a viable business model with the technical solution. 

· If the solution has an impact on existing subscriber management business processes, then the benefits of the solution should compensate for any additional cost and complexity of the new processes. 

· If the solution has an impact on existing network infrastructure, then the benefits of the solution should compensate for any additional cost and complexity of the new infrastructure. 

· If the solution has an impact on existing terminal architectures, then the benefits of the solution should compensate for any additional cost and complexity of the new terminal architectures. 
· The MCIM should support a number of lifecycle states (e.g. installed but not activated, activated, suspended).

· It should be possible to securely update the software and firmware of the M2M equipment OTA.

· It may be required to prevent the replacement of one operator’s MCIM application with that of another operator without the consent of all parties involved.

· It should be possible to prevent the download of software that would cause the incorrect execution of the MCIM application.

· Appropriate software isolation will be enforced between the secure environment or UICC and the main processing environment of the M2M equipment, and possibly within the secure environment or UICC itself.

· It should be possible for an operator who has a MCIM application installed in the M2M equipment to configure some aspects of the security policy of the M2M equipment.

· It should be possible for the MCIM application to be updated OTA.

· Any solution must preserve the ability of an operator to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.

4.4 
Evaluation criteria

NOTE: The order to this list has no implications on the importance of the issue at stake

The following criteria are defined and they need to be used for evaluating candidate solutions:

· 1) Security: How well does the solution meet the security requirements listed above and other relevant threats presented in the threat analysis sections?

· 2) Initial choice of operator: How well suited is the solution to the M2M requirements relating to initial choice of operator?

Editor's note: It should be studied if it is possible to merge remote management with initial choice of operator

· 3) Operator change: How well suited is the solution to the M2M requirements relating to operator change?

· 4) Remote Management: How well is the solution suited to remote management (provisioning and change) of subscriptions?
· 5) Legal and regulatory impact: How well does the solution address legal and regulatory requirements?  (Note that as these requirements vary across countries, legal and regulatory requirements will have to be derived in order for this criterion to be meaningfully applicable.)
· 6) Flexibility to adapt to new requirements: How easy is it to adapt or extend the solution to address new requirements related to M2M?  

· 7) Viability of trust model: Can the trust model be translated into a plausible business model? 

· 8) Suitability to mass market deployment.  Is the solution cost effective and scalable to the very large deployments envisioned within the M2M use cases?

· 9) Impact on subscription management systems: How much impact does the solution have on an operator's existing subscriber management systems? If new systems are required, what is their complexity?

· 10) Impact on network infrastructure: How much impact does the solution have on an operator's existing network infrastructure? If new infrastructure is required, what is its complexity?

· 11) Impact on terminal: How much impact does the solution have on the M2M terminal equipment? Can existing components be used, adapted or enhanced or do new components have to be developed?

· 12) Impact on 3GPP specifications: To what extent can existing specifications be re-used? What new specifications are needed?

The list of criteria is purposefully kept short but comprehensive to ensure that the analysis of solutions is manageable.
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