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Abstract of the contribution:

This contribution describes a simple way of allowing M2M operators to choose and change MNO in field.

Discussion

This contribution presents a straight-forward mechanism that solves one of the most important requirements from M2M operators: i.e. the possibility to change MNO in M2M equipments over air. This can be achieved without any exotic requirements on ‘virtual operators’, ‘temporary network connections’, temporary ID:s, registration services etc. 
This mechanism is independent on choice of implementation of USIM, be it UICC based or not.

It is thus also independent on any assumptions on tamper resistance.
Principles

Initial provisioning of M2M Equipments is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M operators. The following steps describe the mechanism for change of MNO OTA. Note that the M2M operator in the following may in fact be an M2ME manufacturer if it is the case that this is logistically favourable. 
1) The M2M operator chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed.

2) After initial service has started (or even before it has begun, if agreed in the contract) the M2M operator may decide to swap to another MNO = MNOB. 
3) MNOB delivers a list of IMSI to MNOA, for all M2ME that shall change MNO. 

4) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures.   
5)  MNOA delivers a list to MNOB containing all M2ME with their new IMSI, subscriber key K, and the associated OTA key. 
6) MNOB can now offer services to these M2ME.  If it desired MNOB can as an option later also change the subscriber keys OTA.

Requirements
This mechanism depends on the following requirements:

· The mechanism has to be supported by contractual agreements

· Involved operators must have a certain trust towards each other

· All involved operators must support a common AKA. It is proposed that a Milenage profile (Milenage with OP 128 zeroes etc) is prescribed for this. 
· All involved operators must use 3GPP (now partly ETSI SCP) specified OTA procedures (an M2M profile of OTA may be needed)

Conclusions

It is proposed that the listed requirements can be readily acceptable and that the described mechanism is of such value that it should be incorporated in the TR 33.812 as architecture alternative 5.2.7 so that it can be evaluated together with the other alternatives. 
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