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====BEGIN CHANGE ====

Annex B (informative):
Guidance on Certificate-based mutual authentication
between UE and application server

This section explains how subscriber certificates (see TS 33.221 [16]) are used in certificate-based mutual
authentication between a UE and an application server. The certificate-based mutual authentication between a UE and
an application server shall be based TLS as specified in IETF RFC 2246 [6] and IETF RFC 3546 [8].

When a UE and an application server (AS) want to mutually authenticate each other based on certificates, the UE has
previously enrolled a subscriber certificate as specified in TS 33.221 [16]. After UE isin the possession of the
subscriber certificate it may establish a TLS tunnel with the AS as specified in RFC 2246 [6] and RFC 3546 [8].

The AS may indicate to the UE, that it supports client certificate-based authentication by sending a CertificateRequest
message as specified in section 7.4.4 of IETF RFC 2246 [6] during the TL S handshake. This message includes alist of
certificate types and a list of acceptable certificate authorities. The AS may indicate to the UE that it supports subscriber
certificate-based authentication if the list of acceptable certificate authorities includes the certification authority of the
subscriber certificate (i.e. the operator's CA certificate).

The UE may continue with the subscriber certificate-based authentication if the list of acceptable certificate authorities
includes the certification authority of the subscriber certificate. Thisis done by sending the subscriber certificate as the
Certificate message as specified in sections 7.4.6 and 7.4.2 of IETF RFC 2246 [6] during the TL S handshake. If the list
of acceptable certificate authorities does not include the certification authority of the subscriber certificate, then UE
shall send a Certificate message that does not contain any certificates.

NOTE_1: Dueto the short lifetime of the subscriber certificate, the usage of the subscriber certificate does not
require on-line interaction between the AS and the PKI portal that issued the certificate.

If the AS receives a Certificate message that does not contain any certificates, it can continue the TLS handshake in two
ways:

- if subscriber certificate-based authentication is mandatory according to the AS's security policy, it shall response
with afatal handshake failure aert as specified in IETF RFC 2246 [6], or

- if subscriber certificate-based authentication is optional according to AS's security policy, AS shall continue with
TLS handshake as specified in IETF RFC 2246 [6].

In the latter case, if the AS has NAF functionality, the NAF may authenticate the UE as specified in clause 5.3 of the
present specification, where after establishing the server-authenticated TLS tunnel, the procedure continues from step 4.

NOTE_2: In order to successfully establish a TLS tunnel between the UE and the AS using certificates for mutual
authentication, the UE must have the root certificate of the AS's certificate in the UE's certificate store,
and the AS must have the root certificate of the UE's subscriber certificate (i.e. operator's CA certificate)
in the ASs certificate store. The root certificate is the root of the certification path, and should be marked
trusted in the UE and the AS.

NOTE 3: In order to enable accessto an ASin avisited network with subscriber certificates requires that the AS
has the CA certificate of subscriber's home operator and it is marked trusted in the visited AS. The
procedure to do thisis outside the scope of this specification.
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