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4.1 MBMS security architecture

MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a multicast
service isto be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method
of authentication, key distribution and data protection for a multicast service. The AKA protocol (see TS 33.102 [4]) is
used to both authenticate a user and agree on keysto be used between that user and the network. These keys are
subsequently used to provide protection of traffic between the network and the UE.

Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elementsinvolved in MBMS from a security perspective. Nearly all the
security functionality for MBMS (beyond the normal network bearer security) resides in either the BM-SC or the UE.

The Broadcast Multicast — Service Centre (BM-SC) is a source for MBMS data. It could also be responsible for
scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for
transmission. It isresponsible for generating and distributing the keys necessary for multicast security to the UEs and
for applying the appropriate protection to data that is transmitted as part of a multicast service. The BM-SC also
provides the MBM S bearer authorisation for UESs attempting to establish multicast bearer.

The UE isresponsible for receiving or fetching keys for the multicast service from the BM-SC and also using those
keys to decrypt the MBMS data that is received.

MBMS imposes the following requirements on the MBMS capable el ements:

- _aUICC that contains MBMS key management functions shall implement GBA _U;

- _aME that supports MBMS shall implement GBA U and GBA ME, and shall be capable of utilisingthe MBMS
key management functions on the UICC as well as providing key management functions itself;

- aBM-SC shall support using GBA U keys to enable UICC key management.
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6.1 Using GBA for MBMS

TS33. 220 [6] (Generlc Bootstrappl ng Archltecture) isused to agree keysthat are needed torunan M BMS Multicast

Before auser can access an MBM S User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-
keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within
clause 5 of TS 33.220 [6]. The BM-SC will act asa NAF (Network Application Function) according to TS 33.220 [6].

The MSKsfor an MBM S User service shall be stored on either the UICC or the ME. Storing the MSKs on the UICC

requires a UICC that contains the MBM S management functions{ane-that-+s- GBA-aware)-and-requiresthat-the BM-SC
sGBAU-aware.

-Asaresult of athe GBA_U runin-thesecireurmstances, the BM-SC will share akey Ks_ext NAF with the ME and
share akey Ks_int_ NAF with the UICC. Thiskey Ks_int_ NAF is used by the BM-SC and the UICC as the key MUK
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(MBMS User Key) to protect MSK (MBMS Service Key) deliveries to the UICC as described within clause 6.3. The
key Ks ext NAF isused asthe key MRK (MBMS Reguest Key) within the protocols as described within clause 6.2.

H-any-ether-cireumstanceaA run of GBA_ME resultsin the BM-SC sharing akey Ks_(ext) NAF with the ME. This
key Ks (ext) NAF isused by the BM-SC and the ME to derive the key MUK and the key MRK-(MBMS-Reguest-Key).
The key MUK is used to protect MSK deliveriesto the ME as described within clause 6.3. The key MRK is used to
authenticate the UE towards the BM-SC within the protocols as described within clause 6.2.
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