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1 Introduction

In SA3 #35 meeting in Malta Ericsson volunteered to initiate the IETF processes for reserving officia name
space for MBM S extensionsin RFC 3830 [1] (MIKEY) and for reserving UDP port number for MIKEY .
Ericsson has submitted an internet draft (attached to this contribution [2]) to IETF and has started the UDP
port registration process. This contribution explains the content and status of these processes.

2 MBMS extensions for MIKEY in IETF

Chapters 2.1 and 2.2 show the current situation and related problems with the MBM S extensions needed to
MIKEY RFC. Chapter 2.3 describes how these problems are solved in the internet draft submitted by
Ericssonto IETF.

2.1 Current situation

Current TS 33.246 [3] and approved CR S3-040857 [4] from Malta meeting identify three placesin RFC
3830 where new name space is needed for MIKEY’'s MBMS extensions. These extensions are heeded to
distinguish MSK delivery from MTK delivery and to identify “outer” and “inner” keys:

1. Datatypefieldin common header (section 6.1 of MIKEY'). New name space is needed to indicate if
the message carriesMSK or MTK.

2. Generd extension payload (section 6.15 of MIKEY). New general extension payload type is needed
to carry the identifiers of the “outer key” that is used to protect the message and “inner key” that is
carried in the message. In case of MSK delivery the “outer key ID” and the “inner key ID” are
MUK-ID and MSK-ID, respectively. In case of MTK delivery, theseare MSK ID and MTK 1D,

respectively.

3. Typefieldin Key data sub-payload (section 6.13 of MIKEY'). New name space is needed to indicate
if the message carriesMSK or MTK.
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2.2 Problem statement

A problem with bullets 1 and 3 is that they do not follow the semantics of origina MIKEY fields. Thisis
analysed below.

2.2.1 Data Type field

MIKEY protocol supports three key delivery methods:. pre-shared key, public key and Diffie-Hellman
methods. The Data Type field indicates which method is used. The current values of Data Typefield in RFC
3830 are asfollows:

Table 1. MIKEY Data Type Values in RFC 3830

Data Type Value Comment
Pre-shared 0 Initiator's pre-shared key message
PSK ver msg 1 Verification message of a Pre-shared key message
Public key 2 Initiator's public-key transport message
PK ver msg 3 Verification message of a public-key message
D-H init 4 Initiator's DH exchange message
D-H resp 5 Responder's DH exchange message
Error 6 Error message

MBMS security is using the pre-shared key method asis specified in clause 6.4.2 of TS 33.246: “MIKEY
shall be used with pre-shared keys as described in RFC 3830 [9] .”

Therefore it would be natural that corresponding Data Type field values (0 and 1) are used also for MBMS
security instead of that new Data Type values would be defined for MSK or MTK delivery. Thiskind of
modification that is against the semantics of a field would aso be very hard to get accepted in IETF. Instead,
the MSK/MTK indication could be carried in the extension payload, see chapter 2.3.

2.2.2 Type field in key data sub-payload of KEMAC

CR S3-040857 introduced that the Type field in Key data sub-payload in KEMAC payload aso carries the
indication whether the message carries MSK or MTK. However, thisis not needed for the following reasons:

e Thekey typeisindicated already by other fieldsin the message, i.e. in Data Typefieldin current TS
or in extension payload as proposed in this contribution. Also MGV-F (e.g. UICC) receivesthis
information since the whole MIKEY message is conveyed to the MGV -F.

* TheTypefieldisused to indicate whether MIKEY needs to further derive the transported key. For
examplein case of streaming further key derivation from MTK is not needed, since SRTP hasits
internal key derivation. But in case of download, MIKEY may need to derive MTK _| and MTK_C
from MTK. This can be indicated by using value “TEK" for streaming case and “TGK"” for
download case, see table 2 below.
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Table 2. MIKEY Type Valuesin Key data sub-payload

Type Vaue
TGK 0
TGK + SALT 1
TEK 2
TEK + SALT 3

2.3 Proposed extension payload

2.3.1 Internet draft

An internet draft [2] was submitted by Ericsson to the IETF meeting number 61. It may be too early to
estimate when the draft gets into RFC status. The internet draft is described in the following. It proposesto
concentrate all needed MBM S extensions to the general extension payload, i.e. key type and key identifier
are carried close to each other in new general extension payload type.

A new type of general extension payload is defined is as follows:

01234567890123456789012345678901
B e T i e e N i sk sk S e TR S S e S e e s e
I Next payload ! Type ! Length
BT s o i e o o o T s sl sl sl TR S S Y Y S S S
! Key I D I nformation
B e T i e e N i sk sk S e TR S S e S e e s e
Figure 1. New general extension payload
Values‘0 and ‘1 are aready used therefore anew value ‘2" is proposed for the Type. (The value may
change when the draft evolves since also another new general extension payload type has been proposed in
IETF.)
TheKey ID Information field consists of one or more Key Type ID sub-payloads as described below.
T S o T S S I T s s T ST S S S S U s S S S
I Key Type I Key ID Length ! Key 1D ~
T ATl S S i i S s sl Al ST S S S

Figure 2. Key Type ID subpayload

The following values are specified for the Key Type field:
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Table 3. Key Type Valuesin Key Type ID sub-payload

Key Type Vaue | Comment
MBMS User Key 0 User key (PTP)
MBMS Service Key 1 Group key
MBMS Traffic Key 2 Group traffic key

The Key ID length field allows different keys to have different length.
2.3.2 Usage of new general extension payload in MBMS

For examplein MSK delivery, the new extension payload includes two Key Type ID sub-payloads where the
first sub-payload includes Key Type ‘0’ for MUK (i.e. “outer key™) and the second sub-payload includes Key
Type ‘1 for MSK (i.e. “inner key”). The Data Typefield includes ‘O’ indicating pre-shared key message.

3 Reserving UDP port number

A port number in the range 1024-49152 has been requested from IANA for carrying RFC3830 messages
over UDP. The numbersin that range do not need an RFC for registration, where as the numbers below 1024
do. Theregistration has been acknowledged by IANA.

4 Conclusions and proposal

This contribution has described the contents of the internet draft (1-D) for MBM S extensions for RFC 3830
(MIKEY). The I-D concentrates al needed MBMS extensions to a new general extension payload. This
means also that the usage of Data Type field in common header and Type field in Key data sub-payload is
aligned between MBMS TS and RFC 3830.

It is proposed that SA3 adopts the new genera extension payload type presented in the I-D. This means some
changesin the current TS and possibly in stage 3, but Ericsson strongly believes that SA3 should take the
opportunity to align MBMS extensions with RFC 3830 as much as possible. It isforeseen that this will be
more future proof solution and will ease implementation effort.

A CR from Ericsson to this meeting proposes needed changesin TS 33.246.

5 References

[1] |ETFRFC 3830 "MIKEY: Multimedia Internet KEYing"

[2] IETFinternet draft "The Key ID Information Type for the General Extension Payload in MIKEY”
<draft-carrara-newtype-keyid-00.txt>, October 2004

[3] TS33.246, Security of MBMS

[4] TD S3-040857 “Adding MIKEY payload type identifiers’, SA3#35
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Abstract

This meno specifies a new Type (the Key ID Information Type) for the
General Extension Payload in the Miultimedia |Internet KEYing
Protocol. This is used in the Miltinmedi a Broadcast/Milticast Service

specified in the 3rd Generation Partnership Project.
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| nt roducti on

The 3rd Generation Partnership Project (3GPP) is currently involved
in the devel opment of a nmulticast and broadcast service, the

Mul ti medi a Broadcast/Multicast Service (MBMS), and its security
architecture [MBMS]. This service is specified for 3GPP Rel ease 6.

[ MBMS] requires the use of the Multinedia Internet KEYing (M KEY)
Protocol [RFC3830], to convey the keys and rel ated security
paraneters needed to secure the nedia that is nulticast or

broadcast. For the stream ng scenario, the security protocol used to
protect the media is the Secure Real-tine Transport Protocol (SRTP)

[ RFC3711] .

One of the requirenents that MBMS puts on security is the
possibility to perform frequent updates of the keys. The rationale
behind this is that it should be inconvenient for subscribers to
publi sh the decryption keys enabling non-subscribers to viewthe
content. To inmplement this, MBMS uses a three | evel key managenent,
to distribute group keys to the clients, and be able to re-key by
pushi ng down a new group key. As illustrated in the section bel ow,
MBMS has the need to identify which types of key are involved in the
M KEY message, and their identity.



This menmo specifies a new Type for the General Extension Payload in

M KEY, to identify the type and identity of involved keys.

2. The MBMS key managenent

The key managenent sol ution adopted by MBMS uses a three | evel key
managenment. The keys are used in the way described below. "dients"
refers to the clients who have subscribed to a given

mul ti cast/ broadcast service.

Carrara, Norrman [ Page 2]
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- - the User Key (MJK), one point-to-point key between the nulticast
server and each client

- - the Service Key (MSK), one group key between the nulticast server

and all the clients

- - the Traffic Key (MIK), one group traffic key between the nulticast
server and all clients.

The Traffic Keys are the keys that are regularly updated.

The point-to-point MK key (first-level key) is shared between the
mul ti cast server and the client via neans defined by MBVMS [ MBVS]

The MK is used as pre-shared key to run MKEY with the pre-shared
key method [ RFC3830], to deliver (point-to-point) the MSK key. The
same MSK key is pushed to all the clients, to be used as a (second-

| evel ) group key.

Then, the MSK is used to push to all the clients an MIK key (third-
| evel key), the actual group key that is used for the protection of
the nedia traffic. The MIK is, in other words, the master key for

SRTP in the stream ng case.

To allow this distribution, an indication of the type and identity

of involved keys in the MKEY nmessage is needed. This indication is

carried in a new Type of the Ceneral Extension Payload in M KEY.

3. The Key ID Information Type for the General Extension Payl oad

The General Extension payload in MKEY is defined in Section 6.15 of
[ RFC3830] .

The Key ID Information Type (Type 2) formats the Ceneral Extension

payl oad as foll ows:



1 2 3
01234567890123456789012345678901
Rt e i i i T e S S e St S S
I Next payload ! Type ! Lengt h !
B T e T S T i i T s i S S S S e
! Key ID Information ~

e T T S S S T S S e i i S S S

Next Payl oad and Length are defined in Section 6.15 of [ RFC3830].
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* Type (8 bits): identifies the type of the General Payl oad
[ RFC3830]. This nmeno adds Type 2 to the ones already defined in

[ RFC3830] .
Type | Value | Comments
keyi d | 2 | information on type and identity of keys
Table 1

* Key ID Information (variable |ength): the general payl oad data
transporting the type and identifier of a key. This field is formed
by Key Type |D sub-payl oads as specified bel ow.

The Key Type |ID sub-payload is formatted as fol |l ows:

T T S S S e i o S U SR A S AR Lk Tk T

I Key Type I Key ID Length ! Key 1D ~

e T T S S S T S S e i i S S S

* Key Type (8 bits): describes the type of the key. Predefined

types are listed in Table 2.

Key Type | Value | Conment

MBMS User Key | 0 | User key (point-to-point)
MBMS Servi ce Key | 1| Goup key

MBMS Transport Key | 2| Goup traffic key

Tabl e 2.



* Key ID Length (8 bits): describes the length of the Key ID
field in bytes.

* Key ID (variable length): defines the identity of the key.

Note that there may be nore than one Key Type |ID sub-payload in an

extension, and that the overall length of the Key Identifier ID

field cannot exceed 2716 bytes.

Carrara, Norrman [ Page 4]
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4. Security Considerations
This menmo is not foreseen to introduce security inplications. For
the security considerations of the MKEY protocol, see [ RFC3830].
5. |1 ANA Consi derati ons
A new M KEY General Extension Payl oad Type needs to be registered
for this purpose. The registered value is requested to be 2

according to Section 3.

The nane spaces for the following fields in the General Extensions

payl oad (from Section 3) are requested to be managed by | ANA:

* Key Type (Table 2).
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6.4.1 General

MIKEY isused to transport the MSKs and MTKs from the BM-SC to the UE. Clauses 6.4.2, 6.4.3, 6.4.4 and 6.4.5
describe how to create the MIKEY messages, while clause 6.4.6 describes the initial processing by the ME on these
messages. The final processing is done by the MBM S key Generation and Validation Function (MGV-F) and is
described in clause 6.5.

MIKEY shall be used with pre-shared keys as described in RFC 3830 [9].

To keep track of MSKs and MTKs, anew Extension Payload (EXT) [13] is added to MIKEY. The Extension Payload
contains the key types and identities of MSKs and the MTKs (see clause 6.3.2 and 6.3.3).

6.4.2 MIKEY common header

CR page 2
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thepree%mgstage The mesgages are sent pOi nt to p0| nt between the BM-SC and eech UE The messages use the
MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY .

Once the MSK isin place in the UE, the UE can make use of the multicast MTK messages sent by the BM-SC. The
MTK iscarriedin meswges conforml ng to the structure defined by Ml KEY and use the M SK asthe pre~shared secret

If the BM-SC requires an ACK for an MSK key update message thisisindicated by setting the V-bit in the MIKEY
common header. The UE shall then respond with aMIKEY message containing the verification payload. In the case the
server does not receive an ACK, normal reliability constructions can be used, e.g., start atimer when the message is
sent and then resend the message if no ACK isreceived before the timer expires.

The CSB ID field of MIKEY common header shall carry the Key Group ID.

*kkkkkkk N EXT C HA N G E********

6.4.4  General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To
be able to keep track of the keys, a new-general Extension Payload (EXT) is defired-used that conforms to the structure

defined in [13] section 6.15 of RFC 3830 [9] (MIKEY),

Thetypes and IDs of the involved keys are kept in the EXT, to enable the UE to look up the type and identity of the key
which was used to protect the message, and which key is delivered in the message. This EXT isincorporated in the
MIKEY messages (see Figure 6.4).

When an MIKEY message M-SK-is delivered to a UE, theit MHKEY-message-contains an EX7—Extension Payload that
heldsincludes Type field value x.

Editor’s Note: The type value will be replaced by an IANA requested value.

The EXT includes two Key Type ID sub-payloads as defined in [13]. These subpayloads identify the outer key ID that
isthe ID of the key used as pre-shared secret for the key delivery (i.e. an MUK or MSK), and the inner key ID that is
transported in the message (i.e. an MSK or MTK). For messages that contain an MSK, the first subpayload includes
Key Type and the MUK 1D of the MUK used to protect the delivery, and the second subpayload includes the Key Type
and MSK ID of the MSK delivered in the message. For messages that contain an MTK, the first subpayload includes
Key Type and EXT-eentainsthe MSK ID of the MSK used to protect the delivery, and the second subpayload includes
the Key Typeand MTK ID of the MTK contained in the message. The MSK ID and MTK ID areincreased by 1 every
time the corresponding key is updated. It is possible that the same MTK is delivered several timesin multicast, and the
ME can then discard messages related to akey it already has instead of passing them to the MGV -F.

The MGV -F (see clause 6.5) protectsitself from a possibly malicious ME by checking the integrity and freshness of the
MIKEY message.
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The format of the key IDs shall be represented by unsigned integer counters, different from zero. The reason for
disalowing zeroisthat it is reserved for future use. Note that this means that there can only be 2*{ n} - 1 different keys
in use during the same session, where n is the number of bitsin the ID field.

Nninar Wayvy
I\

1 o a [T m
mnic Cy I

Key Type ID subpayload (variable length)

Key Type ID subpayload (variable length)

Figure 6.4: Extension payload used with MIKEY

6.4.5.1 MSK message structure

The structure of the MIKEY message carrying aMSK key is depicted in Figure 6.5. The actual key that isdelivered is
kept in the KEMAC payload. The MIKEY-RAND is used to derive e.g. encryption and authentication keys from the
received keys. It issent only in theinitial MSK delivery message. The identity payloads of the initiator's and
responder's IDs shall be included in the MSK transport messages. IDi isthe ID of the BM-SC and IDr isthe ID of the
UE. Security Policy (SP) payload includes information for the security protocol such as agorithmsto use, key lengths,
initial values for algorithms etc. The Key Validity Data subfield is present in the KEMAC payload when MSK is
transported but it is not present for MTK transport. The field defines the Key Validity Time for MSK in terms of
sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID). The lower limit of the interval
defines the SEQs to be used by the MGV -F (see clause 6.5).

Editor's Note: The type (URI or NAI) of identity payloads to use are for further study.

Editor's Note: The contents of the Security Policy payload depends on the used security protocols. RFC 3830 [9]
(MIKEY) has defined Security Policy payload for SRTP, but for other security protocols there is a need
to define new Security Policy payloads. The exact definitions of these are FFS.
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Common HDR
TS

MIKEY RAND
IDi
IDr
{SP}
EXT
KEMAC

Figure 6.5: The logical structure of the MIKEY message used to deliver MSK.
For use of brackets, cf. section 1.3 of RFC 3830 [9] (MIKEY)

kkkkkkkk N EXT C HA N G E********

6.4.5.3 MTK message structure

The structure of the MIKEY message carrying aMTK key isdepicted in Figure 6.7. The actual key that isdelivered is
kept in the KEMAC payload. The network identity payloads (1Di) shall be used in MTK transport messages.

Common HDR
TS
IDi
EXT
KEMAC

Figure 6.7: The logical structure of the MIKEY message used to deliver MTK
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6.4.6 Processing of received messages in the ME

6.4.6.1 MSK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following
section 5.3 of RFC 3830 [9]).

1. The Extension Payload (BataFypefietd-of-the-commenMHKEY-header (HBR)EXT) is examined, and if it
indicates an MSK delivery protected with MUK, the MUK ID is extracted-from-the Extension-Payload.

2. The Timestamp Payload is checked, and the message is discarded if the counter is larger or equal to the current
MIKEY replay counter associated with the given MUK (the counter valueis retrieved from MGV-S). To avoid
issues with wrap around of the ID fields "smaller than" should be in the sense of RFC 1982 [10].

3. The Security Policy payload is stored if it was present.
4. The message is transported to MGV-F for further processing, cf clause 6.5.2.

5. The MGV-F replies success or failure.

6.4.6.2 MTK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following
section 5.3 of RFC 3830 [9]).

1. The Extension Payload (BataTypefield-of-the-commonMHKEY-header (HDR)}-EXT) is examined, and if it
indicates an MTSK delivery protected with MSK, the MSK ID is extracted-from-the-Extension-Payload.

2. The Timestamp Payload is checked, and the message is discarded if the counter is larger or equal to the current
MIKEY replay counter associated with the given MSK (the counter value isretrieved from MGV-S). To avoid
issues with wrap around of the ID fields ““smaller than™ should be in the sense of RFC 1982 [10].

3. Ifthe MTK ID extracted from the Extension payload is|ess than or equal to the current MTK ID (kept in the
ME), the message shall be discarded.

4. The messageis transported to MGV -F for further processing, cf 6.5.3.
5. The MGV-F replies success (i.e. sending the MTK) or failure.

*kkkkkhkk N EXT C HAN G E********

6.5.3 MSK processingvahdation-and-derivation

When the MGV -F receives the MIKEY message, it first determines the type of message by reading the -BataTypefield
-the-common-headerEXT. If the key in the message is an M SK protected by MUK, MGV -F retrieves the MUK with
the 1D given by the Extension payload.

MSK—G)—The |nteqr|ty of the messageis vahdated and the M SK is extracted from the KEMAC pavload as descrl bed in

Section 5 of [9] if the validation is successful. The Key Validity datais extracted from the message and stored (in the
form of MTK ID interval). The lower limit of the interval defines the SEQs.

NOTE: TheMSK isnot necessarily updated in the message, since aM SK transport message can be sent e.g. to
update the Key Validity data.
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If messageM-AC verifievalidation is successful, then the MGV-F shall update in MGV-S the counter value in the Time
Stamp payload associated with the corresponding MUK ID.

6.5.4 MTK processingvaldation-and-derivation

When the MGV -F receives the MIKEY message, it first determines the type of message by reading the BataType-field
-the-commen-headerEXT. If the key inside the message is an MTK _protected by MSK, MGV -F retrieves the MSK
with the ID given by the Extension payload.

It is assumed that the MBMS service specific data, MSK and the sequence number SEQs, have been stored within a
secure storage (MGV-S). Both MSK and SEQs were transferred to the MGV -S with the execution of the MSK update
procedures. Theinitial value of SEQsis determined by the service provider.

The MGV-F shadl only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is
deemed to be fresh.

The MGV -F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQs. If SEQp
isequal or lower than SEQs then the MGV-F shall indicate afailure to the ME. If SEQp is greater than SEQs then the
MGV F shall verlfv the mtequtv of the MIKEY message accord| ng to RFC 3830 [9] ealeulatetheMA@asdehﬁedrm

KEMAGpaeraeLm%heM—%%’—mmge If theMAGvenflcatlon is unsuccessful then the MGV F WI|| |nd|cate a
failure to the ME. If the MAC verification is successful, then the MGV -F shall update SEQs with SEQp value and

extract the start-the-generation-of MTK from the message. The MGV -F then provides the MTK to the ME.

The MGV-F shall update in MGV -S the counter value in the Time Stamp payload associated with the corresponding
MSK ID.

NOTE: MIKEY includes functionality to derive further keys from MTK if needed by the security protocol. The
key derivation is defined in section 4.1.3 of RFC 3830 [9] (MIKEY).].
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