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weeex Begin of Changes **+*

7.2.3.2 S-CSCF mechanisms

S-CSCF shall use the IMPI to retrieve the | P address stored during PDP context activation. For all requests, the S-CSCF
first checks whether a“received” parameter existsin the tep- “via’ header field provided by the UE. If a“received”
parameter exists, S-CSCF shall compare the | P address recorded in the “received” parameter against the UE’'s IP
address stored during registration. If no “received” parameter existsin the top-“via’ header field provided by the UE,
then S-CSCF shall compare I P address recorded in the “sent-by” parameter against the | P address stored during
registration. In both cases, if the HSS retrieved | P address and the | P address recorded in the tep-“via’ header provided
by the UE do not match, the S-CSCF shall reject the registration with a 403 Forbidden response.

If the request sent isan initiadl REGISTER, then the S-CSCF shall always query the HSS to retrieve the | P address
registered during PDP context activation. The |P address fetched during ainitial SIP REGISTER shall be stored in the
S-CSCF and used for checking subsequent non-REGISTER SIP requests and non-initial REGISTER requests. The S-
CSCF shall implement procedures to recover the registration information (including I P address) from the HSS in case of
asystem failure.

The S-CSCF shall check the IP address for every SIP request, but it shall only contact the HSS to fetch the IP address
during the initial SIP Register.

NOTE: The S-CSCF only needs to contact the HSS to fetch the IP address during the initial SIP REGISTER
because any change in IP address at the GPRS level will trigger the UE to send an initial REGISTER .
Furthermore, the GGSN always notifies the HSS when the | P address is deallocated and the HSS then
immediately deregisters the user. This mechanism requires that the S-CSCF can distinguish between
initial REGISTER requests and re-REGISTER requests. Contacting HSS for every SIP message would
place too high aload on the HSS.

*kkkk Next Change *kkkk

7.2.5 Message flows

7.2.5.1 Successful registration

Figure 1 below describes the message flow for successful registration to the IMS that is specified by the early IMS
security solution.

Note, that the “received” parameter is only sent from P-CSCF to S-CSCF under the conditions given in clause 7.2.3.1.
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UE1 GGSN RADIUS/ P-CSCF S-CSCF

HSS

PDP Context Activation Request

P

Accounting Request Start (PDP
Address Allocated — ff.ee.dd.cc,
+ MSISDN)
P
Accounting Request Ack
PDP Context Activation Accept
(PDP Address Allocated: ff.ee.dd.¢c)
SIPREGISTER
(via: "sent-by" - ff.ee.dd.cc)
(private user id of UE1)
-
GGSN checksfor IP
address spoofing
P SIP REGISTER
sc ff.eedd.ee | (Via "sent-by" - ff.eedd.cc)
(plivﬁcuzﬂ e-of UEl)
-
Check source IP
address against SIP
"via' field

SIP REGISTER
(via: "sent-by" - ff.ee.dd.cc
"received" — ff.ee.dd.cc)
(private user id of UE1)

Cx-MAR
< (private user id of UEL)
Map private user id to
MSISDN to retrieve
associated |P address Cx-MAA
(IR Address stored ff.ee.dd.cc)

af

Check "received" IP
address against HSS
SIP: 200 OK stored IP address

> |
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UE1 GGSN RADIUS/ P-CSCF S-CSCF

HSS
PDP Context Activation Request
P
Accounting Request Start (PDP
Address Allocated — ff.ee.dd.cc,
+ MSISDN)
P
Accounting Request Ack
PDP Context Activation Accept
(PDP Address Allocated: ff.ee.dd.¢c)
SIPREGISTER
(via: "sent-by" - ff.ee.dd.cc)
(public user id of UEL)
-
GGSN checksfor IP
address spoofing
P SIP REGISTER
sc ff.eedd.ee | (Via "sent-by" - ff.eedd.cc)
(public user id of UEL)
-
Check source IP
address against SIP
"via' field
SIP REGISTER
(via: "sent-by" - ff.ee.dd.cc
"received” — ff.ee.dd.cc)
(public user id of UE1)
Cx-MAR
< (public user id of UE1)
Map public user to
MSISDN to retrieve
associated |P address Cx-MAA
(IR Address stored ff.ee.dd.cc)
Check "received" IP
address against HSS
SIP: 200 OK stored IP address
< |

Figure 1. Message sequence for early IM S security showing a successful registration

*kkkk Next Change *kkkk

7.2.5.2 Unsuccessful registration

Figure 2 below gives an example message flow for the unsuccessful attempt of an attacker trying to spoof the IMS
identity of avalid IMS user.

Again, the “received” parameter isonly present between P-CSCF to S-CSCF under the conditions given in clause
7.23.1.
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(previoudly allocated IP

address: aa.bb.cc.dd)

P-CSCF

S-CSCF

UE 2 UE1 GGSN RADIUS
HSS
PDP Context Activation Request
>
Accounting Request Start (PDP
Address Allocated — ff.ee.dd.cc,
+ MSISDN)
P
Accounting Request Ack
PDP Context Activation Accept
(PDP Address Allocated: ff.ee.dd.¢c)
P SIPREGISTER
o aabb.cedd | (Via "sent-by" -aabb.cc.dd)
(private user id of UE1)
-
GGSN checksfor IP
address spoofing
SIP REGISTER

IP
src: aa.bb.cc.dd

(via: "sent-by" -aa.bb.cc.dd)

riviataucor id of 1 1E1)
at G

Fhae-user1a-o-otx)

SIP: 403 Forbidden

P

"via'

Check source IP
address againgt SIP

field

SIP REGISTER
(via: "sent-by" -aa.bb.cc.dd
"received” —aabb.cc.dd)
(private user id of UEL)

Cx MAR
(private user id of UEL)

<

Map private user id to
MSISDN to retrieve
associated |P address

=

(

Cx-MAA
Address stored ff.ee.dd.cc)

"

Check "received" IP
address against HSS
stored IP address
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(previoudly allocated IP
address: aa.bb.cc.dd)

P-CSCF

S-CSCF

<

UE 2 UE1 GGSN RADIUS
HSS
PDP Context Activation Request
>
Accounting Request Start (PDP
Address Allocated — ff.ee.dd.cc,
+ MSISDN)
P
Accounting Request Ack
PDP Context Activation Accept
(PDP Address Allocated: ff.ee.dd.¢c)
P SIPREGISTER
o aabb.eedd | (via "sent-by" -aabb.cc.dd)
(public user id of UE1L)
-
GGSN checksfor IP
address spoofing
P SIP REGISTER

src: aa.bb.cc.dd

(via: "sent-by" -aa.bb.cc.dd)
(public user id of UEL)

SIP: 403 Forbidden

P

"via'

Check source IP
address againgt SIP

field

SIPREGISTER
(via: "sent-by" -aa.bb.cc.dd
"received” —aabb.cc.dd)
(public user id of UE1)

<

CxMAR
(public user id of UE1)

Map public user id to
MSISDN to retrieve
associated IP address

(I

Cx-MAA
Address stored ff.ee.dd.cc)

"

Check "received" IP
address against HSS
stored IP address

Figure 2: M essage sequence for early IM S security showing an unsuccessful identity theft

*kkkk Next Change *kkkk

7.2.5.3 Successful registration for a selected interworking case

Figure 3 below describes the message flow for successful registration to the IMS in the case that the UE supports both
fully compliant and early IMS access security and the network supports early IMS only. This case is denoted as case 3

inclause 7.2.4.

Note, that the “received” parameter is only sent from P-CSCF to S-CSCF under the conditions given in clause 7.2.3.1.
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UE2 UE1 GGSN RADIUS P-CSCF S-CSCF
(previously allocated 1P HSS
address: aa.bb.cc.dd)
PDP Context Activation Request
»| Accounting Request Start (PDP
Address Allocated — ff.ee.dd.cc,
+ MSISDN)
Accounting Request Ack
PDP Context Activation Accept|
(PDP Address Allocated: ff.ee.dd.¢c)
<
P SIPREGISTER
src: aabb.cc.dd (Rel5 Compliant)
GGSN checks for IP address spoofing
P SIP REGISTER
src: aabb.cc.dd (Rel5 Compliant)
SIP: 420 Bad Extension
P SIPREGISTER
Odat " bb-ce-dd)
Srcraabb.cc.dd [tV PB-EE:86;
GGSN checks for IP address spoofing
P SIPREGISTER
gc aabb.cedd | (via "sent-by" -aa.bb.cc.dd)

Check source IP

address against SIP
"via" field

SIPREGISTER
(via: "sent-by" -aa.bb.cc.dd
"received" — aa.bb.cc.dd)

Cx MAR
(public user id of UEL)

i
<«

Map public user id to MSISDN to

retrieve associated |P address

Cx-MAA

P Address stored ff.ee.dd.cc)

—~

S

|P: 200 OK

Check "received” IP

address against HSS
stored | P address
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GGSN RADIUY P-CSCF S-CSCF
UE1 HSS

PDP Context Activation Request
» Accounting Request Start (PDP
Address Allocated — aa.bb.cc.dd,
+ MSISDN)
Accounting Request Ack <
PDP Context Activation Accept B
(PDP Address Allocated:
aa.bb.cc.dd
4 )
P SIPREGISTER
src: aabb.cc.dd (Rel5 Compliant)
L g
GGSN checks for 1P address spoofing
P SIP REGISTER
src: aabb.cc.dd (Rel5 Compliant)
g
SIP: 420 Bad Extension
<
P SIP REGISTER
sre: aabb.cc.dd (via: "sent-by" -aa.bb.cc.dd)
P
GGSN checks for IP address spoofing
P SIP REGISTER
gc aabb.cedd | (via "sent-by" -aa.bb.cc.dd)
P
Check source IP
address againgt SIP
"via" field
SIP REGISTER
(via: "sent-by" -aa.bb.cc.dd
"received" —aa.bb.cc.dd)
g
Cx MAR
< (public user id of UE1)
Map public user id to MSISDN to
- . Cx-MAA
retrieve associated IP address (IP Address stored aabb.cc.dd
P
Check "received" IP
address againgt HSS
SIP: 200 OK stored IP address
< I

Figure 3. M essage sequence for early IM S security showing interworking case where UE supports both fully
compliant and early IM S access security and network supportsearly IM S security only

wxx End of Changes *****
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