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*** BEGIN SET OF CHANGES ***

5.1.6 User Identity Privacy in WLAN Access

User identity privacy (Anonymity) is used to avoid sending any cleartext permanent subscriber identification
information which would compromise the subscriber's identity and location on the radio interface, or allow different
communications of the same subscriber on the radio interface to be linked.

User identity privacy is based on temporary identities (pseudonyms or re-authentication identities). The procedures for
distributing, using and updating temporary identities are described in ref. [4] and [5]. Support of this featureis
mandatory for implementation in the network and WLAN UE. The use of thisfeature is optional in the network, but
mandatory in the WLAN UE.

The AAA server generates and delivers the temporary identity and/or the re-authentication identity to the WLAN-UE as
part of the authentication process. The WLAN-UE shall not interpret the temporary identity; it shall just store the
received identifier and use it at the next authentication. Clause 6.4 describes a mechanism that allows the home network
to include the user'sidentity (IMSl) encrypted within the temporary identity.

When the WLAN-UE receives one temporary identity issued by the AAA server, it shall useit in the next
authentication. The WLAN-UE can only use the permanent identity when there is no temporary identity available in the
WLAN-UE. A temporary identity isavailable for use when it has been received in last authentication process.
Temporary identities received in earlier authentication processes have to be cleared in the WLAN-UE or marked so that
they can only be used once. If the WLAN-UE does not receive any new temporary identity during a re-authentication
procedure, the WLAN-UE shall use a previously unused pseudonym, if available, for the next full re-authentication
attempt.

If the WLAN-UE receives from the AAA server more than one temporary identity (a pseudonym and are-
authentication identity), in the next authentication procedure, it will use the re-authentication identity, so that the AAA
server is able to decide either to go on with afast re-authentication or to fallback to a full re-authentication (by
requesting the pseudonym to the WLAN-UE). This capability of decision by the AAA server isnot possibleif the
WLAN-UE sends the pseudonym, since the AAA server is not able to request the re-authentication identity if it decides
to change to fast re-authentication.

For tunnel establishment in scenario 3, fast re-authentication may be used for speed up the procedure. In this case, the
WLAN-UE shall use the fast re-authentication identities (as long as the re-authentication identity has been received in
the last authentication process).

An exception is when the full authentication is being performed for tunnel establishment in scenario 3, in which case
the IMSI may be sent even if identity privacy support was activated by the home network. In this situation, the
authentication exchange is performed in a protected tunnel which provides encryption and integrity protection, as well
as replay protection.

NOTE: There exist the following risks when sending the IMSI in the tunnel set-up procedure:

the protected tunnel is encrypted but not authenticated at the moment of receiving the user identity
(IMSI). The IKEv2 messages, when using EAP, are authenticated at the end of the EAP exchange. So
in case of a man-in-the-middle attack the attacker could be able to seethe IMSI in clear text, although
the attack would eventually fail at the moment of the authentication;

the IMSI would be visible for the PDG, which in roaming situations may beinthe VPLMN. Thisis
not a significant problem if the home network operator trusts the PDGs owned by the visited network
operators.

To avoid user tracesbility, the user should not be identified for along period by means of the same temporary identity.
On the other hand, the AAA server should be ready to accept at least two different pseudenymstemporary identities, in
case the WLAN-UE fails to receive the new one issued from the AAA server. The mechanism described in Clause 6.4
also includes facilities to maintain more than one allowed pseddenymtemporary identity.

If identity privacy is used but the AAA server failsto identify the user by its temporary identity, the AAA server shall
request the next one following the order 1.Fast re-authentication id., 2.Pseudonym, 3.Permanent id. For example, if the
WLAN UE is using the previously issued re-authentication identity but the AAA server cannot identify the user by its
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pseudonyrmre-authentication identity, the AAA server shall requests the user WLAN UE to send its permanent
Hdentitypseudonym. If the AAA server still does not recognize the pseudonym, it shall request the WLAN UE to send its
permanent identity. This represents a breach in the provision of user identity privacy. It isa matter of the operator's
security policy whether to allow clients to accept requests from the network to send the cleartext permanent identity. If
the client rejects alegitimate request from the AAA server, it shall be denied access to the service.

Editor's note: The use of PEAP with EAP/AKA and EAP/SIM is currently under consideration. If PEAP is used, the
temporary identity privacy scheme provided by EAP/AKA and EAP/SIM is not needed.

***END SET OF CHANGES ***
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*** BEGIN SET OF CHANGES ***

6.1.1.1 EAP/AKA Procedure

The EAP-AKA authentication mechanism is specified in ref. [4]. The present section describes how this mechanismis
used in the WLAN-3GPP interworking scenario.
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1. A connection is established between the WLAN-UE and the WLAN-AN, using aWireless LAN technology
specific procedure (out of scope for this specification).

2. The WLAN-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

3. The WLAN-UE sends an EAP Response/ldentity message. The WLAN-UE sendsitsidentity complying with
Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a temperary-identitier
{pseudonymy allocated to the WLAN-UE in previous authentication or, in the case of first authentication, the
IMSI.

NOTE 1: Generating an identity conforming to NAI format from IMSI is defined in EAP/AKA [4].

4. The message isrouted towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE 2: Diameter referral can also be applied to find the AAA server.

5. The 3GPP AAA server receives the EAP Response/l dentity packet that contains the subscriber identity. The
identifier of the WLAN radio network, VPLMN Identity and the MAC address of the WLAN-UE shall also be
received by the 3GPP AAA server in the same message.

6. 3GPP AAA Server identifies the subscriber as a candidate for authentication with EAP-AKA, based on the
received identity. The 3GPP AAA Server then checksthat it has an unused authentication vector available for
that subscriber . If not, a set of new authentication vectorsis retrieved from HSS/HLR. A mapping from the
temporary identifier to the IMSI may be required.

The HSS/HLR shall check if thereisa 3GPP AAA server already registered to serve for this subscriber In case
the HSS/HLR detects that another 3GPP AAA server has already registered for this subscriber, it shall provide
the current 3GPP AAA server with the previously registered AAA server address. The authentication signalling
isthen routed to the previously registered 3GPP AAA server with Diameter-specific mechanisms, e.g., the
current 3GPP AAA server transfers the previoudly registered AAA server address to the AAA proxy or the
WLAN AN, or the current 3GPP AAA server acts asa AAA proxy and forwards the authentication message to
the previously registered 3GPP AAA server.

NOTE 3: It could also be the case that the 3GPP AAA Server first obtains an unused authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if aUMTS authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-AKA.

7. The 3GPP AAA server requests again the user identity, using the EAP Request/AKA Identity message. This
identity request is performed as the intermediate nodes may have changed or replaced the user identity received
in the EAP Response I dentity message, as specified in ref. [4]. However, this new request of the user identity can
be omitted by the home operator if there exist the certainty that the user identity could not be changed or
modifies by any means in the EAP Response Identity message.

8. The WLAN AN forwards the EAP Request/AKA ldentity message to the WLAN UE.
9. The WLAN UE responds with the same identity it used in the EAP Response Identity message.

10. The WLAN AN forwards the EAP Response/AKA Identity to the 3GPP AAA server. Theidentity received in
this message will be used by the 3GPP AAA server in the rest of the authentication process. If an inconsistency
isfound between the identities received in the two messages (EAP Response I dentity and EAP Response/ AKA
I dentity) so that the user profile and authentication vectors previously retrieved from HSS/HLR are not valid,
these data shall be requested again to HSS/HLR (step 6 shall be repeated before continuing with step 11).

NOTE 4: In order to optimise performance, the identity re-request process (the latter four steps) should be
performed when the 3GPP AAA server has enough information to identify the user as an EAP-AKA user,
and before user profile and authentication vectors retrieval, although protocol design in Wx interface may
not allow to perform these four steps until the whole user profile has been downloaded to the 3GPP AAA
server.

11. 3GPP AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.
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Although this step is presented after step 6 in this example, it could be performed at some other point, however
before step 14. (Thiswill be specified as part of the Wx interface.)

12. New keying material is derived from IK and CK., cf. [4]. This keying material is required by EAP-AKA, and
some extra keying material may also be generated for WLAN technology specific confidentiality and/or integrity
protection.

A new pseudonym may be chosen and protected (i.e. encrypted and integrity protected) using EAP-AKA
generated keying material.

13.3GPP AAA Server sends RAND, AUTN, a message authentication code (MAC) and two user identities (if they
are generated): protected pseudonym and/or re-authentication id to WLAN-AN in EAP Request/AK A-Challenge
message. The sending of the re-authentication id depends on 3GPP operator's policies on whether to allow fast
re-authentication processes or not. It impliesthat, at any time, the AAA server decides (based on policies set by
the operator) to include the re-authentication id or not, thus allowing or disallowing the triggering of the fast re-
authentication process.

The 3GPP AAA Server may send as well aresult indication to the WLAN UE, in order to indicate that it wishes
to protect the success result message at the end of the process (if the outcome is successful). The protection of
result messages depends on home operator's policies.

14. The WLAN-AN sends the EAP Request/AK A-Challenge message to the WLAN-UE.

15. The WLAN-UE runs UMTS agorithm on the USIM. The USIM verifiesthat AUTN is correct and hereby
authenticates the network. If AUTN isincorrect, the terminal rejects the authentication (not shown in this
example). If the sequence number is out of synch, terminal initiates a synchronization procedure, c.f. [4]. If
AUTN is correct, the USIM computes RES, IK and CK.

The WLAN UE derives required additional new keying material from the new computed IK and CK from the
USIM, checks the received MAC with the new derived keying material.

If a protected pseudonym and/or re-authentication identity was-were received, then the WLAN-UE stores the
pseudenyrm-temporary identity(s) for future authentications.

16. The WLAN UE calculates a new MAC value covering the EAP message with the new keying material. WLAN-
UE sends EAP Response/ AK A-Challenge containing calculated RES and the new calculated MAC value to
WLAN-AN.

The WLAN UE shall include in this message the result indication if it received the same indication from the
3GPP AAA server. Otherwise, the WLAN-UE shall omit thisindication.

17.WLAN-AN sends the EAP Response/AK A-Challenge packet to 3GPP AAA Server
18. The 3GPP AAA Server checks the received MAC and compares XRES to the received RES.

19.1f al checksin step 18 are successful, the 3GPP AAA Server shall send the message EAP Request/AKA-
Notification, previous to the EAP Success message, if the 3GPP AAA Server requested previously to use
protected successful result indications. This message is MAC protected.

20. The WLAN AN forwards the message to the WLAN-UE.
21. The WLAN-UE sends the EAP Response/ AK A-Notification.

22. The WLAN AN forwards the EAP Response/ AK A-Notification message to the 3GPP AAA server. The 3GPP
AAA Server shall ignore the contents of this message

23. The 3GPP AAA Server sends the EAP Success message to WLAN-AN (perhaps preceded by an EAP
Notification, as explained in step 20). If some extra keying material was generated for WLAN technology
specific confidentiality and/or integrity protection then the 3GPP AAA Server includes this keying material in
the underlying AAA protocol message (i.e. not at the EAP level). The WLAN-AN stores the keying materia to
be used in communication with the authenticated WLAN-UE.

24. The WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message.
Now the EAP AKA exchange has been successfully completed, and the WLAN-UE and the WLAN-AN share
keying material derived during that exchange.
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25. If thereis no other ongoing WLAN Access session for the subscriber detected by the 3GPP AAA server, and the
WLAN registration for this subscriber is not performed previously, then the 3GPP AAA server shall initiate the
WLAN registration to the HSS/HLR. Otherwise, the AAA server shall compare the MAC address, VPLMN
Identity and the WLAN access network information of the authentication exchange with the same information of
the ongoing sessions. If the information is the same as with an ongoing session, then the authentication exchange
isrelated to the ongoing session, so thereis no need to do anything for old sessions. If it is the same subscriber
but with a different MAC address, or with adifferent VPLMN identity or with different radio network
information that is received than in any ongoing session, the 3GPP AAA server then considers that the
authentication exchange is related to a new WLAN Access session. It shall terminate an old WLAN Access
session after the successful authentication of the new WLAN Access session, based on the policy whether
simultaneous sessions are not alowed, or whether the number of allowed sessions has been exceeded.

The authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no
response from the WLAN-UE after a network request. In that case, the EAP AKA process will be terminated as
specified in ref. [4] and an indication shall be sent to HSS/HLR.

***END SET OF CHANGES ***
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*** BEGIN SET OF CHANGES ***

6.1.2.1 EAP SIM procedure

The EAP-SIM authentication mechanism is specified in ref. [5]. The present section describes how this mechanismis
used in the WLAN-3GPP interworking scenario.
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1

A connection is established between the WLAN-UE and the WLAN-AN, using a Wireless LAN technology
specific procedure (out of scope for this specification).

The WLA-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

The WLAN-UE sends an EAP Response/ldentity message. The WLAN-UE sends itsidentity complying with the
Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a temperary-identifier
{pseudonymy allocated to WLAN-UE in previous authentication or, in the case of first authentication, the IMSI.

NOTE 1: Generating an identity conforming to NAI format from IMSI is defined in EAP/SIM.

4.

The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE 2: Diameter referral can also be applied to find the AAA server.

5.

The 3GPP AAA server receives the EAP Response/l dentity packet that contains the subscriber identity. The
identifier of the WLAN radio network, VPLMN Identity and the MAC address of the WLAN-UE shall also be
received by the 3GPP AAA server in the same message.

The 3GPP AAA Server, identifies the subscriber as a candidate for authentication with EAP-SIM, based on the
received identity, and then it sends the EAP Request/SIM-Start packet to WLAN-AN. The 3GPP AAA server
requests again the user identity. Thisidentity request is performed as the intermediate nodes may have changed
or replaced the user identity received in the EAP Response | dentity message, as specified in ref. [5]. However,
this new request of the user identity can be omitted by the home operator if there exist the certainty that the user
identity could not be changed or modified by any meansin the EAP Response I dentity message.

NOTE 3: It could also be the case that the 3GPP AAA Server first obtains an authentication vector for the

subscriber and, based on the type of authenticator vector received (i.e. if a GSM authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-SIM.

WLAN-AN sends the EAP Request/SIM-Start packet to WLAN-UE

The WLAN-UE chooses a fresh random number NONCE_MT. The random number is used in network
authentication. The WLAN UE includes the same user identity it used in the EAP Response |dentity message.

The WLAN-UE sends the EAP Response/SIM-Start packet, containing NONCE_MT and the user identity, to
WLAN-AN.

WLAN-AN sends the EAP Response/SIM-Start packet to 3GPP AAA Server. The identity received in this
message will be used by the 3GPP AAA server in the rest of the authentication process. If an inconsistency is
found between the identities received in the two messages (EAP Response Identity and EAP Response/SIM
Start) so that any user data retrieved previously from HSS/HLR are not valid, these data shall be requested again
to HSS/HLR.

10. The AAA server checksthat it has available N unused authentication vectors for the subscriber. Several GSM

authentication vectors are required in order to generate keying material with effective length equivalent to EAP-
AKA. If N authentication vectors are not available, a set of authentication vectorsis retrieved from HSS/HLR.
A mapping from the temporary identifier to the IMSI may be required.

Although this step is presented after step 9 in this examples, it could be performed at some other point, for
example after step 5, however before step 12. (This will be specified as part of the Wx interface).

The HSS/HLR shall check if thereis a 3GPP AAA server already registered to serve for this subscriber. In case
the HSS/HLR detects that another 3GPP AAA server has already registered for this subscriber, it shall provide
the current 3GPP AAA server with the previously registered AAA server address. The authentication signalling
isthen routed to the previoudly registered 3GPP AAA server with Diameter-specific mechanisms, e.g., the
current 3GPP AAA server transfers the previoudly registered AAA server address to the AAA proxy or the
WLAN AN, or the current 3GPP AAA server acts asa AAA proxy and forwards the authentication message to
the previously registered 3GPP AAA server.

CR page 11



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 12

11. The AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

Although this step is presented after step 10 in this example, it could performed at some other point, however
before step 18. (Thiswill be the specified as part of the Wx interface).

12. New keying material is derived from NONCE_MT and N Kc keys. This keying materia is required by EAP-
SIM, and some extra keying material may also be generated for WLAN technology specific confidentiality
and/or integrity protection.

A new pseudonym and/or a re-authentication identity may be chosen and protected (i.e. encrypted and integrity
protected) using EAP-SIM generated keying material.

A message authentication code (MAC) is calculated over the EAP message using an EAP-SIM derived key. This
MAC is used as a network authentication value.

3GPP AAA Server sends RAND, MAC, protected pseudonym and re-authentication identity (the two latter in
case they were generated) to WLAN-AN in EAP Request/SIM-Challenge message. The sending of the re-
authentication id depends on 3GPP operator's policies on whether to alow fast re-authentication processes or
not. It impliesthat, at any time, the AAA server decides (based on policies set by the operator) to include the re-
authentication id or not, thus allowing or disallowing the triggering of the fast re-authentication process.

The 3GPP AAA Server may send as well aresult indication to the WLAN-UE, in order to indicate that it wishes
to protect the success result message at the end of the process (if the outcome is successful). The protection of
result messages depends on home operator's policies.

13. The WLAN sends the EAP Request/SIM-Challenge message to the WLAN-UE.

14. WLAN-UE runs N times the GSM A3/A8 algorithmsin the SIM, once for each received RAND.
This computing gives N SRES and Kc values.
The WLAN-UE derives additional keying material from N Kc keys and NONCE_MT.

The WLAN-UE calculates its copy of the network authentication MAC with the newly derived keying material
and checksthat it is equal with the received MAC. If the MAC isincorrect, the network authentication has failed
and the WL AN-UE cancels the authentication (not shown in this example). The WLAN-UE continues the
authentication exchange only if the MAC is correct.

The WLAN-UE calculates a new MAC with the new keying material covering the EAP message concatenated to
the N SRES responses.

If a protected pseudonym and/or re-authentication identity was-were received, then the WLAN-UE stores the
pseudenyrm-temporary identity(s) for future authentications.

15. WLAN-UE sends EAP Response/SIM-Challenge containing calculated MAC to WLAN-AN.

The WLAN-UE shall include in this message the result indication if it received the same indication from the
3GPP AAA server. Otherwise, the WLAN-UE shall omit thisindication.

16. WLAN-AN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server.
17.3GPP AAA Server comparesits copy of the response MAC with the received MAC.

18. Once the comparison in step 17 is successful, the 3GPP AAA Server shall send the message EAP
Request/SIM/Natification, previous to the EAP Success message, if the 3GPP AAA Server requested previously
to use protected success result indications. The message EAP Request/SIM/Natification is MAC protected.

19. The WLAN AN forwards the message to the WLAN-UE.
20. The WLAN-UE sends the EAP Response/SIM/Notification.

21. The WLAN AN forwards the EAP Response/SIM/Notification message to the 3GPP AAA server. The 3GPP
AAA Server shall ignore the contents of this message.

CR page 12



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 13

22. The 3GPP AAA Server sends the EAP Success message to WLAN-AN (perhaps preceded by an EAP
Notification, as explained in step 20). If some extra keying material was generated for WLAN technology
specific confidentiality and/or integrity protection, then the 3GPP AAA Server includes this derived keying
material in the underlying AAA protocol message. (i.e. not at EAP level). The WLAN-AN stores the keying
material to be used in communication with the authenticated WLAN-UE.

23. WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message. Now the
EAP SIM exchange has been successfully completed, and the WLAN-UE and the WLAN_AN may share keying
material derived during that exchange.

24.1f thereis no other ongoing WLAN Access session for the subscriber detected by the 3GPP AAA server, and the
WLAN registration for this subscriber is not performed previously, then the 3GPP AAA server shall initiate the
WLAN registration to the HSS/HLR.

Otherwise, the AAA server shall compare the MAC address, VPLMN Identity and the WLAN access network
information of the authentication exchange with the same information of the ongoing sessions. If the information
is the same as with an ongoing session, then the authentication exchange is related to the ongoing session, so
there is no need to do anything for old sessions. If it is the same subscriber but with a different MAC address, or
with adifferent VPLMN identity, or with different radio network information that is received than in any
ongoing session, the 3GPP AAA server then considers that the authentication exchange is related to a new
WLAN Access session. It shall terminate an old WLAN Access session after the successful authentication of the
new WLAN Access session, based on whether simultaneous sessions are not allowed, or whether the number of
allowed sessions has been exceeded.

NOTE 4: The derivation of the value of N isfor further study.

The authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no
response from the WLAN-UE after a network request. In that case, the EAP SIM process will be terminated as specified
inref. [5] and an indication shall be sent to HSS'HLR.

***END SET OF CHANGES ***

***BEGIN SET OF CHANGES ***

6.4.1 Temporary ldentity Generation

Temporary |dentities (Pseudonyms or re-authentication identities) are generated as some form of encrypted IMSI.
Advanced Encryption Standard (AES) (see ref. [17]) in Electronic Codebook (ECB) mode of operation with 128-bit
keysis used for this purpose.

In order to encrypt with AES in ECB mode, it is necessary that the length of the clear text isamultiple of 16 octets.
This clear text is formed as follows:

1. A Compressed IMS is created utilising 4 bits to represent each digit of the IMSI. According to TS 23.003 [18],
the length of the IMSI is not more than 15 digits (numerical characters, 0 through 9). The length of the
Compressed IMS shall be 64 bits (8 octets), and the most significant bits shall be padded by setting al the bitsto
1

eg. IMS| =214070123456789 (MCC =214 ; MNC = 07 ; MSIN = 0123456789)
Compressed IMSI = 0xF2 0x14 0x07 0x01 0x23 0x45 0x67 0x89

Observe that, at reception of atemporary identity, it is easy to remove the padding of the Compressed IMS as
none of the IMSI digits will be represented with 4 bits set to 1. Moreover, a sanity check should be done at
reception of apseudenymtemporary identity, by checking that the padding, the MCC and the MNC are correct,
and that all characters are digits.

2. A Padded IMS is created by concatenating an 8-octet random number to the Compressed IMS.
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A 128-hit secret key, Kpseu, is used for the encryption. The same secret key must be configured at all the WLAN AAA
serversin the operator network so that any WLAN AAA server can obtain the permanent identity from atemporary
identity generated at any other WLAN AAA server (see section 6.4.2).

Figure 8 summarises how the Encrypted IMS is obtained.

Kpseu

A 4

AES in
Padded IMSI —— ECB mode —» Encrypted IMSI

Figure 8: Encrypted IMSI generation

Once the Encrypted IMS has been generated, the following fields are concatenated:
- Encrypted IMS, so that a AAA server can later obtain the IMSI from the temporary identity.

- Key Indicator, so that the AAA server that receives the temporary identity can locate the appropriate key to de-
encrypt the Encrypted IMS| (see section 6.4.2).

- Temporary identity Tag, used to mark the identity as temporary pseudonym or re-authentication identity. The tag
should be different for identities generated for EAP-SIM and for EAP-AKA.

«—6 bits—»<«—4 bits—»«——— 128 bits (16 octets) ——»|
Key
Indicator

« 138 bits >

Tag Encrypted IMSI

Figure 9

The Temporary Identity Tag is hecessary so that when aWLAN AAA receives a user identity it can determine whether
to processit as a permanent or atemporary user identity. Moreover, according to EAP-SIM/AKA specifications, when
the Authenticator node (i.e. the AAA server) receives atemporary user identity which is not able to map to a permanent
user identity, then the permanent user identity(if the AAA server recognisesit as a pseudonym) or afull authentication
identity (if theAAA server recognisesit as are-authentication id) shall be requested from the WLAN client. Asthe
procedure to request the permanent user identity is different in EAP-SIM and EAP-AKA, the Temporary Identity Tag
must be different for EAP-SIM pseudonyms or re-authentication identities) and for EAP-AKA pseudonyms or re-
authentication identities, so that the AAA can determine which procedure to follow.

Thelast step in the generation of the temporary identities consists on converting the concatenation above to a printable
string using the BASE64 method described in section 4.3.2.4 of RFC 1421 [16]. With this mechanism, each 6-bit group
isused as an index into an array of 64 printable characters. As the length of the concatenation is 138 hits, the length of
the resulting temporary identity is 23 characters, and no padding is necessary. Observe that the length of the Temporary
identityTag has been chosen to be 6 bits, so that it directly trandates into one printable character after applying the
transformation. Therefore, at reception of a user identity, the AAA server can recognise that it is atemporary identity
for EAP-SIM or atemporary identity for EAP-AKA without performing any reverse transformation (i.e. without
trandating any printable character into the corresponding 6 bits).

6.4.2 Key Management

A 128-bit encryption key shall be used for the generation of temporary identities for a given period of time determined
by the operator. Once that time has expired, a new key shall be configured at all the WLAN AAA servers. The old key
shall not be used any longer for the generation of temporary identities, but the AAA servers must keep a number of
suspended (old) keys for the interpretation of received temporary identities that were generated with those old keys. The
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number of suspended keys kept in the AAA servers (up to 16) should be set by the operator, but it must be at least one,
in order to avoid that a just-generated temporary identity becomes invalid immediately due to the expiration of the key.

Each key must have associated a Key Indicator value. This value isincluded in the pseudenym-temporary identity (see
Key Indicator field in section 6.4.1), so that when aWLAN AAA receives the temporary identity, it can use the
corresponding key for obtaining the Padded IMS (and thence the Username).

If atemporary identity is sent to aWLAN client but then the user does not initiate new authentication attempts for a
long period of time, the key used for the generation of that temporary identity could eventually be removed from all the
WLAN AAA servers. If the user initiates an authentication attempt after that time using that old temporary identity, the
receiving AAA server will not be able to recognise the temporary identity asavalid one but it will be able to recognize
the type of temporary identity (pseudonym or re-authentication identity), and it shall request the permanent user identity
fromthe WLAN client_(if the temporary identity was a re-authentication identity, the AAA server shall request first a
pseudonym, and if it is not recognized, the permament user identity) Hence, in order to achieve that permanent user
identities are used as little as possible, it is recommended that the encryption key is not renewed very often.

The configuration of the keys could be done via O& M, as shown in the figure below.

AAA AAA AAA

O&M Interface

Periodic Key
Generator

Figure 10: Key configuration via O&M

Handling of these secret keys, including generation, distribution and storage, should be done in a secure way.

***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

6.4.4  Acknowledged Limitations

This mechanism does not prevent forging of pseudenymstemporary identities generated with keys that are no longer
maintained in the AAA servers. That is, an attacker may form a pseudonym-temporary identity by concatenating the
desired Pseudenym Temporary identity Tag and 132 bits of random information, and then applying the printable
encoding transformation (see section 6.4.1). At reception of such pseudenym-temporary identity in a AAA server, the
following cases are possible:

- TheKey Indicator may not correspond to any key (active or suspended) maintained at the AAA server.

- If the Key Indicator corresponds to any of the keys maintained at the AAA server, then that key is used for the
de-encryption of the Encrypted IMS, but the sanity check over the padding, the MCC and the MNC would show
that the IMSI is not correct.

In any case, the AAA server must interpret that the received pseudonym-temporary identity was generated with akey
that is no longer available, and therefore it must request the permanent user identity (if the received temporary identity
was a pseudonym) or the pseudonym (if the received temporary identity was a re-authentication identity) to the WLAN
client.
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This could be exploited to perform DoS attacks by initiating a large amount of authentication attempts presenting
different forged temporary identities. Nonetheless, the consequences of this attack should not be worse than the already
possible attack of initiating alarge amount of authentication attempts presenting different forged permanent identities.

***END SET OF CHANGES ***
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