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4.2.2 Network application function (NAF)

After the bootstrapping has been completed, the UE and an operator-controlled NAF can run some application specific
protocol where the authentication of messages will be based on those session keys generated during the mutual
authentication between UE and BSF.

General assumptions for the functionality of an operator-controlled NAF are:

there is no previous security association between the UE and the NAF;
NAF shall be able to locate and communicate securely with the subscriber's BSF;

NAF shall be able to acquire a shared key material established between UE and the BSF during the run of the
application-specific protocol;

NAF shall be able to acquire an (application-specific) user security setting from the HSS via the BSF;
NAF shall be able to check lifetime of the shared key material.

NOTE: Without a NAF requesting arun of AKA, GBA on it own does not guarantee the freshness of the key,

Ks(_int/ext) NAF. A NAF that support a Ua protocol that does not provide replay protection over
unconnected runs of the protocol, will need to take some action to avoid replay attacks if desired. A
possible ways to achieve thisis to store all used Ks(_int/ext) NAF to ensure that the key has not been
used. If the key has been used then the NAF should request a new run of AKA to generate a new
Ks(_int/ext).
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