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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version X.y.z
where:
x thefirg digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editoria only changes have been incorporated in the document.

Introduction

Thisclauseisoptional. If it exists, it isalways the second unnumbered clause.
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1 Scope

This clause shall start on a new page.

The present document ...

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsegquent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[<seg>] <doctype> <#>[ ([up to and including]{ yyyy[-mm]|V<a[.b[.c]]>} [onwards])]: "<Title>".
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1999.
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WA PCert-20010522-a.pdf

[WIM] WAP-260-WIM-20010712, 12.7.2001: http://www1.wapforum.org/tech/documents/\WA P-260-
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[X.509] ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:1997, "Information Technology - Open
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3 Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1 Definitions

For the purposes of the present document, the [following] terms and definitions[given in ... and the following] apply.

Definition format
<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2 Symbols

For the purposes of the present document, the following symbols apply:
Symbol format

<symbol> <Explanation>

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:
Abbreviation format

<ACRONYM> <Explanation>

AK Anonymity Key

AKA Authentication and Key Agreement

BSF Bootstrapping server functionality
BSF is hosted in anetwork element under the control of an MNO.

BSP BootStrapping Procedure

CA Certificate Authority

CMP Certificate Management Protocols

HSS Home Subscriber System

IK Integrity Key

MNO Mobile network operator

NAF Operator-controlled network application function functionality.
NAF ishosted in a network element under the control of an MNO.

PKCS Public-Key Cryptography Standards

PKI Public Key Infragtructure

SCP Subscriber Certificate Procedure

UE User Equipment”

3GPP



4 Generic AlA-BBootstrapping functionsArchitecture

The 3GPP authentication infrastructure, including the 3GPP Authentication Centre (AuC), the USIM and the 3GPP
AKA protocol run between them, isavery valuable asset of 3GPP operators. It has been recognised that this
infrastructure could be leveraged to enable application functions in the network and on the user side to communicate in
situations where they would not be able to do so without the support of the 3GPP authentication infrastructure.
Therefore, 3GPP can provide the “bootstrapping of application security” to authenticate the subscriber by defining a
generic bootstrapping function based on AKA protocal.

4.1 Requirements and principles for bootstrapping
Editor’ s note: The description of AKA bootstrapping shall be added here.
- The bootstrapping function shall not depend on the particular network application function

- The server implementing the bootstrapping function needs to be trusted by the home operator to handle
authenti cation vectors.

- The server implementing the network application function needs only to be trusted by the home operator to
handle derived key material.

- It shall be possible to support network application functionsin the operator’ s home network

- Thearchitecture shall not preclude the support of network application function in the visited network, or possibly
even in athird network.

- Totheextent possible, existing protocols and infrastructure should be reused.

- Inorder to ensure wide applicability, all involved protocols are preferred to run over IP.

4.1.1 Access Independence

Bootstrapping procedure is access independent. Bootstrapping procedure requires P connectivity from UE.

4.1.2 Authentication methods

Authentication method that is used to authenticate the bootstrapping function must be dependent on cellular
subscription. In other words, authentication to bootstrapping function shall not be possible without valid cellular
subscription. Authentication shall be based on AKA protocol.

4.1.3 Roaming

Theroaming subscriber shall be able to utilize the bootstrapping function in home network.

Editor’ snote: For the first phase of standardisation, only the case is considered where bootstrapping server
functionality and network application function are located in the same network asthe HSS. In later
phases, other configurations may be considered.

4.2 Bootstrapping architecture

42.1 Reference model

Figure 1 shows a simple network model of the entities involved in the bootstrapping approach, and the protocol s used
among them.
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A

HSS

Zh == Zn
BSF I NAF
I
— Ub = Ua
UE J

Figure 1: Simple network model for bootstrapping

Figure 2 illustrates a protocol stacks structure in network elements that are involved in bootstrapping of application
security from 3G AKA and support for subscriber certificates.

Editor’ snote: The current protocol stack figure is placed here as aholder. The actual protocols will be defined later.

UE NAF BSF HSS

SsC SC SsC

TCP | TCP ™ | TCP | 15 ™

P P P P P P
m ‘ )

Transport ) Diameter
D Protocols . HTTP Digest D Protocols
Figure 2: Protocol stack architecture

422 Network elements

4.2.2.1 Bootstrapping server function (BSF)

A generic bootstrapping server function (BSF) and the UE shall mutually authenticate using the AKA protocol, and
agree on session keys that are afterwards applied between UE and an operator-controlled network application function
(NAF). The key material must be generated specifically for each NAF independently.

Editor’ s note: key generation for NAF is ffs. Potential solutions may include:

- Separaterun of pretecol-AUb interface for each request of key material from aNAF

- Derivation of NAF-specific keysin BSF

3GPP



4.2.2.2 Network application function (NAF)

After the bootstrapping has been completed, the UE and an operator-controlled network application function (NAF) can
run some application specific protocol where the authentication of messages will be based on those session keys
generated during the mutual authentication between UE and BSF.

General assumptions for the functionality of an operator-controlled network application function (NAF):
- Thereisno previous security association between the UE and the NAF.
- NAF shall ableto locate and communicate securely with subscriber’s BSF.
- NAF shall be able to acquire a shared key material established between UE and the bootstrapping server function
(BSF) during running application-specific protocal.
4.2.2.3 HSS

HSS shall store new parametersin subscriber profile related to the usage of bootstrapping function. Possibly also
parametersrelated to the usage of some network application function are stored in HSS.

Editor’ s note: Needed new parameters are FFS.

4.2.2.4 UE

Therequired new functionalities from UE are:
- Thesupport of HTTP Digest AKA protocal,
- The capability to derive new key material to be used with preteccl-BUa interface from CK and 1K, and
- Support of NAF specific application protocol (see anrex-A[TS SSCJ).

4.2.3 Reference points

4.2.3.1 AUDb interface

Thereference point AUDb is between the UE and the BSF. The functionality is radio access independent and can be run
in both CS and PS domains.

Editor’ s notes: The solution for CS domain isffs.

42311 Functionality

Reference point A Ub provides mutua authentication between the UE and the BSF entities. It allows the UE to bootstrap
the session keys based on the 3G infrastructure. The session key as result of key agreement functionality, is used to
support further applications e.g. certificate issuer.

4.2.3.1.2 Protocol

Protecol-AUb interface isin format of HTTP Digest AKA, which is specified in [RFC3310]. It is based on the 3GPP
AKA [4] protocal that requires information from USIM and/or I1SIM. The interface to the USIM is as specified for 3G

3.

4.2.3.2 BUa interface
Protecol-BUa interface is the application protocol which is secured using the keys material agreed between UE and BSF

asaresult of therun of pretecel-AUb interface. For ingtance, in the case of support for subscriber certificates [TS SSC],
it isaprotocol, which allows the user to request certificates from the NAF. In this case NAF would be the PKI portal.

3GPP



4.2.3.3 €Zh interface
Protecol-CZh interface is used between the BSF and the HSS to allow the BSF to fetch the required authentication

information and subscriber profile information from the HSS. The interface to the 3G Authentication Centre is HSS-
internal, and it need not be standardised as part of this architecture.

4.2.3.4 DPZn interface

Protecol-BZn interface is used by the NAF to fetch the key material agreed in protecsl-AUb interface from the BSF. It
may also be used to fetch subscriber profile information from BSF.

4.3 Procedures

This chapter specifiesin detail the format of the bootstrapping procedure that is further utilized by various applications.
It contains the AKA authentication procedure with BSF, and latter the key material generation procedure.

4.3.1 Bootstrapping procedures

When a UE wantsto interact with an NAF, it shall first perform a bootstrapping authentication (see Figure 3):Editor’s
notes: Protecel-CZh interface related procedure will be added here in future devel opment. It may re-use Cx interface
that is specified in TS 29.228. It shall aso perform a bootstrapping authentication when it hasreceived a key update
indication from the NAF (cf. section 4.3.2).

3GPP
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1. Request (user

identity) 2. Zhinterface:

»  BSFretrieves AV
and user profile.

3. 401 Unauthorized < >

WWW-Authenticate:
Digest (RAND, AUTN
delivered) —

<

4 Client runs AKA

algorithms, verifies
AUTN, and session
keys derives RES

5. Request
Authorization:
Digest (RESis used)

>

6. Server checks the
given RES, if itis
correct.

7.200 OK

<
8. Ks=CK|IIK 8. Ks=CKIIK

9. ldentifier

Figure 3: The bootsrapping procedure

The UE sends an HTTPrequest towards the BSF.

BSF retrieves the user profile and a challenge, i.e. the Authentication Vector (AV, AV =
RANDI||AUTNIXRES||ICK||IK) by pretecsk-CZh interface from the HSS.

Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, IK and XRES). This
is to demand the UE to authenticate itself.

The UE cal culates the message authentication code (MAC) so asto verify the challenge from authenticated
network; the UE also calculates CK, IK and RES. Thiswill result in session keys IK and CK in both BSF and
UE.

The UE sends request again, with the Digest AKA RES asthe response to the BSF.
If the RES equalsto the XRES that isin the AV, the UE is authenticated.
The BSF shall send 200 OK message to the UE to indicate the success of the authentication.

The key material Ksisgenerated in both BSF and UE by concatenating CK and IK. The Ksisused for securing
the pretecol-BUa interface.
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Editor’ snote: The key material Ksis 256 bitslong. It isup each NAF to make the usage of the key material
specifically.

9. BSF may supply atransaction identifier to UE in the cause of pretecel-AUD interface.

4.3.2 Procedures using bootstrapped Security Association

After UE isauthenticated with the BSF, every time the UE wantsto interact with an NAF the following steps are
executed as depicted in Figure4

UE starts protecal-BUa interface with the NAF

- Ingeneral, UE and NAF will not yet share the key(s) required to protect protecol-BUa interface. If they already
do, there isno need for NAF to invoke pretece-2Zn interface.

- If the NAF shares a key with the UE, but an update of that key it sends a suitable key update request to the UE
and terminates protocol-BUa interface. The form of thisindication may depend on the particular pretecel-BUa
interface and is ffs.

- Itisassumed that UE supplies sufficient information to NAF, e.g. atransaction identifier, to allow the NAF to
retrieve specific key material from BSF.

- The UE derives the keys required to protect pretocsl-BUa interface from the key material.
NAF starts protecs-BZn interface with BSF

- The NAF requests key material corresponding to the information supplied by the UE to the NAF (e.g. a
transaction identifier) in the start of pretecel-BUa interface.

- TheBSF suppliesto NAF the requested key material. If the key identified by the transaction identifier supplied
by the NAF isnot available at the BSF, the BSF shall indicate thisin the reply to the NAF. The NAF then
indicates a key update request to the UE.

- The NAF derives the keys required to protect protocel-BUa interface from the key material in the same way as
the UE did.

NAF continues preteceal-BUa interface with UE

Once therun of pretecel-BUainterface is completed the purpose of bootstrapping is fulfilled asit enabled UE and NAF
to run pretecol-BUa interface in a secure way.

Editor’ s note: Message sequence diagram presentation and its details will be finalized | ater.

3GPP



UE

Ua

Identifier,Ks

The clicent runs
algorithm generating
MAC by:

Ks -> K, (K,msg)->MAC

| 1. Application Request»
(Identifier, msg, MAC)

NAF

The Server runs
algoritm generating
locally MAC' by
Ks -> K; (K,msg)->MAC'
if MAC' == MAC then
case is ok

<«-4. Application Answer—{

Zn

2. Authentication Request |
(Identifier)

3. Authentication Answer |
(Ks, Prof)

BSF

MAC represents all credentials msg is appl. specific dataset
Prof is application specific part of user profile

Figure 4: The bootstrapping usage procedure
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Annex <2A> (informative):
Generic secure message exchange using
HTTP Digest Authentication

BA.1 Introduction

Editor’ s note: Thisannex describes how HTTP Digest Authentication can be used between UE and any NAF whose
pretocol-BUa interface is based on HT TP messaging. Pretecel-BUa interface may depend upon the final
choice of scheme made by SA WG3 and this will need to be reviewed later by SA WG3.

HTTP Digest Authentication model can also be used as a generic authentication and integrity protection method
towards any new NAF. If anew NAF uses BSF-based security association, it could use this generic method to
authenticate the UE (and UE authenticate the NAF) and integrity protect any payload being transferred between NAF
and UE. Asageneric method, it will speed up the specification of new NAFs since the authentication and message
integrity protection part of pretecel-BUa interface aretaken care of by HTTP Digest Authentication. It will also ease
the implementation of BSF-based authentication in NAFs because there would be one well-defined way to do it.

2A.2 Generic pretocel-BUa interface description

The sequence diagram in Figure 5 describes the generic secure message exchange with HTTP Digest Authentication.
The conversation may take place inside a server-authenticated TLS [RFC2246] tunnel in which case TLS handshake
has taken place before step 1.

In step 1, UE sends an empty HTTP request to a NAF. In step 2, NAF responds with HT TP response code 401
“Unauthorized” which contains a WWW-Authenticate header. The header instructsthe UE to use HTTP Digest
Authentication with a bootstrapped security association. Quality of protection (qop) attributeis set to “auth-int”
meaning that the payl oad of the following HT TP requests and responses should integrity protected. Therealm attribute
containstwo parts. Thefirst part isa constant string “3GPP-bootstrapping” ingtructing the UE to use a bootstrapped
security association. The second part isthe DNS name of the NAF.

In step 3, the UE shall verify that the second part of the realm attribute does in fact correspond to the server it is talking
to. In particular, if the conversation istaking place inside a server-authenticated TLS tunnel, the UE shall verify that the
server namein the server’ s TLS certificate matches the server namein the realm attribute of the WWW-Authenticate
header. The UE generates client-payl oad containing the message it wantsto send to the server. Then it will generate
the HTTP request by calculating the Authorization header values using the transaction identifier (base64 encoded) it
received from the BSF as username and the session key K (base64 encoded) as the password, and send the request to
NAFin step 4.

When NAF receives therequest in step 5, it will verify the Authorization header by fetching the session key K from the
bootstrapping server using pretecel-BZn interface and the transaction identifier. After successful retrieval, NAF
calculates the corresponding digest values using K, and compares the calculated values with the received valuesin the
Authorization header. The NAF shdl aso verify that the DNS name in therealm attribute matchesits own. If the
conversation istaking place inside a server-authenticated TLS tunnel, the NAF shall also verify that thisDNSnameis
the same asthat of the TLS server. If the verification succeeds, the incoming client-payl oad request istaken in for
further processing. Thereafter, the NAF will generate a HT TP response containing the server-payl oad it wantsto send
back to the client in step 6. The NAF may use session key K to integrity protect and authenticate the response.

In step 7, UE receives theresponse and verifies the Authentication-Info header. If the verification succeeds, the UE can
accept the server-payload for further processing.

Additional messages can be exchanged using steps 3 through 7 as many times asis necessary. The following HTTP
request and responses must be constructed according to RFC 2617 (e.g., nc parameter must be incremented by one with
each new HTTP request made by UE).
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NAF

1.

GET / HTTP/ 1.1

2. (¢

HTTP/ 1.1 401 Unaut hori zed

3. UE generates the

calculates the HTTP
Digest values.

payload message and

WAN Aut hent i cate: Di gest

qop= "auth-int",
nonce="dffef 12..2ff 7",
opaque="e23f 45. . df f 2"

4.

real m=" 3GPP- boot st rappi ng: ww. oper at or . cont',

>

POST / sonerequest/ HITP/ 1.1

Aut hori zati on: Di gest
user name="adf .. adf",
real m=" 3GPP- boot st rappi ng: ww. oper at or . cont',
qop=aut h-int,
al gori t hn=NVD5,
uri ="/sonerequest/",
nonce="dffef 12..2ff 7",
nc=00000001,
cnonce="0a4f ee. .
response="6629. .
opaque="e23f 45. .

dd2f ",
af 3e",
df f 2"

<cl i ent - payl oad>

5. NAF fetches the session
key K based on username
and verifies the
"Authorization” header. If
success, it accepts client-
payload as an
authenticated message.

6. |«

HTTP/ 1.1 200 OK

7. UE verifies the
Authentication-info

as an authenticated
message.

header. If success, it
accepts server-payload

Cont ent - Type: some-M Me-type
Aut henti cation-1nfo: nextnonce="4ff232dd..dd",
qop=aut h-int,
r spaut h="4dd34. . 55d2",
cnonce="0a4f ee. . dd2f ",
nc=00000001

<server - payl oad>

Figure 5: Generic secure message exchange using HTTP Digest Authentication and bootstrapped

security association
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